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IFIP – The International Federation for Information Processing

IFIP was founded in 1960 under the auspices of UNESCO, following the First
World Computer Congress held in Paris the previous year. An umbrella organi-
zation for societies working in information processing, IFIP’s aim is two-fold:
to support information processing within its member countries and to encourage
technology transfer to developing nations. As its mission statement clearly states,

IFIP’s mission is to be the leading, truly international, apolitical
organization which encourages and assists in the development, ex-
ploitation and application of information technology for the benefit
of all people.

IFIP is a non-profitmaking organization, run almost solely by 2500 volunteers. It
operates through a number of technical committees, which organize events and
publications. IFIP’s events range from an international congress to local seminars,
but the most important are:

• The IFIP World Computer Congress, held every second year;
• Open conferences;
• Working conferences.

The flagship event is the IFIP World Computer Congress, at which both invited
and contributed papers are presented. Contributed papers are rigorously refereed
and the rejection rate is high.

As with the Congress, participation in the open conferences is open to all and
papers may be invited or submitted. Again, submitted papers are stringently ref-
ereed.

The working conferences are structured differently. They are usually run by a
working group and attendance is small and by invitation only. Their purpose is
to create an atmosphere conducive to innovation and development. Refereeing is
also rigorous and papers are subjected to extensive group discussion.

Publications arising from IFIP events vary. The papers presented at the IFIP
World Computer Congress and at open conferences are published as conference
proceedings, while the results of the working conferences are often published as
collections of selected and edited papers.

Any national society whose primary activity is about information processing may
apply to become a full member of IFIP, although full membership is restricted to
one society per country. Full members are entitled to vote at the annual General
Assembly, National societies preferring a less committed involvement may apply
for associate or corresponding membership. Associate members enjoy the same
benefits as full members, but without voting rights. Corresponding members are
not represented in IFIP bodies. Affiliated membership is open to non-national
societies, and individual and honorary membership schemes are also offered.
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Preface

This volume contains the papers presented at IFIPTM 2013: 7th International
IFIP WG 11.11 International Conference on Trust Management held during June
3–5, 2013, in Málaga.

IFIPTM 2013 provided a truly global platform for the reporting of research,
development, policy, and practice in the interdependent areas of privacy, secu-
rity, and trust. Building on the traditions inherited from the iTrust and previous
IFIPTM conferences, IFIPTM 2013 was a multidisciplinary conference focusing
on areas such as: trust models, social, foundations of trust, trust in networks,
mobile systems and cloud computation, privacy, reputation systems, and iden-
tity management. Previous IFIPTM conferences have taken place in India (2012),
Denmark (2011), Japan (2010), USA (2009), Norway (2008), and Canada (2007).
IFIPTM 2012 was an open IFIP conference. The program of the conference fea-
tured research papers and an NESSoS funded Industry Seminar. IFIPTM 2012
received 62 submissions from 27 different countries, including: Australia, Bel-
gium, Canada, China, Denmark, Finland, France, Germany, Greece, India, Ire-
land, Italy, Japan, Luxembourg, Malaysia, Morocco, The Netherlands, Nigeria,
Norway, Pakistan, South Africa, Spain, Sweden, Switzerland, Turkey, the UK,
and the USA. The Program Committee (PC) selected 14 full papers and nine
short papers for presentation and inclusion in the proceedings. Each submission
was reviewed by three PC members and then a virtual discussion followed to
reach a consensus on the final outcome.

Running an international conference requires an immense effort from all par-
ties involved. We would like to thank the PC members and external referees for
having provided timely and in-depth reviews of the submitted papers. We would
like to thank Javier Lopez for his support in the organization of this event. We
would also like to thank all members of the Organizing Committee and primar-
ily Francisco Moyano and Anirban Basu for having provided great help with
organizing many technical aspects of the conference, the website and the im-
plementation of its publicity and communications strategy. We also thank the
EasyChair conference system, Springer, NESSoS, and the NICS members team
at the University of Malaga for their help.

We hope you enjoy the proceedings.

June 2013 Carmen Fernández-Gago
Fabio Martinelli

Siani Pearson
Isaac Agudo
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Pierangela Samarati Università degli Studi di Milano, Italy
Jean Marc Seigneur University of Geneva, Switzerland
Miguel Soriano Polytechnic University of Catalonia, Spain
Ketil Stoelen SINTEF, Norway
Ian Wakeman University of Sussex, UK
Jianying Zhou I2R, Singapore
Andrea Zisman City University of London, UK

Additional Reviewers

Aydin, Mustafa
Baioletti, Marco
Ballester Lafuente, Carlos
Broser, Christian
Cao, Jianneng
Darra, Eleni
De Capitani Di Vimercati, Sabrina
Djemame, Karim
Drogkaris, Prokopios
Ducatel, Gery
Erdogan, Gencer
Formisano, Andrea
Gal-Oz, Nurit

Georgalas, Nektarios
Gladysh, Sergiy
Hasan, Omar
Ingwar, Mads
Jacob, Jeremy
Jonker, Hugo
Kearney, Paul
Li, Yan
Mori, Paolo
Moyano, Francisco
Muller, Tim
Nieto, Ana
Omerovic, Aida



Organization IX

Pitropakis, Nikos
Rekleitis, Evangelos
Roman, Rodrigo
Rooney, Vivien
Sajjad, Ali
Santini, Francesco

Seehusen, Fredrik
Solhaug, Bjørnar
Spognardi, Angelo
Vrakas, Nikos
Weber, Michael



Table of Contents

Full Papers

Symbolic Privacy Analysis through Linkability and Detectability . . . . . . . 1
Meilof Veeningen, Benne de Weger, and Nicola Zannone

Middleware-Based Security and Privacy for In-car Integration
of Third-Party Applications . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17

Alexandre Bouard, Maximilian Graf, and Dennis Burgkhardt

Towards Automated Trust Establishment in Federated Identity
Management . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33

David W. Chadwick and Mark Hibbert

On Beta Models with Trust Chains . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 49
Tim Muller and Patrick Schweitzer

Reputation-Based Trust Systems for Wireless Sensor Networks:
A Comprehensive Review . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 66

Hani Alzaid, Manal Alfaraj, Sebastian Ries, Audun Jøsang,
Muneera Albabtain, and Alhanof Abuhaimed

Understanding Trust within Online Discussion Boards: Trust Formation
in the Absence of Reputation Systems . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 83

Sarah Talboom and Jo Pierson

In Cloud We Trust: Risk-Assessment-as-a-Service . . . . . . . . . . . . . . . . . . . . 100
Marianthi Theoharidou, Nikolaos Tsalis, and Dimitris Gritzalis

An Empirical Test of How Events Turn the Cognitive Gears of Trust . . . 111
D. Harrison McKnight and Peng Liu

Reflections on Measuring the Trust Empowerment Potential of a Digital
Environment . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 127

Natasha Dwyer, Anirban Basu, and Stephen Marsh

Contingency Revisited: Secure Construction and Legal Implications
of Verifiably Weak Integrity . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 136

Henrich C. Pöhls
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