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context of information security policy compliance
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Abstract. The behaviour of employees influences information security in virtu-
ally all organisations. To inform the employees regarding what constitutes de-
sirable behaviour, an information security policy can be formulated and com-
municated. However, not all employees comply with the information security
policy. This paper reviews and synthesises 16 studies related to the theory of
planned behaviour. The objective is to investigate 1) to what extent the theory
explains information security policy compliance and violation and 2) whether
reasonable explanations can be found when the results of the studies diverge. It
can be concluded that the theory explains information security policy compli-
ance and violation approximately as well as it explains other behaviours. Some
potential explanations can be found for why the results of the identified studies
diverge. However, many of the differences in results are left unexplained.

Keywords: information security, security policy, security rule, policy compli-
ance, policy violation, computer misuse, theory of planned behaviour

1 Introduction

In virtually all organisations, the behaviour of the employees significantly influences
information security. A common practice, which is intended to lower the information
security risk, is to establish an information security policy. Information security poli-
cies describe, for instance, the consequences of security policy violation, the accepta-
ble use of computer resources, the responsibilities regarding information security, and
the type of training that employees should have. As described in [1], the objective of
an information security policy is “to provide management direction and support for
information security”. Thus, one of the central themes of an information security poli-
cy is to describe suitable and unsuitable behaviours. Assuming an adequate infor-
mation security policy, it follows that compliance with the policy is desirable. Unfor-
tunately, not all employees comply with the information security policy.

A meta-analysis of different variables’ influence on information security policy com-
pliance and violation can be found in [2]. This paper extends the results in [2] with the

adfa, p. 1, 2011.

© Springer-Verlag Berlin Heidelberg 2011



results from additional studies and a deeper analysis of those parts that are related to
the theory of planned behaviour (TPB) [3]. The TPB is one of the most well estab-
lished theories in the behavioural sciences, and the relationships described in the TPB
are among the most frequently tested in models of information security policy com-
pliance and violation behaviour. Although several prediction models for information
security policy compliance and violation share theory with the TPB, there have been
few attempts to test the TPB on its own in the information security context. In most
studies that involve variables and relationships drawn from the TPB, the tested model
includes variables from several theories. For instance, the variables from the TPB are
combined with the variables from protection motivation theory in the model used by
Ifinedo [4].

In this paper, we try to assemble the pieces and cues from previous work related to
(but not necessarily exclusively addressing) the TPB in the context of information
security policy compliance and violation. Two research questions are investigated:

1. How well does the TPB explain information security policy compliance and vio-
lation?
2. When divergent results are reported, can a reasonable explanation be made?

The outline is as follows. In section 2, the TPB is briefly described. In section 3, the
review method is presented. In section 4, the synthesis of the extracted results is pre-
sented and the research questions are addressed. In section 5, the reliability of the
answers to the research questions and their implications for practitioners and re-
searchers are discussed. In section 5, the results are discussed and recommendations
for practitioners and future research are provided. The paper is concluded in section 6.

2 The theory of planned behaviour

The TPB [3] and its predecessor, the theory of reasoned action [5], has attracted con-
siderable attention within the behavioural research community. An indicator of its
popularity is the number of citations made to the original article (i.e., [3]) for the TPB
(more than 23,000 citations in Google Scholar as of January 2013). The core variables
and relationships of the TPB are outlined in Figure 1.
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Fig. 1. The theory of planned behaviour (adapted from [6]).



According to the theory, behaviour is influenced by intentions related to the behaviour
and by actual behaviour control, which moderates the effect of intentions on behav-
iour. Although actual behaviour control is what really moderates the effect of inten-
tions, most applications use perceived behaviour control (PBC) as a proxy because of
the difficulties associated with measuring actual behaviour control. The use of PBC as
a proxy is advocated by Ajzen [3], one of the originators of the TPB.

The TPB states that intentions (INT) are influenced by attitude (ATT), subjective
norms (SN), and perceived behaviour control (PBC). The influences are assumed to
be linear, i.e., the effects can be modelled using additive models. Whereas the theory
claims that these three constructs are sufficient to explain the intentions concerning a
behaviour in question, there is no universal ordering of their importance. On the con-
trary, the relative importance of the constructs differs among populations and behav-
iours. For instance, for behaviours for which there is complete volitional control, per-
ceived behaviour control is of little value because it is equal for all respondents [3].

ATT, SN, and PBC are the results of the beliefs of the individual in question and the
strength of these beliefs. ATT is determined by behavioural beliefs, SN is determined
by normative beliefs, and PBC is determined by control beliefs. The theory describes
how the assessments of the underlying beliefs should be aggregated into ATT, SN,
and PBC. However, in studies concerning predicting intentions and behaviours (and
not with explaining the underlying beliefs that form them), these three constructs are
often assessed directly.

Through the large number of applications, tests, and reviews of the TPB, a considera-
ble amount of knowledge concerning the theory in general has been accumulated.
Fishbein and Ajzen [6] and Ajzen [7] discuss caveats, extensions, and competing
theories and contest the relevance and implications of many of the findings. For ex-
ample, Fishbein and Ajzen [6] think that the reason that self-identity predicts inten-
tions is that the questions that measure self-identity are in fact questions regarding
intentions, and Fishbein and Ajzen [6] find little difference between the constructs
PBC and self-efficacy.

3 The theory of planned behaviour and studies regarding
information security policy compliance and violation

As noted in the introduction, the TPB has been applied in several studies of compli-
ance and direct incompliance with information security policies. The following steps
were performed to answer the two research questions: 1) identify studies related to the
TPB and information security policy compliance and violation, 2) extract data from
the studies and synthesise the results, and 3) identify and test possible explanations
for divergent results.



3.1 Studies included

The aim of this review is to include all quantitative studies of security policy compli-
ance and violation that investigate variable relationships described by the TPB. This
systematic review based its search process on the search process performed (and de-
scribed) in [2]. The systematic review of [2] surveyed quantitative peer-reviewed
research regarding security policy compliance and violation published until early
2012. Tt used structured phrases in Scopus, Inspec, and Complendex, which were
complemented with manual searches on the Internet and in databases and review of
citations made in the identified studies. The structured search phrases yielded 461
publications, manual searches yielded 6 publications, and reviews of citations yielded
5 publications. These results were filtered by four reviewers to identify the studies
that met the well-defined inclusion criteria; i.e., they should (1) explicitly study secu-
rity policy compliance behaviour, (2) present quantitative results, and (3) be peer-
reviewed. The four reviewers found 29 studies that satisfied these criteria [2].

Of the 29 studies included in [2], 14 studies included relationships associated with the
TPB and were therefore included in this review. The authors of this paper also reiter-
ated the search procedure performed in [2] during January 2013 to identify recent
contributions related to the TPB and security policy compliance and violation. Two
additional studies ([8] and [9, 10]) were found from the structured search queries.
Table 1 includes information about the consequence studied (Compliance or Viola-
tion), the TPB variables included, other variables included, and the sample size (N).

3.2 Data extraction and synthesis of results

Only one of the identified studies covered all the relationships described by the TPB,
and only eight studies included all the antecedents of intentions. The models used in
16 studies are thus incomplete with respect to the TPB. The aim is to synthesise the
results of the studies to answer the two research questions based on approximations of
the overall effectiveness of the TPB. It should be noted that although the variable
descriptive norm is currently included in SN of the TPB [6], it is treated as an external
variable in our analysis to allow straightforward synthesis and comparison among the
studies (only one study, [12], includes the variable descriptive norm).

Variables used as dependent and independent variables must share similar definitions
and measurements scales for a synthesised result to be meaningful. The authors re-
viewed the measurement scales used in the different studies to assess their similarity.
For the 16 studies, the scales are judged sufficiently similar to motivate a synthesis,
although differences do exist. The possible influence of differences in definitions on
measurement scales are addressed as part of the answer to research question 2, wheth-
er reasonable explanations for divergent results can be determined.

A common and practical effect size to use when results of multiple studies are synthe-
sised is the Pearson correlation between variables. If correlation coefficients were
missing in the papers, the authors were contacted and the coefficients or the raw data
of the study were requested. Seppo Pahnila kindly provided us with additional data



from [11] and explained the dependencies between the studies reported in [15] and
[11]. Unfortunately, none of the other authors contacted were able to complement
their results with correlation coefficients because they did not retain the data.

Table 1. Studies and the variables used in their models.

Refer- | Conse- | Year of A dents A d Other antecedents N
ence | quence | publi- of intention of behaviour included in the model
cation A7 [ SN [ PBC | INT | PBC
[9, 10] C 2012 . . . . . none 106
[11] C 2010 . . . . e | response efficacy, visibility, 904
threat appraisal, deterrences, to
rewards 908
C 2009 . . . descriptive norm, organisation- | 312
[12] al commitment, punishment
severity, punishment certainty
[13] C 2010 . . . None 464
[14] \Y% 2007 . . . None 113
[15] C 2007 . . . habits, sanctions, information | 240
quality, rewards
[16] C 2009 . . . perceived security protection 176
mechanism
[4] C 2012 . . . perceived vulnerability, per- 124
ceived severity,
response efficacy, response
cost
[8] C 2012 . . . none 148
[17] \Y 2011 . . identity match 306
[18] C 2010 . . detection probability, sanction |246
severity, security risk, per-
ceived benefits
[19] C 2010 . none 275
[20] C 2010 . vulnerability, perceived severi- [ 210
ty, rewards, response efficacy,
response cost
[21] A\ 2004 . self-defence intention 162
[22] C 2005 e | perceptions of information 104
security climate
[23] C 2011 e | deterrent certainty, deterrent 602
severity, legitimacy, value
congruence,

To offer a more complete review and be able to include all results obtained, the re-
gression coefficients were also synthesised. All studies used linear regression models
to test the modelled relationships and, consequently, reported the regression coeffi-
cients. However, using simple mean values for regression coefficients is only mean-
ingful if the regression models they come from are sufficiently similar to avoid the
bias due to multicollinearity, i.e., if two correlated variables are included as predictors
in a regression model, their regression coefficients will be different than if each of
them were included in separate models. Many of the regression models included addi-
tional variables and relationships that are not included in the TPB, and many lacked
variables of the TPB. For instance, the model used by Herath and Rao [12] includes




variables drawn from deterrence theory [24] and social control theory [25]. Thus,
there is an apparent risk of bias due to differences in the regression models. The im-
portance of differences between regression models is, however, unclear [26]. The use
of mean values is considered reasonable for models with low numbers of variables
and relationships, such as those included in this review [26]. Consequently, although
the mean values of regression coefficients are less reliable than the mean values of the
correlation coefficients, they are meaningful indicators of the strength of the relation-
ships and serve as a complement to the correlation coefficients.

The regression coefficients and correlation coefficients were aggregated as un-
weighted mean values and mean values weighted by sample size. The correlation
coefficients were rescaled via the Fisher transformation before the mean values were
calculated. No dramatic differences existed between these aggregates (cf. Table 2,
Table 3, and Table 4). We will therefore only address the unweighted means in the
discussions.

A potential issue in systematic reviews is the publication bias, i.e., the general tenden-
cy to publish significant and positive results more often than insignificant or negative
results. A Funnel plot was created over the studies sample size and correlation coeffi-
cients. The studies did not appear to be biased because large samples (i.e., those with
small variance) are close to the average correlation coefficients and studies with small
samples (i.e., those with large variance) have more varied results.

3.3  Identification of possible explanations for divergent results

There are a great number of possible reasons to expect that the included studies have
attained different results. For instance, the samples are from different cultures, the
measurement instruments (questions) differ among the studies, and the actual behav-
iours studied differ to some extent. All the applications, tests, and reviews made of the
TPB provide a considerable amount of knowledge concerning the theory in general
and how it performs under different conditions. To identify factors that are known to
influence or bias the results when the TPB is applied, overviews and meta-analyses
[3, 5-7, 27-35] of the theory were reviewed. There is additional relevant literature
that postulates factors of relevance to TPB applications. However, the authors believe
that the reviewed literature sufficed to identify the most established factors. How
these factors were treated in the studies was assessed using the information available
in the reviewed papers (e.g., concerning how the questions were formulated).

4 The explanation offered by the theory of planned behaviour

Attempts to answer the two research questions are provided below. Section 4.1 at-
tempts to answer the first research question, i.e., how well the theory explains infor-
mation security policy compliance and violation. Section 4.2 tries to answer the se-
cond research question, i.e., whether divergent results can be explained in a reasona-
ble manner.



4.1 How well does the theory of planned behaviour explain information
security policy compliance and violation?

The TPB proposes that three variables (ATN, SN, and PBC) determine intentions and
that intentions and PBC determine actual behaviour. Thus, it should be possible to
explain the variance in intentions and actual behaviour with these variables.

Table 2 includes the regression and correlation coefficients for the antecedents of
intentions; Table 3 includes the antecedents of behaviour. The last three rows of Table
2 provide the unweighted and sample-weighted means for the regression coefficients
and the correlation coefficients in addition to the combined sample size (N) for the
studies that include the corresponding coefficient.

Table 2. Regression coefficients and correlation coefficients for the antecedents to intentions.

Study Regression coefficients Correlations coefficients
ATT SN PBC ATT SN PBC
[9,10] 0.12 0.73 0.15 0.29 0.82 0.54
[11] Unav. 0.45 0.17 0.51 0.59 0.40
[12] 0.07 0.31 0.17 0.38 0.59 0.51
[13] 0.25 0.29 0.22 0.48 0.49 0.40
[14] 0.20 0.47 0.15 0.49 0.61 0.22
[15] 0.54 0.25 - Unav. Unav. -
[16] 0.18 0.02 0.43 0.36 0.21 0.49
[4] 0.48 0.19 0.17 0.69 0.50 0.32
[8] 0.20 0.37 0.36 0.30 0.60 0.60
[17] 0.67 0.22 - 0.61 0.53 -
[18] 0.34 -0.09 - 0.37 -0.04 -
[19] 0.64 - - Unay. - -
[20] - - 0.34 - - 0.47
Unweighted mean 0.34 0.29 0.24 048 047 043
Sample-weighted mean 0.34 0.29 0.24 048 052 045
Number of respondents (N) 2510 2912 2570 2900 2900 2452

Table 3. Regression coefficients and correlation coefficients for the antecedents to behaviour.

Study Regression coefficients | Correlation coefficients
INT PBC INT PBC
[9, 10] 0.35 0.22 0.47 0.40
[11] 0.40 Unav. 0.85 0.42
[21] 0.29 - Unav. -
[15] 0.87 - - Unav.
[22] - 0.33 - 0.40
[23] - 0.19 - 0.23
Unweighted mean 0.48 0.25 0.85 0.35
Sample-weighted mean 0.46 0.21 0.83 0.35
Number of respondents (N) 1173 812 1011 1717

Eight studies measured intentions and all its antecedents according to the TPB. Table
4 presents the explained variance (coefficient of determination, R?) for seven of these
studies. The values are calculated based on the cross-correlation matrixes reported
from the studies (the correlation between predictors is missing in [11]).




Table 4. Explained variance in intentions.

Study Conseq R’

[9, 10] Compliance 0.71
[12] Compliance 0.41
[13] Compliance 0.35
[14] Violation 0.43
[16] Compliance 0.26
[4] Compliance 0.60
[8] Compliance 0.51
Unweighted mean 0.47
Sample-weighted mean 0.42
Number of respondents (N) 1443

The ability of the TPB to explain information security policy compliance and viola-
tion is perhaps best judged by considering how well the TPB explains behaviours in
general (i.e., behaviours in other fields). In the meta analysis by Armitage and Conner
[29], which covered a total of 154 studies based on the TPB, the mean explained vari-
ance in intentions was 0.39. Rivis and Sheeran [33] were able to explain variance of
0.39 in data from 5,810 samples. In a recent meta-analysis of 237 prospective studies
regarding health behaviours, McEachan et al. [31] found that the theory, on average,
explained variance of 0.44. The explained variance in information security policy
compliance and violation intentions suggests that the efficacy of the TPB is similar
for information security intentions/behaviours and intentions/behaviours in general.
The magnitude of the regression coefficients also supports this conclusion. The medi-
an regression coefficients reported in [36] for 30 different behaviours (ATT=0.26,
SN=0.36, and PBC=0.29), the mean regression coefficients reported in [33]
(ATT=0.40, SN=0.16, and PBC=0.11), and the mean regressions coefficients reported
in [37] for 23 studies of condom use (ATT=0.47, SN=0.21, and PBC=0.20) are of the
same magnitude as the means in Table 2.

Only Cox [9, 10] and Siponen et al. [11] included both antecedents to behaviour and
cross correlations and thereby enable calculation of the explained variance in behav-
jour. The explained variance (R%) in behaviour reported in [9] is 0.25, and the ex-
plained variance offered by [11] is 0.31. These results can be compared with the result
of Armitage and Conner [29] and McEachan et al. [31] (R? of 0.27 and 0.19). The
mean values of the correlations found (I=0.85 and PBC=0.35) should be compared
with those found in the broader reviews of [29] (I=0.47 and PBC=0.18) and [31]
(I=0.43 and PBC=0.31). Overall, the influence of both Intentions and PBC on behav-
iour appears to be stronger for information security policy compliance and violation
than what is reported in broader reviews.

4.2  When divergent results are reported, can a reasonable explanation be
made?

The aim of this section is to answer the following question: when divergent results
are reported, can a reasonable explanation be made? In general, one should expect
that the errors of results produced with surveys are caused by the measurement in-
strument (i.e., the questionnaire), the sampling method (i.e., the sampling frame and



responses), the internal validity of the model (in this case, the TPB), and the statistical
conclusion errors [38].

A general reflection is that statistical conclusion errors appear unlikely considering
that all surveys have more respondents than the recommended minimum according to
[38]. However, there are several other possible explanations. As mentioned in section
3.3, this paper does not aspire to be exhaustive with regard to observing divergent
results and analysing possible causes for them. It only aspires to cover some of the
more obvious divergences and the most frequently discussed causes for such diver-
gent results when the TPB is used.

Table 5 lists seven observations of results that diverge together with a possible cause
for this divergence and a schematic analysis to assess whether this cause contributes

to the observed divergence.

Table 5. Observed divergent results and attempts to explain them.

Observation

Possible cause

Analysis

In some studies,
PBC has little
effect on inten-
tions.

The behaviour is more
volitional in the studies in
which PBC has little effect
[6].

Likely. The study investigating PBC and violation inten-
tion (which is arguably more volitional than compliance)
has the lowest regression coefficient of 0.15 (the mean of
the regression coefficient for compliance intention is
0.25). The correlation coefficients point in the same
direction, with 0.22 for violation vs. 0.46 for compliance.

In some studies,
the effects of
ATT and SN
seem small.

The theory is used for
beliefs concerning an
object or goal and not
behaviour with an “action
element” [6].

Likely. When the questions clearly concern behaviour (in
[8-10, 14, 17, 19]), the unweighted mean correlation
coefficients (ATT=0.43 and SN=0.66) are greater than
when the questions concern the goal or state “compli-
ance” (in [11-13, 18]) (ATT=0.41 and SN=0.37). The
regression coefficients have the same tendency,
(ATT=0.37 and SN=0.45) vs. (ATT=0.22 and SN=0.24).

In some studies,
the SN is com-
parably im-
portant.

Violation (i.e., risky be-
haviour) is modelled
instead of compliance
(healthy behaviour). [33,
39]

Likely. SN has a stronger mean correlation in the two
studies of violation (r=0.57) than in the other studies that
report correlations (r=0.47). Also, the mean regression
coefficient is greater for violation (=0.35) than for
compliance ($=0.30).

The influence
of antecedents
on security
policy compli-
ance is high
compared with
other behav-
iours (e.g.,
health-related).

Self-reports, rather than
objective observations or
predictions of future
behaviour, are used to
measure behaviour. Or/and
the predicted behaviour is
measured at the same
occasion, not on a future
occasion. [6]

Likely. All studies used self-reports of behaviour, and all
studies collected these self-reports at the same time that
the other variables were assessed. Thus, relative to the
average application of TPB, the importance of intention
and PBC may be inflated in the present studies because
of how behaviour was measured.




Continuation of Table 5

Varying regres-
sion coefficients
for TPB varia-
bles.

The regression coefficients
are weakened because of
multicollinearity and
inclusion of many varia-
bles. The regression coef-
ficients are inflated be-
cause of multicollinearity
and because TPB variables
are omitted from the
model.

Likely. Large regression coefficients are reported by
studies with few variables ([17, 19]). However, studies
with correlated variables (e.g., habits in [15]) also report
large regression coefficients. Furthermore, neither [13]
nor [14] included additional variables, but they produced
comparably small regression coefficients.

In some studies,
PBC has little
effect on inten-
tions and be-
haviour.

Self-efficacy is measured,
and this operationalisation
excludes external sources

[30] or perceived autono-

my [6].

Possible. Studies that used PBC (i.e., [8-10, 14, 16])
yielded greater coefficients on intentions than studies
that used self-efficacy, (=0.27 and r=0.47) vs. (=0.21
and r=0.42). However, for regression coefficients, PBC
seems to have less influence on behaviour than self-
efficacy.

In some studies,
the antecedents
of intentions
seem less im-
portant

The “principle of compati-
bility” is not fulfilled, i.e.,
the action, target, context
and time should be the
same when all variables
are measured [6, 32, 35,
40]

Unlikely. In [4], a mix of questions regarding general
security behaviour and compliance behaviour is used; in
[9, 10], following rules and taking precautions are mixed;
and in [12], technology questions are mixed with ques-
tions regarding compliance behaviour. Their unweighted
correlation coefficients (ATT=0.47, SN=0.66, and
PBC=0.46) are even greater than the correlation coeffi-
cients of those with compatible questions (ATT=0.47,
SN=0.48, and PBC=0.43). The regression coefficients
point in different directions.

5 Discussion

As indicated above, it is non-trivial to interpret the results of studies related to the
TPB or its variables. Validity issues associated with the analyses are discussed in
section 5, Section 5.2 presents recommendations for decision makers concerned with

information security management. Section 5.3 offers recommendations for security
researchers.

5.1  Issues when interpreting the puzzle left by mixed models and adaptations

It is fair to say that the TPB has not been the focus of quantitative studies on infor-
mation security policy compliance and violation despite its immense popularity in the
behaviour sciences. This review was only able to identify 15 quantitative surveys that
investigated one or more variables included in the TPB. Two studies (namely [9, 10]
and [11]) included all the TPB variables, and other (potentially correlated) variables
are included in most of the tested regression models.

Furthermore, many of the studies did not follow the guidelines, caveats, and recom-
mendations regarding how the TPB should be applied and tested (e.g., concerning the
measurement instruments), most likely because the TPB was not the focus of these
studies. Fishbein and Ajzen [6] find that “/e]ven though virtually hundreds of studies
have tested variations of our theory, we were able to find only relatively few that con-
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tained all the elements required for a complete and valid test”. Our conclusion is that
this also applies to the studies that apply the TPB to information security policy com-
pliance and violation. In our view, no study followed all the guidelines completely.

The implication of these two factors (incomplete models and incompliance with
guidelines) is that the results should be interpreted cautiously. When other variables
are mixed with the TPB variables, the regression coefficients can be influenced.
When departures are made from established guidelines, caveats, and recommenda-
tions, it should be expected that this theory’s efficacy will be influenced. In Table 5,
some other possible explanations for differences in the results were explored, but no
crystal clear explanations could be found. A larger sample of studies regarding the
TPB and differences related to individuals’ security behaviours (e.g., sampling differ-
ences) may explain the divergent results better.

5.2 Recommendations for practitioners and decision makers

The TPB is one of the most-researched theories in the behavioural sciences. However,
despite its value to and use in other domains (e.g., dieting, drug use, exercise, and
marketing) it has not been widely proposed or used as a basis for ideas on how securi-
ty behaviour should be influenced or controlled. Bits and pieces of the theory are
used, and ideas coupled to the TPB can be found in the practitioner-oriented security
literature. For instance, NIST’s handbook about computer security [41] explains that
“changing attitudes is just one step toward changing behaviour”. However, it is sur-
prisingly difficult to find references to the theory by name or cases in which the whole
theory (i.e., all the variables and relationships in it) has been used within the practi-
tioner-oriented information security literature (textbooks, white papers, and guide-
lines, for example). Despite this lack of references, the authors’ experiences suggest
that decision makers in the information security field often make predictions follow-
ing the reasoning of the TPB, but they are presumably unaware of the fact that the
TPB has formalised their reasoning.

Although it uses a small number of predictor variables, the TPB has a considerable
ability to explain human intentions and behaviour compared with its alternatives [6].
The results of this study indicate that the TPB is approximately as meaningful for
information security behaviour as it is for behaviours on average. Thus, it is reasona-
ble to expect that decision-making and interventions (e.g., education programs) would
benefit from using the TPB as a basis, as decision-making and interventions in other
domains already do.

5.3 Recommendations for researchers and for future work

The TPB is a theory with impressive merits, and the results of this review clearly
demonstrate that it is valid for the behaviours related to information security policy
compliance and violation. Our opinion is that researchers should consider conducting
studies focusing explicitly on the TPB to further explore and establish its efficacy for
predicting and explaining information security behaviour before mixing multiple the-



ories (and essentially creating new theories). Studies regarding the TPB can aim at
establishing the relative importance of its variables, identifying its explanatory power
under different circumstances and for different behaviours, and exploring extensions
that are of particular relevance to inform security behaviour.

To correctly appraise the relevance, accuracy, and importance of the TPB and its vari-
ables, researchers should attempt to follow the provided guidelines, caveats, and rec-
ommendations. For instance, clear guidelines concerning the design of questionnaires
are provided on Azjen’s website [28], and the relevance of many theoretical ideas are
discussed in [6]. These ideas may offer inspiration for research regarding the circum-
stances and behaviour-types that are relevant for exploration.

The originators of the theory are (and have been) open to include additional variables
in their theoretical framework if the proposed addition is (1) behaviour-specific, (2)
possible to conceive as a causal factor of behaviour, (3) conceptually different from
existing predictors, (4) applicable to a wide range of behaviours studied by social
scientists, and (5) explains a sufficient amount of additional variance [6, 7]. Several
additions have been proposed and dismissed on the basis of these requirements (see
[6, 7]). For instance, habits are not considered to fulfil (2) because past behaviour
(which is used to measure habit) is not itself a causal factor [3]. Whereas many pro-
posals have been dismissed on fair grounds, there may be extensions or adaptations
that are especially suitable and meaningful for information security behaviours. Thus,
extensions that comply with all requirements except for (4) may be relevant for the
security community to explore. For instance, meaningful and promising ideas for
extensions can be sought in literature regarding security economics and the human
aspects of information security.

6 Conclusions

This review sought the answer to two research questions by synthesising the reports
from 16 empirical studies that address the TPB or its variables in relation to infor-
mation security policy compliance and violation. The answer to the first research
question is that the TPB has approximately the same explanatory power for infor-
mation security policy compliance and violation as it has for behaviours on average.
Approximately 0.4 of the variance in intentions can be explained, and the correlations
and regression coefficients for variables that influence behaviour are also similar to
those found in other domains. The answer to the second research question is that some
potential explanations for why the results of the identified studies diverge can be
found. However, many of the differences in the results are left unexplained.
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