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Abstract: Development and integration of technology give organisations the
opportunity to be globally competitive. However, the potential misuse of
Information Technology (IT) is a reality that has to be dealt with by management,
individuals and information security professionals. Numerous threats have
emerged over time in the networked world, but so have the ways of alleviating
these risks. However, security problems are still imminent — as highlighted by the
plethora of media articles and research efforts. The insider risk is stated as being
around 80% of security threats [1] in a company. With this statistic in mind,
management has to plan how to allocate resources to counteract the risks. Very
often, simple measures such as good password behaviour are overlooked or not
rated high enough to include in all security awareness programmes. This paper will
focus on a study that assesses password management of future IT professionals. It
will be demonstrated how management and educators can use these results to
focus their efforts in order to improve users’ password practices and thereby
enhancing overall IT security.

Keywords: Password management, ICT security awareness, Pareto analysis,
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1 Introduction

With the increased usage of information systems and e-business, it has become
important to protect information against a wide variety of threats, such as social
engineering attacks leading to phishing and identity theft, viruses, spyware, and
denial-of-service attacks. There are users in the networked world who are
adequately protected, but many individuals are novice users who are ignorant or
simply unaware of these vulnerabilities. They spend hours online on social
network groups, online banking applications and other systems. Businesses have
also changed work practices. Many e-applications are currently in use, such as e-



commerce, e-government and e-health. With the use of these and other
applications, the previously mentioned risks also pose challenges to the
management of organisations that need to allocate budgets to every aspect of
business — including the protection of information resources. Information security
includes not only technology solutions but also people [2]. One of the most basic
and important aspects of protecting access to applications and information is
authentication. Users, employees, and management are all subjected to
authentication processes to restrict access to authorised persons only. There are
different ways to authenticate users, such as the use of a physical token (e.g.
something you have), secret knowledge (e.g. something you know), or biometrics
(e.g. something you are) [3]. Commonly used is the mechanism of passwords.
Studies have shown that the behaviour of users in this regard is not always of a
high standard; therefore, the quality of password security is impeded [4], [5].
Users should be made aware of what good password behaviour entails, how to
manage their passwords and what the related risks are.

One could argue that the last word has been said about password management,
as much has been published on password usage and behaviour. However, it
remains highly topical, as can be seen in recent research publications. Examples
include graphical passwords [5], social practice of passwords [6] and
improvement of passwords through persuasion [7].

Bearing in mind the increase in the number of information users and online
applications and the resulting risks, a study was undertaken to provide some
insight into the determinants that may impact the standard of password
management and behaviour of users. In this study, a measuring instrument was
developed and certain techniques applied in order to identify and prioritise
important factors when assessing future IT users’ perspectives on password usage.

The important password management determinants that emerge from this study
will allow management and educators to expend their efforts in order to improve
password practices. The remainder of the paper is organised as follows: In section
2, the background to the exercise is given. Section 3 discusses the methodology
used. Section 4 details the results of the study, and section 5 presents some
concluding remarks.

2 Background

This study stems from a framework developed during 2006 to evaluate ICT
security awareness levels [8]. One of the key areas identified in this framework
was the acquiring of appropriate data that could be useful to evaluate knowledge
and behaviour of users. Password-related information was part of the required
data. It was decided to focus this study on evaluating password management and
behaviour of students who are the future IT users and IT business leaders.



The literature gives numerous examples of good password practices [4], [3],
[9]. Studies to improve authentication through the use of passwords are also in
abundance and guidelines are given to address password insecurities [10], [5], [6].

Users from all backgrounds and educational levels use IT and online
applications; therefore, the advice given in literature on how to increase password
efficiency can be applied by all. As mentioned, this study focuses on students in a
university environment and on the assessment of their password practices.
Universities are managed and operated these days in much the same way as other
businesses, although their main activities are education and research. They also
rely heavily on ICT resources and should therefore be secured so as to adhere to
the confidentiality, integrity and availability principles. Student users are given
access to systems and applications mainly via user accounts and passwords. They
are restricted to their own systems and networked areas and should not have
access to university systems containing marks, examination papers, financial data,
etc. Failing to keep passwords confidential and making use of passwords that can
easily be guessed could result in considerable financial losses and/or examination
irregularities. Apart from the usual dishonest behaviour that should be avoided, it
seems appropriate to assess the password behaviour and attitudes of young people.
They are the IT users and ICT professionals of tomorrow and should be educated
about threats and consequences of inadequate password practices.

We viewed effective password management in terms of two categories — strong
or secure passwords and confidentiality of passwords. It is assumed that these two
aspects define “good” and “poor” password practices. The two categories were
derived from existing literature that provides guidelines on the use of passwords
[41, [121].

Strong or secure passwords include principles such as:

e  Choose long passwords
e Change passwords often
e Avoid names or dictionary words
Confidentiality of passwords includes principles such as:
e Do not write them down
e Do not use the same password for all applications
e Do not tell anyone your passwords

To comprehend ineffective password management of users, cause-and-effect
diagrams were constructed. Also known as an Ishikawa diagram or a fishbone
diagram, a cause-and-effect diagram can be used to represent the relationship
between some effect that could be measured and the set of possible causes that
produce the effect [11]. The effect or problem is shown on the right-hand side of
the diagram and the main causes are listed on the left. The causes can be further
divided into a few major categories, depending on the problem at hand. Within
each major category, specific causes can be listed as branches or sub-branches.
These diagrams are useful when it is necessary to understand processes or to



identify core causes of problems. The construction of the cause-and-effect
diagrams was guided by the following two questions:
e  “What is causing the ineffective password management of students?”
e “What factors affect the ineffective password management of
students?”
The next section describes the methodology used, i.e. how the cause-and-effect
diagram and the measuring instrument were developed.

3  Methodology used

3.1 Cause-and-effect diagram

It was assumed that the effectiveness of password management is influenced by
two main factors, namely strong passwords and confidentiality of passwords. Two
cause-and-effect diagrams were constructed for these two factors, using the
following two problem statements: “Strong passwords are not used” and
“Passwords are not kept confidential .

In order to establish the causes of the problems, the argument of Dark [2] was
used, where human performance is described as a function of ability and
motivation. This assumption provided a framework of categories that was used in
the diagrams. The final cause-and-effect diagrams were developed using research
strategies such as brainstorming sessions by the research team, validation against
appropriate literature [4], [3], [12] and the use of pilot studies. Figure 1 shows the
final cause-and-effect diagram for the confidential password problem [13].

3.2 Development and validation of the instrument

The construction of the cause-and-effect diagrams was followed by a data
gathering process to determine the significant causes that impact the problem. This
was done by converting causes identified on the two diagrams into a
questionnaire. The objective was to test and empirically validate the factors that
may influence the effectiveness of password management. A list of 23 causes was
identified as relevant to secure passwords and the confidentiality of passwords.
These causes were then grouped into main categories with the help of validation
techniques such as content validation, reliability tests and construct validation.
The final result was a 5-factor instrument (questionnaire) consisting of 23 items
[13]. The secure/strong aspect was tested by 12 items, and the confidentiality
dimension by 11 items.

In order to distribute the questionnaire, a web application was used to reach the
students and to capture responses. The next section presents the results.



4 Results

The experiment was conducted at a South African university with three campuses
located in three different cities — one of which was selected for the exercise. The
campus has a well equipped ICT infrastructure and the students are linked to a
central network that gives access to all the necessary applications that they need
for their studies. Apart from a compulsory computer literacy module, no official
security awareness programme is offered to the students.

Expectation & Own Perception of Knowledge related
Feedback Behavior Behavior

Make password
Not compulsory to keep available to others
passwords confidential —no
one checks

Not aware that
passwords should be
kept confidential

Always keep passwords

Not important issue confidential according to
in my environment own perception
Passwords are
not kept
confidential
Not worth all the effort Do not know

where to get help

Do not know what password
Do not want to confidentiality is

Too busy to do it

Do not know what to do to
maintain confidentiality

Attitude/Viewpoint Knowledge &

Resources

Figure 1 — Cause-and-effect diagram for confidential passwords

Following a number of pilot studies, e-mail messages were sent to 9 different
selected class groups with students ranging from first to fourth year and from
different study disciplines. They were requested via e-mail and by their lecturers
to complete the web-based questionnaire; 395 responses were subsequently
received and completed.

The final results were presented as Pareto charts, which are graphical views
with bars that are used to present information in such a way that priorities and
relative importance of data can be identified. Pareto charts are often used by
managers to direct efforts to the biggest improvement opportunity by highlighting
the vital few causes in contrast to the trivial many [14]. The charts are constructed




by arranging the bars in decreasing order from left to right along the x-axis, and
the cumulative percentages are then used to assist with the analysis of the charts.

Figure 2 contains the Pareto chart for the factors relevant to confidential
passwords. More Pareto charts were constructed to present the individual items
that contribute to confidential passwords. A similar chart was constructed for the
strong password section, which is not presented here.

Pareto Chart - Confidential Passwords: per factor

1.2

0.6 /

=

0.2 \% \
Expectation & Own perception ~ Knowledge & Attitude and Knowledge
Feedback of behaviour Resources Viewpoint related
Behaviour

Figure 2 — Pareto chart per factor for confidential passwords

From figure 2, we can see that the Expectations and Feedback factor is the
most significant determinant that needs to be addressed in order to improve the
confidentiality aspect of password management among students. Two items
(“keeping passwords confidential is compulsory in my work environment” and
“confidentiality of passwords is an important issue in my work environment’)
were used to measure this aspect. Based on the responses, and as shown on the
Pareto chart, the perception is that the current message (feedback) that students
receive from management, lecturers, their environment, their peers, etc. is that
confidentially of passwords is not really important and also not compulsory. It is
not really expected of students to keep passwords confidential and the practice
thereof is not verified. When interpreting the Pareto chart for individual items
(which is not presented here), the mutual importance of each item can also be
established to guide educational efforts. In this survey, the most important



individual item, which explains almost 20% of the confidentiality problem, is:
“keeping passwords confidential is compulsory in my work environment — it is
regularly checked to see if people keep their password confidential”. The next
item, explaining another 18% of the confidentiality problem, is: “/ know where to
get help or information regarding the confidentiality of passwords”. These pieces
of information determine the important factors, so that management can address
specific password behaviour and practices instead of implementing a
comprehensive awareness programme. Each of the factors, as well as their related
items, can be analysed similarly.

The most significant results that were revealed from this study when
interpreting the Pareto charts are as follows:

e  Proper use of passwords, including the use of strong passwords and
keeping passwords confidential, is compulsory.

e Passwords are an extremely important aspect of ICT security and
improper use will degrade the quality of security and increase the
probability of a number of security risks.

e The use of simple passwords that can easily be remembered is not
acceptable.

e  Users should be made aware of what confidentiality entails and how
to get help on this aspect of password management.

e Making passwords available to others is not allowed.

If the above five principles (relating to specific items) could be addressed in
security awareness programmes, it would be possible to solve approximately 54%
of the problems related to effective password behaviour. The remaining factors
and their linked items can be interpreted in the same way. We could also ascertain
with this tool that tomorrow’s IT users generally have the necessary skills, e.g.
they know where and how to change passwords; they generally have a positive
attitude or viewpoint towards effective password management, e.g. they think that
it is worthwhile to use strong and confidential passwords, and they do not claim to
be too busy to concern themselves with strong and confidential passwords.

The above results indicate that educational efforts could be directed more
efficiently to focus on problematic aspects of password behaviour.

The following section concludes the paper.

5  Summary and conclusions

As a result of the increased usage of online applications — where passwords are
almost always used in the authentication process — and the accompanying threats
in the cyber world, all users need to be aware of good password practices.

This paper addressed the password management problem as an essential
element in the information security education arena. A study was conducted at a
university to identify the important factors that need to be addressed in order to
improve password behaviour. Should an organisation be able to identify and



prioritise those significant factors that have an impact on password behaviour,
focused awareness programmes can be implemented in such a way that specific
issues are addressed. In doing so, financial and other resources can be used more
effectively and efficiently. It was shown that tools such as Pareto charts can be
valuable. These charts can help identify the important determinants influencing
password behaviour among IT users. Educational programmes should include
these important factors. !
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