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Abstract. This paper focuses on the liability and duties of data controllers
regarding data leaks and compares the relevant legal schemes of Japan, the
U.S., and the U.K. There are three primary approaches to reducing or redressing
damages caused by data leaks: 1) providing remedies for data leaks; 2} data s
curity obligations; and 3) notification obligations in the event o&ta dbreach.

The aim of this article is to compare the measures on data breaches from the
above viewpoints and highlight the relevant issues in order to reach an appr
priate solution.

To address the issues related to data breaches, legal rules among<ountri
should be common to all due to the worldwide circulation of personal data.
Nonetheless, different features are recognizable through the analysis in each
chapter.

Companies in Japan have thus far eagerly abided by data security obligations
even if theyare ineffective for data protection. Conducting PIAs is anotper o
tion to prevent security incidents. If data breach notification rules ame- int
duced, the subject matters to be publicized must be identified and followed by
enforcement actions. Also, such rules should contribute to the avoidance of se
ondary harm.

In the U.S., while compensations for data leakage and security breaéh notif
cdion rules have apparently been effectively managed, it is needed to reduce
saious harm arising from massive data breach. Obliging companies to maintai
data traceability might serve this.

In the U.K., data breach notification rules imposed as part of the General
Data Protection Regulation need to connect with other effective enforcements
and contributions to avoidingesondary harm, so as not to become megnin
less.

We must harmonize the above differences and make ongoing effons to i
prove the effectiveness of rules.

Keywords: data breach notificationtort liability on data leaksdata security
obligations ID theft criminal uses of leaked data.



1. Introduction

This paper focuses on the liability and duties of data controllers regatdta leaks
and compares the relevant legal schemes of Japan, the U.S., and tHgedhbse
data leakage is currently a hot topic, issues such as determining hosvéntpdata
leaks, reducing the associated damages at a time when massive amounts ef data ar
processed and circulated all over the world, and protecting datailfemal orim-
properbreachess becoming increasinglymportant.
Outlined beloware the three primary apmaches to reducing or redressingnadg-
es caused by data leaks: 1) providing remedies for data leaks; 2) deity sddiga-
tions; and 3) notification obligations in the event of a data breach.

1. Remedies for data leaks
Data leaks can result in tort liaiyl in Japan and the U.S., while in the U.K., the
Data Protection Actl998 (DPA) provides rules for compensation. Thepe a
proaches are to redress the damage resulting from data leaks.

2. Data security obligations
Data controllers are accountable for the security of the data they procesb. Leg
frameworks for data protection generally include the data controlleligation to
keep personal data securan approaclesignedo prevent data leaks in advance.

3. Notification obligations in the event of a data breach
Many states in the U.S. have rules for notify victims of data breachesand the
EU’s GeneralDataProtectionRegulation(GDPR) proposes similar rules. The use
of notification rules for data breaches is an approach to prevent furthageana
ersure he law enforcements.

The aim of this article is to compare the measures on data bsdemin the above
viewpoints anchighlight the relevant issues in order to reachappropriate solution.
The reasosifor comparingconditions inJapan, the U.Sand tre U.K. areas follows.

First, it is indisputable that the concept of the right to privacy weated in the
U.S. and that the E.U. is proud of its advanced data protection capabflitiesent
massive data leakage cases m@w promptedJapan to addresthe issue ofdata
breachesOne measurthe government has taken in this regard isitt@duction of
penal sanctionsenillegal transactioginvolving personabaibase, in anamendment
to the Act on the Protection of Personal Information (APPI) in September 2015.
While we referredo the criminal provision of the DPA during the amendmeiat pr
cess, the effectiveness of the provision is still uncl€he data breach notification
rule, which the U.S. first made into lawhouldalsobe considered. Japanshpartially
introduced tfs rule in the relevant acalthough thismight not be sfficient to address
data breaats.



Second, in the U.S., massive data leakages ifeulted in huge amouwsof pecuni-

ary damage. The Federal Trade Commission (FTC) hascedfpenalties inthose
cases wheresecurity measurewere violated The U.S. has developed data breach
notification rules asa legal obligation.The situation in the U.S. carries vital lessons
for other countries.

Third, Europe has long been held ap tre mostadvancedegion when it comes to
the field of data protection. The E.Eddoptedthe GDPR on the April 14th, 2016
which includesa data breach notification rule inspired biynilar efforts in the U.S.

Of the variousEuropean countries, the U.K. has exercisgfibreement actionse-
gardingviolations of the DPA and stipulates criminal sfons against unlawfubb-
taining or disclosing of personal data. We needsearch the situation in the U.K. to
evduate the effetiveness othis provision.

Once a data breach occurs, the leaked catdnstantlybe circulated all over the
world. Establishing common rules among countrigshereforethe ideal; however,
there are many differences in the surroundingumstances garticular data bredo-
esand thelegal approaches employed to address themmi¥& conducta compara-
tive study,taking the above difficuks into account

In Sections2 to 4 wepresent ouresearclon the facts on data breaches ahd
three legal measesof compensation, data security obligations, and data breaich not
fication rulesin thethree countries. Ii$ection5, we analyze the common featsief
and differences among the said countraes] consider the effectiveness pbssible
data flowand kgal schemes for addressidgia breachesin Section6, wediscuss the
issues and available solutigrisllowed bythe advantages and drawbacks of the said
legal measures in order to establisfommon rulégfor the future.

2. Legal remedies for dataleakage in Japan

2.1 Tort law and data leakage

Claiming damages for data leakage in Japan is based on tort law fronvith@oQe.
Article 709 stipulates that “a person who has intentionally origeglly infringed
any right of others, or legally protect interest of others, shall be liable to compe
sate any damages resulting in consequence.” Whenjthied party incurs mental or
psychological harm, he/she can make a claim for compensation undee Al In
addition, Article 715 rules that personwho employs others for a certain business
shall be liable for damages inflicted on a third party by his/her graptowith respect
to the execution of that busines$owever, one challenge is that even if an injured
party files suit against a pestpator,the plaintiff is often awarded only a small amount
in pecuniary damages.

The first court case involved the city of Uji. The city negligently lelafggproxi-
mately 220,000 personal records from the resident registrayisiem. In 2001, the



Kyoto District Gourt awarded damages of 10,000 yen for each plairfiffe Osaka
High Court and the Supreme Court both dismissed Uji city’s appeals.

A case involving Waseda University was heaeforethe Supreme Court. The
university invited Mr. Jiang Zemin, the former President of Chimdecture in front
of a large audience. It provided a list of 1,400 student participants to the Muty
ropolitan Police Department for security purposes, bup#ngdpants did not consent
to the provision of this information. Some students brought actionssaghé unive
sity. Although the Tokyo District Court and the Tokyo High Court dismissedsti-
dents’ claims, the Supreme Court reversed the decisidredfiigh Court and aweds
ed consolation damages of 5,000 yen to each stddent.

In the Yahoo! BB case, subscribers of Yahoo! BB brought anreegainst the
Yahoo Japan Corporation and BB Technology Ltd. for leaking their datalekage
was caused by a former employee anécquaintancef his,who stole approximat
ly 10 million records by illegally accessing the server. The OsakaiddiCourt
granted the plaintiffs’ claim, which was upheld by the Osaka HigirtCo

Another case concerns-salled “sensitive data.” A large aesthetic serviaavigr
er, Tokyo Beauty Center (TBO)egligently releasedustomers’ online questinaire
results, which led to the disclosure of their bwaisthip meaurements and interest
in epilation servicesn addition totheir names, agesddresses, phone mbers, and
e-mail addresses. The Tokyo District Court granted damages of 35,000 sevetal
plaingiffs and 22,000 yen to one plaintifithe Tokyo High Court upheld the dec
sion.

2.2 Recent massive data leaks

Dataleaks occur nearly every day. One noteworthy case involved the Benesse Corp
ration in 2014. A giant education company, Benesse, leggdxamately 29 million
pieces of customer data, incing dates of birth the gader of children and the
namesaddresses, and telephone numbers of parents and chilfir&@ne of the m-
ployees of the subcontractor allegedly copied the data list fromrthés fdatabase
and sold it to three data brokers. The datskéns resold the data to other brokers
then finally, competitors of Benesse bought the data. Benesse sent tradable coupons
worth 500 yen to each victim, which did not sufficiently compensate thiengidor
their damages. As of @@ember 4, 2015, over 10,000 people have sued Benesse,
claiming damages &5,000 yen each.

As a result of the Benesse case, the APP| was amended. When a busiratss oper
handling personal information (business operator) discloses personahatibn

! Kyoto Chiho Saibansho [Kyoto Dist. Ct.], Feb. 23, 2001, 265 Hanrei Chihoujichi 11 (Japan).

2 0saka Koto Saibansho [Osaka High. Ct.], Dec. 25, 2001, 265 Hanrei Chihoujichi 11 (Japan).
Saiko Saibansho [Sup. Ct.], Jul. 11, 2002, 265 Hanrei Chihoujichi 11 (Japan).

3 See also Ishini Oyogu Sakana Case [Sup. Ct.], Sep. 24, 2002, 207 Shumin 289 (Japan).

% 0saka Chiho Saibansho [Osaka Dist. Ct.], May 19, 2006, 1948 Hanji 122 (Japan), Osaka Koto
Saibansho [Osaka High. Ct.], Jun. 21, 2007, Unpublished (Japan).

> Tokyo Chiho Saibansho [Tokyo Dist. Ct.], Feb. 8, 2007, 1964 Hanji 113 (Japan),

6 Tokyo Koto Saibansho [Tokyo High. Ct.], Aug. 28, 2007, Unpublished (Japan).



from a database to a third party, both parties must keep adiians&cod for trae-
ability (Article 25 of the amendedict). Additionally, the third party must confirm the
name of the disclosing business operator and thkgbaund of such operator'dhe
taining the datdArticle 26 of the amendefict). As for criminal sanctionsf a bus-
ness operator, an employee, or a former employee discloses or misapgsqpeiat
sonal information from a database concerning the business to othténs farpose of
unlawfully benefitting themselves or third parties, he/she shall be ahiyhimpris-
onment with work for not more than one year or with a fine of noertiman 500,000
yen (Article 83 of the amendefict) [2].

The Japanese data protection scheme has not been effective in reducing the trade in
illegally obtained data. Thus, in recent reforms of the Japanese degetipn scheme
have introduced new rules for tracking data transactions and irgpoéinnal sai-
tions.

2.3 Legal obligations for security and data breach notifications

The APPI requires data securifrticle 20) Busiress operators shall appriately
supervise employees and subcontracférsicles 20 and 21) Failure to comply with
the Act may result in administrative penalties. The competentstetininay issue a
recommendation or order. In recent reformstaf APPI, the Personal Information
Protection Commission was established as an independent regulatooyit@uor
data protection and in 2018 will gain the power to issue a recommendation or order

Table 1shows the number of regulatory actidns competent ministers in recent
years.

Table 1. Thenumber of regulatory actions by competent ministers from -2t

Fiscal year | 2005 | 2006 | 2007 | 2008 | 2009 | 2010 | 2011 | 2012 | 2013 | 2014

Reports 87 60 83 28 18 15 16 8 2 3
requiring
(Article 32)

Advice 0 0 1 0 0 0 1 1 0 0
(Article
33)

Recom- 1 4 0 0 2 0 0 0 0 1]
menditions
(Article 34)

Source: Consumer Affairs Agency, Government of Japan, “Regulatctigns
based on the Act on the Protection of Personal Information,” -2008,
http://ww. ppc. go. j p/ personal /i nfornation/

If a business operator does not comply veittorder,the personresponsible for
the breach of such order may be accused of a criminal offense (imprisonment for u
to six months or a fine of not more than 300,000 Japanese yen). Also, thétssifit



could be held criminally liable. Thus far, however, there has beeas®in which a
person or entity was held criminally responsible.

In Japanese culture, companies confront severe condemnation regardifepkseir
from the general public and mass media. They lose customer trust aneiis fthe
value of their brands, which could lead tbig financial loss For instance, Sdfank,
the parent company of Yahoo Corporation and BBhiielogy Ltd., announced a net
loss of 107 billion yen after the 2004 data leakage incifBinThe Benesse Corpsr
tion lost 940,000 custon®from its main swice after its massive data lef. The
company also made public a sales decline of 1.07 million yen in May [BD.1B6or
fear of losing consumers’ trust, coampes are usually eager to maintain 8&g
measures, regardless of #adstence of legal obligations.

There is no provision that requires data breach notifications inRfd Ahe “Pd-
icies Concerning the Protection of Personal Information” (partrallised in April
2008) put forth by the Japanese Cabinet in 2004 “inrdepzewith” the APPIstates
“in the case of incidents such as data leakage, mhp®itant for business opators
handling personal information to disclose mmf@tion about the incident as far as
possible in order to prevent secondaryndge or similacases.”

Many business operators disclose information regarding data leaksoinlemce
with the policy. The number of published data leaks in 2014 was 338 ppnaiia
mately 66percentwere small caseisvolving no more than 500 cerds. Enployees
brought67.5percentbof the casesand most were caused by carelessness on the part of
workers. Parties outside the company brought péréentof the casesover 90per-
centof which were committedntentionally.

Table 2. The numkber of published data leaksder the Policies Concerning the fation of
Personal Information

Fiscal 2005 | 2006 | 2007 | 2008 | 2009 | 2010 | 2011 | 2012 | 2013 | 2014

year
Number 1, 89 8 5 4 4 4 3 3 3
of cases 556 3 48 38 90 13 20 19 66 38

Source: Consumer Affairs Agency, Government of Japan, “Regulatctigns
based on the Act on the Protection of Personal Information,” 2014,
http://ww. ppc. go. j p/ personal /i nformati on/

The Ministry of Economy, Trade, and IndustiETI) providesguidelines pertaining
to the APPI that target the business seffifrThe guidelines recommend contacting
the perso(s) potentially affected and reporting to the competent ministeheau-
thorized personal information protection organizations. The Mt&S8Ireceived 3,146
reports directly or through authorized organizatijansst ofwhich are minor cases
caused by negligence. There are 15 cases of data leaks invmleirg0,000 records
11 of these cases were caused by malware or unlawful computeisdétes

One of the relevant acts of the APPItle so-called National ID Act(formaly
namel the Act on the Use of Numbers to Identify a Specific Individual in the Admi
istrative Procedure), whictovers handling personal data related to individuah-nu



bers Individual numbers are allocated to each person aockgsed for administr
tive procedures in the field of Social Security, Tax and ésd&ResponséArticle 29
4 of theactobliges onrelevantinstitutions(mainly gozernmental agencie$d report

databreaches to Personal Information Protection Commission.

3. Legal remedies for data leakage in the United States

3.1 Litigation involving massive data leaks

In the United States, individua¥gho disclose personal data are subject to tortlHabi

ity”. Notably, hacking often leads to massive data breaches. Tablevsammariz-
es the cases involving massive data leaks caused by hacking in the=lgsgfis.

Table 3. Casesnvolving massive data leaks caused by hacking from 2018

Date of Name Entity Data that could have beenmto Amount of
Breach promised data
April 27, Sony PlayStation | Budnesses | Names, addresses, gender, emall 101.6 milion
2011 Network (PSN), - Retail/ addresses, dates of birth, login | (12 million
Sony Online Merchant names and associated pasrds, | unencrypted
Entertanment phone numbers, online IDs, users'credit card
(SOE) purchase history, billing addies | numbers)
es, passwords security questions,
user credit cardaounts, and
bank accounts
October 4, | Adobe, PR Budnesses | Customer IDs, encrypted gas 2.9 milion
2013 Newswire, Na- - Retail/ words, names, encrypted credit pr(38 million
tional White Merchant debit card numbers, expiration | user emails
Collar Crime dates, and othénformation and pas-
Center related to customer orders words &-
posed)
Decamber Target Budnesses | Customer names, credit or debit| 40 million
13, 2013 - Retail/ card numbers, card exgiion (reportedly up
Merchant dates, and card security codes | to 110 mi-
lion)
May 21, eBay Budnesses | Email addresses, encrypted @as| 145 milion
2014 - Other words, birth dates, mailingla
dresses (no financial data or

" Restatement (Second) of Torts § 652D; W. Page Keeton, Dan B Dobbst RoBKerton.,

David G. Owen: Prosser & Keeton on Torts &&H(5th 8 Supp.).

& The source of the chart is primarily the Chronology of Data Breaches Security Breaches 2005
— Present, from the Privacy Rights Clearinghouse,

https://ww. privacyrights. org/ dat a- breach.




PayPal databases were compr
mised)
August 28, | JP Morgan Chase| Busnesses | Names, addresses, phonemu 76 million
2014 - Financial | bers, and email addresses (no
and Insu- financial or bank account info
ance Se mation was accessed)
vices
September | The Home Depot | Budnesses | Information on credit and o 56 million
2,2014 - Retail/ cards, email addresses
Merchant
Febuary 5, | Anthem Busnesses | Names, birth dates, medical IDs| 80 million
2015 - Financial | Social Security Numbers, street
and Insu- addresses-mail addresses,
ance Se employment and income info
vices mation
June 4, OPM Govem- Employee job assignments, 21.5 milion
2015 (The Office of ment performance and training info
Personnel Ma- mation, SSNs, fingerprints
agement)

Class actions have been brought against the above companies, and many cases
have been resolved lpnsent judgmentdn the Target case, thénited StateDis-
trict Courtfor the Districtof Minnesotagranted the plaintiffs’ motion for approval of
settlement but payments for claims can only be made after anylajppeaesolved
and after claims are fatized in 2019. In the Adobe case, the District Court Judge
granted the plaintiffs’ motion for approval of attorney fees in 2019 he company
had already paid an undisclosed amount to settle customer ¢&inrdome Depot
was alsdit with a class action lawsuit Septembeb, 2014[9].

Though such companies are liable for invasions of privacy, plainsiffe fmany
challenges tde authorized that they have standing to be considered their merit in the
actions. In the 8ay class dion, the District Court judge dismissed the plaintiffs
claim for lack of standinj. The judge held that the plaintfhad failed to allege a
cognizable injuryin-fact, andtherefore lacked Article 11l staling to pursue the case
in Federal Court. Thisase raisedhe issue of whether an increased risk of future
identity theft or identity fraud posed by a data security breach confeicleAn|
standing on individuals whose information has been comisex by a data breach
but has not yet been misuséd

°In re Target Corporation Customer Data Security Breach Litigation, MDL14R522
(PAM/JJK) (D. Minn. 2015), http://www.mnd.uscourts.gov/MBL
Target/Orders/2015/2016117
14MDL2522M&O.pdf.

10 Adobe Systems Inc. Privacy Litigation, No. 5:4805226LHK (N.D. CA. 2015).

1 Collin Green v. Bay Inc., No. 2:14v-01688 (E.D. LA. 2015).

12 Clapper v. Amnesty International USA, 133 S. Ct. 1138 (2013).


http://www.mnd.uscourts.gov/MDL-Target/Orders/2015/2015-1117-
http://www.mnd.uscourts.gov/MDL-Target/Orders/2015/2015-1117-

Neiman Marcus uncovered 1.1 million pieces of disclosed customenduaté,
led to a class action. The U.S. Court of Appeals for the Seventh Cirtdithia¢ data
breach victims satisfied the Article Il standing requirements and tiflaircould
make aclaim in court against companies that failed to protect their personadata

3.2The FTC's role in maintaining security

While many cases have been brought against companies, the Federal Treudis-Co
sion FTC) has also played an important role in databhecases. Article 5(a) of the
FTC Act(15 U.S.C. § 45(a)) stipulates that “unfair methods of comipien in or d-
fecting commerce, and unfair or deceptive acts or practices fifiegtiag commerce,
are hereby declared unlawful.” The FTC lias authorityto investigate and initiate
an enforcement action against a company in violation of the FTC Act,eardtly
has actively exercised enforcement actions against data breacl.cases

Under Section 5(b) of the FTC A¢t5 U.S.C. § 45(b)), the FTC may challenge
“unfair or deceptive acts or practite®r violations of other consumer protien
statutes) through maintenance of an administrative adjudication. \Wéenis" rea-
son to believe'that a violation has occurred, the FTC may isswmmplaint setting
forth its allegations. If the respondent elects to settle the case, itigmag sonsent
agreement (without admitting liability), consent to the entry of a finaérorend
waive all rights to judicial review. If the FTC accepts sugir@gposed consent agre
ment, it places the order on the record for thirty days of public comment (arctor s
other period as the FTC may specify) before determining whether t® ésdmal
order[10Q].

However, when it comes to data security, the authdoit initiating an eforce-
ment action becomes an isawueder thaerms of Article 5 othe FTC Act. In the case
of Wyndham Worldwide Corp., the U.S. Court of Appeals for the Thirduiiiag-
firmed the FTC’s authority to bring actions in data security £as&here are other
cases where the FTC has approved final orders setting charges againstiesmpa
lacking security’. However, the FTC bears the burden ofvrg that the allegedly
unreasonable conduct caused or is likely to cause stibtajury to cnsumers. If
the FTC fails to meet this burden, the complaint is dismigkHd

In addition, the FTC values the importance of Privacy Impact AsssgsrfPIAS)
and Privacy by DesigrPpD). PIAs involve an analysis of how personally idéable
information is collected, used, shared, and maintaii€il One of the dvantages of
a PIA isthat it allows entities to discover security risks in the lifecycle of personal
data, which can support data security management. PbD is a framéabwkas é-

13 Helary Remijas v. Neiman Marcus Group LLC, No-3¥2 (7th Cir. Dec. 20, 2015).

¥ wWyndham case in September 2015, cases of GMR Transcripéorices, Fandango and
Credit Karma in August 2014, https://www.ftc.gov/nesy@nts/medigesources/protecting
consumeiprivacy/enforcingprivacy-promises.

15 FTC v. Wyndham Worldwide Corporation, et al., No-38%414, (3rd Cir. Aug. 24, 2015).

1% Final orde cases on Cbr Systems, Inc. in 2013, HTC America in 2013, TRENDnet in 2014,
Fandango, LLC and Credit Karma in 2014, and GMR Transcription Services, Inc.4n 201
under the tab News and Events on the FTC website, https://www.ftc.govavents.



veloped by the former Information and Privacy Comssioiner of Ontario in Canada,
Dr. Ann Cavoukian. According to the definition, PbD advances the viewttbai-
ture of privacy cannot be assured solely by cgingl with legislation and regatory
frameworks; rathemprivacy assurance must become an organization’s default mode of
operation. PbD has seven basic gptes: 1. poactive not reactive; 2. ggventative
not remedial; 3. privacy as thefdult setting (privacy enbeddednto design); 4. full
functionality (paitive-sum, not zeresum); 5. endo-end security (fll lifecycle pro-
tection); 6. visibility and tansparencykeep it @er); and 7. espectfor user privacy
(keep it wercentric), which have been widely accepted in manyntoes [13]. The
FTC stronglysupported PbD in its Privacy Report of 20[2]. PIAs contain the
essatial aspects of PbD, playing an important role in satisfying the abovedpbesc

[15].

3.3 Security breach notifications

There are more security breach issues in the U.S. than ey aatuntry in the
world. Most states in the U.S. have legislation setting forth obligations tetdeach
notifications, but the specific rules vary from state to state. The b&hak Federal
laws governing data breach notifications suclhasHeath Insurance Portality and
Accountability Act (HIPAA) (42 U.S.A. § 1793R the GrammlLeachBliley Act
(GLB Act) (15 U.S.C. § 6801 and so on.

The first state to pass legislation requiring data breach notificatiaa<Califa-
nia. The CalifornieBecurityBreachNotification Act requires a business or staterage
cy to notify any California resident whose unencrypted personal infammas @-
fined in the act, was acquired, isrreasonably believed to have been acquired, by an
unauthorized persofCalifornia Civil Code s. 1798.29(a) and California Civ. Code s.
1798.82(a). Any person or business that is required to issue a security breac¢h notif
cation to more than 500 California residents as a result of a single bfeasbaurity
system shall electronically submit a single sample copy of that sebte#ch notif
cation, excluding any personally identifiable information, to the Attpré&eneral
(California Civil Code s. 1798.29(e) and California Civ. Code s. 1798)8&fpice-
Point’s data breach, disdimg more than 163,000 pieces of consumer data, is a well
known case to which the California Data Breach Act was applied. The case i3 said t
have motivated other states to enact their own data breach notificatiobdasusse
the company did not send nms to people who were affected in other states. The
FTC eventually ordered the company to pay $10 million in civil penaltids$&n
million for consumer redress purpogés).

According to theCalifornia Data Breach Repast 2014[17], reports of 16data
breaches affecting more than 500 California resideete submittedThe number of
reported data breaches increased byp@&entand the number of records affected
increased by over 6Qfercenfrom the previous year. The latter increase was primar
ly due to two massive retailer breaches, Target and LivingSocial, wigekhtr in-
volve over 15 million records of California residents. As for the typlereéch, mia
ware and hacking comprised the majority fe3cen} of all breaches reported. Nearly



hdf of the data breaches reported in 2013 involved Social Security numbepsr{56
cent) followed by payment card dafa8 percen}.

The report suggests that recent technological advances offer medegatoe
payment card data, making it an unattractauget for hackers and thieyemnd en-
phasizes the importance of improving retailer responses to breaches of pagrdent
data In California, as well as in most other states in the U.S., a data beedgh i
cussed in the context of a criminal offense femng or targeting the compromised
data, such as ID theft or frafitig].

4. Legal remedies for data leakage in the United Kingdom

4.1 Data Protection Act 1998

4.1.1 Legal foundation

Article 13 of theDPA provides data subjects with the right to receive pens-
tion for any contravention by a data controllirseems to be less common to bring
class actions in the U.kandother European countries. However, in the Vidal Hall v.
Google casethe U.K. Court of Appal raisedwo issuesThe daimants insistedhat
Google had collected their data usicgokieswithout their consentThe first issue
was whether the cause of action for misuse of privdicemationis a tort; the second
wasthe meaning of damage in section 13 of the DPA, particuehnisthertherecan
be a claim for compensation without pecuniary 10s$©n March27, 2015, thecourt
ruledin theclaimants favor on both issues.

In addition toArticle 13 the Information Commissioner has used other sections
of the DPA against data controllers in masgcurity breach incidents. Schedule 1 of
the DPA prescribes seven data protection principles that data contraligtrfoifow.

The first principle of the DPA in the U.K. is that “personal ddtallsbe po-
cessed fairly and lawfully” and “whether personal data are processed fegdydris
to be had to the method by which they are obtained, including in partigh&ther
any person from whom they are obtained is deceived or misled as porfhese or
purposes fowhich they are to be proces8ddchedle 1, Partll, 1(1) ofthe DPA.

The seventh principle requires that appropriate technical and organizatiosairesea
be taken against unauthorized or unlawful processing of personal data arsdthgai
accidental lossf, destruction of, or damage to personal data.

Concerning enforcement, Article 55A tfe DPA authorizes the imposition of
monetary penalties by the Commissioner. Additionally, Section 4(4) steeshe
data controller must comply with the data protection principles in relatia feer-
sonal data with respect to which ¢xesheis the data controller.

Under the above conditions, the Commissioner may serve a mompeiaalty
notice on a data controllerequiring the data controller to pay a penalty of an amount
determined by the Comissioner and specified in the notice, not exceeding £500,000
(Data Protection (Monetary Penalties) (Maximum Penalty and NotiReghlations
2010, SI. 201Q No. 31.

17vidal Hall v. Google, [2015] EWCA Civ. 311.



In addition to the provisions referenced abdbe DPA has a unique article that
prohibits unlawful obtaining etcof personal data. Pursuant to Section 1 of Article 55,
a person must not knowingly or recklessly, without the consetiieodiata controller,
obtain or disclose personal data or informationtained in the personal data or-pe
mit the disclosure to a third parbf any information contained in the personal data.
Any violation of this provision is subject to criminal sanctions.

4.1.2 Recent data security trends and major incidents

The Informaion Commissioner OfficelCO), the office for the independeni-s
pervisory authority for the DPA, announced recent data breach trends. Based on t
ICO’s information, the graphs below show trends regarding incidexwtsr the ICO
consideration in relation to data security from ApdlJuneof 2015. Information
regarding security incidents comes from a variety of souinekiding seltreports
from data controllers, media reports, whistleblowers, and reports data subjects.
The ICO reports that the health sector continues to account for @miassecurity
incidents. This was due to the combination of the National Health Servid8)(N
making it mandatory to report incidents, the size of the health sectohedrisitive
nature of the data procesqdd].

Health I 27§
Local government [N 0
Education ._ K3
Finance, insurance and credit .- 31
lustice l- 24
Legal “- 21
Charitiable and voluntary .- 17
General business “- 15
Land and property services "- 15

Other N 55

o] 50 100 150 200 250 300
B Number of incidents

Fig. 1. Datasecurity incident by sector

Source: ICO, Data security incident trends, https://ico.org.uk/actiomeve
taken/datssecurityincidenttrends/

The table below summarizes the main data leakage cases that occurred in the
U.K. between2007and2015. Though the scale of the leakage is not as large as that
of the U.S., the Commissioner imposed penalties on the perpetratonsdrcases.



Table 4. Primarydata leak cases, 202015¢20]

er

tion details

Date Name Entity Data that could have Cause Amount
been compmmised of data
2007 HM Revenue | Govenment Child benefit re- Loss of two 25 mi-
& Customs ords CDs lion
March Brighton and | NHS Trust Patientdata Loss ofhard 79,000
2008 Sussex Un drives
versity Hosp
tals NHS
Trust
December | T-Mobile Telecanmu- Customer reords Sales staff sold| Millions
2008 nication the data to data| of records
Company brokers
2011 Sony Can- Entatainment | Names, address, Hacking Upto3
puter Ente- company email addresses, million
tainment dates of birth and Brit-
Europe Lm- account passwords, ong21]
ited customempayment
card details
December | Think W3 Online hol- Credit and debit Hacking (SQL | 1,163,996
24,2012 | Limited day firm card records injection a-
tack)
2014 Mumsnet Parenting User accounts Hacking 1.5 mi-
Network lion
2014 Staffodshire | University Data on students angd A computer 125,000
University applicants stolen from a
car
2014 Morrison’s Retailor Workforce datbase | Insideratack 100,000
Supemarket
October Talk Talk Telecanmu- Bank account nm- Hacking 156,959
22,2015 nication bers and sort codes, (as of
provider credit and debit card October
numbers 30, 2015)
Jan. 2015 | Moonpig Online etail- Customer regtra- Hacking 3 million

4.2 Enforcement actions

Regarding the cases discussed in Section 4.1.2, the Commissionsedmpo

cuniary sanctions on some companies. Fines were imposed on Thi(k1BB000,

'8 This chart was made with information from the case list of the ICO,
https://ico.org. uk/acti on-weve-taken/ enforcenent/.




Sony Computer Entertainme(#250,000, and Brighton and Sussex Universityddo
pitals andthe NHS Trust(£325,000. Two employees of -Mobile, penalized under
Article 55 of the DPAwere issued confiscation orders and were ordered by the court
to pay £73,400 in fines in June 2011. In addition to those cases, a humber of entities
have been ordered to improve their data protection practices or to pay penalties.

PbD and PIlAs are also valued by the ICO. The ICO has made the PbD webpage
public [22], and the foundational principles of PbD are relevant.t. data contrb
lers as can be seen in the document entitled “Conducting Privacy ImpactsAsses
ments Code of Practicd23] . PIAs are dénitely important to esure compliance
with the seventh data principle.

4.3 Data breach notifications

Though the current laws and their enforcement results have beenaszeam
above, the LK. DPA will be dramatically altered by the EGBDPR which was fia-
ized on the April 14th, 201@4]. PbD, PIAs, and data breach notificatiasntro-
duced in theGDPR We should keep an eye on the changes that occur witimthe i
plementation of th&DPR

The ICO enforces not only the DPA but also the Privacy and Etectfoon-
munications Regulations of 2003 (an EC Directive). Service provideggs (elecom
providers or Internet service providers) are required to notify the ICOpé@onal
data breach” occurs. They must report to the ICO within 24 hours of beg@vare
of the essential facts of the breach. They must also keep a log and notipenssif
the breach is likely to adversely affect customers’ prij@&y. The ICO uses sigri
cant human resources to investigai@opropriate data transactions. Addiadig, an
expert at the ICO says that the introduction of a rule for data breach niotifscat
all sectors would make data flow clearer and would provide greater opitiegifor
enforcement?

There is one more provision to ensure the transparency of data circukation
DPA. The first principle of the DPA in the U.K. is that “personal data shall be pr
cessed fairly and lawfully” and “whether personal data are processed fag@ydris
to be had to the method by which they are obtained, includingriicyar whether
any person from whom they are obtained is deceived or misled as porpese or
purposes for which they ate be processédSchedule 1, Part II, 1(1) of the DPA).

5. Considerdion

Data leaks can cause two types of concerning issues. One is the privacy risk
caused by the wide circulation of personal data and the other is the ristnofréc
damageAs mentioned in the introduction, there are three approaches for retlueing
two types of risk; 1) providing remedies for data leaks; 2) datariseobligations;
and 3) notification obligations in the event of a data breach.

19 According to the interview with the ICO in September 2015.



Table 5 shows theutlines of the regulatory schemes concerning thggeaadc-
es in Japan, the U.S., and the.

Table 5. Outlines of the egulatoryschemain Japan, the U.SandtheU.K.

Approach Japan U.S. U.K
| Tort liability: o Right to receive am-
1. compensation ) Tort liability: .
Articles 709, 710, and pensation:
for data leaks . CommonLaw. )
715 of the Civil Code. Article 13 of DPA.
L . Prohibition of unfair or| Appropriate  technical
| Obligation of bumess ) . L
2. data security| operator- deceptive acts or petc- | and Organizationa|
obligation P ) es: measures:

Article 20 of APPI. ) o
Article 5 of theFTC Act. | 7th Principle.

Notification to Super-
Obligation to notify| sory  Authority and

Recommendation fo

3. Data breach ) Notification to Attorney| Communication to Datg
o data breach disa$ure: . .
notification . General and disclosure: | Subjects:
Policies by Caimet. L )
Californian Act. EU Data Protection
Regulation.

The common feature of the three countries is thay all have basic legal or
quastlegal measures for compensation, data security obligateonbdata breach
notifications. However, the swundings of data breaches, approaches toward harm
arising from leakages, and issues among each country are different.

First, he compensatiofor data leakss to provide remedy for damagieausel
by an actual data leak. While privacy infringement by wide circulation caailthd
reason for damages well aseconomicharm economic damageseem to easily go
higherin terms of theamountof compensation thathe damages arising fromwide
circulation of personal datiself.

In Japan, most data leaks are made by employees or subcontractads-who
close a small number of records. Business operators have had to paysatiopan
relatively insignificant amounts thus far, even if they were adi¢opay damages to
victims. Although compensation is higher when sensitive datadkdesd, an entity’s
obligatory compensation is still low. Therefore, tort liability for comptaryadan-
ages seems to be ineffective for compensating privacy victims. Kelems, as the
number of plaintiffs in the Benesse case is growing, the monetary damageseth
awarded might have some impact on thegany, depending on the end results of all
of the lawsuits.

Secondary harm such as identity theft and fraud have hdsid® the scope of
consideration by courts because of differences in the causes of action. Hasoth
actually occurs, business entities are forced to face additionatiditig

In the U.S., hacking and malware issues are common causes of data tbaks an
economic damages are crucial in this issue. There are many class actiong seeki
compensation for data leaks, and the compensatory amounts anadlgdrigh. While



many cases have been solved by consent agreements, proving the standiirg of pl
tiffs is still the issue.

In the U.K., there are not as many leaks as in the U.S., and few cases seem to
lead to the emnomic damages that result from fraudulently using credit icdiod-
mation. Although dass actions against data leaks seem to be rare, therasaénc
which the interpretations dfrticle 13 of the DPAweredisputed. Rather than chai
ing compensation by individualsychcases have been dealt witifercements by the
ICO.

Second,the data security obligation imposes an obligation on data dengo
and is intended to reduce the risk of bailde drculatiors of personal datara ec-
nomic damageln Japanfor fear of losing consumers’ trust, companies tend toreage
ly maintain security measures, regardless of the existenceadfdeligations While
it might be sufficient to protect personal data in our cultime APPI's data security
obligation seems to be insufficient, and the introduction of ®RbtAuld be another
optionto ensure the sufficient level of securily.this case, we need to bereéul ofa
drawback of PIAthat might become a deadtier due tofocusing on procedures. As
for the new criminal sanction against illegal provisions of perstai@base, we need
to keepaneye on thi effectiveness in the U.K.

In the U.S, the FTC exercised enforcement actions against perpetrators based
on“unfair acts or practicéprovided byArticle 5 of the FTC Act in the case afdata
breach.The FTCs role in this regardhas been effectivexcept for the issuef @rov-
ing that the allegedly unreasonable conduct caused or is likely to cause substantial
injury to consumersThe FTC also values the importance of PIA and PbD asproa
tive measures.

In the U.K., the ICO has exercised enforcement actions against sicaif the
seventh dat protection principle. Although thelamvebeenno massive data leakages
on the scale of those in the U.S., the ICO has compilkst of enfore@ment cases.
The ICO also viewPIAs and PbDasimportant. In addition, the DPA stipulatesrori
inal sanctionsagainstthe unlawful obtaining of personal data. Along with the csan
tions, confiscation orderseem to be effectiven reducing illegal data transactgn
Currently, making use of breached dfdaa criminal offense in Japan and the U.K.
does noseem tde as pressing as in the U.S.

Third, data breach notificatianwere originally introduced inalmost all the
states and sectdmased federal statutes time U.S, wherethey were essential to -
duce the damages resulting from the criminal use of leaked data. Appatieeyly,
have provereffectivein requiiing securitybreach notifications frorentitiesas soon
as possible in order to effectively respond to the unlawful use of breached data.

In Japan, the APPdoes notprovide the obligation to notify victims oflata
breachesThe amendment dahe National ID Act has partially introduced the rule
although thdegal system might be insufficietd implement it However, companies
tend to follow the breach notification rule even if it is jasecanmendation by the
Cabinet.As aresult, a lot of reports have been submitted to competent ministers
cluding small casessivenour tendency to keegecurityin a diligent manner, legal
obligatiors might be burdensonfer some entitis.



In the U.K., the rulevasintroduced as aectorbased rule in therivacy and Ele-
tronic Communications Regulations of 20@% the GDPR is formally adopted, the
scope of theule will be expan@d generally. The ICO views thigositively, as it is
expected that the introduction of generaldata breach notifation rule in the U.K.
will improve the transparency of data circulation.

However, it is questionable that data breach notifications will also betieéf
in improving the transparency of dataccilation, because notification will never
reduce the data circulation by itself; it only alerts victims to the situatiofact, the
practice of data breach notification in Japan seems to lose substance in tdis regar

It will be necessary to review whether the data breach notification rots is-
ly effective for addressing the criminal use of breached dataalbotincreases the
transparency of data circulation and reduces inadequate data flows.

Data Breach Notification === Data Controllers g Cib¥gation for Sscurity
1 i 5"'.
l b Compensation
'
i Intruders 4= Punishment '
Tradsparency ? l [
[ wipiigehiadves SLTTIIRIIAES: FERESILATIETIS TR
Data Brokers . !
I "~ Fair Processing,
; . Traceability
'y
Criminals List Users
Fraud, Stalking AD¥, DM**
* AD: Advertisements ; i i o i . e e S e l
**DM: Direct Mails DesSubljerts

Fig. 2. Possibledata flow andegal schemes for addressifaga breaches

According to the above analysis, Figure 2 shows the possiblefidatand
legal schemes for addressing data breadites.compensation for data leaks is to
make data controllers pay data subjects for damage due to an actual data leak. While
harm caused by the wide circulation of personal data could be compensated, as wel
as economic damages, the latter seems to easily lead to a higher amountesfssomp
tion than the damage done by the wide cioaof personal data. The data security
obligation is designed to make data colns keep personal data secure. The ablig
tion is expected to reduce the risk of both wide circulations of persomahddtec-
nomic damage. Data breachifioations, inended to make data controllers report and
disclose data leaks, were originally introduced in the U.S., where isénted to



reduce the damagesulting from the criminal use of leaked data. Although it isrelea
ly effective in preventing the unlawful @f breached data, it is questionable that
data breach notification is effective in improving the transparencwtaf arculation,
because notifications will never reduce data circulation by is#lbnly alerts dbers

of the data circulation.

6. Conclusion

To address the issueslated todata breadbs legal rules among countries
should be commoto all due to the worldwide circulation of personal data. Naseth
less, different features are recognizable through the anghesentedn the precd-
ing chapter. According to ik analysis, the following statements are the issues and
measureshatshould be addressed atadken in each country.

Companies in Japamave thus faeagerly abidé by datasecurity obligtions,
although thesseem to be not necessarily effective for data protection. There is
otheroption in which entities handling personal data conduct PIAs to preventi-secur
ty incidents. In that case,would be necessaitp avoid bureacratic procedurg and
such action would entail the risk déta breach notifation rulesbeinga merefacade
If such notification ruleare introducedthe siject matterso be publicizednust be
identified and followed by enforcement actions. Also, such rules shouldzdgatto
the avoidance ofsecondary harm. Newly introduced obligations on data traceability
should be managed in a nmerthatharmonizesith effective enforcements.

In the U.S, compensations for data leakage and security breach atmific
rules have apparently been effectively managed. This comes fimakgroundin
which data breaches atitk secondary harm arisirtherefrom are extremely serious
compared teimilar events in thether two countries. Toeduce this threatthere is
an option to obligeompanies to maintaitata tracability.

In the U.K., data breach notification rules imposed as part of the GDPR need to
connect withother effective enforcements and contributoio avoidng secondary
harm so as not to beconmaeaninglessThe purpose of notification shouleé lzlear
which might avertvide circulation of personal datetthe risk of economic damage

We mustharmonize thebovedifferences and make ongoing efforts to improve
the effectiveness of rules.

This work was supported by JSPS KAKEN({d) Grant Numbed5K03237.
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