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Abstract. Proactively finding leaked information online can potentiadgluce
detection times to limit the exposure time of personal informationudbticly
accessible networks. Often the breaches are discovered by an externalrthird pa
ty and not the data owner. The time that data is exposed on the Internet has s
vere negative implications since a significant amount of informationodisd!

in a data breach has been proven to be used for cybercrime activities. It could
be argued that any reduction of data breach exposure time should dieectly r
duce the opportunity for associated cybeme. While preactive breach dete

tion has been proven as potergialiable in previous work, several aspects of
such a system still need to be investigated. This paper aims to highlight some of
the major ethical and legal issues when-actively collecting personal info
mation, through a South African case study, to assist in reducing the amounts of
personal information being disclosed online.

Keywords: Data Breach Ethical and Legal IssuesPrivacys Personal
« I[dentifiable Information

1 Introduction/Background

Data breaches occur more frequently nowadays and are becoming an inescapable risk
factor for individuals and organisatiof$]. In the event of a data breach, large
amounts of personal data, often intimate details, may be expodast. @iyminals and
hackers are regularly making use of these Personal Identifiable InfonnfBtil) do-
tained by exploiting it in numerous ways such as identity theft, spamipiirighing
and cybefespionagg?]. Detecting and removing exposedta is therefore of utmost
importance; yet the average breach remains undetected on average in excess of three
months[3].

Privacy laws are being instantiated internationally to serve as a safegjuBtl.
For exanple, in South Africa the Protection of Personal Information (PoPt)hAs



been adopted in November 20}4]. South Africa needs to make use of this new
legislation to make adjustments to the wafofmation is stored and processed by
organisations that are not yet compliant to the Act. The possibility ehgiice ai-
tomated breach detection is discussed in previous work as a mechanigent@ibp
reduce detection times to limit the exposureetiof PIl on publicly accessible te
works. The aim of the practive collection process is to highlight the amount of Pl
being disclosed online in order to assist in the reduction of the informagiog b
leaked, whether by choice or coercion. Howeverpp@rational preactive detection
system may give rise to ethical and legal issues. This paper focussemenf these
issues when practively collecting Pll online. Although practive detectiorof data
breaches is internationally applicable, this pap#l investigate ethical and legal
issues in practively collecting Pll through a South African case study, based on the
relative newness of the South African PoPl Act. While the results of opse&-
periment on the practive detection system focas the South African landscape
(refer to Sectior?), the system is capable of assisting in global ethical application and
privacy regulation that isustomised to country specific requirements.

2 Pro-Active Data Breach Detection

In order to gauge the level of existing Pl disclosure before the pgatnoh of the
PoPI Act, a custom developed software application, called Cyber Protect,edais us
an exgriment to preactively scan the Internet in search of leaked PIl in 2014, shortly
after the PoPI Act was put in place. Another experiment wadumed in 2015 to
determine how effective the PoPI legislation is in reducing the amoliRi$ deted-
ed onlne. This was done by collecting datasets using the custom applicadi@r-an
amining the results for indicators of how effective the PoPI le@sldtas been since
its inception. These experiments will be referred to as previous vesfermed|[5].

This paper will investigate the ethical and legal issues based on the stiiese
experiments.

2.1  Application Architecture

The application serves as a Pl detection and collection service that is capable of
scanning the ternet for PII that are being disclosed in electronic documents. In this
context, a scan on the Internet refers to the application making use of public dat
sources, provided by Google, Bing and Twitter. Application Programfacte (API)
calls are beingised in search of PIl being leaked within electronic documents found
freely available on the Internet. These documents are stored withinethstevad-
main space. For the scope of the experiment performed in the previous heork, t
scans were limited to theo.za domairi5]. Further data processing takes place in
order to obtain an IP address and approximatelagaiion for each website found
responsible for disclosing personal informatiéig. 1 shows the architecture of the
custom application.
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Fig. 1. Pll Detection Applicatiori5]

The type of PIl extracted during the experiment was limited to Souticaffr
Identity (ID) numbers, land line numbers, cell phone numbers, emaitssis, credit
card numbers and addresses. Other personal information such as nanwsatm
or religious believes requires significant lexical analysis sinceomairéint standard
of identification currently exists. The electronic documegtneed were limited to
the most commonly used files such as Text-W&rd, MSExcel and PDF files, as
well as SQL scripts and XML files. These file types are identified to bt likely
responsible for the leakage of PII. Information might reside in dtherats, but each
document type has unique characteristics that need to be catereddaedmical
level and this adds significant overhead to development time thadteviltddressed in
future revisions of the applicatid8].

2.2 Information Visualisation

The application has a staged approach where information is first collected, then
processed and lastly visualised. The image presentéid.i2 illustrates how a single
server responsible for the leakage of Pll is presented byeadpitenna icon with its
approximate gedocation. When multiple servers in the same area are found, they are
grouped together with the count of servers displayed in the groupedsichan in
Fig. 2. A count of 234 servers was found in South Africa.
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Fig. 2. Pll Visualisation[5]

Zooming into the map allows for the opening of specific server nodes aidydis
more details on that particular serverg. 3 shows the details on a website URlatth
has been opened in the application, indicating that the particular websitpdages
ble for leaking 171 telephone numbers and nine cell phone numbers. The apgroximat
geclocation for this wekserver is identified as Durban, South Africa. The complete
URL for the file found is hidden due to privacy reasons.
Details for : 196.35.154.89 a

hitp:/fwis.octoplus.coza/documents” s
2014-05-15

02

Durban

Identifiable Informat

Fig. 3. Pll Details[5]

The application only makes use of the limited free queries provided byé#uh
data sources. This was a deliberate limitation on the research team’s pagste in
gate what could be achieved with little to no resources in terms edcpine data
breach detection. A further study comparing the current free results obtethea
funded approached witle conducted in future work.



3 Per sonal | nformation Detected

Two datasets were collected by using the application. Both datasets weredollect
over a three month period. The first dataset was done six months afiestdnt-
tion of the PoPI Acf4]; the second dataset was done one year and eight months after
the instantiation of the Act. A general hypothesis would be thartt@ints of leaked
personal information should have decredééd

The automation of data processing and the ease of online transactionsreve ge
ated increased opportunities to commit various offences (often falaytiercrimes)
with personal and financial informatig]. Examples of personal information which
is targeted online include:

e Address and phone details, dates of birth and identity numbers can be used to
commit identity theft if combined with other information. Having ascesinfor-
mation such as a date of birth and address of a person can help the perpetrator t
circumvent verification processes.

e Financial information or data is a popular target in cyberspace. Finanial in
mation or data which is targeted in cyberspace dmnmation regarding saving
accounts, credit cards, debit cards and financial planningatton.

The findings from the application on the amounts of leaked PII of bothedgtiz
the experiments indicate that the amounts of Pl disclosed in 2015 hgividy Sh-
creased as the country progress further into the PoPIl Act online compliance
timeframe[5]. Using the custom detection system, it is possible tolamaie the
webservers or hosts found responsible for the aisce of Pll. A notable finding is
that 10718 hosts or servers were detected as responsible for the leakag®mdl per
information. If it is assumed that each individual server reptesam individual or
company, it points to 10718 transgressions ofgmyvprotection legislatiorFig. 4
shows a breakdown of the number of hosts found per country. Although the focus is
only on South Africa and the .co.za domain, trebsites can be hosted outside the
borders of South Africa. This could highlight noampliance issues as the PoPI Act
(condition 6 section 18(g)) states that Pll may not be stored at intealdtioations
without the consent of the data subjeidt

Taking into consideration the time period since the instantiation dt¢hand the
amount of PII data leaked in 2014 and 2015, one can see that the privaafitenisl
has very little effect on the amounts of PIl data being leaked. It seems thatA$out
rica still has a long road ahead towards the compliance process and passible i
provements on the Act to better control the amounts of persofeaimiation being
leaked.
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4 Ethical and L egal Aspectsof a Pro-Active Detection System

In the digital era, protecting personal information online cam lgaunting task.
Therefore, having a system in place that could detect the online leakage ofl@ll cou
be very beneficial. The purpose of the proposed system is to detect leaked or di
closed PII online, regardless of whether the disclosure is a resulaa¥drtent or
malicious actions. To accomplish this, personal data needs to leetedl from the
Internet with the use of public data sources and analysed.

In order to fully utilise the potential of the system to-puotively collect personal
information online in a ledaand ethical manner, an analysis of the relevant ethical
and legal aspects should be done. The collection and processing of personal data
should be done in such a way that it complies with applicable privacy laws.

4.1  Ethics

Ethical behaviour can be regardasl a set of rules that establishes the boundaries
of generally accepted behaviour and is often loosely based on legislativereseas
[8]. Due to the large dependence on human nature and behavides, aften pe-
sents contradictions in terms of two sets of acceptable behaviours, or licatapp
of existing ethical rules in new situations. A company’s policy for trackimployee
email and internet usage, for example, stands largely contrasted by thet sipp
personal privacy. Legislation may cover both sides of the arguntkatneed of the
company to protect its resources by ensuring valid use thereof, asaellirdividi-
al’s right to privacy. The ethical aspects also need to inspect a varietyeofaitited



factors. A situation may arise where the law offers little or no gosland the dec
sionmaker has to do what is regarded as ethical in the situation.

Especially when dealing with customer data, strong measures anedeguavoid
the developmet of customer relationship problems. The collection of PIl froni ind
viduals is often done with the intention of the company to make bettésiates in
serving the individual, for example, banks require personal infoomadi verify the
identity of an inlividual before performing sensitive financial transactions. Hewe
this should be done in balance with the needs of the individual to haver higtiie
and desires protected and adhered to since the use of information technologylcan le
to a potential violation of right to privacy. According to the South AfriCamstiu-
tion, the right to privacy is put in place to protect an individual. The detectiomsyste
addresses the protection of an individual's name or likeness throegfitydheft, by
colleding leaked PII online and creating awareness in terms of online data leakage.

4.2  Legal Aspects

Laws and regulations are put in place to prescribe the requimedluct in given
situations. As such, governments around the globe have been assignegdhsibe
ity of protecting personal and sensitive data of consumers and comj@nies

In terms of privacy on the Internet, five privacy laws are applicable irhSkfuit
ca:

e The common law dictates that the right to priviecyecognised as an independent
personality right that is protected by the South African law of délitis requires
that an infringement must be wrongful (as opposed to be only an act of omission)
and determined by thH@oni mores or reasonableness criign [10].

e The Constitution enforces rights such as the right of respect for privécge
obligations are in place, but only the horisontal obligations, wheredbps (na
ural and juristic) have a general duty to respect these rights in thgidayente-
action, are applicable to the application.

e The Electronic Communications and Transactions (ECT) Act contains wadlyers
accepted data protection principles setting out how personal afiormmay be
collected, used and disclosed. These principles are not enforced and thusithe adhe
ence to these is voluntafiO].

e The PoPI Act aims to promote the direct protection of personal informptins
cessed by both public and private bodies (thus focusing on the obligatiorts as se
out by the Constitution). It further introduces certain conditions iichwpersonal
information may be processed, and put in place an Information Regulator ln Sout
Africa[4]. The PoPI Act prescribes eight conditions or principles under whieh pe
sonal information may be processed (refef able 1).

4.3  Ethical Issues M apped to Legal Issues

Looking at the current implementation of the proposed system, the biggestic
is the fact that the system actively searches for leaked PIl on the Internehddep



on the interpretation of the applicable legislations, it is questienabether this is
allowed. However, the purpose of the system is to identify leaked tcamenthe
location of the responsible servers in order to have it removed from dradntAt-
hough the system isohresponsible for the data breach, it does access the data and as
such, is in possession of data that may be leaked as a result of eithertersida-
tions or criminal activity. Since it is imperative that the system adhera#f South
African privacylegislation (refer to Sectiod.2), it is necessary to analyse the legal
requirements and map the potential ethical issues on fhalske 1 shows the app!
cable South African legal principles related to Pl with the respectiveaéthiplica-
tions as compiled by the authoiBhese principles and implications are derived from
various sourcefH[9][10].

Table 1. LegalPrinciples Related to PIl and Ethical Implications

Legida- Legal Ethical Implication
tion Principle

In the event of a data breach, should the rights of the breach
company or the rights of the individuals take higher preference? For
example, the disclosure of breach information related to a listed

laWCommon critz’(r)i:nmms companywould probably have a negative impact on the company’s
stock. Should the individuals whose PII were breached be notified
at all costs, or should the economic stability of the entity rather be
protected?
The applicatiorshould not be made available to the generh} p
lic, due to the collated repository of PIl made available through the
Constiti- Horisontal  System interface. However, the application only makes use of freely
tion obligation available data sources in collecting information, and as such it can

beargued that it does not impose further infringements than when
the PIl was found on the Internet.
Opportunity Any affected data subject who has been identified can ask-fo

to review, formation being found on themselves aindgill be provided if
correct and found in the system. Since people are not being notified at this
withdraw stage, no one is requesting access to the information being found.
Since the system makes use of freely available data sources
ECT Act Personalri data participant does not give express written permission for the
) data collection by the system. In addition, since the system is not
formation . . :
. the original source of the leaked information, the systeas not
collection . . .
notify the person whose information was leaked on the purpose of
the system.
Accoung- The system owners are accountable to ensure that the sykte
bility heres to the principles of PoPI.
In the intendedperation of the proposed system, by default n
PoPI Act . consent is given by the data participant. Although the system makes
Processing . . . .
limitation use of freely available data sources, is it ethical to proceed with the

collection of the PII, even if the intention is to assist the psooés
identifying data breaches?




Legida- Legal Ethical Implication
tion Principle
The purpose of the proposed system is to highlight the amou
of PIl being leaked in order to assess whether the PoPI Act has any
Purpose effect on the leakage amounts as time progresses. The proposed

specification

Further
processing
limitation

Information
quality

Openness

Security
safeguards

Data si-
ject partici@-
tion

systemenables the identification of the person responsible for a
specific server (through the WHOIS lookup function), and thus the
de-identification condition is not strictly adhered to.

Any further processing of the Pl should bompatible with the
purpose of the collection. The system allows further data processing
to obtain an IP address and approximatelgeation for each we
site found responsible for disclosing Pll. The purpose is to assist in
the process of eliminatingdked PII, and as such, the systain a
heres to this.

Reasonable steps must be taken to ensure that the Pii-s co
plete, accurate and not misleading. Since the proposed system does
not make any changes to the retrieved PlI, this igpplicable.
However, a large number of phone numbers and email address are
false positives. For example certain email addresses found were
found in documents used as marketing material and therefore does
not count as leaked PII.

Documentatiomegarding all processing operations must be
maintained and the data subject be notified when PII is collected. At
this stage the affected parties are not being notified. The purpose is
only to keep count of the amounts of Pll being leaked since the
incepton of the Act. The intention is to eventually notify parties
involved, but as this paper states there is certain legal and ethical
issues involved in doing so.

Security measures should be in place in terms of integrity an
confidentidity of PII, and natification should be given of security
compromises. Collected data is stored in a secure environment not
accessible by the public or any unauthorised parties.

Any affected data subject who has been identifiu ask forn-
formation being found on themselves and it will be provided if
found in the system. Since people are not being notified at this
stage, no one is requesting access to the information being found.

Looking at the ethical implications ofing such a system on an internationed le
el, the PoPI Act is largely representative of the EU Data Protection Dirgtliyé2]
Comparing the PoPI Act to the UK Data Protection Act (DRAJA privacy laws
and AUS privacy laws, a lot of similarities were found in the priesipf these Acts
[11]. This would imply that the same ethical implications will apply ifshstem was
to collect information in Europe, the UK, USA or Australia.



5 Using the Detection System in an Ethical and Legal Manner

Using the system in an ethical and legal manner, it might be possibleute réha
amount of online PII disclosures.

5.1 Addressing Legal and Ethical Aspects

Non-compliane with laws has set results, whilst roompliance with ethical rules
is less predictablgl3]. However, as noted ifiable 1, the ethical implications raised
allows for interpretation based on a set of circumstances. The use of suebtmlet
and collection system by government, industry and an individsed will be the-
rised. Regardless of the user tygee tegal principles listed iffable 1 are non
negotiable and the system has to adhere to this.

Depending on the purpose, a government department using the systene may b
faced with a variety of ethical issues and legal issues. For the mosbparhigent
departments are kept accountable for the PII in their possession threugffice of
the South African Auditor General. This office plays an oversight rolegarethat
government adheres to all applicable regulations.

Depending on the purpose, a business using the system may be facesdasigh a
ty of ethical and legal issues. Similar to government use, busiregshsld publicly
accountable for the PII in their possession. Businesses generaflycbdes of co-
duct and formal mandates in place, giving the use of such aidetegstem more
credibility. The biggest concern with regard to corporate use woullebmtention,
and as such, the industry of the busgidt would be ethically more acceptable for a
law firm or technology company to make use of such a systeoormdpany in the
medical or hospitality industry may be frowned upon since the link togbgpose of
the developed system may not be clear.

An individual using the system may be faced with a variety of ethicalsisélte
hough the purpose of using the system may be to assist inersesa of leaked PII
with the intention of having it removed online, an individual in possassf pote-
tially millions of records of PIl may be faced with ethical problems, even if all legal
aspects are addressed. Without the regulatory backing of government or thesaccou
bility of a business, it may be frowned upon that an individual havesado such a
magnitude ofPll, since an individual with no oversight or formalised accountgbilit
may be perceived as tempted to use the information for his own pegsonalAt-
hough the functionality is currently not in place, the lawguire that data subjects
must have accsedo interact with the data available on them. With only a singie ind
vidual processing these requests, he/she may soon have a backlog, aegllsreot
adhere to the legislation anymore.

In all instances, the data subject needs to give expeggsission that Pll may be
made available. In none of the instances this would be adhered to,thelegstem is
further customised to only show and store Pl that meedsifgp criteria, e.g. only
phone numbers that belongs to a specific network. Hewéw facilitate this, the data
will have to be crossorrelated with another database.



5.2  Reducing the Amount of PIl Disclosures

A number of options to reduce the amount of PIl being disclosed online have been
identified; such as raising awareness, communicating with the affeatédspand
informing the privacy regulators.

Raising Awar eness.

One of the best ways to reduce the amount of PII being disclosed is towaise a
ness regarding the leaked information as well as the requirements to pkanbm
with the PoPI Acf14]. Research shows that 91% of successful data breaches rely on
employees and customers falling victim to spear phishing and sogiaeering &
tacks[15]. This links strongly to ethical aspects in terms of personal information. Pl
may only be collected, used and disclosed with the knowledge and corfistet
individual [16]. Although companies with an online presence have a responsibility
towards their customers to protect their personal information, thencess should
also be aware of the status and availability of their data. A customeocaxample,
not sue a company for onlirfell disclosure if the customer himself inadvertently
shares hipersonainformation on Facebook.

In addition, awareness on data breaches can protect people from legal attions (
dividual as well as vicarious liability). It is a common assumption that caospany
data breaches can be attributed to technology and software vulnerafllies
Awareness also enables people to identify possible breaches, for examplersion
is contacted by an international compathe possibility exists that the PIlI was tsan
ferred across the country’s border. To address this, additioeasures can benk
plemented to limit the amount of system abuse by authorised users by enplegn
logging of all system accesses and puttinglate a double authorisation system.

The use of the application in a legal and ethical manner may contributsitg rai
awareness since real life statistics on South African Pll leakage can be made avail
ble. The benefit of raising awareness is thatstsas in avoiding unfavourable puti
ity. In the business world, public reputation strongly influences/éihee assigned to
its stock by shareholders. If a company is often linkedata dreaches, customers
will lose confidence in the company’s ability to adequately protect tHeimmation.

Communicating with Affected Parties.

While the way in which PII is leaked on the Internet differs from ingtaoch-
stance, the cumulative results of disclosed data (as obtained by the devestiped sy
provide aquantitative measurement indicator. This measurement is useful resexp
the seriousness of the problem or to act as a baseline for future experonertata
starting point, the measurement indicator can be communicated to thitewmbners
where the information resides. However, the website owners often only setvae
providers and not the data custodians responsible for the data. SognAdrivacy
legislation dictates that the responsibility to safeguard personal iatiomiies with
the dada custodian. The measurement indicator thus needs to be further ceatedin



in order to make the data custodian aware of the transgreskidgshowever, not
always an easy task to locate the data custodian.

Whether used by an individual, businesgiovernment department, an alternative
approach is to notify the person whose personal information is beingsgidciwith
the intention that it becomes their responsibility to follow up on the rahwafvthe
leaked PII. This in itself may be a difficuigk. The PII disclosed might be only an
ID number without any additional information. In order to identify tfiecded person
and obtain ugo-date contact information may require-gperation between more
than one entity adding complexities to the potential solution. In addition, iffeat-af
ed individual is notified, a link to the leaked data should be provided in ardéref
individual to follow up with the service provider on the removal therdofvever, in
doing so, the PII of other affected pastiill be further distributed. A solution to the
identified difficulties would be to work in close partnership with law finvisere the
law firm could use the personal data being disclosed to force the servicdeprtavi
take responsibility and notify thgarties involved.

Informing the Regulator.

The PoPI Act prescribes the establishment of a juristic person to be la®the
Information Regulator, which will act independently and only be stéjeto the
Constitution and to the law. The overarchiogctions of the Regulator in terms of
the PoPI Act are to promote an understanding and acceptance of the conditibas for
lawful processing of personal information, provide education and monitomémte
compliance to the PoPl A§4]. At the time of writing, such a regulator was not yet
put into place, but it is estimated to be established by middle[2@1.6

The Regulator will be tasked with monitoriagd enforcing compliance, suppor
ing privacy related codes of conduct, handling complaints and facilitatiogs
border cooperation in the enforcement of privacy |[EM8. As such, once operatio
al, the Regulator will be responsible for addressing instances of breached data in
South Africa. However, a concern in terms of informing the Regulator ulelgaky
required is that it might raise unwanted questions on why this kindafisleollected
and whatmethods were used to obtain this information. Collection could be perceived
as Government interference or may raise spying concerns. Notification efl Idata
might also lead to the assumption that it is the responsibility of therpedso noi-
fied thethird party to take action on the matter and to help remove the leaked info
mation from the responsible websites. However, if the systensed by a gover
ment department in this case, there should not be an ethical concern.

6 Conclusion

Technology is becoimg an integral part of life, and is often entwined with-int
mate, personal details. In recent years, the frequency of data breaches are gncreasin
and the problem is that the data disclosed may be used for various crictivitiea
and cyberattacks[19, 20] Previous work examined the amount of Pl publicly bvai
able at a stage in time when privacy and data breach legislation were é¢etiadu



South Africa. The Cyber Protect system that forms the basis ofapex s currently
used as a research project, collecting leaked personal information online.

The purpose of the research project was to see if the amount of Pll foimel onl
reduces over time, since the PoPI Act has beendime law. The expectation was
that the recently enacted South African privacy legislation would leadréaluction
in the amounts of PII being publicly disclosed. However, upon exation of the
temporal data gathered from 2014 to 2015, only a slightavement could bebe
served with the amounts of personal information being disclosed siffaguial. One
argument for the slow reduction in leaked information is that while tif Rct has
been promulgated, it is not yet enforced. In addition, thetSafrican privacy reg-
lator is not yet appointed. There have thus been no formal charges andressated
in a court of law against an individual or company that could spur greatér potn-
pliancy. This paper investigated the legal and ethical $sBuelved when using the
system to prectively collect personal information being disclosed online. Although
it is a research project, the system still needs to comply with the lawwasidedone
in an ethical manner. It is argues that by using theesy an ethical and legal ma
ner, it might be possible to reduce the amount of online PII disclosures.

As discussed, the user of the system has a potentially big impdet ethical use
of the system: it is generally accepted that government departments have access to
personal information; businesses that are properly governed sapale access to
personal information; however, an individual that are not accountable tohar hig
authority may potentially use the collected personal informationigooviin personal
use. The PoPI Act is in line with similar International Acts, it could be bxakfo
look at the legal and ethical implications that were involved in those Adte dinte
of compliance and enforcement.
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