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Abstract. Wearables are intimate solutions for a variety of purposes
and could enhance safety on large passenger ships in cases of evacu-
ations. Today’s cruise ships offer capacities of up to 8000 passengers.
From a technological point of view, wearables offer support for elec-
tronic mustering and more efficient possibilities to search for passengers.
However, privacy and security perceptions of wearables have so far re-
mained unclear for safety-critical areas. Moreover, the population on
large passenger ships is characterized by a relatively high average age.
Therefore, we investigated the results of a survey with 2085 passengers
for the relationships between demographic data and privacy and security
perceptions. Additionally, we explored potential influences of personal at-
titudes. Evidence was found that privacy concern and perceived security
risk are influenced by age but not by gender. Interestingly, the effect of
age on both variables is negative and stronger for security than for pri-
vacy perceptions. The individual need for safety contributes to explain
both variables significantly. In conclusion, privacy concern and perceived
security risk decrease with increasing age and need for safety.
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1 Motivation

1.1 Privacy and Security of Wearables

Wearable technology is an increasing trend. However, privacy and intimacy is-
sues of these intimate devices have not yet been resolved. Wearables appear
advantageous and scary at the same time. Support for various areas is avail-
able, for instance, for organizing everyday life, navigation, or fitness and health.
Nevertheless, these systems need to collect data, such as the user’s location, to
function as helpful devices. Austen [2] most recently pointed out the challenges
of security and the related concerns about privacy and security of wearables
against the background of their benefits for everyday life, which is in accor-
dance with previous literature, for instance Loebel [20], contrasting the risks of



location-based services and applications with their benefits for the user. Hence,
wearables need to be viewed in light of their risks for privacy and security and,
therefore, investigated for the perceptions by users.

1.2 The Research Gap of Privacy and Security Perceptions for
Safety-Enhancing Wearables

Previous research has shown that privacy concerns and perceptions of security
risks can hinder the usage of e-commerce systems (e.g. [21], [9]), online health
information systems (e.g. [3]) and in particular of location-based services (LBS)
of wearables (e.g. [37]). Raschke et al. [30] approached lowering of privacy con-
cerns for LBS by a privacy-by-design paradigm, Barkhuus and Dey [4] suggested
to let the user permit momentary locating, and Ahmed and Ho [1] proposed
notifications for transparency of data collection for the user.

However, privacy perceptions towards wearables for safety-critical areas have
not been investigated so far, although high potential can be seen in wearables
for safety enhancement, for instance on passenger ships. Technical failures and
events of disasters on passenger ships can never be completely excluded. Exam-
ples are the Star Princess in 2006, the Costa Concordia in 2012, and the Oriental
Star in 2015. Nevertheless, the number of passengers is continuously increasing
and modern cruises fit up to 8000 passengers. Hence, this trend invokes the need
for new approaches for efficient mustering and passenger search in case of an
evacuation. Wearables, such as locating bracelets, could enhance safety without
video surveillance, which has become infamous for its exploitation on occasion.

In a large passenger survey, we revealed privacy concern and perceived se-
curity risk as predictors for the acceptance of safety-enhancing wearables on
passenger ships for cases of evacuations [19]. Hence, we aimed at investigating
the predictability of privacy concern and perceived security risk and their sen-
sitivity for population characteristics such as demographics, which are obvious
for shipping companies, and personal attitudes, which are indistinguishable for
shipping companies. Therefore, we analysed the results of the survey with 2085
passengers from 16 to 81 years for influences of the demographic variables, age
and gender, and personal attitudes, such as the individual need for safety, on
the dependent variables privacy concern and perceived security risk regarding
safety-enhancing wearables for locating.

2 Variables

2.1 Dependent Variables: Privacy and Security Perceptions

With emerging technologies, the term privacy has become fuzzy, with a dissent in
science on the inclusion of security issues [35]. For a clear picture of the influences
of independent variables on privacy and security perceptions, we separated these
issues in the presented work.



Privacy Concern. With regard to Smith’s et al. [36] dimension collection,
privacy concern is therefore narrowly defined as the concern that is directly con-
nected with the disclosure of location information for the intended purposes in
an evacuation. This collection concern of privacy was shown to be a predictor
of the usage intention for LBS [30]. Thus, two aspects are of interest for privacy
concern in our context, i.e. the consent with location identification in an evac-
uation situation, and continuous, anonymous locating in case there is a sudden
emergency, as even anonymous locating is likely to lead to privacy concerns [18].

Perceived Security Risk. The second dependent variable besides privacy con-
cern is seen in the perceived security risk that location data is accessed without
authorisation and/or misused, building on the more traditional term privacy risk
that was introduced by Featherman and Pavlou [10] and Pavlou [27].

2.2 Demographic Variables

Age. The population on passenger ships and especially on cruise ships needs to
be considered comparatively old, with 72% of the passengers older than 50 years
[13]. Furthermore, low fertility rates and, especially, rapidly increasing life ex-
pectancies have led to a demographic change in Europe [5], suggesting even older
passenger populations in the future. These data and trends raise the question of
attitudes towards innovative wearable technology within an elderly population.
Moreover, the age distribution is not constant over all travel locations but varies
with the ship’s route and type of travel, as there are, for example, theme cruises.

Demographic and social data have been collected in privacy research but
often only used for the sample description but not investigated for predicting
privacy perceptions (e.g. [34], [6]). Morris and Venkatesh [23] have found that the
salience of technology acceptance factors varies and the initial intention to use
technologies decreases with increasing age. These findings have been supported
by succeeding research [22], [31].

Gender. The gender ratio is to be assumed balanced for passenger ships [13].
However, like the age distribution, it might vary with regard to travel desti-
nations and types. Effects of gender on privacy perceptions were obtained in
previous research. Nosko et al. [25], for instance, found that females are more
careful about disclosing sensitive information.

2.3 Personal Attitudes

Personal attitudes such as personality traits and general attitudes are investi-
gated for their additional explanatory power on the privacy and security percep-
tions. Three personal attitudes of interest were identified in the literature review
and the prior interviews with passengers.



Technical Enthusiasm. Wearables for safety-enhancement in evacuations are
a new technology. Hence, general technological attitudes might influence privacy
and security perceptions. Technical enthusiasm was defined by Karrer et al. [16]
as one dimension of technical affinity meaning the perceived enthusiasm for new
electronic devices. Other measures, such as technology readiness (TRI, [26]) or
computer literacy [33], often presuppose direct interaction over an interface.

Neuroticism. Uncertainty is of high relevance in the investigated research
topic. The personality trait neuroticism, as one of the five personality traits
in the Big Five Inventory [14], was defined as the opposite of emotional stability
[15]. Its influence might be ambiguous. On the one hand, there is potential for
uncertainty regarding the privacy and security of wearables. On the other hand,
this might be outbalanced by the uncertainty and even fear of an emergency.

Need for Safety. Closely related to neuroticism, we suggest a third personal
attitude for the investigation for effects on privacy and security perceptions
in safety-critical contexts, the need for safety. We defined need for safety as
the attitude towards and the weighting of safety. Regarding the safety-critical
context of emergencies at sea, need for safety is of particular interest as the
investigated wearables aim at enhancing safety at expense of uncertainty for
privacy and security risks.

3 Method

3.1 Participants

Passengers of a cruise company were invited to participate in the online survey
via mail and a cruise club website. There was no payment or other incentives.
2100 passengers completed the online survey, from which 15 were excluded from
this investigation due to obvious misuse of the survey or missing age. The gen-
der ratio was balanced and similar to the recommended IMO [13] population
statistics with 49.6% females and 50.4% males, i.e. 1035 female and 1050 male
participants. The mean age was M = 49.22 years (SD = 12.59). Even more
importantly, the age ranged from 16 to 81 years (see Fig. 1), also representing
people with 50 years and older (51.3%).

3.2 Questionnaire

Each variable, introduced in Sec. 2, was mapped in the survey by several items
(see Table 1). The items were based on the discussed research for this variable as
far as possible and, if necessary, translated to German for target group adequacy.
Participants rated their degree of consent with the items on a 5-point Likert-scale
(from 1 = disagree to 5 = agree).
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Fig. 1. Age distribution of the participating passengers ranging from 16 to 81 years
with a mean age of 49.22 years

Table 1. Items

Variable Items

Privacy concern I would not want anyone to be able to locate me, even not
for purposes of rescue.
I would not want my bracelet to be tracked,
even anonymously.
Perceived security risk I would be worried that someone would track my location
for other purposes than rescue.
I think that someone would use my location data without
authorization.
Technical enthusiasm I inform myself about electronic devices, even if I do not
have the intention to purchase.
I love owning new electronic devices.
I am enthusiastic when a new electronic device is launched.
I like going to specialized trade stores for electronic devices.
I have fun trying a new electronic device.

Neuroticism I am relaxed, handle stress well. (R)
I get nervous easily.
Need for Safety Safety is important to me.

Safety always comes first.

3.3 Statistical Analyses

First, multiple regressions and (M)ANOVAS were conducted to identify the rel-
evant predictors for privacy concern and perceived security risk. Analysis of
variance was used for independent nominal variables, i.e. only gender in this
case, whereas regression analysis was used for ratio or interval scaled variables,
i.e. every other variable in this investigation. The alpha-level was set to a = .01.
Based on Cohen [7], we defined the effect size regarding measures of association



power as small, when explaining 1% of the variance, as medium, when explaining
6%, and as large, when explaining 14%. For inclusion of independent variables
in the final model, we therefore further defined the effect size explaining at least
1% of the variance in at least one of the target variable as prerequisite, i.e.
independent variables that explained less than 1% of the variance in privacy
concern and/or perceived security risk were excluded from further investigation.
Second, we were interested in the sensitivity of privacy concern and perceived
security risk by changes in the population. Hence, in accordance with Schwieger
[32], multiple stepwise regressions were conducted with the identified relevant
predictors of the target variables, forcing objective factors into the first step to
increase the overall model validity.

4 Results

4.1 Descriptive Statistics

Table 2 presents the descriptive statistics of the target variables and the personal
attitudes as demographic descriptives were presented in Sec. 3.1. Construct re-
liability was assessed by Cronbach’s alpha a and the item-total correlation r;;.
Kline [17] and Field [11] recommend thresholds of & > .70 and r;; > .30. While
all constructs met the latter requirement, neuroticism’s and need for safety’s
Cronbach’s alphas were not excellent but satisfactory for exploratory analyses
[12],[8]. In addition, the neuroticism scale had been validated in the short version
BFI-10 [28,29].

Table 2. Descriptive statistics for dependent variables and personal attitudes

Mean SE Cronbach’s o Item-total correlation r;;

Privacy Concern 2.24 0.027 .847 .739
Perceived Security Risk 2.84 0.030 933 .875
Technical Enthusiasm  3.11 0.022 .902 .673 — .828"
Neuroticism 2.28 0.019 .669 .504
Need for Safety 4.80 0.009 .586 447

*range because of the number of items



4.2 Statistical Selection of Independent Variables for the Final
Model

The independent variables were investigated for their explanatory power on pri-
vacy concern and perceived security risks. Linear regression results with age as
the only predictor for privacy concern showed a significant effect of age on the
target variable, F(2082) = 37.381, p < .001, R? = .018, fulfilling both criteria
for inclusion in the final model, i.e. significance at p < .01 and an explanatory
power of more than or equal to 1%. The impact of age on security risk was
higher, F(2083) = 93.960, p < .001, R? = .043, again fulfilling both criteria for
inclusion in the final model.

Gender had a significant effect on privacy concern, investigated by MANOVA,
F(1,2084) = 11.381, p < .001. However, the explanatory power was very small,
77;2) = .005. No significant effect of gender on perceived security risk was found,
F(1,2084) = .004, p = .951. Thus, gender was rejected as predictor for both
target variables.

The influences of the personal attitudes technical enthusiasm, neuroticism,
and need for safety were assessed by regression analyses. There was no significant
effects of technical enthusiasm on privacy concern, F'(1,2083) = .016, p = .899,
and on perceived security risk, F'(1,2083) = 2494, p < .114. Neuroticism had a
significant effect on privacy concern, F'(1,2083) = 12.407, p < .001, but with a
very small effect size of R? = 0.6%, and no significant relation with perceived
security risk, F(1,2083) = .119, p = .730. Need for safety significantly affected
privacy concern, F(1,2083) = 222.771, p < .001, R? = .097, and perceived se-
curity risk, F(1,2083) = 107.361, p < .001, R? = .049. Hence, the only personal
attitude, included in the final model, is need for safety.

4.3 Final Multiple Regression Models

For the final multiple regression models, age and need for safety were consid-
ered as independent variables and privacy concern and perceived security risk as
dependent variables. The dependence of need for safety on age was checked by
regression analysis, showing a small significant effect of age on need for safety,
F(1,2083) = 48.427, p < .001, R? = .023. As our primary focus is the ex-
planatory power of objective factors, such as demographics, we applied multiple
stepwise regression analysis, forcing age into the model first and need for safety
second, investigating need for safety only for additional explanation of the vari-
ance in the target variables that is not explained by age.

Multiple Regression with Privacy Concern as Dependent Variable.
The regression model with age and need for safety, stepwise entered into the anal-
ysis, can explain 10.5% of the variance in privacy concern, F'(2,2082) = 121.538,
p < .001 (see Table 3). Age accounts for 1.8% of the variance, F'(1,2083) =
37.381, p < .001, but need for safety can explain another 8.7%, F(1,282) =
202.087, p < .001, AR? = 0.087. The relation between age and privacy con-
cern is negative, i.e. the older people are, the lower their privacy concern is,



B = —0.88, t(2082) = —4.186, p < .001. Need for safety also negatively relates
to privacy concern, 8 = —.298, t(2082) = —14.216, p < .001.

Table 3. Multiple regression results for privacy concern as dependent variable

B SE B B
STEP 1
Constant 2.884 0.109
Age —0.013 0.002 —0.133*"
STEP 2
Constant 7.178 0.320
Age —0.009 0.002 —0.088**

Need for Safety —0.940 0.066  —0.298*"
R? = 018 for Step 1, AR? = .087 for Step 2, p < .01*,p < .001**

In other words, there is a significant negative effect of age on privacy concern
but the negative effect of the individual need for safety, for which age only partly
accounts for, is larger. For a better understanding, we depicted these effects in
a diagramm in Fig. 2 by recoding need for safety into only two categories, i.e.
highest value in need for safety (high NfS: NfS = 5) and rest of the population
(low NfS: NfS < 4.5).
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Fig. 2. Means of privacy concern with SEs in dependence on age, with regression lines
(=thick lines) with 95% CI (=thin lines); dark blue depicts the group with a low safety
need, light blue depicts the group with a high safety need



Multiple Regression with Perceived Security Risk as Dependent Vari-
able. The regression model for perceived security risk can explain 8.0% of the
variance in this target variable, F'(2,2082) = 90.840, p < .001. Age accounts
for 4.3%, F(1,2083) = 93.960,p < .001, and need for safety for another 3.7%,
F(1,2082) = 83.978,p > .001. Both independent variables are again negatively
related to the target variable, i.e. perceived security risk decreases with increasing
age of passengers, 5 = —.208, ¢(2082) = —8.390, p < .001, and with increasing
need for safety, 5 = —.195, ¢(2082) = 9.164, p < .001.

Table 4. Multiple regression results for perceived security risk as dependent variable

B SE B 8
STEP 1
Constant 3.959 0.120
Age —0.023 0.002 —0.208*"
STEP 2
Constant 7.070 0.359
Age —0.020 0.002 —0.178*"

Need for Safety —0.681  0.074  —0.195™*
R? = .043 for Step 1, AR? = .037 for Step 2, p < .01*,p < .001**
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Fig. 3. Means of perceived security risk with SEs in dependence on age, with regression
lines (= thick lines) with 95% CI (= thin lines); dark blue depicts the group with a
low safety need, light blue depicts the group with a high safety need



In contrast to the small explanatory power of age on privacy concern, age
as objective demographic factor explains almost as much variance in perceived
security risk as need for safety, reflected by the obviously higher gradient in Fig.
3 than in Fig. 2 using the same scaling for the axes.

4.4 Summary of Results

The effects of age and need for safety on privacy concern and perceived security
are depicted in Fig. 4. The black arrows reflect the explanatory power of the
objective demographic variable age on the two target variables. Moreover, we
found significant influences of need for safety on privacy concern and perceived
security risk, additionally contributing to explain variance in the target variables.
Taken together, age and need for safety account for 10.5% of the variance in
privacy concern and 8.0% in perceived security risk, with a stronger influence of
age on the latter variable.

R? = 1.8% Privacy
> Concern
(R? = 10.5%)

Age

R? =4.3%
AR? =8.7%

R? =23%

Perceived
Security Risk

Need for Safety
AR? = 3.7% (R? = 8.0%)

Fig. 4. Model with explanatory powers R? of the objective demographic variable age
on privacy concern and perceived security risk (black arrows) and the change in the
explanatory powers AR? integrating the need for safety into the model (grey arrows)

4.5 Limitations

The selection of independent variables was based on a comprehensive literature
review and interviews with passengers aged between 32 and 70 years old. How-
ever, the unexplained variances in the perceptions of privacy and security suggest
that there might be more, not yet identified factors of influence. Only as many
items as constructs’ dimensions were used in order to avoid boredom and fatigue
by seemingly redundant questions. To ensure reliability though, the survey was
iteratively tested with about twenty persons including passengers and experts
from psychology and communication sciences. After each test we enhanced the
items for clarification and representativeness of the underlying dimensions. In
order to collect data from as many passengers as possible, we decided for an
online survey, implying a potential bias by technical affinity. Lastly, a bracelet
is obviously not the only possible form for safety-enhancing wearables.



5 Discussion and Future Work

The demographic variable age and the individual need for safety have been
revealed to have significantly negative effects on privacy and security perceptions
by a survey with 2085 passengers. A model based on multiple regressions has
been developed explaining 10.5% of the variance in privacy concern and 8.0% of
the variance in perceived security risk. Age was shown to be a stronger predictor
for perceived security risk than for privacy concern.

For assessing sensitivity of the privacy and security perceptions due to varying
population characteristics, we present the multiple regression results in Fig. 5
and 6.

Privacy Concern

25

3
Need for Safety 2

20 30

Age

Fig. 5. Privacy concern as dependent variable of age and need for safety according to
the multiple regression simulation; ellipses depict the survey data with sizes represent-
ing the frequency of answers

Fig. 5 shows the simulated ratings for privacy concern in dependence on age
and need for safety. The data is derived from the survey and covers an age range
from 16 to 81 years. The regression plane shows how privacy concern decreases
with increasing age and need for safety. However, need for safety increases with
age enhancing the revealed effects on the target variables. Additionally, the ac-
tual average values for privacy concern in dependence on age and need for safety
are mapped by ellipses, with the ellipse sizes representing the number of answers.
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Fig. 6. Perceived security risk as dependent variable of age and need for safety ac-
cording to the multiple regression simulation; ellipses depict the survey data with sizes
representing the frequency of answers

Fig. 6 presents the ratings for perceived security risk in dependence on age
and need for safety and depicts the multiple regression model as a surface plot.
The regression plane shows how perceived security risk decreases with increasing
age and need for safety. Again, the actual observations from the survey are
mapped by ellipses in the figure.

The findings indicate that privacy concern and perceived security risk depend
on the population characteristics age and need for safety. While need for safety
of passengers is not directly visible to shipping companies, age is easy to retrieve.
In general, privacy concern ratings beyond the threshold of 3.5 suggest a nega-
tive perception of the presented technology. According to the regression model,
persons with a low need for safety are likely to show such a perception. The
multiple regression simulation for the variable privacy concern in dependence on
age and need for safety shows high values in privacy concern for low values in
need for safety over the entire range of age. Thus, for a scale value for need for
safety of less than 3.49, the simulated rating for privacy concern is above the
threshold value for the entire range of age. This effect becomes even stronger for
younger passengers than for older passengers. For passengers younger than 30
years, forming the youngest age group according to the IMO [12] recommenda-
tions for population characteristics, privacy concern only exceeds the threshold
for the variable need for safety being 3.35 or lower. However, in our tested pop-



ulation we found a large majority of persons that showed a high need for safety,
which indicates a correlation with low ratings for privacy concern.

Especially the perceived security risk is sensitive to age, i.e. younger pop-
ulations, for instance due to theme cruises, perceive higher security risks than
older ones. For young passengers (<30 years), the threshold value of perceived
security risk is lower than 3.5 only if need for safety is rated at 4.85 or higher
according to our regression model. Especially older passengers (>50 years, old-
est age group assumed in IMO [13]), even with a low need for safety, are likely
to perceive a low security risk when confronted with the proposed technology
(threshold value of 3.5). This means that according to the model, corresponding
attitudes can be assumed to prevail among certain groups. The group of elderly
people with a positive need for safety and the group of younger people with a
very high need for safety are likely to show a rating above the threshold.

There is an implicit contradiction to prior research as we found that elderly
are more open to safety-enhancing technologies than younger people, although,
for more traditional technologies, Morris and Venkatesh [23], McCloskey [22]
and Rogers and Fisk [31] found a decreasing initial intention to use these tech-
nologies. Our research findings suggest an opposing relation of age with privacy
and security perceptions for wearables to usage intentions for more traditional
technologies.

Motti and Caine [24] found that users are unaware of the details of data
collection by wearables and our research has shown that elderly people are not
as critical about privacy and security of wearables suggesting that privacy and
security perceptions would not hinder the deployment of wearables for safety-
enhancement in elderly populations that much. In contrast, these findings are
alerting for consumer-oriented wearables for the elderly as especially elderly
persons have to be informed more about potential privacy and security risks.
Hence, future work on privacy and security design including information policy
for wearables that support elderly in everyday life is desirable.

Acknowledgements. The study was conducted within a project funded by the
German Federal Ministry of Education and Research (BMBF) in the context of
the national program Research for Civil Security and the call Maritime Security
(FKZ: 13N12954).
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