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A Systematic Review of mpediments Blocking I nter net
of Things Adoption by Gover nments
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!Delft Technical University, Delft, The Netherlands
{P. A Brous, MF.WH. A Janssen@udel ft.nl}
“Rijkswaterstaat, Delft, The Netherlands

Abstract. The Internet of Things (IoT) has high promises amight provide
many benefits, yet has been given scant attentioe-government literature.
Within the IoT, physical objects, “things”, are werked and connected to the
Internet. These “things” are able to identify thelass to and communicate
with other devices or “things”. There are many idipgents blocking the adop-
tion of IoT, and there is limited insight in thesarriers. In this paper, impedi-
ments for the adoption of 10T are investigated byducting a literature review
and carrying out two case studies. The impediméniad in literature were
confirmed and extended using the case studies. Reshdw that impediments
are interrelated and occur on the strategic, @icod operational level. For
adoption the impediments needs to be addressedriced. Research on e-
governance can benefit from understanding theserélated impediments.

Keywords: Internet of Things - 10T - adoption -open daegovernance -e-
government - smart cities - impediments - barrietgllenges

1 I ntroduction

The term, the Internet of Things (IoT) refers te thcreasing network of physical
objects that feature an IP address for internenectivity, and the communication
that occurs between these objects and other Intenabled devices and systems [1—
3]. The l1oT makes it possible to access remotesataa and to monitor and control
the physical world from a distance, allowing marysgical objects to act in unison,
though means of ambient intelligence [1]. Theseiasvand the communication be-
tween these devices can benefit e-government byiding enough quality data to
generate the information required to make the ritgaisions at the right time [3], but
in order to achieve this, a variety of impedimemed to be overcome. For example,
Inductive loops embedded in the road surface deyaechnology for traffic detec-
tion. An inductive loop is a simple and reliableywta detect the movement of vehi-
cles over a road surface and is extensively useaffic responsive traffic signal
systems to collect traffic data to optimise sigtialings accordingly [2]. Such loops
provide data on traffic density, flows and speeaatstifend analysis as well as provid-
ing a key input to real-time traffic models whictegict queues or delays. However,
installing these loops is costly and the flow aiffic can be obstructed during instal-
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lation. Another example is that of the applicatmisensors for the inspection and
testing of levees (smart levees) in levee managefén5]. The sensors embedded
in the levees supply a wide range of data. Thia gatentrally stored and used for the
real time visualization of the measurements in shidaard displaying the sensor re-
sults. The data is then directly interpreted fotedon and warning systems. These
sensors are increasingly being used for the manaigeamd monitoring of water bar-

riers, but the technology and the models requiceflity analyse the data are still in

their infancy and managers are unable to fullytttios system.

The benefits of 10T for governments are knowndB¢l often emphasized in work.
However, less attention has been given to the inpets, or barriers, of 10T, espe-
cially with regards to the management and maintemani large physical infrastruc-
ture, have till now not been investigated systeradlli. Several researchers mention
the need for further research in this area [6],7]3,This research explores systemati-
cally the potential impediments of the IoT by intigating real world case studies and
reviewing state of the art literature.

The methodology used in this research is desciibedction two. A first overview
of 10T impediments will be presented in sectiorethon the basis of state of the art
literature. Explorative case studies at the Dinetto General of Public Works and
Water Management of the Netherlands will be preskimt section 4. The Directorate
General of Public Works and Water Management ofNle¢herlands is commonly
known within The Netherlands as “Rijkswaterstaaften abbreviated to “RWS”, and
is referred to as such within this research. RW&ais of the Dutch Ministry of Infra-
structure and the Environment and is responsihighie design, construction, man-
agement and maintenance of the main infrastrudagiéties in the Netherlands. The
results of the literature review and the case esjdind the potential impediments of
IoT adoption in e-governance will be discussedeictisn five. The results show that
IoT has a variety of potential impediments at ttratsgic, tactical and operational
levels. Finally conclusions will be drawn in seatisix.

2 Research Method

We followed two main research steps to determimepbtential impediments of
loT for e-governance. First the common impedimerittoT were identified from a
rigorous review of literature. The keywords: “Intet of Things” (or “loT”), “imped-
iments” (or “barriers”), and “e-governance”, retadhzero hits within the databases
Scopus, Web of Science, IEEE explore, and JSTORenNe replaced the keyword
“e-governance” with “governance”, we retrieved s@me result. The query [all ab-
stract: ("impediments” OR ‘"barriers") AND “internedf things" AND ‘“e-
governance"] searching between 2000 and 2015 esufifty-five hits in Google
Scholar. Removing the word “governance’ totallynfrdhe search string returned
more results (67, 0, 13, 6, and 3170 hits respelgdiv

We found that a great deal of these articles meatidoT as being a potential fa-
cilitator for achieving the goal of a Smart Citysed on IoT technology, and some
touched on the impediments, barriers or challedelse implementation of 10T, but
most articles relied on anecdotal evidence. Vewy deticles found were of a general



nature. We then filtered these results and perfdrenéorward and backward search
and selected relevant articles based on the eritbet they specifically referred to
potential impediments, barriers or challenges withards to the use or implementa-
tion of IoT within potential e-governance applicais. The results of the literature
lead to a framework within which we developed thsecstudies.

We used explorative case studies to extend anderéfie list from literature the
potential impediments of 10T within e-governanceplagations as the second main
research method. Two cases were studied withicdhéext of RWS, which gave the
researchers access to subject matter experts #&whah documentation for all the
cases. This helped ensure the construct validithetase studies [8]. The cases were
selected based on their use of 10T for e-governgnerposes — the unit of analysis
being programmes within RWS which use and devetdpfor e-governance purpos-
es. The Netherlands is an e-participation leadeoraing to the United Nations e-
government survey [9] (2014). This contributeshe validity of the cases as being
good representations of e-governance. The cases ghdaly were selected from dif-
ferent domains within RWS in order to ensure diigrand external validity through
replication logic [8], [10], in which each case\s3 as a distinct experiment that
stands on its own as an analytic unit. The domsaéiscted were road management
and water management respectively.

We studied two separate cases to refine and estenlist of benefits from litera-
ture. In the Netherlands there are many similas;itieit also, subtle differences in how
processes are managed between the “wet” or, wasgragement domain and the
“dry”, or road management domain. For example, wtiealing with objects in the
water domain, it is not always possible to be higidcurate with regards to location,
as objects placed in water are less static andfsga more difficult to physically get
to than objects on the ground. We felt it necessargelect cases from both these
domains in order to gain a more rounded perspedivie implementation of 0T
within e-government in the Netherlands. The casdscged were: 1. Sensor infor-
mation gathered for the purpose of road manager@e@ensor information gathered
for the purpose of water management. The first ciesds with sensor information
gathered by RWS with regards to traffic and roachag@ment. The second case
study deals with sensor information gathered by RMit8 regards to water manage-
ment. The case studies were explorative in methdddascriptive in nature. Unstruc-
tured interviews were held with managers, subjeatten experts, and consultants
within RWS. Internal documentation was also studigdally, the results of the cases
were shared with and verified by subject matteregtgowithin RWS. The pattern-
matching technique [11] was used to analyse the sasdy evidence. Such logic
compares an empirically based pattern (findingmftbe case studies) with a predict-
ed pattern suggested by the literature reviewngtheening the internal validity of the
research [8]. The technique was applied in thevalhg way. First the common im-
pediments of IoT found in literature were listecheBe common impediments were
then compared with the evidence of the impedimehteT from the case study anal-
ysis. There were several iterations throughoutrdsearch as each case introduced
new potential impediments. The potential impedirsenit the 0T are expressed in
italics within this paper.



3 Literature Background

Public and private organizations are increasingiping to the 10T as new sources
of data. However, there are several technologiedlragulatory challenges that need
to be addressed. Scarfo (2014) believes that tret important of them are related to
data ownership, security, privacy and sharing &rmation [12]. It is clear that the
implementation of 10T for e-governance faces aetgrof impediments. We list the
possible impediments of 10T according to stratgmilifical, tactical and operational
divisions. This is a popular division [13, 14], whiis suitable for e-governance re-
search.

3.1 Strategic/political

Skarmeta et al. (2014) consider security and pyitade the main obstacles for a
full acceptance of 10T [15]. loT devices generatauge amount of data. The sensitiv-
ity levels of the information, is a crucial asptztbe considered by the access control
mechanism. Disclosure of user data could revedithem information such as per-
sonal habits or personal financial information. Theuthorized access to this infor-
mation can severely impact user privacy [12, 15-20]

Data produced by loT devices can be combined, peatkand analysed, creating
additional insights, so it is important to allowcass to data generated by other l1oT
devices, whilst preventing the unauthorized aceast misuse of this information
[15]. However, as the IoT becomes more widespreaty security issues become
evident [21]. Ortiz et al. (2013) believe that vghilhese technologies have been wide-
ly investigated for traditional technologies suchralational databases, so far there
are no convincing solutions for providing fine gradl access control. This hinders the
uptake of 10T in e-governance applications dealiit) sensitive data [12, 15-22]. In
this way, IoT requires novel approaches to enswgesafe and ethical use of the gen-
erated data [23], requiring a strong data goveraib2, 18, 19, 24, 25]. A weak form
of data governance can impede the safe and etlseabf data generated by loT de-
vices.

A lack of, or poorly coordinated, policies and rlegions regarding 10T can also
greatly impede the implementation and applicatibriod. According to Misuraca
(2009), loT brings with it a wealth of new busineggportunities. There is enormous
scope for developing applications and selling newises [26]. Governments need to
develop policy and regulations and position thereslcarefully within this arena
[19, 22, 25]. In this regard, public organisatisi®uld consider carefully the role
they play in the enabling 10T development in thiwgte sector. Market forces of sup-
ply and demand can play substantial roles in tloeess or failure of 10T [17, 26—28].
For example, according to Qiao et al. (2012) theilmdustry, in the short term, will
demonstrate an inevitable outbreak growth at tlesvtir stage of the Industry Lifec-
yle Theory [29]. The internal mechanism of explesgrowth is that the whole net-
working industry chain achieves linkage developmeeitween supply and demand
[27], but there is a danger that IoT may miss linlkage development due the chain
of 10T industry being blocked by a tactical barsiesuch as a lack of technology
breakthroughs, standards bottlenecks and cosebaff7].



3.2 Tactical

Although reduction in overall costs is an ofteneditbenefit of IoT for e-
governance ([3]), many researchers also cite higreldpment and implementation
costs as an important impediment to the implemiamtatnd application of IoT for e-
governance [17, 19, 22, 27, 30]. According to Ya@014), high maintenance costs
are often rated as the largest impediments to hodlementation. A fully functional
IoT system based on RFID technology can be sulistaBy way of example, Yazici
(2014) quotes Wal-Mart’s vendors as having sperU® US$3 million on a RFID
implementation.

The Internet of things is more than one deviceJiegion or network. In order to
ensure sustainable connectivity, all interfaces emehmunication protocols require
unified industry standards [17]. However, Fan et(2D014) believes that the large
number of standards-setting organizations has ded situation in which the top
standard has not yet been set. Vendors are frebdose which standard they find
best fits their production line, leading to a widariety of available types which im-
pedes interoperability and integration of data [12, 22, 25, 28, 31]. According to
Zeng et al. (2011), there are two methods to imategthings to the Internet: direct
integration and indirect integration.

Home appliances are usually directly integratedistiRFIDs are indirectly inte-
grated through a RFID reader with an embedded seltvés not uncommon for a
system to utilise both methods. But IoT requirest th large number of devices be
integrated with the existing Internet. These devican be diverse in terms of data
communication methods and capabilities, computati@md storage power, energy
availability, adaptability, mobility, etc. The hedgeneity at the device level is, in this
way, a serious impediment to loT adoption [16].sTHH especially complex as con-
sumers of data are also heterogeneous [16]. Tkesvary in terms of capabilities
and data quality. Furthermore, different applicasionight implement disparate data
processing or filtering [16]. Zeng et al (2011) bed that it is these heterogeneity
traits of the overall system that make the desifja anifying framework and the
communication protocols a very challenging taskeeglly with devices with differ-
ent levels of capabilities. This issue is exacathan a large distributed environment.

According to Zeng et al (2011), Universal Plug atdy (UPnP) is currently the
most popular solution for personal network impletaéan [16]. However, there is no
authentication protocol proposed for UPnP. All degi are allowed to configure the
other devices on the personal network, without asgr control. This can result in a
critical security issue when the smart things bez@mwailable on the Internet. The
attention given to security by a number of autht®, 15-18, 22]) suggests that a
lack of security standards is becoming a serioysediment to 10T implementation.
Whilst there are many standard technologies antbpots to address many security
threats, the severe constraints on the 10T dewdoesnetworks prevent a straightfor-
ward implementation of these solutions [15]. Fumhare, loT devices generally have
to work in harsh, uncontrolled environments, whirey may be prone to attacks,
misuse or malicious intentions [15]. If a missiaitical system is hacked or becomes
unavailable, this can lead to a breakdown of tirugthe system [15, 17].

According to Kranenburg et al. (2014), the sucadsgser-centric services based
on loT technology depends primarily on people pgrtiting and sharing the infor-



mation flows [20]. Willingness on the part of peppb participate in these systems is
therefore required [16, 17, 19, 21, 24, 28, 30, B2hnenburg et al. (2014) believe
that this willingness is predominantly dependenttenperception of people: the per-
ceived trust and confidence in 10T and the perceiradde that the 10T generates for
them. The greater the trust of users in the lo& ,gteater their confidence in the sys-
tem and the more willing they will be to participdR0]. A lack of trust in the system

can be a strong impediment to the effectivene¢sTof

3.3  Operational

Operational barriers include human capital issueh @s difficulty in employing
qualified personnel, lack of specialists, and pearsbskill shortage to operate new
applications [19, 32], [22], as well as insufficiéoT oriented training and education-
al activities [22]. Harris et al. (2015) also idénpersonnel reluctance to change or to
learn new technology as a barrier. A lack of un@eding about how 10T works, the
possible benefits, and how to make the businessfoadeT implementation were
also found to be barriers by a number of reseascli€), 32—34]. Reyes et al. (2012)
also includes calculating the return on investnaer the payback period in this cate-
gory [34].

Operational barriers also include technical issueh as limitations in information
technology (IT) infrastructural capabilities [126-20, 28, 35]. According to Scarfo
(2014), the main technological challenges includehitecture, energy efficiency,
security, protocols and quality of service [12]. important enabler for the 10T is to
permit others to access and use the things tha haen published publicly on the
internet. It should be possible for users to made af things that others have shared
and to make use of things in their own applicatigreshaps in ways unanticipated by
the owner of the thing [31]. This requirement meamsneed a sophisticated set of
mechanisms to publish and share things and wafyisd@nd access those things [31].
A lack of these mechanisms as well as the levé&hoivledge required to implement,
manage and maintain the available toolsets can forrimportant barrier to imple-
menting IoT for e-governance purposes.

Data management issues are also of concern. Rardglimisations are often faced
with a complex legacy of data and applications wimplementing 10T solutions
[24]. Many public organisations may have severalegations of systems running in
parallel, and much of the data fed into the sydtasibeen done manually, with asso-
ciated risks in terms of data quality [24, 25, 31].

In short, I0T faces a variety of barriers relatedhe proper use (privacy and secu-
rity for example) and proper management of the datizcted by the vast number of
interconnected thing&trategic/political barriers are: data privacy issues, data secu-
rity issues, weak or uncoordinated data policies, weak or uncoordinated data govern-
ance, and conflicting market forces. Tactical barriers include: costs, interoperability
and integration issues, acceptance of 10T, and trust related issues. Operational issues
are: a lack of sufficient knowledge regarding 10T, IT infrastructural limitations, and
data management issues.



4 Case Studies

The goal of the case study research was to refideextend the list of impedi-
ments from literature and to understand the réalithpediments of IoT in the most
complete way possible. The case study researcéftnerinvolved the use of multiple
data collection methods. The cases were seleatedtfie primary processes of RWS.
Generally 10T is implemented in RWS with the spiecifitention of ensuring the
good working of the primary processes to achiewe ghmary objectives. In RWS
there is a subtle divide in how processes are nehbgtween the water management
domain and the road management domain. In ordgaito a rounded perspective of
the benefits of 10T within RWS, it was believed essary to select cases from both
these domains.

4.1 Case Study 1: Road M anagement Data Collection at RWS

RWS builds, manages and maintains the Dutch ndtlighways. Correct data is
required to do this effectively. Over the years, RWas developed several methods
for obtaining the necessary data from the highwagsgnages, collecting, processing
and making the data available to traffic and roahagement teams. Measurements
are generally made by placing sensors in the moadany different locations. These
sensors produce large amounts of data which islynased in mid-term planning,
long term projections, air quality predictions amgise calculations which have an
impact on health and safety measures as well asrtieonmental impact, and im-
proving service efficiency with regards to road k®omanagement.

RWS has created a national network of monitoringgpthe “Weigh in Motion”
(WIM) network. At present, RWS estimates that aistel5 percent of freight traffic
on the Dutch national road network is overloadeder®ading of heavy vehicles
causes road pavement structural distress and zaédervice lifetime [36], [37].
Effectively reducing overloading reduces the dam&gethe road infrastructure,
lengthening the road’s lifetime and reduces thguescy of maintenance. The WIM
network, consisting of measuring stations in thedron which the axle loads of heavy
traffic is weighed, is used to support the enforertrof overloading by helping the
enforcement agency to select overloaded trucksvéaghing in a static location. The
WIM system is one of the most advanced measuristesys in the world. Between
2010 and 2013, RWS built a nationwide WIM networithwa total of 18 measuring
points. The network consists of 6 newly remodeleeasuring stations and 12 new
measuring stations. The network provides acces$iset@ctual load of the main road,
about peak times when it comes to overchargingitgmavides RWS with the ability
to collect information concerning the compliancénddour of individual carriers.
This forms the basis for business inspections agdllfollow-up programs.

RWS faces and has faced a variety of impedimerdschallenges during the im-
plementation and maintenance of the WIM networker€hare different perceptions
of the level of ambition pursued by the WIM mairdane process. For example, Ac-
cording to RWS officials, RWS has not yet implenaeht. structured learning cycle
with regards to data quality - “the quality of tHata has not been quantified, and
solving data quality issues is incident driven”.this regard, learning takes place in



practice and is not formally addressed. Althougéréhhave been no direct accusa-
tions made between departments, there is alse ilitter-departmental trust exhibited.
According to RWS officials, “Implementation of neechnology takes too long, and
the implementation process is difficult to followThere appears to be insufficient
knowledge and expertise within the CID to indepenigemanage the WIM systems
[38]. The CID reports only on the technical availisib of the systems and no infor-
mation can be provided regarding the performancé¢hefWIM network. RWS is
unable to guarantee the reliability of the data ttua lack of a framework of stand-
ards. Requirements that exist for managing WIMrakincluded in the project ten-
der. In 2011, the management of the database h&hWIM data was transferred to
the Inspectorate General for the Environment arah3port (IET). However the relat-
ed expertise was not successfully shared. At taegmt moment, RWS has no access
to the data held in the IET databases. The techr@qairements were incomplete and
some still need to be developed. IET systems argetaeady to automatically man-
age the data. There are several legacy issueslasdal management is only focused
on the availability of the current IT systems. Aettime of writing there were tech-
nical problems with the license plate recognitigstem. Governance and mandate
appears unclear — it is unclear how the processasdinated, and the IT supply or-
ganisation, the Central Information Department (CI® unaware that they are also
responsible for the sharing of data within the W8ltems. There is no single sub-
stantive authority that brings the parties froménére supply chain together (there is
no single authority that assumes responsibilityttier entire chain). There is no well-
designed change process; changes in the maintepancess are difficult to imple-
ment. The representative of the CID in the steecmmmittee has no mandate.

The impediments for the adoption of 10T by e-goaece identified in this case
are: 1. Srategic/palitical barriers. data privacy issues, weak or uncoordinated data
policies, weak or uncoordinated data governance, and conflicting market forces. Tac-
tical barriersinclude: interoperability and integration issues, acceptance of 10T, and
trust related issues. Operational issues are: a lack of sufficient knowledge regarding
loT, IT infrastructural limitations, and data management issues.

42 Case Study 2: Water Management Data Collection at RWS

Information regarding water quantity and water guas essential for the primary
processes of Rijkswaterstaat: ensuring that flapdioes not occur, sufficient clean
water and smooth and safe traffic on the water. R\I¥8 collects data on biology and
chemistry, measuring nutrients and (micro) polltdéaim surface water, suspended
matter, sediment and aquatic animals.

The National Water Measurement Network, at RWS knaw “Landelijk Meetnet
Water” (LMW), is a facility that is responsible ftine acquisition, storage and distri-
bution of data for water resources. LMW has mor@ntd00 data collection points
using a nationwide system of sensors. The datheis processed and stored in the
data centre and is made available to a varietyystiesns and users. The LMW was
created from the merger of three previous existimgnitoring networks: the Water
Monitoring Network, which monitored inland watervgaguch as canals and rivers;
the Monitoring Network North, which monitored Nor8ea oil platforms and chan-



nels; and the Zeeland Tidal Waters Monitoring Netkwwhich monitored the Zeeland

delta waterways. Four main types of measurementitées can be identified: water

quantity, water quality, meteorological data andtoal information on infrastructure.

The LMW measures a wide variety of hydrologicaladatich as water levels, flow
rates, wave heights and directions, flow velocityd direction, and water temperature.
The LMW also measures meteorological data suchiad speed and direction, air
temperature and humidity and air pressure amortgsr® This meteorological data
is collected in close collaboration with the DufRbyal Meteorological Institute. The

LMW provides a complete technical infrastructure gathering and distribution of

data and delivers the data to various stakeholsi¢ngn and outside RWS.

According to RWS officials, there is often not aleeho is ultimately responsible
for the entire information chain. It has been disred that the different departments
work with different targets [39]. For example, tpgals of the project organisation are
to get production legitimacy of payment and to execsystem contract management
whilst the goals of the asset manager are to ptdl@ding, to show demonstrable
compliance with the statutory requirements andettuce probability of failure. This
results in different levels of the organization eekding different points of discussion.
RWS officials report that a major impediment iseé'tfack of agreement and decision-
making regarding vital strategic choices such asdhm of contract management, the
tender strategy, and outsourcing of personnel”. &tperience is that there is a failure
to align the implementation with business targstsnanagement teams tend to focus
purely on the supply chain with a lack of awarerfespossible risks or opportunities
that occur outside of the supply chain. Whilst agnents occur between management
teams, collaboration does not always occur in diggre There appear to be signifi-
cant impediments regarding the coordination ofvéts and projects. RWS officials
also quoted a lack of trust in the private seabdne able to manage and maintain the
systems adequately. The perspective of RWS ighiegprivate sector is not adequate-
ly developed regarding the necessary technical ledye required by such an intri-
cate system. RWS officials have stated that ondefeasons for this perspective is
the intricacy of the RWS technical architecturelitsThe experience is that the cur-
rent architecture and legacy data make future iaten of data very difficult.

The impediments for the adoption of 10T by e-goaewce identified in this case
are: 1. Srategic/political barriers: data security issues, weak or uncoordinated data
policies, weak or uncoordinated data governance, and conflicting market forces. Tac-
tical barriers: interoperability and integration issues, acceptance of 10T, and trust
related issues. Operational issues: a lack of sufficient knowledge regarding loT.

5 Discussion

The objective of this research was to identify ptitd impediments of the 10T for
e-governance purposes. The IoT is important becaugkysical (or sensor) object
that is able to communicate digitally is able ttate not only to a single entity, but
also becomes connected to surrounding objects atadinfrastructures. This allows
for a situation in which many physical objects al#e to act in unison, by means of
ambient intelligence [1]. These devices and theroamnication between these devices



can benefit e-government by providing enough gualidta to generate the infor-
mation required by government and citizens to ntakeright decisions at the right
time.

We used two main research methods: (1) a literaenveew, (2) analysis of two
0T case studies. The literature review providedvith an overview of the existing
body of knowledge, allowing us to analyse wheresgapknowledge or focus occur.
It also provided definitions for the key conceptsdahelped develop a broader
knowledge base in the research area. Case stuelgrchsis a widely used qualitative
research method in information systems researachjsawell suited to understanding
the interactions between information technologgtesdd innovations and organiza-
tional contexts [40]. Following the advice of YiaQ03), the protocol used in the case
study included a variety of data collection instants. In order to counter the possi-
ble influences of bias, multiple research instruteemere employed to ensure con-
struct validity through triangulation [8].

The results of the literature review and the casdiss demonstrate that the loT is
faced with a variety of impediments with regardsitmption b which correlates with
impediments identified in the literature review.bl&1 below lists the main impedi-
ments of |oT, differentiating between strategictital and operational benefits.

Table 1. Impediments of 10T for e-governance in relationte case studies.

I mpediments Liter- Case Case
ature 1 2
Social Respon- Data privacy issues v v
sibility Data security issues v v
Lack of legal frame- v % v
work
Strategic Productivity Weak or gncoordmated v % v
data policies
Weak or uncoordinated v % v
data governance
Market standing  Conflicting market v P
forces
Profitability Costs
Physical re- Interoperability and % v %
sources integration issues
Tactical Lack of a framework of % v %
standards
Worker attitude  Acceptance of loT v v v
Trust related issues v v v
People Lack of sufficient ca- v % v
Opera- pabilities/ knowledge
tional Technology IT infrastructural limi- v v

tations (issues with




I mpediments Liter- Case Case

ature 1 2
legacy systems)
Processes Data management is-
sues (data quality is- v v
sues)

Formulating strategy requires defining goals aritiaitives based on available re-
sources and an assessment of the internal andhakimvironments in which the
organization competes [41]. Strategic impedimemts therefore exert an important
influence on an organization’s likelihood of suxe®T is capable of providing a
continuous stream of “trusted” data which managarsuse to make informed, deci-
sions, but the adoption of 10T for this purposedset be carefully coordinated by
strong data policies and strong governance of #te dith a purposeful awareness of
opposing market forces and the capability of thegte sector to provide critical ser-
vices. Public sector organisations also need toesdddata privacy and data security
issues for 0T adoption to be successful. Theseesssre interrelated as legal frame-
works and strong policies provide guidelines withihich organisations can face the
pitfalls placed by security and privacy issues.

The main impediments appear to manifest during émglntation, once organisa-
tions decide to operationalize the business pldanthat stage it becomes clear that
although the technology is ready for widespreadlémgntation, 0T remains an
innovation which needs to not only integrate witlrrent legacy systems but for
which standards, policy, and legal frameworks sgléd to be developed with regards
to social, technical and ethical issues.

Achieving a strategic plan or objective requires #dministrative process of se-
lecting among appropriate ways and means. Tagileahing is short range planning
that emphasizes the current operations of variauts pf the organization [42]. The
case studies show that a good deal of attentionldta® paid to coordinating “soft”,
organisational issues such as trust and accept#nod solutions as well as to the
coordination of harder, technical, issues whichuneq standardization in order to
ensure interoperability and integration of data aystems. Significantly, costs were
only mentioned in the case studies as an impedimghtregards to a negative busi-
ness case. Since the primary processes of RWSiraelyl connected with health,
safety and security of Dutch citizens, cost wasediarded as secondary to achieving
the primary objective. It is possible that cost rbaya more significant impediment in
countries with less accessibility to the necesfamging than RWS.

A primary use of IT in government is to improve #fficiency of government op-
erations [43]. As with many other organisations RWs8s 10T as a tool in industrial
automation, in which simple manual tasks such animg and closing bridges are
automated. This reduces very low-level coordinatirk that was previously exe-
cuted by humans, but complete automation or outsogiof work can lead to a lack
of sufficient knowledge within the organisation aeding the technique and the man-
agement of the data. This situation can develap ansignificant impediment to the
maintenance of 10T in e-governance applicationghfelogy continues to advance,



but whilst many RWS officials were confident thathnology was generally not a
serious impediment, it is important to ensure tfaise technique is compatible with
the 10T architecture.

6 Conclusion

This paper represents one of the first papers @nfdo e-government. There has
been limited research in the field of e-governntegiarding IoT, and there is much
potential as expressed by the potential benefits,thre adoption of IoT within e-
governance applications requires careful preparatia coordination. The loT makes
it possible to access remote sensor data and titanand control the physical world
from a distance, and combining and analysing captalata allows governments to
develop and improve services which cannot be pealigly isolated systems, but this
can only be achieved by addressing the potentipediments of to loT adoption at
all levels.

This research provides a systematic insight into ghtential impediments of the
loT for e-government purposes by means of case/ stndlysis and a review of litera-
ture. The research shows that impediments range tihe political to the operational
level. Specifically impediments for e-governmenh dze attributed to data privacy
issues, data security issues, weak or uncoordirgdéa policies, weak or uncoordi-
nated data governance, and conflicting market &rcests, interoperability and inte-
gration issues, acceptance of IoT, and trust mklassues, a lack of sufficient
knowledge regarding IoT, IT infrastructural limitats, and data management issues.

Many of the issues are interrelated; interopergbédind integration issues have a
direct impact on costs and on trust in the systemd, many issues can be resolved
with sufficient knowledge and capabilities withimetorganisation. But the issues do
need to be resolved in concert. It is important tpavernments address dominant
impediments, such as privacy and security issuéinvpublic policy and legal
frameworks to assist public organisations with iempéntation of loT. Similarly,
technical and knowledge issues are very much eltgad with a lack of standards
and impediments regarding interoperability andgragion of data.
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