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Abstract. The concept of patterns was first developed in the context
of architecture and is now widely used in different fields such as software
design or workflow design. In the last years the idea of patterns is also
used to incorporate privacy in the life-cycle of Information Technology
(IT) services. Concerning privacy and security, patterns are mainly used
in the design phase of IT services in the form of design patterns. In this
paper we propose a pattern-based approach to assess the compliance
with privacy regulations continuously during the operation phase of an
IT service. The central idea of patterns in this area is to provide an ab-
stract representation of typical automated processing procedures for the
processing of personal data. Since these patterns represent abstracted
versions of workflows, we use as an illustration diagrams with a notation
derived from Business Process Management Notation (BPMN). The aim
of the approach presented here is to increase the transparency of assess-
ments for all participants and to allow an easy adjustment of existing
assessment results when changes occur.

Keywords: assessment, BPMN, compliance, IT service, pattern, pri-
vacy

1 Introduction

Patterns are an important concept in computer science which is widely used
especially in the design phase of the software development life-cycle. Beside the
very generic design patterns of e.g. Gamma et al. [1], there are also approaches
for design patterns in the area of security, privacy, and patterns for workflows.
These approaches are described in Section 3.

In the approach presented here, a concept of patterns is proposed that fa-
cilitate assessments concerning the compliance with privacy regulations during
the operations phase of IT services. In this context patterns represent abstract
versions of workflows with hints concerning typical weaknesses encountered in
practice. The potential weaknesses can be used as hints during the interviews
of an assessment. Hence processes in organisations that are supported by IT
services can be assessed continuously for potential weaknesses. The concept of
patterns for assessment is presented in Section 4. Since the concept of patterns
presented here is more related to the concept of workflow patterns, the definition



of patterns used as a basis in this paper is the definition used also by van der
Aalst et al. [2] in the context of workflow patterns. They based their considera-
tions on the definition proposed by Riehle et. al. [3] “A pattern is the abstraction
from a concrete form which keeps recurring in specific non-arbitrary contexts.”

The approach of pattern-based assessments was developed in the project
“Datenschutz-Cloud”. The concept of patterns as described above is used as a
basis for tool-based assessments with a focus on small and medium sized com-
panies (SMEs). The general architecture is presented in Section 5 followed by
a description of assessments that are based on the tools developed during the
project in Section 6. The technical solution is described in more detail in [4].
Here the focus is on the underlying concept of patterns for assessment.

Since the project has to adhere to German Data Protection Law [5], we
have derived our patterns mainly from the German Federal Data Protection Act
(BDSG) and other national laws. Still the patterns are not limited to a German
scope since data protection law in European Member States is harmonized via
the European Data Protection Directive 95/46/EC [6]. In the near future a
General Data Protection Regulation (GDPR) [7], currently under discussion,
will have direct effect on data protection in the Member States. This may lead
to some refinements of our patterns, but the changes in the European data
protection framework won’t require major changes in our approach.

The aim of the use of pattern as a basis for assessment is to provide trans-
parency in interviews and to support experienced data protection officials in the
sense of the BDSG [5] by an effective representation of the central elements of
data privacy assessments. The motivation is to provide a compromise between
a common thread for the interviews of the assessments and sufficient depth
for experienced professionals. The structure, which is based on visualisations of
workflows accompanied by a description and hints concerning potential weak-
nesses, instead of a large amount of questions, also allows adapting the results
of the assessment in the case of changes efficiently. This approach is supported
by a lightweight tool-set. An overview of existing assessment methodologies and
tool support in this area is presented in Section 2.

2 Background for Assessments concerning Privacy

The focus of the approach described here is checking for legal compliance con-
cerning privacy in SMEs by assessments. The basis of the investigation is com-
pliance with the German Data Protection Law. In the following we provide an
overview of assessments and tools which are present in this context.

According to the German Data Protection Law [5] “personal data shall mean
any information about the personal or material circumstances of an identified or
identifiable natural person (data subject).” Typical examples are name, address,
telephone number, and information about bank accounts. Concerning SMEs typ-
ical personal data is data concerning customers that are natural persons or data
about employees.

General principles of German Data Protection Law according to Bizer [8] are



Lawfulness of data collection, processing and use of personal data

— Consent of the data subject

Limitation of the purpose

— Necessity concerning the defined purpose and the retention period
Transparency of data processing for the data subject

— Data Security

— Control of compliance by data protection officials and supervisory authorities

Concerning data security in the Annex to Section 9 of the BDSG, require-
ments are stated for access control, disclosure control, input control, job control,
availability control and separate processing of data collected for different pur-
poses.

According to §4d, §4e BDSG automated processing procedures for personal
data must be documented. This is typically realised in the form of a directory
of automated processing procedures. Examples of automated processing pro-
cedures are payroll accounting, customer relationship management, application
procedure, and time reporting of employees.

In §4f BDSG it is stated that private bodies are obliged to appoint a data
protection official if at least 10 employees are carrying out the automatic process-
ing of personal data. The data protection official of the company provides access
to the directory of automated processing procedures. To create and update this
directory, typically assessments are used to assess the compliance of automated
processing procedures with privacy regulations, document weaknesses and give
advice concerning measurements which should be applied.

Assessments employed for this aim are focussed on checking for the compli-
ance of processes and supporting IT services in the operation phase, i.e. after
the initial roll-out or after changes. Examples are the privacy module of IT
Grundschutz of the Federal Office for Information Security (BSI) [9] or a vari-
ant targeted for SMEs called ISIS12 [10]. For these assessments verinice® can
be used as a tool to manage questionnaires. Beside this there exist other tools
like 2B Secure* or privacyGUARD?® which are mainly based on questionnaires.
With a focus on cloud services there exists also the tool CARiSMA [11] that is
based on the risk model of the IT Grundschutz catalogues and uses ontologies
to derive questionnaires from legal regulations.

All these assessments and tools intend to give a complete and detailed guide-
line how to check for weaknesses concerning data privacy and security. That is
very important for skill training and to build up experience. But experts in the
field tend to derive from their experience a very personal style to conduct inter-
views. That is a normal development, but it makes it difficult to work in teams
with a comparable approach for assessments. Here the intention is to provide
an assessment methodology based on patterns that supports experienced data
protection officials in the assessment process and proposes a general structure
for interviews.

3 http://www.verinice.org/
4 http://www.2b-advice.com/
® http://www.privacyguard.de/



Another important aspect for data protection officials is to keep track of
changes concerning workflows and technologies efficiently. When the initial anal-
ysis was based on a large questionnaire it is a complex task to update these initial
answers continuously, since a change might have various implications. The model
proposed here addresses the adaptation to changes by modelling the status in
the form of a graph. In a connected model it is easier to identify implications of
changes.

The concept of Privacy Impact Assessments (PTAs), mentioned as Data Pro-
tection Impact Assessment in §33 GDPR, has a different focus. A PIA is inte-
grated in the risk management process of projects or the development process
of a product. But beside a PIA there are other means needed to check for com-
pliance during the operation phase as referred to in §33 GDPR. The CORAS
approach [12], [13] also addresses risk management. It is based on Unified Mod-
elling Language (UML) models, where risks are modelled individually based on
the concrete service and its environment. This approach allows also for easy
adjustment of models. Whereas the focus of CORAS is modelling of individual
risks, the focus of the approach presented in this paper is on checking for com-
pliance. Instead of modelling individual situations, abstract standard models for
workflows with typical weaknesses are used in the form of patterns as a basis for
all assessments.

3 Existing Pattern Concepts

The idea of patterns was first proposed by Alexander et al. [14] who investigated
the use of design patterns in architecture. Gamma et al. transferred these ideas
to software engineering [1]. According to Buschmann et al.[15] a design pat-
tern “provides a scheme for refining the subsystems or components of a software
system, or the relationships between them. It describes a commonly recurring
structure of communicating components that solves a general design problem
within a particular context”. In software design, patterns are formulated in the
form of Unified Modelling Language (UML) diagrams as an illustration aug-
mented with a documentation consisting of the name, the addressed problem,
the solution and consequences. UML diagrams are well understood and lead
therefore to transparency and ease of use of patterns. These design patterns
are widely used and accepted as guidelines for good software architecture. The
patterns are organised typically in the form of a hierarchical structure.

A similar approach is followed by van der Aalst et al. [2] for workflow patterns
which are design patterns in the area of workflow design®. There petri nets are
used as a visualisation accompanied by a documentation with a similar structure
as for software design patterns. In a recent approach for design patterns for social
applications by Bramilla et al. [16] BPMN is used as a visualisation of social
interactions. All these approaches for design patterns organise the patterns in
the form of a catalogue which constitutes a hierarchical structure for patterns.

S http://www.workflowpatterns.com/



There are several approaches to transfer the idea of patterns to the field of
security and privacy. There are approaches proposed by Hafiz [17] to formulate
Privacy Enhancing Technologies (PETSs) in the form of patterns as part of a
pattern language for security [18]. Since patterns as “oblivious transfer” and
“random wait” are difficult to visualise, patterns in this field consist of a thorough
description. The patterns are organised in the form of a hierarchical pattern
language, which is an acyclic graph where abstract patterns lead to more concrete
patterns. For an overview how privacy design patterns are integrated in the
software development life-cycle and incorporated in a system of design strategies
see Hoepman [19].

Another approach by Doty and Gupta describes good practices for concrete
aspects in the form of privacy patterns’. In [20] in addition risks caused by the
wrong application of patterns are investigated.

4 Patterns for Assessments

unsafe
transmission
path

Role based
Access Control

time transfer
(accounting)

time electronic
evaluation time processing

access

protection

Fig. 1. Time reporting

The definition for patterns, used also in van der Aalst et al. [2], by Riehle et.
al. [3] “a pattern is the abstraction from a concrete form which keeps recurring in
specific non-arbitrary contexts”, is used for the approach of assessment patterns

" http://privacypatterns.org/



presented here. As a visualisation for abstracted workflows for automated pro-
cessing operation, a notation based on Business Process Management Notation
(BPMN) [21] is adapted.

The patterns for assessment represent abstracted versions of typical work-
flows, used for automated processing procedures concerning the processing of
personal data in the sense of the German Data Protection Law [5]. Instead of
modelling individual workflows in organisations, these abstract patterns should
be usable in a broad range of situations.

BPMN diagrams of abstract workflows are augmented by information about
weaknesses with respect to the activities. Possible weaknesses are denoted in the
form of an ellipse that is connected via a dotted line to an activity. Weaknesses
can occur at several activities, and several possible weaknesses can be connected
to one activity. A description is added to workflows and specific weaknesses. For
a proof of concept of the tool-set, automated processing operations of SMEs are
used. A typical example is e.g. time reporting of employees performed by an IT
service or by a paper based approach (Figure 1).

Another example for an automated processing operation in the sense of
BDSG is that companies are obliged to report about the health of employees
in the form of a so called health rate (Figure 2). In both examples of patterns
there are typical weaknesses proposed, as role based access control is not suf-
ficient, and the transmission path is not sufficiently secured. Concerning the
health rate it is important to ensure the anonymity of employees.

deficient Role based unsafe
population Access Control tran's)r:tlﬁsmn

N |

) time evaluation anonymots
Requirement oy health rate transfer

health rate
offhcaliljiate human resources

anonymization
fail

Fig. 2. Health rate

In addition to the automated processing operations, based on the Annex to
Section 9 of the BDSG also requirements concerning data security have to be
checked during the assessment. There typically a list of aspects have to be en-
sured. Since these aspects as e.g. access control for buildings or special areas in
a building are often not connected to automated processing operations for per-
sonal data, a visualisation derived from BPMN diagrams is used with a central
activity denoting the area surrounded by several possible weaknesses.
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Fig. 3. Access control

These patterns constitute a knowledge pool that can be used for assessment.
Patterns are organised in the form of a patterns pool. This is a collection of
patterns with a hierarchical structure based on the idea that patterns should
facilitate the interviews in assessments. Hence they are ordered by the roles
of interview partners and the automated processing procedures they illustrate.
Since this collection is not intended to be complete, but to be augmented when-
ever there are important new variants of processes and IT services, it is called a
pool and there is a backend service that allows to add patterns, weaknesses and
measurements to this pattern pool.

This pattern pool is integrated in a mobile client as a basis for assessments
where weaknesses of specific organisations can be marked and annotated in the
representation of the patterns which are used.

After the assessment the result is transferred to a backend service that facil-
itates the investigation of the assessment result based on the analysis of former
assessments and allows the assignment of measurements to the specific weak-
nesses encountered during the assessment.

5 Architecture

The tool-set that supports the use of the patterns presented above consists of
a mobile client for assessments, a web client for the management of the pattern
pool and a web client for associating measurements to weaknesses in the graph
resulting from the interviews of the assessment. The web clients together with
the pattern pool are called the backend of the tool-set in contrast to the frontend
which is the mobile client that supports the interviews of the assessment.

The communication between backend and frontend is realised in the form of
JavaScript Object Notation (JSON) data structures. The visualisations of pat-
terns are stored and transferred as Scalable Vector Graphics (SVG). The mobile
client is an HTML5 client that creates the representation of the assessment dy-
namically from the JSON data structures representing the pattern pool and if
applicable combined with the results of the last assessment.
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The result of the interviews is a data structure consisting of the applicable
patterns and the identified weaknesses as nodes. If a weakness is present in a
patterns, there is an edge connecting the pattern and the weakness. Hence in
the case of common weaknesses like inadequate role based access control it is
transparent if the weakness occurs only in special cases or if a general concept
is lacking.

6 Tool-Based Assessments

In the following the components of the architecture described above are detailed
based on the use cases concerning the pattern pool, the mobile client and the
investigation after the interview.

6.1 Modelling Patterns in the Pattern Pool

Weaknesses, measurements and workflows based on automated processing oper-
ations can be documented in the pattern pool using a web client in the backend
of the IT service. Additional documentation for every element can be added.



First, all needed weaknesses and measurements are added to the pattern pool
and connections to possible measurements are connected to weaknesses. Via the
pattern editor (see Figure 5) patterns can be created. Beside the BPMN ele-
ments only weaknesses which are already documented in the pattern pool can
be used in patterns.

Datenschutz Cloud Pattern Pool ~ Analyse ~  Logout

Raster
10 B

save move connect delete start event end event activity gateway vulnerability text info

time transfer
(accounting)

0 i
! I

| I

! |

| |

! I

| I AL
| time electronic ! ) \
: evaluation time processing :

| !

! | \

Fig. 5. Editor for pattern pool

For each workflow it is documented further which automated processing pro-
cedure, e.g. time reporting, payroll accounting, is represented and what is the
role of the intended interview partner concerning this procedure, e.g. manage-
ment, I'T, human resources. These two categories induce a hierarchical structure
on the pattern pool. Categories can be added as needed.

6.2 Interviews in Assessment Based on Patterns

To perform an assessment, the actual pattern pool and (if already existent) in
addition the result of the last assessment are transferred to a mobile device. The
representation of the pattern pool on the mobile device is used as the common
thread for all interviews.

After selecting the role of the interview partner, a list of automated processing
procedures which are in the responsibility of the role, is presented. If applicable
also aspects of data security are included. After choosing an automated process-
ing procedure, a specific pattern can be selected from a list of variants based on
the process in the organisation. Since SMEs typically use standard applications
and employ relatively simple processes, the list of abstract variants of automated
processing procedure according to the experience of the data protection officials
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in the project stays relatively short and an appropriate abstraction for reuse is
possible.

Then the pattern as shown in Figure 6 can be used as a transparent basis for
the discussion about possible weaknesses. Occurring weaknesses can be selected



in connection with the corresponding activity and are highlighted. Additional
notes can be introduced for the pattern in general and each identified weakness.

The mobile client allows an overview which areas are already covered and
where weaknesses occurred by marking areas red resp. green.

6.3 Associating Measurements to Weaknesses in the Backend

The result of the assessment consists of the patterns, which describe the processes
in the company or considered aspects of data security. In addition occurring
weaknesses connected to patterns and activities in the pattern with supplemen-
tary notes are integrated. Because a weakness that occurs in several patterns is
represented by the same element of the pattern pool, the result is a graph where
patterns are connected by common weaknesses.

business leader lockable
contacts filing cabinet

unsafe archive install smoke alarm

access protection
no smoke

detection

install air conditioner

time registration fire protection

no fire detection
system

no air conditioner in
server room

no control slip

server room

pay slip
application procedure no burglary

prevention device
accounts payable

accounts receivable

. pattern
O vulnerability
. measure

doors and windows not F90

destruction not personnel file

approved

install document shredder

Fig. 7. Overview of results of an assessment with added measurements

This enables the data protection official to get an overview concerning the
compliance with privacy regulations. Using a web client in the backend of the
tool-set, measurements can be associated to weaknesses from a list of suggestions.
The result of the assessment, including the associated measurements, the so-
called structure graph, is presented in Figure 7.

After the assessment is finished the intention is to generate experience based
knowledge from this result without revealing the organisation and specific infor-
mation about the situation. For this purpose small sub-graphs, so-called analysis
graphs, consisting of a weakness with connected patterns and measurements are
extracted and stored in a pool of analysis graphs. This knowledge can be used



in the analysis phase of assessments. Suggestions for measurements addressing
weaknesses in a specific situation are ranked based on a similarity measurement
for analysis graphs. This concept has to be evaluated further, when there is
an appropriate number of assessments finalised, such that the pool of analysis
graphs is sufficiently large.

6.4 Performing Updates of Assessments

Assessments concerning compliance with legal regulations for privacy need to be
updated continuously because of changes in processes, IT infrastructure or other
changes. For assessments that are based on questionnaires this is an intricate
task, since it must be identified on which questions changes have an effect. In the
presented approach based on assessment patterns, a connected graph structure
of the former status is already present. This result of the last assessment can
be used as a base line along with the actual version of the pattern pool on the
mobile client for the update.

Based on this information, changes or extensions can be identified with the
interview partners and described in the mobile client with reference to the last
status. Also for the association of measurements to weaknesses in the backend,
the former choices can be used as a reference.

6.5 Discussion of the Approach

The approach of a pattern based assessment in the area of compliance with legal
regulations with a focus on SMEs is promising after the assessments performed
so far. The tool-set is used by the data protection officials of the project partners.
They perform assessments of external organisations with the help of the tool-set
presented here already since several months. Based on assessments that need
to be performed, the pattern pool is created on demand. At the moment most
patterns that are needed in typical SME assessments are already modelled in
the pattern pool. But mainly patterns for Business to Business (B2B) scenarios
were created. Therefore the consideration of the rights of the data subject, as
needed in Business to Customer (B2C) scenarios, is not modelled until now to
the full extent.

To keep the concept of patterns simple, the case that potentially a measure-
ment can lead to additional weaknesses is not modelled in the tool-set. Hints
concerning these situations documented in the description of patterns. When
such a situation occurs, the weakness has to be added to the assessment result.

7 Conclusion

The proposed concept of patterns for assessment is already used in a prototype
of the described tool-set for assessments at SMEs, by a project partner. There
also the current pattern pool was developed based on the experience of data pro-
tection officials. In the future, the pattern concept, which seems very promising,



has to be evaluated further. Beside that, the concept of analysis graphs has to
be investigated after an appropriate amount of assessments is performed.

It is an interesting question to what extent the concept of patterns for as-
sessment can be generalised to other fields or larger organisations. There a cor-
porate pattern pool might be needed to model the specifics of the organisation.
The question there is to what extent the benefits that are present in the case
of SMEs as transparency and a common thread in interviews can be kept while
the effort for the modelling of patterns is still reasonable.
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