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Abstract. Quantum Key Distribution (QKD) technology, based on laws of
quantum physics, can generate unconditional security keys between two
communication parties. QKD is nearly a commercial technology and can make
it available to the public. In existing QKD networks and commercial QKD
systems, classical network is an essential part of the implementation of QKD
protocols. With security keys and encryption scheme (one-time pad), we can
protect the security of various network applications. But the public classical
channel in QKD network may suffers potential key consuming attacks. In this
paper, we focus on how to detecting the potential attacks during the security
applications in the QKD network. Especially, we propose a Dynamic Key
Consuming Detection scheme (DKode) in QKD-VolP systems which
encrypting VolIP streams with security keys from QKD systems.
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1 Introduction

Quantum Key Distribution (QKD) technology, based on laws of quantum physics,
rather than the computational complexity of mathematical problems, can generate
unconditional security keys between two communication parties [1]. QKD is nearly a
commercial technology and can make it available to the public. The world's first QKD
network was established by BBN company in 2004 [2]. In 2005, IDQuantique and
MagiQ companies have launched second generation products of commercial QKD
systems [3, 4]. The European project SECOQC demonstrated the world’s first
commercial QKD network for about 30 days in 2008 [5].The QKD network with
security audio application was established by USTC in 2009 [6]. Nowadays,
researchers have focused on improving the performance of QKD systems and
integrating QKD technologies into practical security communication systems.

In existing QKD networks and commercial QKD systems, classical network is an
essential part of the implementation of QKD protocols. QKD post-processing and
security applications are both based on classical communication [7-8]. In the future,
for large-scale QKD network, it will be integrated with the existing internet. The
public classical channel in QKD network has potential security risks. With security
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keys and security encryption schemes such as one-time pad, Eve can gain nothing
about transmitted information. But eve can distinguish the communicating parties by
eavesdropping and analyzing network flow data. By dropping or modifying encrypted
data, eve may attend to reduce the performance of QKD network. As worst-case
scenario, security keys of QKD network will be consumed totally and security
messages can’t be exchanged between two communication parties.

In this paper, we focus on how to detecting the potential attacks during the security
applications in the QKD network. Especially, we propose a Dynamic Key Consuming
Detection scheme (DKode) in QKD-VolP systems which encrypting VolIP streams
with security keys from QKD systems.

2 Security VolP Application in QKD Network

2.1 The Framework of QKD-VoIP Systems

QKD network can be logically divided into two layers: quantum layer and classical
layer, as it shown in Fig. 1. Quantum signals are transmitted in quantum layer. In
classical layer, the communication parties (Alice and Bob) collect quantum
information, and conduct post-processing procedures to generate unconditional
security keys through security authenticated classical channel.

@y _ Network Bob%@
% Alice < _f—

Classical Layer

(@D)

o P
7 )z
D > o o E

o —g .\ " Quantum Layer

Fig. 1. The QKD network framework

VolIP is unquestionably the most popular real-time service in IP networks today. After
Alice and Bob established a VolP session, their audio stream will be encapsulated
into RTP (Real-Time Transport Protocol) packets [9-10]. The framework of QKD-
VolIP systems is shown in Fig. 2. During audio stream exchanging between Alice and
Bob, QKD-VolP systems gain the security keys from QKD engines, encrypt/decrypt
RTP packets with these keys by one-time pad (OTP) method. Though eavesdropping
and analyzing network flow data, eve can gain nothing about transmitted VolP
stream.



2.2 Vulnerability Analysis of QKD-VolP Systems

Combining security keys generated by QKD network and OTP security encryption
method, QKD-VolIP system can provide unconditional security network applications.
Actually, the key generation rate of QKD network is limited. The state of art reported
rate is about Mbps [11]. Thus, QKD network can supply only a few network
applications. By dropping or modifying encrypted data, eve may attend to reduce the
performance of QKD network. As worst-case scenario, security keys of QKD network
will be consumed totally and security messages can’t be exchanged between two
communication parties. Thus, we must detect out the potential key consuming attacks
rapidly.
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Fig. 2. The Framework of QKD-VolIP Systems
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3 Dynamic Key Consuming Detection Scheme in QKD-VolP
Systems

In QKD-VolIP systems, eve can gain nothing by eavesdropping data packets. But eve
can modify the transmitted data to consume the security keys generated by QKD
systems. When the amount of security keys is not enough to encrypt the VoIP stream,
Alice and Bob can’t to exchange security messages any more. In this paper, we
propose a Dynamic Key Consuming Detection scheme (DKode) in QKD-VolP
systems.

3.1  Detection Principles

In order to provide a numerical indication of perceived quality of received audio
stream after transmission and compression, we introduce the Mean Opinion Score
(MOS) model defined by ITU-T [12]. The MOS value is expressed from 1 to 5, as it
shown in Tab. 1. Values dropping below 3.5 are termed unacceptable by many
network users. In order to prevent the audio communication between Alice and Bab,
the attacking actions must drop the MOS value of transmitted VVolP stream below 3.5
or even lower [13]. We can use PESQ algorithm which based on MOS model to
estimate the stream quality quickly to detect out the potential attacks [14].



Table 1. The MOS Values

MOS 5 4 3 2 1

Quality | Perfect | Fair | Annoying | Very annoying | Impossible to communicate

3.2  The proposed DKode Scheme

By adjusting the detecting timer dynamically, our proposed Dkode scheme can
estimate the link state effectively to find the potential key consuming attacks. Dkode
includes the following five steps.

Step 1. Initialization. Set up the detecting timer of Dkode T, =T, , the threshold
of MOS value M, =M, . Measure the MOS value of initial voice quality M, .

Step 2. Sampling and measuring the MOS value of VolP stream per T, . If
My =M, goto Step 3. If M, <M,, go to Step 4. Else, go to Step 5.

Step 3. If 2T, <T,;,set T, =2T, .Ifnot, set T, =T, . Goto Step 2.

Step 4. Sampling and measuring the MOS value of VoIP stream M, again
immediately. If M_, <M,, the VoIlP communication between Alice and Bob is
suffering the key consuming attacks. Abort.

Step5. M, =M., T, =T, /2. Go to Step 2.

ptr '

init
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