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Quantum Key Distribution (QKD) technology, based on laws of quantum physics, can generate unconditional security keys between two communication parties. QKD is nearly a commercial technology and can make it available to the public. In existing QKD networks and commercial QKD systems, classical network is an essential part of the implementation of QKD protocols. With security keys and encryption scheme (one-time pad), we can protect the security of various network applications. But the public classical channel in QKD network may suffers potential key consuming attacks. In this paper, we focus on how to detecting the potential attacks during the security applications in the QKD network. Especially, we propose a Dynamic Key Consuming Detection scheme (DKode) in QKD-VoIP systems which encrypting VoIP streams with security keys from QKD systems.

Introduction

Quantum Key Distribution (QKD) technology, based on laws of quantum physics, rather than the computational complexity of mathematical problems, can generate unconditional security keys between two communication parties [START_REF] Liu | Qphone: A Quantum Security VoIP Phone[END_REF]. QKD is nearly a commercial technology and can make it available to the public. The world's first QKD network was established by BBN company in 2004 [START_REF] Elliott | Current status of the DARPA quantum network[END_REF]. In 2005, IDQuantique and MagiQ companies have launched second generation products of commercial QKD systems [START_REF] Idquantique | [END_REF][START_REF] Magiq | [END_REF]. The European project SECOQC demonstrated the world's first commercial QKD network for about 30 days in 2008 [START_REF] Peev | The SECOQC quantum key distribution network in Vienna[END_REF].The QKD network with security audio application was established by USTC in 2009 [START_REF] Chen | Field test of a practical secure communication network with decoy-state quantum cryptography[END_REF]. Nowadays, researchers have focused on improving the performance of QKD systems and integrating QKD technologies into practical security communication systems.

In existing QKD networks and commercial QKD systems, classical network is an essential part of the implementation of QKD protocols. QKD post-processing and security applications are both based on classical communication [START_REF] Liu | A real-time privacy amplification scheme in quantum key distribution[END_REF][START_REF] Liu | A Security Real-time Privacy Amplification Scheme in QKD System[END_REF]. In the future, for large-scale QKD network, it will be integrated with the existing internet. The public classical channel in QKD network has potential security risks. With security keys and security encryption schemes such as one-time pad, Eve can gain nothing about transmitted information. But eve can distinguish the communicating parties by eavesdropping and analyzing network flow data. By dropping or modifying encrypted data, eve may attend to reduce the performance of QKD network. As worst-case scenario, security keys of QKD network will be consumed totally and security messages can't be exchanged between two communication parties.

In this paper, we focus on how to detecting the potential attacks during the security applications in the QKD network. Especially, we propose a Dynamic Key Consuming Detection scheme (DKode) in QKD-VoIP systems which encrypting VoIP streams with security keys from QKD systems.
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Security VoIP Application in QKD Network 

Vulnerability Analysis of QKD-VoIP Systems

Combining security keys generated by QKD network and OTP security encryption method, QKD-VoIP system can provide unconditional security network applications.

Actually, the key generation rate of QKD network is limited. The state of art reported rate is about Mbps [START_REF] Tanaka | High-speed quantum key distribution system for 1-mbps real-time key generation[END_REF]. Thus, QKD network can supply only a few network applications. By dropping or modifying encrypted data, eve may attend to reduce the performance of QKD network. As worst-case scenario, security keys of QKD network will be consumed totally and security messages can't be exchanged between two communication parties. Thus, we must detect out the potential key consuming attacks rapidly.

Fig. 2. The Framework of QKD-VoIP Systems

Dynamic Key Consuming Detection Scheme in QKD-VoIP Systems

In QKD-VoIP systems, eve can gain nothing by eavesdropping data packets. But eve can modify the transmitted data to consume the security keys generated by QKD systems. When the amount of security keys is not enough to encrypt the VoIP stream, Alice and Bob can't to exchange security messages any more. In this paper, we propose a Dynamic Key Consuming Detection scheme (DKode) in QKD-VoIP systems.

Detection Principles

In order to provide a numerical indication of perceived quality of received audio stream after transmission and compression, we introduce the Mean Opinion Score (MOS) model defined by ITU-T [START_REF] Wu | G.711-Based adaptive speech information hiding approach[END_REF]. The MOS value is expressed from 1 to 5, as it shown in Tab. 1. Values dropping below 3.5 are termed unacceptable by many network users. In order to prevent the audio communication between Alice and Bob, the attacking actions must drop the MOS value of transmitted VoIP stream below 3.5 or even lower [START_REF]Mean Opinion Score (MOS) -A Measure Of Voice Quality[END_REF]. We can use PESQ algorithm which based on MOS model to estimate the stream quality quickly to detect out the potential attacks [START_REF] Rix | Perceptual evaluation of speech quality (PESQ)-a new method for speech quality assessment of telephone networks and codecs[END_REF]. 
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 21 The Framework of QKD-VoIP Systems QKD network can be logically divided into two layers: quantum layer and classical layer, as it shown in Fig. 1. Quantum signals are transmitted in quantum layer. In classical layer, the communication parties (Alice and Bob) collect quantum information, and conduct post-processing procedures to generate unconditional security keys through security authenticated classical channel.
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 1 Fig. 1. The QKD network framework

Table 1 .

 1 The Sampling and measuring the MOS value of VoIP stream per cur T . If , go to Step 4. Else, go to Step 5. Sampling and measuring the MOS value of VoIP stream cur M, the VoIP communication between Alice and Bob is suffering the key consuming attacks. Abort.

	MOS Values

. Go to Step 2.
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