Ierho'er 
email: pzierhoffer@cs.put.poznan.pl
  
Towards relaxed rollback-recovery consistency in SOA

Keywords: SOA, web services, fault tolerance, message logging, rollbackrecovery, consistency

Nowadays, one of the major paradigms of distributed processing is SOA. To improve the reliability of SOA-based systems, a Re-ServE service that ensures recovery of consistent processing state, has been proposed. ReServE introduces a high overhead during failure-free computing. Thus, in this paper we propose relaxed recovery consistency models that allow optimization of rollback-recovery in SOA. We propose their formal denitions, and discuss the conditions under which these models are provided by ReServE.

1 Introduction sn the reent yersD the rpid growth of development nd deployment of servieE oriented systems @yeA hs een oserved VF elthough yeEsed systems hve mny dvntgesD they re lso highly errorEproneF pilures of ye omE ponentsD led to limittions in the vilility of serviesD 'eting the reliility of the whole systemF uh sitution is highly undesirle from the viewpoint of ye lientsD who expet tht provided servies re relile nd villeF o improve reliility of yeEsed systems nd pplitionsD di'erent pprohes my e ppliedF emong them reX replitionD trnstionEsed forwrd reovE ery @whih requires the user to expliitly delre ompenstion tionsAD nd the rollkEreovery hekpointEsed pproh SF sn mny existing ye systemsD in se of servie filureD the ompenstion proedure is often pplied to withdrw the e'ets of the performed request PDWF roweverD there re situtionsD when ompenstion proedure is either impossiE leD or it n e prohiitively expensiveF sn suh situtionsD the rollkEreovery pproh TD known from the generl distriuted systems n e ppliedF nE fortuntelyD the rollkEreovery tehniques for generl distriuted systems do not into ount spei( properties of ye systemsD mong whih reX the uE tonomy of nodesD looseEouplingD heterogeneous nture of the environmentD the This work was supported by the Polish National Science Center under Grant No. DEC-2011/03/D/ST6/01331 dynmi nture nd the longevity of intertionsD nd the inherent onstnt inE tertion with the outside worldF es onsequeneD we servies should not e fored to tke hekpoint or to roll k in se of the fultEfree exeutionF hey n lso refuse to inform other servies on hekpoints they hve tkenF hereforeD there is need for rollkEreovery mehnisms speilly tilored for ye rhiteturesF esponding to this needD we proposed ReServE @elile ervie invironE mentAD whih ims in inresing the ye fultEtolerne QDRF ReServE while preserving servies utonomyD ensures t the sme time tht in the se of filure of one or more system omponents @iFeF we servies or their lientsAD oherE ent stte of distriuted proessing is reoveredF ReServE fouses on seeking utomted mehnisms tht do not require the user intervention in the se of filuresD nd re other thn trnstions or replitionF he proposed servie n e used in ny ye environmentD though it is prtiulrly wellEsuited for the proE essing whih does not hve the trnstionl hrterD nd for the pplitions tht do not use the usiness proess engines with internl fultEtolerne mehE nisms @eFgF fivAF st lso respets the independene of the servie providersD llowing them to implement their own fultEtolernt poliiesF ReServE gurntees tht the reovered exeution is pereived y ll prE tiipnts of the proessing in onsistent mnnerF ineD ording to our est knowledgeD the notion of onsistent reovery stte hs not een lerly deE (ned nd formlized in the ontext of the yeD during reovery we followed the intuitive pprohD y whih the reovered stte is sid to e onsistentD if it re)ets the oservle ehvior of the system efore the filureF sn this pperD we lerly de(ne nd formlize the notion of strit yeEsed reovE ery onsisteny modelD implemented in ReServE until nowF feuse providing suh strit reovery onsisteny introdues lrge overhed during the filureE free omputingD we disuss under whih onditions strit reovery onsisteny n e relxedF gonsequentlyD we propose forml de(nitions of relxed reovery onsisteny models tht llow the reovered servie stte to di'er from the one efore the time of filureF e lso determine whih intertions @nd in whih orE derA hve to e reovered y ReServE servieD to ensure the ontinution of the proessing onsistent ordingly to the proposed relxed reovery onsisteny modelsF he rest of the pper is strutured s followsX setion P presents system model nd si de(nitionsF etion Q desries the generl ide of ReServED whih summrizes lredy presented servieD nd is inluded in order to mke pper selfEontinedF he min ontriution of this pper is ontined in etions R nd SD where the forml de(nition of strit onsisteny model is presentedD nd relxed reovery onsisteny models re proposedF xextD in etion T it is nlyzed how the proposed reovery onsisteny models re relized within ReServE servieF pinllyD etion U onludes the pperF hroughout this pperD ye system model is onsideredF e fous on iE ful we servies IHD exposed s sets of resouresD nd identi(ed y uniform resoure identi(er @sA mehnismF esoures n e hrterized s set of dt itemsD whih my e simple vrilesD (lesD ojets of ojetEoriented progrmming lngugeD etF e lient my intert with suh servies employing the r protool opertionsD with their ustomry interprettionF ervies re pulished y servie providers S k ∈ S nd essed y servie onsumers @lientsA C i ∈ CF he si intertion etween lient nd servie onsists of servie invotion @n event t the lient sideAD nd its exeution @n event t the server sideAF he ode to e exeutedD iFeF the implementtion of serE vie funtionlity is termed methodF snvotions nd exeutions orrespond to ommunition events t the protool levelF snvotion strts with sending request messge from lient to serverD nd mthing reeipt t the server sideF ixeution (nishes with reply messge sent from the server to the lientF he reeipt of the reply ompletes the invotionF he sequene of intertions etween lients nd we servies will e lled usiness proessF foth lients nd servies re pieeEwise deterministiF ervies n onurrently proess only suh requests tht do not require ess to the sme or interting resouresF ytherwiseD the existene of mehnism serilizing ess to resouresD whih uniquely determines the order of opertionsD is ssumedF eording to the i rulesD ommunition in the onsidered system is sttelessD whih mens tht eh request ontins ll the informtion neessry to understnd the requestD independently of ny requests tht my hve preE eded itF he onsidered ommunition hnnels re relile @the reliility is ensured y retrnsmission of messges nd pproprite (ltering of duplitesAD ut they do not gurntee pspy propertyF edditionllyD the rshEreovery model of filures is ssumedD iFeF system omponents my fil nd reover fter rshE ing (nite numer of times IF pilures my hppen t ritrry momentsD nd we require ny suh filure to e eventully detetedD for exmple y pilure hetetion ervie UF purthermoreD we ssume tht eh servie provider my use di'erent mehnisms to provide fult tolerneF fy reovery point we will denote n strtion desriing onsistent stte of the servieD whih n e orretly reovered fter filureD ut we do not mke ny ssumptions on how nd when suh reovery points re mde @to mke reovery point logsD hekpointsD replis nd other mehnisms my e usedAF ih servie tkes reE overy points independentlyF imilrlyD the lient my lso provide its own fult tolerne tehniques to sve its stteF 3 ReServE the general idea sn this setionD the design hoies nd onepts ehind ReServE servie re presentedF he detiled desription of ReServE hs lredy een presented in QDRD nd is inluded here in order to mke pper selfEontinedF hue to the ft tht intertions etween lients nd servies result in possile resoure stte hngesD they entil the lientEservie inter dependeniesF feuse in ye the utonomy of servies is ssumedD the filure of one proess should not inE )uene the proessing of other proessesD nd should not fore them to rollk when they hve not filedF ine servie providers do not provide informtion on the internl implementtion of serviesD it is not known whih events introdue interEproess dependeniesF hereforeD the reovery of filed servie should e isolted to void the sding rollks of other proessesF he rhiteture of ReServE is shown in pigF IF st hs modulr onstruE tionD nd inludes eovery wngement nits @RM U AD glient sntermediry wodules @CIM A nd ervie sntermediry wodules @SIM AF he min tsk of RM U s is inresing the reliility of performed usiness proessesF RM U s store ll requests nd responses exhnged y usiness proess prtiipnts in their tle torge le to survive ll filuresF es resultD the RM U modules posses omplete history of ommunitionD whih is used during rollk nd reovE ery of usiness proessesF he remining CIM nd SIM units serve s proxies for lients nd serversF hey mke ReServE trnsprent to prtiipnts of the ommunitionD nd llow to fully ontrol the )ow of messges in the system y interepting messges issued y lients nd serversF edditionllyD SIM s monitor the servies sttus nd ret in the se of its filure y inititing nd mnging the servie rollkEreovery proedureF ih servie is registered in one RM U @defult or mster RM U AD ut the single RM U n e used y mny serviesF sn turnD the lient n e registered simultneously in mny RM U sD ut lwys one of them stores informtion on other RM U 9s used y the lientF he request issued y lient to servie is interepted y lient9s CIM D nd forwrded to its mster RM U @IAF sf the required servie is registered in RM U D the request is sved in RM U 9s tle torgeD nd forwrded to the servie through its SIM @PAF ytherwiseD lient9s mster RM U otins the s of requested servie RM U from its SIM @QAD nd sends k this informtion to CIM @RAD whih reissues the request to proper RM U @SD TAF he servie proesses request nd sends the response k to RM U @UAF he response is sved in the tle torge nd forwrded to the lient through CIM @VAF sf the RM U module otins the lient9s requestD to whih the response hs lredy een svedD then sved response is sent to the lientD nd there is no neessity to send the request one gin to the servieD whih provides extlyEone exeution of lient9s requestF sn ReServED the onsistent reovery ssumes the reovery of ll events tht hve ourred efore the filure in the sme order s during the originl exeE utionF sn e'etD the reovered servie rehes the stte from efore the filureF his pproh lks proper theoretil foundtions " ording to our est knowledgeD neither the notion of onsistent reovery stte hs een lerly de(ned nd formlized in the ontext of yeD nor the requirements of the onE sisteny hve een spei(edF pinding the onsistent stte of ye omputtion is importnt for nlyzingD testing or verifying properties of these omputtionsF husD the lk of formlly spei(ed nd reognized onsisteny requirements for yeEomplint proessing grvely prohiits the onstrution of provly orret rollkEreovery protoolsF hereforeD this pper ims t giving the neessry forml sis for ny further inEdepth reserh in this (eldF sn this setion the strict recovery consistency model @AllRequestsA tht orresponds to ReServE pessimisti pproh is proposedF he filure ourrene in this se is fully mskedD nd the reovery is trnsprent from the viewpoint of lients nd serviesF sn the forml de(nition of this modelD the nottion presented elow is usedF he set of ll methods provided y servie is denoted y MF hey eiE ther modify @possily lso redA or only red the servie stte @they elong to sets M M nd M R respetivelyAF hen lient C i invokes servie S j y sending the xEth request req tht refers to resoure res n event denoted y req x Ci (S j , op, res) is produedF he prmeter op of this event denotes the type of method @op ∈ M) to e exeuted y the servie in the result of otining the requestF sn turnD recvrep x Ci (S j , res) represents the event produed when lient C i otins from servie S j the reply rep to its xEth request reqY reE sult of exeution of req is return in resF he orresponding events t servie S j D reX recvreq x Sj (C i , op, res) nd rep x Sj (C i , op, res)F he former denotes the event produed when S j reeives the pproprite request from C i F he ltter represents the event produed when the servie S j hs (nished the exeution of the request D nd sends reply to C i F por the ske of the simpliityD if some element in the ove nottion is unimportnt or ovious in the ontextD it n e omittedF he lol history of servie S j is denoted y

H Sj = E 0 j E 1 j E 2 j .
. . E n j F ivents tht our t servie S j re ordered y reltion Sj D lled servie exeuE tion orderF sn turnD the reltion of events tht ours during servie reovery is represented y Sj D nd is lled servie reovery exeution orderF ih time when the filure of servie S j oursD rsh event denoted y f * is produedF sn turnD in moment of reovery restrt event f ¢ oursF husD servie stte t the moment of event f ¢ ourrene is equivlent @in the result of the performed rollkA to the stte sved in the ltest reovery point RP Sj F e denote the lol history of servie S j omprising events tht ourred fter the servie reovery point RP Sj ws tkenD ut efore the rsh event f * y H ≺f * Sj F sn turnD the lol history of servie S j omprising events tht ourred fter the restrt event is denoted y

H f ¢ Sj F gonsequentlyD rep Sj (C i , op, res) ∈ H ≺f *

Sj

denotes the event of sending reply lost due to the filure y servie S j to lient

C i D nd recvreq Sj (C i , op, res) ∈ H t ¢ Sj
indites tht the event of reeiving request y servie S j from lient C i ws reovered fter the restrt event f ¢ F snformllyD the reovered servie stte is sid to e onsistent ording to strit reovery onsisteny modelD if fter reovery from filureD the servie stte re)ets the exeution of ll requests otined from lients nd other serviesD nd performed y this servie efore its filureF woreoverD the order of reovered requests is the sme s it ws efore the filureF felowD the forml de(nition of ellequests reovery onsisteny model is presentedX Denition 1. vet o1, o2 ∈ M e methods provided y servie S j F he reE overed servie stte is onsistent ording to strict recovery consistency model @AllRequestsAD i' for ll events recvreq Sj (C i , o1)D recvreq Sj (C k , o2) tht represent requests otined y servie S j D nd rep Sj (C i , o1)D rep Sj (C k , o2) tht re replies issued y S j fter performing methods o1 nd o2D the following ondition holdsX

rep Sj (C i , o1) ∈ H ≺f * Sj ⇒ recvreq Sj (C i , o1) ∈ H f ¢ Sj ∧ ∀rep Sj (C i , o1), rep Sj (C k , o2) ∈ H ≺f * Sj :: rep Sj (C i , o1) Sj rep Sj (C k , o2) ⇒ recvreq Sj (C i , o1)) Sj recvreq Sj (C k , o2)
he ove de(nition sys tht if method o1 ws performed efore the servie filure @iFeF the event of sending reply fter performingo1 elongs to history H ≺f * Sj of events performed y S j efore the filureAD then the method o1 is reoveredF his implies tht the event of reeiving request tht invokes o1 is pplied gin fter the servie restrtD nd elongs to history H f ¢ Sj of events performed y servie S j fter its rollkF woreoverD if replies to o1 nd o2 were issued efore the filure in spei(ed servie exeution orderD their exeution order is the sme during the reoveryF e forml spei(tion llows unmiguous determintion of the set of requests tht n not e missed during the reoveryD euse they re neessry to meet the reovery onsisteny modelF 5 Relaxed recovery consistency models ervie providers supply lients with set of methods tht llow them to ene(t from the funtionlity o'ered y serviesF hepending on the hrteristis of servie nd the nture of its methodsD the exeution of these methods di'erently 'ets the servie stteF ome methods re pstEopertionsEwreD iFeF they tke into ount the history of servie proessing in order to modify the servie stteD wheres the exeution of other methods invlidtes the previous servie historyD or prt of itF hereforeD lthough some methods modify the servie stteD they re irrelevnt to the overll servie omputtion due to the method spei(ityF o illustrte thisD let us onsider ounter servie tht provides the following methodsX inc(x) tht inreses vlue of the ounter resoure y xD dec(x) " deresing vlue of the ounter y xD nd set(x)D whih sets the ounter vlue for xF purtherD let us ssume tht the following sequene of methods ws performedX inc(5)D dec(3)D set(7)D dec(1)F efter the filure ourrene only methods set(7)D nd dec [START_REF] Avizienis | Basic concepts and taxonomy of dependable and secure computing[END_REF] hve to e reoveredD euse the result of exeution of methods inc(5)D nd dec(3) ws overridden y the exeution of method set(7)F eEexeution of irrelevnt methods n e omitted during the rollkEreoveryD without hnging the mening of proessing nd its resultF gonsequentlyD suh methods lso need not to e loggedF his implies tht some servies do not require strit reovery onsisteny model to reover proessing pereived s onsistentF felowD we propose relxed reovery onsisteny models tht llow optimiztion of the rollkEreoveryF sn order to llevite requirements regrdE ing the onsistent proessing stteD we ssume tht servie provider delivers si informtion on the hrter of methods it exeutes during servie proessingF Every modication recovery consistency model vessons lerned from the messgeEpssing systemsD in whih red messges re negleted during the proE ess rollkEreoveryD enled us to divide methods into lookup nd modifyingF wethods from the (rst group do not hnge the stte of servieD so they n e onsidered irrelevnt from the servie point of viewD nd s suh they n e omitted during the reovery of servie stteF sn turnD ll modifying methods performed efore the filure hve to e reovered in the se of servie filureF woreoverD the order of their exeution efore the filure hve to e mintined fter the reoveryF e reovery onsisteny model tht ensures this ssumption is lled every modication recovery consistency model @EveryMod AF Denition 2. vet o1, o2 ∈ M M e modifying methods provided y servie S j F he reovered servie stte is onsistent ording to every modication recovery consistency model @EveryModAD i' for ll events recvreq Sj (C i , o1)D recvreq Sj (C k , o2) tht represent requests otined y servie S j D nd rep Sj (C i , o1)D rep Sj (C k , o2) tht re replies issued y S j fter performing o1 nd o2D the folE lowing ondition holdsX

rep Sj (C i , o1) ∈ H ≺f * Sj ⇒ recvreq Sj (C i , o1) ∈ H f ¢ Sj ∧ ∀rep Sj (C i , o1), rep Sj (C k , o2) ∈ H ≺f * Sj :: rep Sj (C i , o1) Sj rep Sj (C k , o2) ⇒ recvreq Sj (C i , o1)) Sj recvreq Sj (C k , o2)
iverywod reovery onsisteny model loosens ellequests model y tking into ount only opertions tht modify servie stte @o1, o2 ∈ M M A insted of ll opertions performed efore the filureF iverywod n e pplied to ll eE ommere serviesF vet us onsider n onEline storeF urhsing or returning produts ought in this store hnges the mount of ville produts nd the store9s udgetF efter servie filureD ll performed purhses nd returns hve to e reoveredF yn the other hndD when lient just heks if the item is o'ered y onEline store or how muh it ostsD then the request orresponding to ove method n e omitted during reovering servie stteF Important modication recovery consistency model vet us onsider tht mong modifying methods provided y servieD there is set of methods tht re signi(nt for providing servie funtionlityF he exeution of suh methE ods does not tke into ount the history of otherD previously performed methE odsF hereforeD during the rollkEreovery only signi(nt methods hve to e reoveredF e reovery onsisteny model tht di'erentites servie modifying methodsD nd distinguishes set of methods signi(nt for supplying servie funtionlity is lled important modications recovery consistent model @ImpMod)F he exeution of signi(nt methods does not tke into ount the history of previously performed methodsD whih re not signi(ntF snformlly smpwod reovery onsisteny model implites tht ll requests of signi(nt methods hve to e reoveredF he exeution order of reovered requests orresponds to their exeution order efore the filure ourreneF hen signi(nt methods hve not een exeuted efore the filureD then ll modifying requests hve to e reoveredF pinllyD requests modifying servie stte invoked fter the exeution of the lst request of signi(nt method lso hve to e reoveredF Denition 3. vet o ∈ M M e modifying methods provided y servie S j D nd o ∈ M S e signi(nt methods provided y S j D where M S denotes the set of signi(nt methods M S ⊂ M M F purther let o1, o2 e methods of the sme type @o1, o2 ∈ M S or o1, o2 ∈ M M AF he reovered servie stte is onsistent ording to ImpMod recovery consistency modelD i' for ll events recvreq Sj (C i , o)D tht represent requests otined y servie S j D nd rep Sj (C i , o) tht re replies issued y S j D the following ondition holdsX

∀rep Sj (C i , o ) :: rep Sj (C i , o ) ∈ H ≺f * Sj ⇒ recvreq Sj (o ) ∈ H f ¢ Sj ∧ ∀rep Sj (C i , o) ∈ H ≺f * Sj :: rep Sj (C i , o ) ∈ H ≺f * Sj :: rep Sj (C i , o) Sj rep Sj (C i , o ) ⇒ recvreq Ci (o) ∈ H f ¢ Sj ∧ ∀recvreq Sj (C i , o1), recvreq Sj (C k , o2) ∈ H ≺f * Sj :: rep Sj (C i , o1) Sj rep Sj (C k , o2) ⇒ recvreq Sj (C i , o1) Sj recvreq Sj (C k , o2)
eove de(nition sttes tht every signi(nt method performed efore the filE ure is reoveredD euse when the reply issued fter the exeution of signi(E nt method o elongs to history H ≺f * Sj of events performed y S j efore the filureD then the request of method o1 is reEinvoked y S j fter its restrtD nd elongs to H f ¢ Sj @(rst onditionAF purtherD it is sid tht ll modifying methods o exeuted efore the filure @for whih rep Sj (C i , o) ∈ H ≺f * Sj A tht were not followed y ny signi(nt method o F sn other wordsD if there exists no signi(nt method o invoked fter the invotion of modifying methods oX

rep Sj (C i , o ) ∈ H ≺f * Sj :: rep Sj (C i , o) Sj rep Sj (C i , o ) D then the invotion of
modifying methods is reovered nd elongs to the history H f ¢ Sj @seond ondiE tionAF pinllyD the exeution order during reovery proedure orresponds to the exeution order efore the filureF o illustrte the pplition of smpwod reovery onsisteny model let us ssume tht servie provides lients virtul shopping sketD nd supplies methods to operte on it @dd nd removeAD s well s to (nlize eletroni shopping @uyAF hen lient dds or removes produts from the sketD the mount of ville produts hngesD wht is re)eted in the stte of the onEline storeF efter the filure ourreneD when the onEline store restrts its workD the shopping sket of lient should omprise ll produts tht hve een dded to it efore the filure @the history of methods performed y lient onsists of sequene of add nd removeAF roweverD when the lient (nlizes its shopping the shopping sket is emptiedF efter reovery the history of performed tions ontins only the informtion on (nlizing shopping @there is just uy methodAF Latest modication recovery consistency model emong modifying methE ods there n e distinguished those tht override the servie stteD without tkE ing into ount the prior history of sttesF sn suh seD only the ltest exeuted method is essentil for the proper reovery of the servie stteD nd s suh it should e persistentF e reovery onsisteny model tht ensures this ssumption is lled latest modication recovery consistency model @LatestMod AF Denition 4. vet o1, o2 ∈ M L e modifying methods tht elong to the set M L of methods tht override servie stteD where M L ⊂ M M F he reovered serE vie stte is onsistent ording to LatestMod recovery consistency modelD i' for ll events recvreq Sj (C i , o1)D recvreq Sj (C i , o2) tht represent requests otined y servie S j D nd rep Sj (C i , o1)D rep Sj (C i , o2)D tht re replies issued y S j D the following ondition holdsX

∀rep Sj (C i , o1), rep Sj (C i , o2) ∈ H ≺f * Sj :: rep Sj (C i , o1) Sj rep Sj (C i , o2) ⇒ recvreq Sj (C i , o2) ∈ H f ¢ Sj
he key di'erene etween smpwod nd vtestwod reovery onsisteny modE els onsists in reovering only the singleD ltest request performed y the servie efore the filure in the se of the vtestwod modeF sn ontrst for the vtE estwod reovery onsisteny modelD in smpwod set of requests is reoveredF gontinuing the exmple of the onEline storeD let us ssume tht lient of the onEline store mnges its lient9s ount pro(leF e lient n hnge hisGher personl detilsF ivery modi(tion of the lient ount is indingD so only the ltest modi(tion one is reoveredF

No modications recovery consistency model sn se of some serviesD the modifying methods n e unherlded from the viewpoint of suh serviesF his is seD of ll servies tht medite in the exeution of methods requested y lientD nd t s proxy serviesF uh servies refer requests from lients to pproprite servies providing funtionlity required y lientsF e reovery onsisteny model tht refers to intermediry serviesD tht only medite in the proessing etween lients nd other serviesD is lled no modication recovery consistency model @NoMod AF Denition 5. vet o1, o2 ∈ M M e modifying methodsF he reovered servie stte is onsistent ording to NoMod recovery consistency modelD i' for ll events recvreq Sj (C i , o1)D recvreq Sj (C i , o2) tht represent requests otined y servie S j D nd rep Sj (C i , o1)D rep Sj (C i , o2)D tht re replies issued y S j D the following ondition holdsX

∀rep Sj (C i , o1), rep Sj (C k , o2) ∈ H ≺f * Sj ⇒ H t ¢ Sj = Ø
6 Discussion on the consistent recovery problem sn this setion we disuss the reliztion of the proposed reovery onsisteny models in the ontext of ReServE. sn order to reover servie stte tht is onsistent ording to required reovery onsisteny modelD set of requests tht should e reEexeuted fter the servie filure hs to e designtedF elsoD the order in whih the hosen requests re performed during the servie reovE ery hs to e determinedF herefore ReServE servie mkes some neessry ssumptionsD nd introdues internl mehnismsD to solve this prolemF e disuss them rie)y elowF sn order to provide the orret reoveryD the requests should e reEexeuted in the pproprite orderF por this purposeD eh reply sent y the servie hs unique identi(erD lled ResponseIdD whih is ssigned y servieF elying on the provided forml spei(tions of the models presented in setion SD we deterE mine whih messges hve to e kept y the w nd resent to servieD during its reoveryF ine ellequests model is the most generl reovery onsisteny modelD we only desrie the wy it di'ers from other modelsF woreoverD tions performed y other modules @spei(lly swA re the sme for ll onsisteny models nd re desried in QDRF ellequests reovery onsisteny model requires ll requests to e svedF ynly when servie informs out new reovery pointD w is llowed to remove older messgesF rving reeived request to strt reovery proess eE ginning with ertin messgeD denoted lowestReqIdD w resends set of messges determined y the following prediteX toRecover = {req Sj : (rep req S j ∈ SavedReplies∧ rep req S j .ResponseId ≥ lowestReqId) ∨ (rep req S j ∈ SavedReplies)} he toRecover predite hooses ll messges direted to the given servieD for whih reply hs een sved with identi(er greter or equl to the one requested y the servieF elso ll requests without n nswer kept y w re hosen to e resentF iverywod reovery onsisteny model di'ers from the strit one in two spetsF pirstlyD reeipt of reply llows w to forget the ontent of the orresponding requestF roweverD for the ske of lient reovery the reply must e still kept y ReServEF he requestD on the other hndD will never e used ginD so it9s ontent n e sfely disrdedF o preserve possiility to reover lient sttesD the metdt of the requests hs to e retinedF efter filureD set of messges to e reEexeuted is desried yX

toRecover = {req Sj : req Sj }.T heContent = ∅ ∧ ((rep req S j ∈ SavedReplies ∧ rep req S j .ReplyId ≥ lowestReqId) ∨ (rep req S j ∈ SavedReplies))
w hooses requests direted to the given servie in similr fshion to ellequests lgorithmD ut now it omits the requests without ny ontentD s they were deemed irrelevnt to the reovery proessF smpwod reovery onsisE teny model is spei( version of iverywod modelF foth models onsider only modifying requestsD ut smpwod llows w to redue the mount of repeted messges even moreF pon reeiving of replyD w veri(es if the orresponding request ws modifyingF sf notD it9s ontent is disrdedD s in iverywod modelF sf the request ws modifyingD it9s importneD delred y the servieD is veri(edF eeipt of reply to n importnt requests uses w to disrd ontent of previous unimportnt requests direted to the sme resoureF e set of messges to reover fter filure is lulted in the sme wy s in the iverywod modelF ine the ontent of unimportnt requests ws removedD they won9t eome prt of the reovery proessF por even simpler serviesD supporting vtestwod reovery onsisteny modelD there is no onept of importnt modi(tionsF snE stedD fter reeiving reply to modifying requestD w lers the ontent of previous request direted to the sme resoureF e response to nonEmodifying requestD s in previous modelsD triggers lering of this request9s ontentF his wy there is t most one request sved for eh resoureF 7 Conclusions elthough some ttempts to inrese the fultEtolerne of ye systems hve een undertkenD the proposed solutionsD sed on rollkEreovery mehnismD require ostly glol reovery oordintionD o'ering very strit onsisteny of the reovered proessing stteF st is lerD sed on the pst experieneD tht mny ye pplitions ould ene(t from less restritive onsisteny modelsD llowing the reovery of the proessing stte in more e0ient wyF futD ording to est uthors knowledgeD neither the notion of onsistent reovery stte hs een lerly de(ned nd formlized in the ontext of yeD nor the requirements of the onsisteny hve een spei(edF hereforeD this pper hs delt with prolem of providing onsisteny models for rollkEreovery of ye systemsF sn the pperD the forml de(nitions of reovery onsisteny models were proposedD nd their fetures were disussedF e forml spei(tions llowed the unmiguous determintion of the set of requests tht n not e missed during the reovE eryF he proposed reovery onsisteny models were pplied in the ontext of ReServE servieF yur future work enompsses rrying out the pproprite simultion experiments to quntittively evlute the overhed of the presented relxed rollkEreovery protoolsF
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