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Telecommunications networks are exposed to new vulnerabilities and threats due to interdependencies and links between the cyber and physical layers. Within the cyber-physical framework, data fusion methodologies such as evidence theory are useful for analyzing threats and faults. Unfortunately, the simple analysis of threats and faults can lead to contradictory situations that cannot be resolved by classical models.

Classical evidence theory extensions, such as the Dezert-Smarandache framework, are not well suited to large numbers of hypotheses due to their computational overhead. Therefore, a new approach is required to handle the complexity while minimizing the computational overhead. This paper proposes a hybrid knowledge model for evaluating the intersections among hypotheses. A hybrid frame of discernment is presented using a notional smart grid architecture that transforms the basic probability assignment values from the classical framework. Several analyses and simulations are conducted, with the goal of decreasing conflicts between two independent sources. A comparative analysis is performed using different frames of discernment and rules in order to identify the best knowledge model. Additionally, a computational time analysis is conducted.

Introduction

The pervasive growth of network technology has led to the integration of telecommunications technologies and physical processes to create cyber-physical systems. Cardenas, et al. [START_REF] Cardenas | Secure control: Towards survivable cyber-physical systems[END_REF] define a cyber-physical system as integrating computing, communications and storage capabilities with monitoring and/or control of entities in the physical world, which is done in a dependable, safe, secure and efficient manner under real-time constraints. A cyber-physical system is characterized by the tight connection and coordination between cyber and physical resources. Poovendran [START_REF] Poovendran | Cyber-physical systems: Close encounters between two parallel worlds[END_REF] notes that the concept of a cyber-physical system changes the notion of a physical system to include humans, the infrastructure and the software platform in which the overall system is highly networked.

Examples of cyber-physical systems include supervisory control and data acquisition (SCADA) systems that monitor and control electric power grids, oil and gas pipelines, water supply networks and wastewater treatment systems [START_REF] Burmester | Modeling security in cyber-physical systems[END_REF]. Research activities related to these systems usually focus on reliability and resilience. Krishna and Koren [START_REF] Krishna | Adaptive fault-tolerance for cyber-physical systems[END_REF] have proposed an adaptive control methodology for cyber-physical systems to handle failures of cyber and physical components. Cardenas, et al. [START_REF] Cardenas | Secure control: Towards survivable cyber-physical systems[END_REF] have studied integrity, confidentiality and denial-of-service attacks on cyber-physical systems. This paper considers cyber-physical systems in the context of evidence theory, with the goal of properly identifying the causes of faults and threats when a cyber attack compromises power grid operations. Evidence theory has been applied in multi-sensor fusion problems such as diagnosis [START_REF] Basir | Engine fault diagnosis based on multi-sensor information fusion using Dempster-Shafer evidence theory[END_REF]. Siaterlis and Genge [START_REF] Siaterlis | Theory of evidence-based automated decision making in cyber-physical systems[END_REF] have proposed an evidence theory framework for anomaly detection. In contrast, this paper proposes a hybrid knowledge model for evaluating the intersections among hypotheses. The new approach handles complexity while reducing the computational overhead.

Evidence Theory

Evidence theory is a mathematical formalism for handling uncertainty by combining evidence from different sources to converge to an accepted belief [START_REF] Shafer | A Mathematical Theory of Evidence[END_REF]. The basic concept is to reduce uncertainty in order to identify the set that contains the correct answer to a question.

Frame of Discernment

Let Ω = {ω 1 , • • • , ω n } be the frame of discernment -the set of hypotheses that represents a possible value of the variable ω. In classical evidence theory, the hypotheses are assumed to be mutually exclusive [START_REF] Dempster | Upper and lower probabilities induced by a multivalued mapping[END_REF][START_REF] Shafer | A Mathematical Theory of Evidence[END_REF].

Given a frame of discernment Ω, it is possible to define the power set

Γ(Ω) = {γ 1 , • • • , γ 2 |Ω| } with cardinality |Γ(Ω)| = 2 |Ω| .
This set contains all possible subsets of Ω, including the empty set γ 1 = ∅ and the universal set (frame of discernment) γ 2 |Ω| = Ω.

Basic Probability Assignment

Smets and Kennes [START_REF] Smets | The transferable belief model[END_REF] have defined a model for evidence theory called the transferable belief model. The model relies on a basic probability assignment (BPA) function: m : Γ(Ω) → [0, 1]. The BPA function assigns a value between 0 and 1 to each element of the power set subject to the constraint:

γa⊆Γ(Ω) m(γ a ) = 1 with m(∅) = 0. ( 1 
)
Each element γ a with m(γ a ) ̸ = 0 is called a focal set. One of the key goals is to quantify the confidence of propositions of the form: "the true value of ω i is in γ a " where γ a ∈ Γ(Ω). For γ a ∈ Γ(Ω), m(γ a ) is the portion of confidence that supports exactly γ a . This means that the true value is in the set γ a ; however, due to the absence of additional information, it is not possible to better support any strict subset of γ a . Note that this does not correspond to a probability function and it does not respect the property of additivity, i.e., m(γ

a ∪ γ b ) ̸ = m(γ a ) + m(γ b ).
Each BPA is an atomic element in the transferable belief model. In fact, each sensor, agent and node must be able to assign BPA values based on subjective assumptions or using algorithms that automatically determine the assignments.

Combination Rules

In the case of independent information sources, a rule that aggregates the data is required. Several combination rules have been proposed in the literature. The most commonly rules are Dempster's rule [START_REF] Dempster | Upper and lower probabilities induced by a multivalued mapping[END_REF] and Smets' rule [START_REF] Smets | The transferable belief model[END_REF]. This paper considers an additional rule, called proportional conflict redistribution no. 6 (PCR-6), in order to obtain sufficient solutions in terms of a qualityconflict ratio.

Dempster's Rule. Dempster's rule of combination [START_REF] Dempster | Upper and lower probabilities induced by a multivalued mapping[END_REF], which was the first to be formalized, is a purely conjunctive operation. This rule strongly emphasizes the agreement between multiple sources and ignores conflicting evidence through a normalization factor:

Dempster{m i , m j }(∅) = 0 (2) Dempster{m i , m j }(γ a ) = γ b ∩γc=γa m i (γ b )m j (γ c ) 1 - γ b ∩γc=∅ m i (γ b )m j (γ c ) ∀γ a ∈ Γ(Ω). (3) 
Note that Dempster's rule assigns a null mass to the empty set, which has certain limitations when the conflict value is very high.

Smets' Rule. Smets' rule of combination [START_REF] Smets | The transferable belief model[END_REF] provides the ability to explicitly express contradictions in the transferable belief model by letting m(∅) ̸ = 0. Smet's rule, unlike Dempster's rule, avoids normalization while preserving commutativity and associativity. The rule is formalized as follows:

Smets{m i , m j }(γ a ) = m i (γ a ) ⊗ m j (γ a ) ∀γ a ∈ Γ(Ω) ( 4 ) 
where

m i (γ a ) ⊗ m j (γ a ) = γ b ∩γc=γa m i (γ b )m j (γ c ) ∀γ a ∈ Γ(Ω). (5) 
The inequality m(∅) > 0 can be explained in two ways. The first is the open world assumption of Dempster [START_REF] Dempster | Upper and lower probabilities induced by a multivalued mapping[END_REF], which expresses the idea that the frame of discernment must contain the true value. Necessarily, if the open world assumption is true, then the set of hypotheses must contain all the possibilities. Under this interpretation, if ∅ is the complement of Ω, then mass m(∅) > 0 represents the case where the truth is not contained in Ω.

The second interpretation of m(∅) > 0 is that there is some underlying conflict between sources. Hence, the mass m(∅) represents the degree of conflict. In particular, the mass m(∅) is computed as:

m i (∅) ⊗ m j (∅) = 1 - γ b ∩γc=∅ (m i (γ b ) ⊗ m j (γ c )) . (6) 
PCR-6 Rule. The proportional conflict redistribution rule no. 6 (PCR-6) [START_REF]Advances and Applications of DSmT for Information Fusion (Collected Works)[END_REF] is a non-Bayesian rule for combining BPAs. PCR-6 considers two sources of information evaluated as PCR 6 (∅) = 0 and ∀γ a ∈ Γ(Ω) \ ∅ according to the following equation:

PCR 6 {m i , m j }(γ a ) = Smets{m i , m j }(γ a )+ γ b ∈ Γ(Ω) \ γ a , γ a ∩ γ b = ∅ m 2 i (γ a )m j (γ b ) m i (γ a ) + m j (γ b ) + m 2 j (γ a )m i (γ b ) m j (γ a ) + m i (γ b ) . ( 7 
)
The conflict is redistributed between the elements of the power set. In the case of high-conflict sources, only the focal sets that generate the conflict are involved in the redistribution (see the normalization factor in Equation ( 7)). Therefore, the solutions obtained after the combination are better in terms of the quality-conflict ratio.

Architecture for Smart Grid Diagnostics

A smart grid is an excellent example of a cyber-physical system -it comprises the physical electrical grid and an integrated telecommunications network that monitors and controls the energy flow. Figure 1 shows a simplified cyberphysical representation of a smart grid. Note that the EMS/DMS control system uses a telecommunications network to send and receive information from substations in the power grid.

Two assumptions are made about the smart grid architecture. The first assumption concerns the information exchanged by the equipment: under normal conditions, the cyber information can be represented by the timing and volume of four packet types (Command, Ack-Receive, Reply and Ack-Response). The second assumption concerns the sensors used for smart grid management: a packet-sniffing sensor is used in the cyber layer to detect the number of packets in the network and a physical layer sensor is used to indicate whether a piece of equipment (e.g., circuit breaker) is working or not.

In order to apply evidence theory to determine the cause of a malfunction, it is necessary to define the appropriate frame of discernment Ω. In the the example under consideration, there are three hypotheses: normal behavior (N ), physical fault (P ) and cyber threat (C). The system has normal behavior when the breaker is working and the network packets conform to the operational timing and volume constraints. A physical fault exists when the sensors detect a breaker fault. A cyber threat exists when there is excess or low packet volume. As shown in Figure 2, in the classical evidence theory framework, the hypotheses are mutually exclusive with empty intersections.

A plausible scenario is simulated using the specified architecture and parameters. The scenario involves an attacker who compromises the operation of a piece of equipment (circuit breaker) via a telecommunication attacks (distributed denial-of-service attack). A simulation, which has a duration of 100 seconds, is divided into four different situations: Situation 1 (0 to 27 seconds): The smart grid behaves normally and no alarms are detected. The breaker is working and the number of network packets in the specified time window is normal. Situation 2 (28 to 35 seconds): The cyber sensor detects an increasing number of packets in the network (due to the attacker's intrusion), but the breaker is still working.

Situation 3 (36 to 95 seconds): The cyber sensor and the physical sensor both detect anomalous behavior. The packet-sniffing sensor detects a high number of packets and the breaker does not respond to commands.

Situation 4 (96 to 100 seconds): The smart grid is back to normal after the cyber-physical attack because the countermeasures were successful. 1 summarizes the simulation events, with a focus on the time and information sources.

The goal is to fuse all the data provided by the sensors during a simulation in order to detect a cyber-physical attack. As such, the relative frame of discernment Ω according to the classical evidence theory is:

Ω = {C, P, N } . ( 8 
)
Starting with Ω, the power set is:

Γ(Ω) = {∅, C, P, N, C ∪ P, C ∪ N, P ∪ N, C ∪ P ∪ N } . (9) 
Each sensor has to distribute a unitary mass over specific focal sets during a simulation. Using a combination rule, a fusion result can then be obtained.

Specifically, the focal sets for the cyber sensor are {C, N, P ∪ N, Ω}. Note that a cyber security expert could identify a cyber anomaly, but is unlikely to discern a physical anomaly. Similarly, the focal sets for the physical sensor are {P, N, C ∪ N, Ω}.

Santini, et al. [START_REF] Santini | Evidence theory for smart grid diagnostics[END_REF] have used the PCR-6 rule to develop metrics for identifying the effects of cyber attacks that are designed to inflict physical damage. A cyber-physical fault is detected in the presence of mutually exclusive hypotheses by noticing the existence of non-zero similar masses in the cyber cause set and the physical cause set. Such problems are primarily related to the BPA assignments for the sources, which are application dependent. Another problem relates to the interpretation of conflict values that is done in an ad hoc manner. The following exponential function (depending on the number of captured packets) is used as the BPA assignment to set the mass of {C}:

e -(a•p)/x ( 10 
)
where a and p are positive tuning parameters and x is the number of packets. Equation ( 10) is used in the same manner to express the mass of {P } after a physical fault, where x is the persistence of the fault. When two information sources that have high conflict exist in the cyber and physical realms, the rough values obtained after fusion using the PCR-6 rule are unsuitable. The solution proposed in [START_REF] Santini | Evidence theory for smart grid diagnostics[END_REF] is to evaluate at each fusion step the conflict value of the mass distribution over Ω using Smet's rule and compare it with the sum of the two masses in {C} and {P }. The cyber-physical alarm triggering equation is given by: max {mPCR-6(γa)} ∀γa ∈ Ω, if mSmets({∅}) ≤ ρ mPCR-6({C}) + mPCR-6({P }) ≥ mSmets({∅}), if mSmets({∅}) ≥ ρ [START_REF]Advances and Applications of DSmT for Information Fusion (Collected Works)[END_REF] where ρ = 0.7 is a pre-defined threshold for an admissible conflict value. Typically, the decision-making rule in evidence theory is set with the highest BPA value after combining the information from all the sources.

In the smart grid case study, Equation ( 11) is not always valid throughout the simulation: during the cyber-physical anomaly, the decision rule yields different sets for the same events (i.e., initially {C} and then {P }).

As shown in Figure 3, the results are quite interesting. During the simulation, m({C}) and m({P }) converge to the same value even if they belong to two exclusive sets as the classical evidence theory assumes.

Using Equation [START_REF]Advances and Applications of DSmT for Information Fusion (Collected Works)[END_REF], it is possible to transmit to the control center the current state of the system, underlying the occurrence of the cyber-physical attack. Upon analyzing the results, it is possible to confirm that an intersection exists among the sets in the frame of discernment.

Smarandache and Dezert [START_REF]Advances and Applications of DSmT for Information Fusion (Collected Works)[END_REF] have proposed an extended version of evidence theory. The extended theory eliminates the constraint on the exclusivity of hypotheses and explicitly considers intersections among the elements of the power set. Although the theory appears to be useful in our case study, the main problem is the intersection operator. In fact, after defining the frame of discernment Ω, it is necessary to define a special power set called the hyper power set D Ω . The cardinality of D Ω due to the intersection operator follows the Dedekind number sequence: 1, 2, 5, 19, 167, 7580, 7828353, 56130437228687557907787... [START_REF]Advances and Applications of DSmT for Information Fusion (Collected Works)[END_REF][START_REF] Wiedemann | A computation of the eighth Dedekin number[END_REF]. Note that only cases up to n < 7 are tractable with current computing technology. This paper resolves the problem by using a hybrid knowledge model based on classical evidence theory and Dezert-Smarandache theory, which is described in the following section.

Exploring the Frame of Discernment

The computational overhead when using the Dezert-Smarandache theory is extremely high. To address this problem, the initial frame of discernment is modified by considering a hybrid knowledge model between classical evidence theory and Dezert-Smarandache theory. In particular, the intersection of {C} and {P } is explicitly evaluated as in the case of Dezert-Smarandache theory, but in the context of classical evidence theory.

The new frame of discernment, which is shown in Figure 4, is given by:

Ω ′ = {C ′ , P ′ , N, C ∩ P } (12) 
where

{C ′ } ∈ Ω ′ is equal to {C} \ {P } in the initial frame of discernment Ω, and 
{P ′ } ∈ Ω ′ is {P } \ {C} ∈ Ω.
The intersection {C ∩ P } is added to the frame of discernment because most of the conflict is between the sets {C} and {P }. The new power set is given by:

Γ(Ω ′ ) = {∅, C ′ , P ′ , N, C ∩ P, C ′ ∪ P ′ , C ′ ∪ N, C ′ ∪ (C ∩ P ), P ′ ∪ N, P ′ ∪ (C ∩ P ), N ∪ (C ∩ P ), C ′ ∪ P ′ ∪ N, C ′ ∪ P ′ ∪ (C ∩ P ), (13) 
C ′ ∪ N ∪ (C ∩ P ), P ′ ∪ N ∪ (C ∩ P ), Ω ′ }
In the new approach, when the intersection C ∩ P is embedded as another hypothesis in Ω ′ , the cardinality of Γ(Ω ′ ) is 16. In contrast, using the Dezert-Smarandache approach and the Dedekind sequence, the cardinality of |Γ(Ω ′ )| is 19. Of course, it is possible to apply the new approach for a number of elements n ≥ 4 to obtain a hybrid power set with cardinality < D Ω . Table 2. BPA assignment for cyber sensor with the new frame (a = 5, p = 2).

Percentage

Number of Packets

m(C ′ ) 55% m(α) 0 .55 • e -(a•p)/x m(C ∩ P ) 45% m(α) 0 .45 • e -(a•p)/x m(N ) 55% (1 -m(α)) 0.55•(1 -e -(a•p)/x m(P ′ ∪ N ∪ (C ∩ P )) 31.5% (1 -m(α)) 0.315•(1 -e -(a•p)/x ) m(Ω ′ ) 13.5% (1 -m(α)) 0.135•(1 -e -(a•p)/x )
Considering the results obtained in the case study above and the results obtained using the approach presented in [START_REF] Santini | Evidence theory for smart grid diagnostics[END_REF], we selected the function defined in Equation [START_REF] Siaterlis | Theory of evidence-based automated decision making in cyber-physical systems[END_REF] for the BPA assignment. The BPA values for the cyber sensor and physical sensor are summarized in Tables 2 and3, respectively. Note that the only difference is related to the BPA assignment of the focal sets: Table 3. BPA assignment for physical sensor with the new frame (a = 5, p = 2). m(C) is divided into the sets {C ′ } and {C ∩ P } belonging to Ω ′ , as reported in Table 2.

Percentage

m(P ) is divided between m({P ′ }) and to m({C ∩ P }) of Ω ′ , as reported in Table 3.

m({P ∪ N }) is now assigned to m({P ′ ∪ N ∪ (C ∩ P )}) and m({C ′ ∪ N }) to m({C ′ ∪ N ∪ (C ∩ P )}
), as reported in Tables 2 and3.

As discussed above, the BPA assignment is still an open question in the context of evidence theory. Indeed, there is no consensus on how to assign the BPA values. Thus, the BPA functions are selected based on the application. Note that the values reported in Tables 2 and3 were obtained after exhaustive tests on the system.

5.

Hybrid Power Set: Simulations and Results

The hybrid power set was tested by fusing the information using the Dempster and PCR-6 rules. Figures 5(a) and 5(b) show comparisons of the evaluations of the conflict between the information sources. Note that the conflict value in Ω ′ is smaller than Ω and is reduced by approximately 11% during the simulation compared with the original case. When Dempster's rule is used, the values are low and demonstrate contradictory behavior. Note that the set P -C is set P ′ in Ω ′ and C -P is C ′ in Ω ′ . As shown in Figure 6, during the cyber-physical anomaly, the values of m(C) and m(P ) are approximately the same (≃ 0.05). Note that m(C ∩ P ) has a higher value (≃ 0.2), but this is not relevant because the conflict value is high.

Figure 7 shows the values of the singletons after fusion using the PCR-6 rule. Note that the set P -C is set P ′ in Ω ′ and C -P is C ′ in Ω ′ . In this case, the dashed line (i.e., m(C ∩ P )) is greater than the others during the cyber-physical anomaly. Upon examining Figure 6, it is seen that the values of m(C ∩ P ) are comparable with m(C) or m(P ) using Ω instead of Ω ′ as the frame of discernment. Therefore, with the hybrid power set, it is possible to manage the intersection between hypotheses to obtain good results. Using the new frame of discernment and the PCR-6 rule, an operator is able to recognize, with the help of the fusion algorithm, a cyber-physical anomaly represented by C ∩ P . With the hybrid frame of discernment, the results can be analyzed using a classical metric (see Equation ( 11)). Note that throughout the simulation there is one element of the power set with the highest value. As such, an operator does not need any other metrics to trigger a particular event (i.e., cyber-physical anomaly).

For the other elements of the power set Γ(Ω ′ ), the sets represented in RAM. The script was executed 100 times. Table 4 reports the means and the variances. The frame of discernment with fewer elements (i.e., Ω) requires less time on the average than Ω ′ , but the time required has greater variance. Note that the performance would improve if a non-interpreted programming language such as Java or C++ were to be used. Nevertheless, the results are encouraging with regard to the application of evidence theory in real-time environments.

Conclusions

The application of evidence theory to diagnose faults in a cyber-physical system is an important topic in critical infrastructure protection. In certain situations, such as when cyber and physical faults are both present, the classical Dempster-Shafer evidence theory is somewhat restrictive. Therefore, it is necessary to redefine the frame of discernment to better represent the knowledge model due to non-empty intersections between hypotheses. The Dezert-Smarandache model explicitly considers the intersection, but it has a high computational overhead due to the cardinality of the hyper power set. The solution, as presented in this paper, is to use a hybrid knowledge model where the intersection is included in the frame of discernment. The results obtained are encouraging. The conflict value is lower and the situation is described by the singleton set {C ∩ P } as having the highest value among the elements of the hybrid power set during a cyber-physical anomaly.

Our research is currently focusing on generalizing evidence theory using different BPA values. An issue requiring further research is defining BPAs for different cyber attacks that seek to inflict physical damage. Another problem is to manage conflicts and understand the source of inconsistent results. Addi-tionally, it is necessary to study of theoretical properties of the hybrid power set.
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 1 Events during the simulation and the associated alarms.

	Time (sec) Events	Detecting Sensor
	0 -27	Normal State	-
	28 -35	Cyber Anomaly	Cyber Sensor
	36 -95	Cyber Anomaly + Physical Fault Cyber + Physical Sensors
	96 -100	Normal State	-

Table
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Table 4. Computational times for the power sets Γ(Ω) and Γ(Ω ′ ).

Mean Time Variance

Table 4 shows the computational times of the fusion script for the two frames of discernment Ω and Ω ′ . The script, which was written in Matlab [START_REF]MATLAB version 8.0.0[END_REF], was tested on a laptop with a 2.6 GHz quad-core Intel Core i7 processor and 8 GB