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Preface

This volume contains the papers presented at the 28th Annual IFIP WG 11.3
Working Conference on Data and Applications Security and Privacy (DBSEC)
held in Vienna, Austria, July 14–16, 2014. This year’s conference continued its
tradition of being a forum for disseminating original research results and prac-
tical experiences in data and applications security and privacy.

This year we had an excellent program that consisted of 8 regular research
paper sessions with 22 regular research papers, and 4 short papers, which were
selected from a total of 63 submissions after a rigorous reviewing process by the
Program Committee members and external reviewers. These sessions included
such topics as access control, privacy, networked and mobile environments, data
access, cloud databases and private retrieval. In addition, the program included
two keynote talks by Chris Clifton and Reinhard Posch.

The success of this conference was a result of the efforts of many people. We
would like to extend our appreciation to the Program Committee members and
external reviewers for their hard work. We would like to thank the general chairs,
Pierangela Samarati, and Edgar Weippl, for taking care of the organization as-
pects of the conference. We would also like to thank Yvonne Poul for serving
as the local arrangement chair and for promptly updating the conference web
page, and Giovanni Livraga for serving as the publication chair. Special thanks
go to Alfred Hofmann, Editorial Director of Springer, for agreeing to include
these conference proceedings in the Lecture Notes in Computer Science series.

Last but not least, my thanks go to all of the authors who submitted papers
and to all of the attendees. We hope you find the program stimulating and
beneficial for your research. Welcome and enjoy the conference.

July 2014 Vijay Atluri
Günther Pernul
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Privacy without Encrypting: Protect Your Data

and Use It Too

Chris Clifton

Purdue University, West Lafayette, IN 47907, USA
clifton@cs.purdue.edu

http://www.cs.purdue.edu/people/clifton

There has been ongoing work in encrypted database as a means to protect pri-
vacy, but this comes at a high price. An alternative is separating sensitive and
identifying information, through models such as fragmentation[2], anatomiza-
tion[6], and slicing[3]. In our DBSec’11 paper, we presented a query processor
over such a data separation model, where the server cannot violate privacy con-
straints, but still does most of the work before sending final results to be joined by
the client (who is allowed access to private data.)[4] A follow-on paper extended
this to updates.[5] In DBSec’13 we showed how to ensure privacy constraints are
satisfied when storing transactional data under such a model.[1]

This talk will look at using such data: How do we learn (and what can’t
we learn) when data is stored under a data separation approach. This involves
both server-only approaches (what value can the server get in return for storing
privacy-protected data), and client/server cooperation (pushing as much work to
the server as possible, with the client doing only what is needed to ensure quality
results.) We will look at anonymization techniques that support learning while
providing privacy, as well as data mining techniques adapted to this model.

This talk presents work that was made possible by NPRP grant 02-256-1-046
from the Qatar National Research Fund. The statements made herein are solely
the responsibility of the author.
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Getting Ready for the Next Privacy and

Security Challenges

Reinhard Posch

CIO, Federal Government Austria
reinhard.posch@cio.gv.at

Cloud, Bring your own Device, Big Data, what have you . . . unless people comply
with these Buzzwords they feel to be old-fashioned. Indeed these are often syn-
onyms for big money – but can we understand at all what security and privacy
means in this context.

Thanks to Edward Snowden basically everyone talks about privacy. However,
unfortunately the impact of the “Snowden effect” on security and privacy might
be equally sustainable as the oil crisis was on the global climate change.

Even if this sounds pessimistic the keynote will try to paint a view about
what it needs to advance privacy and security at this very point in time where
mobile devices, Cloud and collaboration is changing the IT-world dramatically
both in dimension and in concept. It is about Europe to take the situation and
advance and to sell its leadership in these areas. “eIDaS” the new identity and
signature regulation, the new data protection regulation and the NIS directive
might be helpful legal instruments helping for European ICT to grow from 28
Member States to a 500 Mio society. Large scale projects arching from examples
like STORK to implementation and procurement like Cloud for Europe have a
fair chance to be the cornerstones of this development.

Europe has for a long time made profit from its excellence in cryptography
and security in academia. Algorithms, concepts and protocols still need to bridge
the gap to practical use. While full holomorphic encryption is far from being
practical and needing big efforts in research, there are other advances that might
be of great help. Privacy preserving authentication and proxy reencryption are
just examples helping to close some gaps today in real life.

Given a holistic view of this domain it needs more than just a few algorithmic
advances. Pushing up dimension and complexity will not work unless we replace
trust by provable trustworthiness and complement this with enabling infrastruc-
tures. One such enabling infrastructure will be jurisdiction-aware communica-
tion. We must head versus infrastructures that are not limiting communication
but identifying jurisdictions data have passed. Then applications and users will
be empowered to decide in what environments and jurisdictions they will allow
data to flow into and to be received from.

Taking advantage from the momentum NSA and Snowden provide, we need
to create environments and infrastructures that allow sustainability and there
is ample of challenges ahead. Privacy preserving sharing and collaboration of is
one of these big next challenges already emerging.



Table of Contents

Integrity Assurance for Outsourced Databases without DBMS
Modification . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

Wei Wei and Ting Yu

Specification and Deployment of Integrated Security Policies
for Outsourced Data . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17

Anis Bkakria, Frédéric Cuppens, Nora Cuppens-Boulahia, and
David Gross-Amblard

Optimizing Integrity Checks for Join Queries in the Cloud . . . . . . . . . . . . 33
Sabrina De Capitani di Vimercati, Sara Foresti, Sushil Jajodia,
Stefano Paraboschi, and Pierangela Samarati

Privacy-Enhancing Proxy Signatures from Non-interactive Anonymous
Credentials . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 49

David Derler, Christian Hanser, and Daniel Slamanig

Privacy-Preserving Multiple Keyword Search on Outsourced Data
in the Clouds . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 66

Tarik Moataz, Benjamin Justus, Indrakshi Ray,
Nora Cuppens-Boulahia, Frédéric Cuppens, and
Indrajit Ray

Secure and Privacy-Preserving Querying of Personal Health Records in
the Cloud . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 82

Samira Barouti, Feras Aljumah, Dima Alhadidi, and Mourad Debbabi

Data Leakage Quantification . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 98
Sokratis Vavilis, Milan Petković, and Nicola Zannone
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