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Abstract. To identify and specify trace bent functions of the form 7'r{ (P(z)), where P(z) €
GF(2")[z], has been an important research topic lately. We show that an infinite class of
quadratic vectorial bent functions can be specified in the univariate polynomial form as
F(z) = Tri(ax? (x +x2k)), where n =2k, i =0,...,n—1, and a ¢ GF(2¥). Most notably,
apart from the cases i € {0, k} for which the polynomial % (a:—|—x2k) is affinely equivalent to
Zktl, for the remaining indices 4 the function 22 (x+m2k) seems to be affinely
PLES]

the monomial z

inequivalent to x , as confirmed by computer simulations for small n. It is well-known
k

that Tr7(az? ™) is Boolean bent for exactly 22 — 2% values (this is at the same time the

maximum cardinality possible) of o € GF(2™) and the same is true for our class of quadratic

bent functions of the form T (ax? (x + sz)), though for ¢ > 0 the associated functions
F : GF(2") - GF(2") are in general CCZ inequivalent and also have different differential
distributions.

Keywords : Cryptography, Boolean functions, Bent functions, Vectorial bent functions,
Trace functions, CCZ inequivalence.

1 Introduction

Bent functions are extremal combinatorial objects with several areas of application, such
as coding theory, maximum length sequences, cryptography, the theory of difference sets to
name a few. The term bent Boolean function was introduced by Rothaus [26], where also
two classes of bent functions were considered. Among other equivalent characterizations
of bent functions, the one that is most often used is a characterization of bent functions
as a class of Boolean functions having so-called flat Walsh-Hadamard spectrum. It means
that for any bent function over GF'(2)", its Hamming distance to any affine function in n
variables is constant including the distance to the all-zero function (or all-one function).

Monomial Boolean trace bent functions of the form 777 (az?) have been considered
in several works [7,15,4,11,12], and to the best of our knowledge the functions in these
references are the only known classes of monomial trace bent functions (up to affine equiv-
alence), see also Section 4. On the other hand, binomial (or generally multiple) trace bent



functions are harder to analyze and only a few (absolute trace)! classes of these functions
have been exhibited [13, 6,28, 5,20, 21]. The result of Dobbertin and Leander [13] related
to so-called linear Niho exponents was later generalized in [16], where the existence of bent
functions with multiple trace terms consisting of 2" Niho exponents were confirmed.

The bent property of Boolean functions can be easily extended to vectorial mappings
F : GF(2") — GF(2™) by requesting that all nonzero linear combinations of the co-
ordinate functions of F' are also bent, i.e., Tr{*(AF(z)) is bent for all A € GF(2™)*,
x € GF(2"™). The construction of such vectorial bent functions have been initially consid-
ered by Nyberg in [24]. It was shown in [24] that vectorial bent functions can only exist
for m < n/2, and can be constructed coordinate-wise using some known classes of bent
functions. The same problem has also been treated in [27] and more recently in [14]. In-
stead, the bent property of functions f : GF(2") — GF(2™) for GF(2™) C GF(2") may
also be established directly as it was done recently in [23] for the trace functions of the
form F(z) = TTQ(ZQkO a;z'@" D), where n = 2k and a; € GF(2").

i=

In this article, we consider binomial trace functions of the form F(z) = Tr(az® (z +
xzn/z)), where n = 2k, i =0,...,n—1, and « is a primitive element of GF'(2"). It is shown
that F' is vectorial bent for any even n > 4. Thus, a new generic class of vectorial bent
functions is deduced and most notably this class has the property of having the maximum
cardinality of those o for which fo(z) = Tr?(az® (z + $2n/2)) is Boolean bent. More
precisely, we show that f, is a bent function for any o € Fan \ For, thus the cardinality
being 2" — 2/2 which can be shown to be maximal. This interesting property is not
shared by many classes of known bent functions. For the known classes of monomial bent
functions of the form f(z) = Tr}(ax?) (for some suitable choices of the exponent d) it
turns out that the maximum cardinality of a’s for which f is bent is only achieved for
d = 2¥ + 1. Moreover, we show that the function 77} (ax? (¥ + (z2)2")) is also vectorial
bent, for any even n = 2k.

n/2
)

Nevertheless, the corresponding functions over finite fields, namely 2% (r+x and

22"+1 are not CZZ equivalent unless ¢ = 0 or ¢ = k. Furthermore, the two polynomials also
have different differential distributions but however it does not imply that the associated
vectorial bent mappings are necessarily EA-inequivalent. Notice that for bent functions
CCZ equivalence is identical to EA-equivalence. The problem of establishing the EA-

(non)equivalence of the two classes is left open.

The rest of the article is organized as follows. Some basic definitions are given in
Section 2. In Section 3, we show that the function F(x) = Tr}(az? (x—i—xQn/z)) is vectorial
bent, for any even n = 2k. Furthermore, some interesting facts regarding the maximum
cardinality of the corresponding Boolean bent mappings are provided. Some simulation
results concerning the distribution of differentials of our class and their comparison to
22"+ are given in Section 4. A few concluding remarks are found in Section 5.

! Here the absolute trace is used to distinguish the functions of the type Trf(3°/_, \iz%) from the
functions that use different trace such as the function defined by T} (Az®) + Tr?(Bz%2) as considered
in [19].



2 Preliminaries

Let Fon denote the finite Galois field GF'(2") consisting of 2" elements. The group of units
of Fan, denoted by F3,, is a cyclic group consisting of 2" — 1 elements. An element v € Fan
is said to be a primitive element if it is a generator of the multiplicative group F5.. Once
the basis of the field is fixed, say {70, ..., Yn—1} so that & = apy0+ ...+ @n—17n—1, Where
v; € Fon and a; € [Fg, there is a natural isomorphism between Fa» and F5 given by

apgYo + ...+ ap_1Yn—1 € Fon —> (040, RN Oznfl) € Fg

Any function from Fon to Fg, or alternatively from 5 — Fa, is said to be a Boolean
function on n variables. The set of all Boolean functions on n variables is denoted by B5,,.

The trace function Tr]!, : Fon — Fam, a mapping to a subfield Fom C Fon, when m | n,
is defined as

2m (n/m—1)m
2 x?

Tr(z) =z + 22 + 227 +.. .+ , for all z € Fan. (1)

The absolute trace T'r] : Fon — Fo, then maps to the prime field.
The Walsh—Hadamard transform of a Boolean function f € B, at A € Fan is defined
by

Wi = 3 (-, ey
z€Fon
The multiset
{Wf()\) A E an} (3)

is said to be the Walsh—Hadamard spectrum of the Boolean function f. For any even posi-
tive integer n = 2k, there exist Boolean functions with a flat Walsh—Hadamard spectrum.
A function f € B, is called bent if and only if [W;(\)| = 2" for all A € Fan.

The nonlinearity of F' : Fon — Fom and hereby the resistance to linear cryptanalysis
of Matsui [18] is measured through extended Walsh-Hadamard transform defined as,

WF(U, 7) _ Z (_l)Trin(yF(x))-&-Tr{L(aac)’ o € Fon,y € F;m‘ (4)
zE€Fon

Here, v € F5,. selects nonzero linear combinations of the coordinate functions of F', where
Fisrepresented as F'(z) = (fi1(x),..., fm(z)), for f; : Fon — Fa. Using this representation,
F is a vectorial bent function of dimension m < n/2,n is even, if and only if a1 fi(x) +
...+ apmfm(z) is a bent function for any choice of a; € Fa, where not all of the a;s are
zero. Equivalently, F' is a vectorial bent function if and only if [Wg(o,~)| = 2/2, for any
v € F5,, and any o € Fan.

3 Vectorial bentness through adjoint operators

In this section we derive our main results related to the vectorial bentness of F(x) =
Tri(az? (z + a:Qk)) and to the maximum possible cardinality of those a so that f,(x) =
Tri(aG(z)) is Boolean bent for an arbitrary polynomial G(z) € Fan[z]. To establish the
upper bound on the cardinality of as for which f,(x) is bent we utilize an old result due
to Bose and Burton [2].



Theorem 1 [2] Let F, be the finite field of order g = p" and PG(n,F,) the projective space
of dimension n over Fq. A set S of points in PG(n,F,) that meet all (n — k)-dimensional

subspaces of PG(n,Fq) has at least qkqtlfl
of dimension k.

points with equality if and only if S is a subspace

Translating this into affine language (and setting ¢ = 2 to deal with the Boolean case), we
obtain two important corollaries.

Corollary 1 A set S of elements in F§\ {0} meeting all (n+1—k)-dimensional subspaces
of Iy has at least 2F — 1 elements with equality if and only if S U {0} is a k-dimensional
subspace of Fy.

The correspondence to bent functions is as follows.

Corollary 2 Let n =2k, and F : Fon — Fon be arbitrary. Define
S:={a €Fon :z+— Tri(aF(x)) is not bent}.
Then, |S| > 2F with equality if and only if S is a linear subspace of dimension k.

Proof. Tf |S| < 2%, then there are at most 2¥ —2 non-zero elements « for which T} (aF(z))
is not bent. Due to Corollary 1, this set cannot meet all subspaces of dimension n+1—k =
k+1, hence there must be at least one subspace 1" of dimension k+ 1 disjoint from S\ {0}.
This shows that there is a (k 4+ 1)-dimensional subspace

T C{a:Tri(aF(z)) isbent}U {0},

that is, there is a vectorial bent function from F%k to IF];H, which is impossible due to the

Nyberg bound. 0
We now proceed with our main results regarding the vectorial bentness of F'(z) = Trz(amy
(x + ka)) Let V = F2¥ be the vector space over Fy of dimension 2k = n. The result
below uses a well-known fact that a Boolean function f : V' — Fq is bent if and only if
x+— f(z)+ f(z + a) is balanced for all nonzero a € V.

Proposition 1 Let V = F%k and let (,) be a non-degenerate symmetric bilinear form on
V. IfL:V — V is linear, we denote the adjoint operator by L*, i.e., (x, L(y)) = (L*(z),y)
for all x,y € V. The function f:V — Fa, defined by x — (x, L(x)), is bent if and only if
L+ L* is invertible.

Proof. We have

[l +a) + f(x) = (& +a, L(x +a)) + (2, L(x))
= (a, L(a)) + (2, L(a)) + (a, L(z))
= (a, L(a)) + (z, L(a)) + (L7 (a), )
= (a, L(a)) + (x, L(a) + L*(a)).
This function is balanced if and only if £L(a) + £L*(a) # 0 for all nonzero a € V, hence f

is bent if and only if £ + L* is invertible. 0



Remark 1 Let V = F% and (,) be the standard inner product. If L : V. — V such that
L(x) = Az, where A is a binary matriz of size n X n, then L* : V. — V is defined by
L*(x) = ATz, Hence, x — xT Ax is bent if and only if A+ AT is reqular (of full rank).

Remark 1 is well known and it is essentially equivalent to Proposition 1. However, Propo-
sition 1 is a more elegant (since it is coordinate-free) statement. It has the advantage that
it can be used, no matter how the inner product is defined. For instance, in the multi-
variate case the inner product is usually defined using the classical form > x;y;, or, in the
univariate world, using the trace bilinear version Tr}(zy). We believe that one should try
to formulate theorems coordinate-free as long as it is possible.

Proposition 2 LetV = Fan and (z,y) = Tr}(zy) be the trace bilinear form. If L.V — V
is defined by L(z) = ax®, a € V and fori=0,...,n — 1, then L*(z) = o*" 22" .
Proof. Note that

2n—i Qn—i

(2, L(y)) = Tri(zL(y)) = Tr}(zay™) = Tri (> o y) = (L*(2),y),

for all x,y € V, which then implies the result. 0

We are now going to prove the main theorem of this article.

Theorem 2 Let V = Fon, n = 2k and i be an positive integer. Then, the mapping fa
defined by '
fal(z) = Tr?(az® (x + 22°))

is bent if and only if o & For.

Proof. We have

falz) = Tr’f(ozx2 (x+ z? )
= Tri(zaz?) + TT?(xwax )
=Tr(zaz” ) + T?“?(xan 2Z+k)
=Tr{(zL(z)),

; kogith - .
where £(z) = ax? +a? 22" . The adjoint operator L£* is
Ci onei I
2k—1i 2k—1i 2k—1 k—1i
o a? B

Then it follows,

i i 2k —i —i —i 2k
= (a2?) + (az®)” + a2 (chk + ($2k ) ).



i

i 2k
Note that y + ka € For iff y € Fyor, hence we have ax? + (az?)” € For as well as

. Y
22 (a:2k_l)2 € For. In order to show that L(x) 4+ L£*(x) is invertible, we need to show
that £(z) + L£*(x) = 0 if and only if © = 0. If o & Fox, then L(z) + L*(z) = 0 is possible
k k

i

i 2 —i —i2
only if oz + (az?)” =0and 22" + (22°)" = 0. Otherwise, 0 would be the sum of

an element in Fyr and an element not in Fyr (the element o2 " (22" + (kaii)Qk)) which
is impossible. Since y + ka = 0 iff y € For, we obtain that both x as well as az? have to
belong to Fyr, which is possible only if x = 0 since o & Fox. This shows the bentness of
fo for a & Fyx.

Now assume that a € Fqr and f, is bent. This is impossible due to Corollary 2 since in
that case we would have |S| < 2¥ (using the notation of Corollary 2). 0

The next result shows that the above property of being Boolean bent for any o & For
implies that the corresponding vectorial mapping is bent.

Proposition 3 Let fo(xr) = Tri(aG(z)), n = 2k, be a Boolean bent function for any
a € Foor \For, where G : Fon — Fon. Then, F : Fon — For, defined as F(x) = Tr(aG(x))
is a vectorial bent function for any a € Foar \ Fox.

Proof. For v € For™ and o € Fan, we consider the extended Walsh spectra,
WF(J, ,Y) _ Z (_1)Tr’f('yF(x))+Trf(Um) _ Z (_1)T7“]f('yTrg(aG’(x)))—i—Tr?(ox)

zE€Fon zE€Fon
_ Z (_1)T7"f(TTZ(WQG(:L’)))—&—TTIL(UJC) _ Z (_1)f7a(;v)+Tr1L(aa:) _ :l:2n/27
z€Fon z€Fon

by assumption on f,, since for any a € Faon \ Fyr we have yo & For.

Example 1 Consider the Boolean function Tr}(az*(z + :1:2k)), n = 2k, which can be
verified to be bent for any o € For. Thus, F(z) = Tri(az*(z + 22%)) is a vectorial bent
function.

3.1 Generalization of the approach

In what follows, we show that the function Tr,?(a:z:w (z¥ + (#¥')?")) is vectorial bent,
for any even n = 2k. Before proving the main result of this section we first give some
preparatory results.

Proposition 4 Assume that f : Fon — Fy is a bent function. Then the function g(x) =
f(x?") is bent.

Proof. Note that mapping y — y2i is a permutation on Fon. Also T (y) = T} (y2l) for
all y € Fon. Computing the Walsh-Hadamard transform we have

ach ri(ocx xzi T 0’2i$2i
Wy(o)= Y (~1)f@+Trilen) = 3™ (/@ )+ Tri (e e?)

zE€Fon z€Fon
=, (—UﬂyHTT?("Qiy) — Wy(0?) = +2%,
yGFQn



for all o € Fon. 0

Proposition 5 Assume that I’ : Fon — Fom is a vectorial bent function. Then the func-
tion G(z) = F(22") is vectorial bent.

Proof. Computing the extended Walsh-Hadamard transform we have

WG(J, ’7) = Z (-].)TT{YL(VG(Q;))J'_TT'{L(U*T) — Z (_1)T7"{”('7F(;p2¢))+T7,§L(021$21)

zE€Fn z€Fon
-y (=) T OFOFTE ) _ (0% | ) = +27/2,
yEFQn

Corollary 3 A function f(x) is bent if and only if f(:L"Ql) s a bent function. A function
F(z) is vectorial bent if and only if F(2*') is a vectorial bent function.

Remark 2 Note that the opposite direction of the proof of the above corollary follows
directly from the fact x = (:UT)Q(%Z).

The main results of this section are the following.
Theorem 3 The function go(z) = Tr(ax? (z? + (22 )2)) is bent if and only if o & For.
Proof. By Theorem 2 we know that fo(z) = Tr}(az? (z + xzk)) is bent if and only if

a & Fyr, for any t € Z. By Corollary 3 f,(z) is bent if and only if g, () = fo(2?') is bent.
Therefore, for t =i — j we have

Jal(z) = falz?)
=77 (a0 + %)) = 7o (02?0 0¥ + (%))

=Tr} <aw2i ($2j + (:v2j)2k)>

is bent if and only if o & Fox. 0

Theorem 4 The function Go(z) = Tr} (ain(acy + (x2j)2k)) is vectorial bent.

Proof. The proof follows from Corollary 3 and Proposition 3. 0



4 CCZ and EA (non)equivalence to some bent monomials

In the previous section we have established that f,(z) = Tr7(ax? (¥ + (2% )2 )) is bent
for any a € Faar \ Far. In other words, |S| = 2F is of minimal cardinality (the set of
those a for which f, is bent is of maximal cardinality 2% — 2* where S was defined in
Corollary 2. This situation does not arise frequently for the known bent monomials. In the
first place, certain bent monomials 2% such as those with Dillon’s exponent of the form
d = (2% — 1) (where integer r is suitably chosen) may give rise to sporadic Boolean bent
functions Tr?(a:cr(QkH)) for a few o but the function Tfr’g(a:z:rmkﬂ)) cannot be vectorial
bent, see [23]. The following list [22] of monomial functions f(x) = Tr}(ax?) are bent on
Fon, with n = 2k:

d = 2™ + 1 with n/ ged(m,n) being even and o ¢ {y? : y € Fan };

d =r(2F — 1) with ged(r,2¥ +1) = 1 and « € Fy being -1 of the Kloosterman sum;
d = 22" —2m 4+ 1 with ged(m,n) =1 and a & {y> : y € Fan };

d= (2™ +1)? with n = 4m and m odd, a € wFym with w € Fy \ Fo;

d=2%" 4+ 2™ + 1 with n = 6m and m > 1, a € Fysm with Tr"(a) = 0.

AR e

Remark that it has been check exhaustively that these are no other monomial bent func-
tions for n < 20.

Then, apparently the maximum possible cardinality of « in the previously mentioned
sense is only achieved by the first class for the special case when m = k. In this case the
exponent d = 2¥+1 and it is easily verified that |S| = 2* as it is the case for our class. Since
both corresponding polynomials, namely 2% (z+ ka) and 22" +! are quadratic it might be
the case that our class is CCZ equivalent to the monomial 22"+1, This is indeed the case
for : = 0 and ¢ = k, whereas for i # 0,k it has been established by MAGMA (for small
values of n) that the functions are not CCZ equivalent, therefore it is not possible that our
functions are, in general, CCZ equivalent to 72"+, Nevertheless, it still does not imply
that the vectorial bent mappings Tr?(ax? (z + 22")) and T rZ(aka“) are inequivalent.
This interesting question remains open for the time being.

5 Conclusions

An infinite class of quadratic vectorial bent functions of the form F(z) =T r?(ani (x +
22""*)), where n = 2k and o is a primitive element of the field GF(2"), have been speci-

fied. It would be of interest to specify similar classes where instead of z+22"% some other
suitable linear mappings are used. This appears as an interesting challenge for future work
on this topic along with the analysis of non-quadratic cases.

Acknowledgements : The authors thank Prof. Klaus Metsch (University of Giessen)
for pointing out the connection to the Bose-Burton theorem.
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