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Abstract: The Cognitive Radio is a solution proposed for the increasing
demand of radio spectrum. Usually cognitive radios are adopted by the non-
license wireless users, which have a certain degree of cognition in order to only
access to a given frequency band when the band is sensed idle. However, these
bands and their use must be assessed, to avoid interfering with licensed users
(primary users). The way to assess band’s occupancy is by discerning between
just noise or noise plus signal. In this paper, energy-based sensing (EBS) is
considered through the use of a classical energy detector. The work proposes
and describes an implementation of an energy detector using a software defined
radio (SDR) testbed and, after computing the probability of detection and false
alarm from a real set of samples obtained with the SDR devices, we successfully
validate a theoretical model for the probabilities. EBS’ performance is validated
for several points of operation, i.e. for different signal-to-noise-ratio (SNR)
values. These findings may be useful for building an EBS detector that defines
its own decision threshold in real time given the target probabilities, since the
formal probabilities are successfully validated. Moreover, our contribution also
includes a detailed description of the implemented blocks using GNU Radio’s
open-source software development toolkit.

Keywords: Software Defined Radio, Energy Sensing, System Performance.

1 Introduction

Cognitive Radio (CR) has been proposed as an effective answer to alleviate the
increasing demand for radio spectrum [1]. CR nodes, usually denominated Secondary
Users (SUs) due to its non-licensed operation, must be aware of the activity of the
licensed users, denominated Primary Users (PUs), in order to dynamically access the
spectrum without causing them harmful interference.

Spectrum Sensing (SS) aims at detecting the availability of vacant portions (holes)
of spectrum and has been a topic of considerable research over the last years [1]. It
plays a central role in CR systems. The traditional SS techniques include Waveform-
based sensing (WBS) [2], a coherent technique that consists on correlating the
received signal with a priori known set of different waveform patterns; Matched
Filter-based sensing (MFBS) [3], an optimal sensing scheme where the received
signal is also correlated with a copy of the transmitted one; and Cyclostationarity-
based sensing (CBS) [4], a technique that exploits the periodic characteristics of the
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received signals, i.e., carrier tones, pilot sequences, etc. MFBS assumes prior
knowledge of the primary's signal, while WBS assumes that the received signal
matches with one of the patterns previously known. This means that these sensing
techniques are not feasible in some bands, where several communication technologies
may operate without a priori knowledge. On the other hand, CBS is impracticable for
signals that do not exhibit cyclostationarity properties.

Energy-based sensing (EBS) [5], [6] is the simplest spectrum sensing technique
and its main advantage is related with the fact that it does not need any a priori
knowledge of PU's signal. At the same time, it is well known that EBS can exhibit
low performance in specific comparative scenarios [7], or when noise's variance is
unknown or very large. EBS has been studied in several CR scenarios, namely on
local and cooperative sensing schemes [1]. More recently, several EBS schemes
adopting sub-Nyquist sampling have been proposed, which are advantageous in terms
of the sensing duration [8].

This work evaluates the performance of the EBS technique in a real Software
Defined Radio (SDR) platform. EBS’ theoretical probabilities of detection and false
alarm are compared with practical ones obtained with the SDR system. The
comparison indicates that the theoretical probabilities are successfully validated.

2 Relationship to Collective Awareness Systems

As it is well known, collective systems massively rely on communication that is most
of the times supported by wireless links. Wireless communication technologies allow
high level of device’s mobility, and are indicated for scenarios where mobility is
required. Simultaneously, wireless technologies avoid the use of physical (wired)
connections, being an effective solution for collective awareness systems relying on
mobile players. As mentioned in the introduction, Cognitive Radio was proposed as a
solution to alleviate the increasing demand for radio spectrum and, consequently, as
more radio spectrum becomes available more wireless devices can be used.
Consequently, CR will help the development of novel collective awareness systems
by increasing the number of wireless devices that may access the network.

3 Energy-based Sensing

This work considers a cognitive radio network with a pair of PUs accessing the
channel and a pair of SUs that access the channel in an opportunistic way. The
considered scheme is similar with the one presented in [11]. SUs are equipped with a
single radio transceiver. However, because SUs are unable to distinguish SUs and
PUs’ transmissions, SU’s operation cycle includes the sensing and transmission
periods, which facilitates the synchronization of the sensing task. Sensing and
transmission period durations are represented by TSU and T35U respectively, as
illustrated in Fig. 1.
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Fig. 1. SU’s frame structure representing SU’s operation cycle.

The SU’s frame, TEU = TSSU + T5Y, contains Ny slots, where each slot duration is
given by the channel sampling period adopted in the spectrum sensing task. The first
N; slots define the sensing period duration, and the remaining ones (Ng + 1 toNy)
represent the transmission period duration. To distinguish between occupied and
vacant spectrum bands, SUs sample the channel during the sensing period TSV, and
for each sample k two hypotheses can be distinguished

j'[oo:x(k) = W(k) k= 1,2, ""NS (1)
Hiqix(k) =w(k) + s(k) k=12,..,Ns,

where s(k) denotes the signal transmitted by the PUs, with distribution N (u, 62).

w(k)is assumed to be a zero-mean variable with variance 62, = 1, representing

additive Gaussian white noise. The received signal is given by

Y~ {N(ﬂn’ Gzn)v ‘7{00

. (2)
N(l'ln + Us, Gzn + st)' ‘7{11

Therefore, for a single SU, the probability of detection PDH ™ and the probability of
Hoo
false alarm Py ,’° are represented by

Y — (un + 1)
Pt = Pr(Y > y|H;,) = Q (#) 3)
n S
Y—u
PF]XOO =Pr(Y > y|Hyo) = Q( e n), 4)

n

where Q(.) is the tail probability of the standard normal distribution.

In the testbed L time samples are used to determine the fast Fourier Transform (FFT).
The FFT is represented in L frequency bins and Ns/L FFTs are computed during the
sensing period (TSY). During this period, the average energy received per sample, Y,,,
is defined as

n=1

Yo = 2= T X, ®)

where X, is the sum of the power of each individual FFT bin, given by
2k 2
Xy =Shey e ™™ 2|, k=1,...L. (©)

The decisions performed in the testbed are according to the following conditions,
CO = O' -7{11|Yn < Y (7)
=1, HulYn >y
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By =0, HoolYn <¥

B, =1, HoolYn > v,
where C; contributes for the measured probability of detection, while B; represents
the case of false alarm.

4 System Implementation
4.1 Testbed

The EBS was implemented using the GR (GNURadio) software architecture [9] and
the USRP (Universal Software Radio Peripheral) hardware platform [10]. These tools
are compliant with the notion of SDR (Software Defined Radio), mostly due to their
flexibility when it comes to DSP (Digital Signal Processing). This flexibility opens up
options when dealing with Digital Signal Processing. In this case, a range of FFT
sizes can be chosen, instead of a fixed one like in most DSP devices. This allows for a
variation in the Ng /Ny ratio.

The setup consisted of two USRP B100 devices connected to one computer. The
USRPs are connected by a coaxial cable and two 30dB attenuators to achieve the
desired signal-to-noise (SNR) values. One USRP implements a Primary User while
the other behaves as the Secondary user, sensing for the presence of the first one. The
basic blocks of the GR system are written in C++. These blocks link directly with the
USRP and its FPGA. Python is used as a “glue” to connect these blocks and as a
controller to the system flow (issuing start and stop commands). The script used to
build the EBS was entirely written in python, also making use of python math library
tools.

4.2 EBS Structure

A conventional EBS consists of a low pass filter, an A/D converter, a square-law
device and an integrator (see Fig. 1). The detector model used in this work consists of
an A/D converter followed by an L-Point FFT (6).The FFT provides the windowing
needed to filter out unnecessary frequency bands. This data is then averaged (see Fig.
3), and the sensing output is determined according to C,/C; or B,y/B; conditions (eq.

(7).

| Integrate
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Filter Sumsy?

Fig. 2.Typical Energy-based Detector.
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Fig. 3. FFT Energy-Based Detector.
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Fig. 4. GNURadio Blocks.
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4.3 Primary User Signal

The Primary signal is assumed to obey a Normal Distribution with higher amplitude
than the noise distribution for sake of simplicity. The signal generation is achieved
using the blocks in Fig.5.

Noise | | qpotle || USRP
Source

Fig. 5. PU signal generator.

5 Comparison Results

5.1 Calibration and Parameter Calculation
This subsection validates the noise w(k) and PU’s signal s(k). The USRP’s
parameters used in the validation are shown in Table 1.

Table 1. USRP Configuration

Freq. L |Sample Rate SU Gain |PU Gain |SNR Primary
(GHz) (Sps/s) (dB) (db) (dB) Amplitude
1.3 2561 1,000,000 0 17 0.11 0.05

Noise (w(k)) and Signal plus Noise (w(k) + s(k)) signals were sampled during a 10
second interval. The histogram of the received energy is plotted in Fig. 6. In this
figure the green curve approximates the noise distribution, while the red one
approximates the noise plus signal distribution. Since the overlapping area of the
approximate distributions is negligible, a decision threshold can be defined to identify
the two conditions with low error.
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Fig. 6. Histogram of Signal and Signal plus Noise data and respective normal approximations.
P is the number of occurrences.
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5.2 Practical Probabilities

Taking the x-axis values of Fig. 6 as a hypothetical range for the decision threshold,
the probabilities Py, and Pr, were computed from the conditions expressed in equation
(7). Basically, P, was computed as the ratio of the number of times the condition C;
was observed over the total number of decisions. Pz, was similarly computed as the
ratio of the number of times the condition B; was observed over the total number of
decisions. These probabilities are shown in Fig. 7, where the achieved results are
compared with the theoretical ones.

1 L S

Y T =
\ Theoretical Probability of Detection
R Theoretical Probability of False Alarm
09 +— Real Probabilty of Detection
Real Probability of False Alarm
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07 \
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¥
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Received Energy x107

Fig. 7. Theoretical and practical probabilities Pp and P, (T$Y = 0.512s).

As can be seen, the registered practical values approach the theoretical ones. This
is, however, for a very long sensing period (512 ms). Fig. 8 shows the results
achieved for a shorter sensing period (Ng=512000, which corresponds to T¢!V =
51.2ms). In this case the practical results underperform the case of longer sensing
period, but the practical results roughly follow the theoretical trend.
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Fig. 8. Theoretical and Real Probabilities (TeU = 0.0512s).
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5.3 Performance Evaluation

With the knowledge of the signal and noise statistics, a threshold can be defined so
that the desired conditions (a certain pair of P, and Pr,) can be achieved. By
inspecting the theoretical curves for the probabilities, a threshold was defined where
the Pr, was set to 5%. Since P, only depends on noise power, and not on noise plus
signal, its value should remain constant for any SNR value. Pp does not follow the
same rationale, since it depends on SNR (eq. (3)). The following test evaluates the
detection performance for a fixed decision threshold (3.7E-07) and varying the SNR
from -10 to 2 dB. Different sensing periods were also tested, from 0.0125s to 0.512s.
The obtained results are shown in Fig 9.

Ts=0.0125¢

Ts=0055
——Ts=0.128 s
—E—Ts=026 s
—&—Ts=0.812s

0 | |
2 1} 2

-10 L] il

4
SNR (dB)

Fig. 9. P curve for SNR [-10,2] dB.

As can be seen, the statistic test for sensing period durations longer than 0.05s start
to be redundant, since they present almost the same performance. At 0dB we observe
that the detector performance is high, and for ToU > 0.05s the miss-detection
probability is lower than 10%. Due to lack of space we do not present false alarm
probabilities for the same scenario, but for sensing period durations longer than 0.05s
we have observed that the false alarm probability is always lower than 5%, which
confirms the expected performance for the adopted decision threshold.

6 Conclusions

In this work we have addressed the assessment of energy detection for cognitive radio
systems. We started to characterize the performance of an energy detector through
practical USRP devices. The theoretical performance was successfully validated
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through practical results. For higher SNR values, the detection probability is high
even for short sensing periods, achieving detection probabilities that approach 1. For
lower SNR values a higher sensing time is required but even in these cases substantial
performance can be achieved.
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