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Predicting the Impact of Measures Against P2P
Networks: Transient Behavior and Phase Transition

Eitan Altman, Philippe Nain, Adam Shwartz, and Yuedong Xu

Abstract— The paper has two objectives. The first is to study ~ On the legislation front, the confrontation approach hasbe
rigorously the transient behavior of some peer-to-peer (PR) gaining ground. In several countries, inspection mechasis
networks whenever information is replicated and disseminted and laws including sanctions against infringements haes be

according to epidemic-like dynamics. The second is to use ¢h . .
insight gained from the previous analysis in order to predi¢ introduced (see [1], [2], [3], [4], [5]). Those in favor oféh

how efficient are measures taken against P2P networks. We firs cooperative approach have proposed to introduce a voluntee
introduce a stochastic model which extends a classical egithic based tax to be paid by those internauts that wish to continue
model, and characterize the P2P swarm behavior in presence 0 to have access to copyrighted content. This is called the
free riding peers. We then study a second model in which a peer “global license” approach. The revenues of the tax would be

initiates a contact with another peer chosen randomly. In bth - . . . .
cases the network is shown to exhibit phase transitions: a safi distributed among copyright holders and disseminatorss Th

change in the parameters causes a large change in the behavio @pproach is already widely used for handling private copies
of the network. We show, in particular, how phase transitiors of copyrighted material from the radio and television. It is

affect measures of content providers against P2P networkshat  directly included in the price of video cassettes or othersgje
distribute non-authorized music, books or articles, and wiat is  yeyjices. This approach, while widely supported by authods a
the efficiency of counter-measures. In addition, our analytal . . .
framework can be generalized to characterize the heterogeity performers (see e.g. [3]), did r_10_t gain the support of the'm!JS
of cooperative peers. and film industry. Though gaining ground, the confrontation
policy faces the huge monitoring cost to provide credible
evidence for unauthorized downloads [10].
. INTRODUCTION The economic impact of non-authorized downloads of copy-
righted material is not clear. On one hand, some measure the
In recent years, the global Internet along with P2P networkspact on content owners by the loss of revenue that is com-
have created huge opportunities for free and open accggged by multiplying the number of non-authorized downkad
to popular culture such as music, films and e-books. Thg the average price of the downloaded file. Others measure
networking research community has been involved in crgatighe economic impact of non-authorized downloads in terms
new P2P protocols that give incentives to file sharing. H@vevgf the amount of money spent by a file sharer in consuming
these developments which brought a huge increase in Interpgsic. These come with contrasting conclusions. Indeed, a
traffic turned out to involve more than technological aspectecent study [6] commissioned by the Dutch government,
This teChnOIOgy found itself in the heart of a harsh debaﬁgues that there is no direct re|ati0nship between do\nm'hga
on copyright and on ethical issues. The main problem Witfles protected by copyright and purchasing music in physica
the P2P technology has been the fact that a large part of R@fnat. One of the findings points out that file sharers are not
traffic consisted of copyrighted content. Two main appreachmore or less willing to buy music than other people, and those
emerged in the conflict over access to copyrighted materigife sharers that buy music do not buy more or less music than
The first tries to fight such access and proposes legal actigps file sharers, but they acquire more value added products.
against it. We call this approach the confrontation one, &%$is confirms the empirical finding of [7].
it fights demand and sharing of unauthorized copyrightedon the ethical side, those in favor of the confrontation ap-
content. The second is a cooperative approach that seek:i,ﬁghch have launched publicity campaigns trying to assecia
prOﬁt from such demand in a way that would benefit all aCtorﬁ:, unauthorized downloads of Copyrighted content the image
including the creators of the content. The conflict betwesth b of steeling CDs from the shelf of a shop. A radically differen
approaCheS inVOIVeS three fronts: the |egiS|ati0n, thm&lth approach had been expressed a|ready two Centuries ago by

and the economic front. Victor Hugo who wrote“A book, as a book, belongs to the
. . o author, but as a thought, it belongs, without exaggeratiog,

Part of this work appeared in IEEE Infocom 2011. Manuscrgxteived . ; . .
July 1, 2011. the human kind. All minds are entitled. If one of the two right
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steps to reduce piracy as a function of measures relatedatmther peer randomly chosen within the set of existingpeer
the popularity of the contents and the cooperation of P2R both cases, we show the existence of phase transitions: a
users.There have been a couple of works addressing a sindlawall change in the parameters causes a large change in the
issue. Authors of [1], [4] have analyzed the impact of theetwork behavior.
effort, of the authorities or of content owners, investedi)n A phase transition occurs both in the branching model for
reducing file uploading in P2P networks and in (ii) reducinthe extinction time and in the epidemic model for the file
the demand for files, on the availability of files and, morevailability. In the branching process, the existence ob tw
generally, on the operation of the P2P networks. The statjon phases was not known to Galton and Watson (considered as the
analysis there is based on a M&/queuing model. founders of branching processes) and was only discovergd an

In this paper we are interested in predicting the impaptoved later in [11]. In the epidemiology community, the pha
of measures as described in the previous paragraph, on tileasition was already known in [12] for a model equivalent
transientbehavior of torrents. By how much should the request our first model without the free riders. We generalize our
or departure rate in a P2P network be reduced in order aoalytical results to the swarm composed of heterogeneous
have a significant change in file availability? To achieve,thacooperative peers (SectibnlVI). For the the second modégl [13
we consider abstract models of a torrent in simplified P2Fe show the existence of two phase transitions, one for the fil
networks, where a large number of peers are interestedawailability and the other one for the maximum torrent size.
a file which is initially available at a small fraction of the 3. Application. In Section[¥, we present a counteraction
population. against unauthorized file sharing in the presence of illpght

Our models are formulated as epidemic type procesdihers. We evaluate the impact of measures against Iriterne
of file dissemination. We consider bottooperativepeers, piracy on the performance of P2P systems in Se€fiod VIII (see
which are those that make a file available to other peers Figure[13B).
soon as they obtain the file, arfcke riders who leave the  The accuracy of the various approximations is investigated
system immediately after obtaining the file. To understdned tin Section[VIIl, related studies are discussed in Sedfidn IX
impact of measures against the cooperative sharing behavémd concluding remarks are given in Secfidn X.

we parameterize the degree of free-riding in the system ds we Notation Definitions
as the degree of cooperation. General .
he P2P dynamics is modeled by a Markov chain (Sectier Y Total humber of peers with fle at tme
T e_ ' y - o y v ] ( - e 0] Number of cooperative peers without file at time
M which is approximated in two specific regimes: the first” X, (7) Number of free riders at time
(SectionI) is the early stage when a large fraction of the N Y (0) + Xc(0) + X(0), total number of peers dt= 0
population does not yet have the file. The system is then well ]]\\; ;(C((g))
appro_x_imated by a branching process. In the case that therg-i y(f y(é)/N
a positive probability of not getting extinct in the first rege, Te,0 X:(0)/N = N./N
the system is shown in SectiallV to move with some noh-__%+.0 (X(O) +Y(O)))/(]</(Q)/'t]'\[|: i_Vf/ffV -
- . . . £ r c , INnitial ratio or cooperative peers
zero p_r(_)bablllty to a seconq regime in which, for t_he case pf— Pairwise peer contact rate
a sufficiently large population size, its dynamics is close m Peer departure rate (= degree of cooperation)
the solution of a differential equation. A similar fluid litiis d ANCJ/ru
ied i imitati i i p AN:/p
studied i VI for the case of limitation on.upllnk or downkin SectonlII~ Branching model
speed. We .brlefly state our contrlbutlons. . Yy (1) Number of peers with file at time t
1. Modeling and approximating the transient behavior Po Prob. that an infected peer dies
Our first important contribution is to show in what sense eagh 2 Pmbizotf_ a’l_'”f‘i?'ted p}fﬁ; f_e?'a‘t?eg by “Noad'”iegted peers
of the above two models approximates the original Markgw G”k((t)) e IOSrJ?{eTbVE’;;) <T}?§rgnc$1?r$g;)s ~
chain, and how to use both in order to get the whole transignt—, Extinction prob. withk infected peers at = 0
behavior of the P2P network. This is in contrast with all othe Section[IV - Mean-field model
models of P2P networks that we know of, which either use g éV/A
on!y a t_)ranching_process approach [25] or which use only gn Sectioﬁ
epidemic mean-field approximation [22]. The latter apploa¢  « Investment level of the content owner against P2P
(of using only the mean-field limit) is shown to provide a___N Delay for a peer to get the file
tight approximation when the initial number of peers witk th—=2." ProbiTy < ¢}
_g pp : ! X P . | Y3 Number of permanent publishers
file scales linearly with the total siz& of the population of e Vi /N
peers. With a fixed initial number of nodes that does not scale h(e) Utility of content owner
i i it il F— Section[VI-A
with _N , there is a pqsmve probability of early extinction (see hi(s1,52) | Generating function of offsprings of a clasinfected peer
SgctlorIE]]_ f_OI‘ detail) for any S(_at of system parameters] am— .7y Survival probability of file at ime when a single
this probability cannot be predicted by the mean-field limit classi peer obtains file initially
alone. 7; G:(t) ast — oo
[ NG) CDF of extinction time with two classes of peers

2. Analysis and identifying phase transitionsWe first
study a P2P model that corresponds to the epidemic-like file TABLE |
dissemination (SectiofS[=1V). We then study a second rhode GLOSSARY OF MAIN NOTATION
(Section[V1]) in which, at random times, each peer contacts



1. MODEL minimum of £ independent and exponential rvs with rate
that is after a time distributed according to an exponemtial
with rate \k.

Assume there is a population of peers interested in @ \easures of the authorities or of content provider compa-
single file. LetY'(¢) be the number of peers that possess the filges against file sharing systems may have an impact on the
at timet. A peer acquires the file when it encounters anothggcrease in the populatiol interested in the file and an
peer that has the file. We will consider two types of peergicrease in the fraction of free riders among the population
cooperativeand non-cooperativepeers. Once a cooperativeinterested in the file. It can however have an impact also
peer has acquired the file, it stays in the network for a randQ§i the behavior of cooperative peers that would leave the
time distributed according to an exponential rv with pareme system sooner (i.ex is expected to increase). Our model
1/p = 0 and then leaves the network. During the lingeringompines an epidemic type propagation of the file together
time of a cooperative peer with the file, it participates ie thyth g description of the free riding behavior.
file dissemination. A non-cooperative peer, also calldtea- We first consider (Sectiol IlB) the case where all peers
rider, leaves the network at once when it receives the file. Nojge fully cooperative in the sense that= 0 and X5(0) =0
that “free riders” in our context is an abstract descriptiin (ng free riders)u = 0 implies that cooperative peers do not
noncooperative behaviors, which is different from thathe t jeave the network after receiving the file. We then move to the

current BitTorrent system. general case where > 0 and X ;(0) > 0 (Sectior1=C).

Let X.(¢t) and X,(¢) denote the number of coopera-
tive peers without the file and the number of free-riders
(necessarily without the file) at time, respectively. De- B. Fully cooperative network
fine the processy := {(Y(t), Xc(t), Xf(t)),t > 0}. Let ~ When all peers are fully cooperative (i.e. = 0 and
(Y(0), Xc(0), X((0)) denote the initial state o¥ that has Xx(0) = 0) the population of peers remains constant and equal
Y(0) + Xc(0) + X¢(0) = N. Let the ratio of various to N, that is,Y (t) + X.(t) = N at any timet. The network
types of peers beyg,zc0,270) = (%, X“T(O), M). dynamics can be represented by the prodésg),t > 0}.
For simplicity, we introduce new variables. = X.(0) and This is a finite-state continuous-time Markov process with
Ny = X;4(0). non-zero transitions given by

A. Assumptions

We consider an abstract P2P network in which the file Y(t) = Y(t)+1 withrate \Y(£)(N — Y (2)). 1)
acquisition is via random contact between pair-wise peers.
When two such peers meet, the cooperative peer transmits the other words the procesgY'(t),t > 0} is a pure birth
file to the other peer. It is assumed that it takes an expaaientylarkov process on the state-spai®,..., N}, where state
time with rate A\ > 0 for a peer without a file to encounter/N is an absorbing state which is reached when all peers have
a cooperative peer with the file. The transmission of the fitbe file.
is always supposed to be successful. This model describes Refinem(t) := E[Y (¢)], the expected number of peers with
general P2P swarm without a tracker, and even the spreading file at timet. Standard algebra shows that
of afile in current Internet. It is inspired by the contactqess dm(t)
in [13] and [28]. One of the main difference lies in that a peer —_—
contacts all other connected peers in the system, instead of dt
only one random peer periodically. The file transmissioretimlhe right-hand side of{2) cannot be expressed as a function
is assumed to be negligible compared to the time it takes ffr m(t), thereby ruling out the possibility of finding:(¢) in
two peers to meet and therefore this time is taken to be zegpsed-form as the solution of an ODE.
The “meeting time” has various interpretations in pradtica Let A be writen as A = (/N and that
systems. We hereby give two examples. First, the time fomy—o N 'Y(0) = yo € (0,1]. Then, for large N,
a peer to get a file from another peer is composed of two(t) is well-approximated byVy(t) wherey(t) is obtained
parts, the duration of contacting this peer and the duratiég the unique solution of the ODE [14, Thm 3.1]
of downloading the content. When a small file (e.g. MP3 dy(t)
music or ebook) is released, the downloading time through ——==f@®), t>0, 3)

. . : dt

P2P networks is less than several minutes. However, the time
that a peer is interested in this content can be much long&here f(u) := Su(l —u) andy(0) = yo € (0, 1] (conditions
Second, in mobile or online P2P swarms, the disseminated2)-(3-4) in [14, Thm 3.1] are clearly satisfied). It is ful
items are usually small messages, or links of contents cacfigat
in some temporary file servers. Each peer stays idle for an y(t) = o ,
exponentially distributed time, and then contacts otherqe (yo + (1 — yo) exp(—Ft))
It can obtain the content immediately. The same assumptioriThis is a well-known instance (see e.g. [23]) of what is
can also be found in [34]. known as mean-field approximation, a theory that focuses on

All the random variables (rvs) introduced so far are assum#te solution of ODEs obtained as limits of jump Markov
to be mutually independent. As a consequencé;(if) = k processes [14]. The ODHKI(3) has been extensively used in
then any peer without the file will meet a cooperative peepidemiology studies, wherg(t) represents the fraction of
with the file after a time that is distributed according to thanfected patients at timé when the population is of siz&/'.

= AE[Y()(N =Y ())], t>0. @)

= 0. 4)



Propositior 1L below, whose proof appears in the appendix,Since X.(¢), the number of cooperative peers without the
states that the mean-field approximation is an upper bound fite at time¢, is non-increasing irt, a quick comparison be-
E[Y (t)]. tween [5){¥) and{8)E{9) indicates that the proc¥ssshould

Proposition 1: E[Y (t)] < Nyo/(yo+(1—yo)e ?*) vt > 0. dominate the proces¥. This bounding result is formalized
and proved in the proposition below.

C. General network A word on the notation: a real-valued % is stochastically
. . . smaller than another real-valued 44, denoted ag/; < ; Z,

We consider the general network defined in Secfion]l-A P(Z > x) < P(Z > =) for all z

Define the vectoiX (t) = (%<1}, where we recall thak.(t) L > ,

. X (1)) _ ¢ Proposition 2: If Y(0) < Y3(0) thenY (¢) <s Y3(t) for

is the number of cooperative nodes in the system who do okt~ o

have the file at time and X¢(¢) is the number of free-riders ' . . . . .

in the system at time (by definition, none of these have thelhe Markov proces¥, is an absorbing continuous-time birth

file at timet). Let e. = (1,0) ande; = (0,1). Under the and death process dN with absorbing staté). Because its

statistical assumptions made in SGQ{E_!I-A itis seen that transition rates are linear functions of the system stdtis, t

processyY " {(Y(t),X(t))t, ¢ Z_t_O} IS a fln!te-stgte Markov s also a continuous-time Markolranching procesg18],

process whose non-zero transitions are given by namely, a process in which at any tinleeach member of

Y (t) Y(t)+1 . Y, (t) evolves independently of each other. The next section

(X(t)) - (X(t) — e, ) With ratleAY (t) Xc(t), ®) specializes known results of the theory of branching preees

to the proces¥ .
<§E?)> N (Y()?(g 1) with rate p.Y (t), (6)
ef

(Y(t)) . < Y (t)

X(t) X(t) - As previously observed the proce¥s is a birth and death

Throughout this paper we will assume that- 0 andy > 0. Pranching process [18, Chapter V]. Each peer of this process
The proces¥ takes its values in the sét:= {(i, j,k),0 < has a probability of change in the interval ¢ + 7) given

i <yo+Ne,0<j < N.,0<j+k<N—yo}. Furthermore, by puh + o(h) with d = AN, + p; with probability po =

all states in€ of the form (0, 7, k) are absorbing states since/d @n infected peer dies (a peer leaves) and with probability

there are no more transitions when the file has disappearefz = AVe/d an infected peer with the file is replaced by two

An explicit characterization of the transient behavior ld t infected peers (a peer receives the file). With certain abfise

absorbing Markov proces¥ is a difficult task due both to N°tation, we letf(s) = po + p2s” be the p.g.f. of the birth-

the presence of non-linear and non-homogeneous transitf§ifth Process. S _ _

rates in the state variables and to the dimensionYofin Given Y, (0) = k the extinction timeT (k) is defined by

this paper we will instead develop two approximations of the . ) _

Markov processY. The first one, in Sectionll, will consist To(k) = min{t >0 = V3 (t) = 0}

in replacing X.(t) by N. = X.(0) in the transition rate | o Gi(t) == P(Ty(k) < t) be the CDF ofT}(k). Given

@), which will introduce a birth and death Markov branching (j) = %, the extinction probabilitygs, is given byg, =

process. As expected, this (so-called) branching apprtiom ¢, (). The CDF ofTj,(1) is obtained from the differential

will lose its accuracy as the_ rat@’c(t)/Nc_ decrease_s. equation%lt(t) — MG (t)— f(G1(t))) implied by [18, Eq.
The second approximation, in Sectign] IV, will use anz.3), p. 104]. Thus, we have

asymptotic argument a®%vn — oo based on a mean-field

approximation ofY. This approximation is justified if the 1 — e r(-pt

initial state of Y is of the order of N. Both the branching Gi(t) = 1— pe—r(i=p)t’ £20, (10)

and the mean-field approximation approaches will allow us to

approximate key characteristics ¥f such as the probability Wherep defined asp = AN./p is not 1. From[(I0) we find

of disappearance of the file, the time before all files disappe )

the maximum number of cooperative peers in the network and ¢ = min{1,1/p}.

the fraction of peers that eventually receive the file.

A. Extinction probability
) with rate \Y (¢) X ¢ (¢). @)

(11)

In other words, the extinction will be certain iff < 1. Since
all peers behave independently of each other we have
[1l. BRANCHING APPROXIMATION ¢¥ = min{1,1/p*} and

Let Y, := {Y;(t), t > 0} be a Markov process olN := Cu—pyt \ F
{0,1,...} (the subscripb refers to “branching”) with non-zero G, (t) = G4 (t)* = (—1 — ¢ ) , t>0. (12
transition rates given by 1 — pe—r1-p)t
V(1) = Yi(t) + 1 with rate \Y; (¢)N. (8) Wh.en .Y" is a cr.it.icall brgnching process (i.e. = 1), the
Yi(t) = Yo(t) — 1 with rate Y3 (t) ) extinction probability is given by
k
where we recall thatV, is the number of cooperative peers Gi(t) = ( pt ) . t>0. (13)
without the file at timet = 0. 14 put



B. Expected time to extinction (Y, xe,zp), 0 < y,xe,xp, y + xc + x5 < 1, Of the system of

Assume thatp < 1 (extinction is certain). The expectedODES y y(Bze — 1)
extinction time is equal td[T;(k)] = [;°(1 — Gx(t))dt. In ) = —ﬂcyxc (18)
particular dt s ~Byay
_log(1—p)

E[Ty(1)] = o (14)  with initial condition (yo, .0,z 1.0)-
In particular, for any finitet the solutiony, x., xy of
Let us now come back to the original proce¥s Define (I8) will approximate the fraction of peers with the file, the
T'(yo) := inf{t : Y'(t) = 0}, the first time when the file hasfraction of cooperative peers without the file and the fiati
disappeared from the network given thet0) = yo. When of free-riders, respectively, at time The accuracy of this
Y (0) = Y,(0) = yo, Propositior R implies that approximation will increase wittV, the total number of peers.
- < = .

P(T(yo) > 8) = PIY(t) > 0) < P(¥i(t) > 0) = Gy (1) A. Peers that never receive the file: a phase transition
In p(alrjlc)ular E[T(yo)] < E[T(yo)], so that E[T'(1)] <  The fraction of cooperative peets and the fraction of free-
—=8 -5 from (1) forp < 1. ridersz; that do not have the file monotonically decrease (this

When there are more than one seeds at time O, we Ggfrue also for the original system) to some limit valueseyrh
compute the expected extinction time in a similar way. Usingan continue decreasing until there are no copies of therfile i

some transformations in the integral [19], we obtain the system, namely untjj = 0.
oo The first question we wish to address is whether these limits
E[Ty(k)] = / (1 — Gg(t))dt are close to 0 or are large. In other words, we wish to know
01 . whether all (or almost all) peers interested in the file ate &b
— / 1-w dw. (15) obtainitor not. If the answer is no, then we shall be inteest
o K+ (u+ ANw + AN w? in computing the fraction of peers that never receive the file
Letd := 3/u. From the first two equations i {118) we obtain
IV. M EAN-FIELD APPROXIMATION T as p )
In this section we investigate the behavior of the proéss di =-1+ 01, (19)

defined in Sectiof II=C a®', the number of peers, gets large . . . L

We first show that this behavior (to be made more precisg]e solution of this differential equation is

is well approximated by a deterministic limit solution of an o +y=0"Inz. + ¢(0) (20)
ODE, an approach known as mean-field approximation. Seﬁ . . s
[14] for the theory and [21], [28], [23] for recent applicatis WNere ¢(0) = wco + yo — 07 Inzcp. Let y™** be the
in the area of file sharing systems. maximum ratio of cooperative peers with the file. According

; i i max i —p-1
Like in Section[1[-B we assume that the pairwise contaé? othe stt Ctlaquatlon "11%8)5’ "% Is reached whea.. = ¢
rate, ), is of the form\ = /N with g > 0. We recall that 0> 1and IS expressed as
the initial state ofY is given by Y™ = 071 +1n6) + ¢(0). (21)

Y(0) = Nyg, X.(0)=Nz.o, Xs(0)=DNzso (16) Whent < 1, y™** is reached whemw, = z., (i.e. at time
t = 0). On the other hand, as — oo y is approaching 0
with yo + xc0 + 250 = 1. [The analysis below holds under(since we have assumed that> 0) so that, from[{20)z..(c0)
the weaker conditiodimy .. N~'(Y(0), Xc(0), X;(0)) = satisfies the equation

(y()vxc,()vxf,()>'] 1
Let v; = (1,—1,0), va = (—1,0,0) andvs = (0,0, —1). ze(00) — 07 In(z.(00)) — $(#) = 0. (22)
Denote byg(Y,Y + v;), i = 1,2,3, the non-zero transition

rates of the process Markov proce¥s out of statey = It is easily seen that this equation has a unique solution in
(Y1,Ys,Ys). We have (cf.[B)HT7)) (0,zc,0) (note thatz.(t) < z.o for any ¢ sincez. is non-
increasing from the second equation [n](18)). Frém (18) we
g(Y,Y+uv1) = %EYQ,Q(Y, Y+ug) = uY1,g(Y,Y +vs) = %Ylyg find thatz;(t) = %xc(t) for all ¢.
As recalled earlier the mean-field approximation only holds
which can be rewritten as for finite ¢ and there is therefore no guarantee that it will
Y hold whent = oo, namely, that VY~ will converge
g(YaY + vi) = Nf <vai> , 1=1,2,3 (17) in probablllty to (O,LL'C(OO),QCfJ)SCC(OO)/QCCy()) as N — oo.
However, due to the particular structure of the infinitedima
where f(u,v1) = Puiue, f(u,v2) = pup and f(u,v3) = generator ofY this convergence takes place as shown in [24,
Buqus for u = (uq, ua, us). Sec. 5.2]. We consider an alternative rescaled Markov gsoce
We may therefore use Theorem 3.1 in [14] (it is easil}Y := {(Y(t), X.(t), X;(t)),t > 0} with generatorg(-,-) =
seen that conditions (3.2)-(3.4) in [14] are satisfied) ttaob ¢(-,-)/Y: and same state-space &S so that starting from
that the rescaled proce$6~'Y converges in probability as the same initial condition the terminal values &f.(¢) and
N — oo, uniformly on allfinite intervals[0, T, to the solution X.(t) (resp.Xs(t) and X ;(¢)) will have the same distribution.



The mean-field approximation fé¥ shows that the solution A. Observations on file availability and counter measures

of the associated ODE's is given 9, z.oe™"",z70¢”"")  Before proposing the counteractions against illegal P2P
for any ¢ > 7, with 7 the unique solution in(0,00) of swarms, we investigate the impact of measures on file avail-
e+ Yo = Teoe P + pr, from which the result follows. ability. The main question is how does a decrease or increase
In summary, asV is large, the fraction of cooperative (respip one of the system parameters affect measures such as
free riders) peers which will never receive the file is approx « the size of the torrent: the fraction of those who are

imated by z™ = wc(c0) (resp.aj™ = 702" /e 0) interested in the file and are able to get a copy of it.
wherez(cc) can be (numerically) calculated frof_{22). This can be seen as a global availability measure.

, We ?ret mter.tlastt)(.elf: |niwhether the_:re] l; an abrup;[ r(;hange. the extinction probability or the expected extinction time
gbc_on eln _?\gal_a (')'y”("t?]'%(oo)) Wlt' € par?r:n(;,\g ot the maximum availability: the maximum number of
viously, 110 1S U, a € cooperative peers that do no copies that can be found simultaneously in the system.

have_t_he file at time O will never receive it. To fmd_ a phase This can be viewed as an instantaneous availability mea-
transition, we approximatg(z.(o0)) in (22) by using its

sure.
Taylor extension at., an in . - .
aylor extension at.o and obta According the analysis in Sectiofs][AV, all above mea-
1 1 z.(c0 1 { B i i
2e(00) ~ (2 = 00— y0) + = ( () 192)/( _1), sures depend on the ratfo (or £ equivalently). A small ratio
0 20" e Oc,0 2 means a poor availability of the file.

By introducing counter measures, the peers without the file
might have difficulties (i.e. taking a longer period) in findi
other peers with the file, or the peers with the file may provide
gpwnloading service for a short period (increasjryg

Since the expressio%(% — 1)? is bounded, the phase
transition happens @ = 1/z. 0.

Despite the similarity in the definitions qf in Section]
and of .o in the present section, the phase transition To enforce the counter measures, we need new policies
p = 1 is different in nature from that alz.o = 1. The ’ P

former indicates whether or not the file will be extinct WhiIeOr ”nc:_vv Str:te?('ei‘] For exam_;#}e, Lf ttf:]e f_(iont(:)nt ownerls use
the latter will drastically impact the final size of the tante pollution attack, the peers without the Tile observe a large

- - ; i amount of useless “copies”. Hence, the rate of contacting
Figure[1 displays the mappi Oxco) — ™ for L :
Ze,0 g€ {(?01 O.q 8/.3 0.5 0.9;22?530(:%100)5. Thgtja(l curves other peers,, may decreasg. Similarly, a P2P community
for Min are 7mon’ot0tz1icaI7Iy decreasing in. , (the curve that might allow comments on a file. If the content owner places

intersects the vertical axis close tds the one correspondinga :\(A)Lg;\?gverfsf ccirr:}mentsb(e.g.f I_O‘;V qu?h;y o;;eso(ljug?n of
to z.o = 0.01, and so on.). For each curve we note th ideo file), the number of interested uséfsan e

existence of a phase transition @t. o — 1, which is more contgct ratex may dec_rease. Meanwhile, if new threatening
pronounced as the ratio of cooperative peers increases. policies are enforced_elther b_y the law ma_ker or by the panten
owners, the peers with the file may provide downloading for
T 203 hee rders a shorter period. An extreme case is that a peer leaves the
=T o e e system immediately after obtaining the file.
As mentioned above, counter measures are various in forms.
In what follow, we consider one particular scenario that a
small number of persistent illegal publishers reside in the
swarm. They aim to spread the copyright protected file as fast
as possible in the P2P swarm. To combat with undesirable

Ratio of peers never with the file

-1 -0.5 o 0.5 1 15 2
19930(8 o) With Yo = .09 file sharing, the content owner presents one simple method,
Fig. 1. Ratio of cooperative peers (a5is large) that never receive the file namerCOOperatlon Cont_ro' The basic Iqea IS to. discourage
as a function oflog;(6zc.0). the degree of cooperation of peers with the file. Here, the
contact rate\ is deemed as an intrinsic parameter of P2P
B. Combining the branching and the epidemic model swarms that can hardly be changed technically.

The mean-field approximation is accurate for layeif
the initial state scales wittV linearly. In the case tha is B. Control of cooperation
very large but the initial condition does not scale with(e.g. ~ We introduce the cooperation control to prevent the dissem-
Y(0) =1, X.(0)+X;(0) = N —1), we can do the following. ination of copyrighted files. We aim to reduce the degree of
Fix some Ny much smaller thanV but larger tharl. Use the cooperation (i.e. increasing) so that the delay of obtaining
branching process approximation until the number of peetse file is increased. To achieve this goal, the content owner
with the file is Ny. Then, switch to the epidemic model. (Folcan invest a certain amount of money in the very beginning to
the branching process, we recall that given that there is g3courage the cooperation of peers. The cooperationaontr
extinction, the population size grows exponentially fast)  is a case of confrontation strategy. In other words, we are

focusing on this unilateral action of the content owner agai
V. CONTROL ACTIONS AGAINSTP2PNETWORKS unauthorized file dissemination.

In this section, we first investigate the major findings in the We consider the same model as in Secfion]Il-C but we
analysis of content availability. A set of control actiong a now assume that all peers are cooperative and that there is a
proposed to protect copyrighted files against P2P file sparimumberY;; > 0 of permanent publishers, where the subscript



N refers to the total number of peers in the system at time VI. TAKING HETEROGENEITY INTOCONSIDERATION

t = 0. The pairwise contact rate )= 3/N. Denote by« the

In the preceding analysis, we assume that peers are either

investment level of the content owner against P2P net""orl\%e-riding or cooperative with the same effort. A natural

The departure rate is an increasing functioncgf denoted

by p(«). We denote by (¢)

file at time ¢. Observe thattx(0) + Xy (0) = N — Y5
If limpy 00 YN(O)/N = Yo and limpy 00 XN(O)/N = o,
which implies thatimy oo Y*/N = 1 —2¢—yo := y*, then,
by Kurtz’s result [14], the rescaled proceds (Y (t), X (1))
converges in probability a&% — oo, uniformy on all finite
intervals|0, T'], to the solution of the ODEs

# ()= e

with initial state (yo, zp). From now on we will assume that

y* > 0.
Consider an arbitrary peer without the file at time= 0

and denote byl'y the time that elapses before it receives i

Let Py (t) := P(Tn < t). Similarly to [23, Page 6] we find

dPn (t) B - ElYn({@)]+ YR
G =B Pr) = ()
Solving for Py (t) gives
Pu(t) = 1 — e Pl =5 1500 (25)

Hence

° ° ¢ BIYN ()I+YR
E[TN]:/ (lfPN(t))dt:/ e By TN ds gy

0 0

From the above we know thaF Yy (t)] + Y3)/N — y+ y*
as N — oo for everyt > 0, so that from[(2b)

lim (1 — Py(t)) = e P o) +y)ds

N—o0

(26)

for everyt > 0. On the other handimy_,o Y3 /N = y*
implies that for0 < e < y* there existdV, such that’’y /N >
y* — e for all N > N.. Therefore, from[(25),

1— Py(t) < e P =t (27)

. L A
for N > N, t > 0. Since the r.h.s of[{27) is integrable

t

guestion is whether our methodologies can handle the swarm

: the number of non-permanent i, heterogeneous types of cooperative peers. In thisosect
publishers and byX y(¢) the number of peers without the

we classify the cooperative peers into two groups, ltrey-
term (or class-1) and thehort-term(or class-2) cooperative
peers. The former group has a small departure gatewhile
the latter has a large departure rate (i.e. u2 > p1). Here, we
only consider the random contact model without free riders.
Later on, we will show that our analytical framework can be
easily generalized to incorporate the case with more cdasse
and with the random contact model in sectionlVII.

Let N; and N, be the numbers of class-1 and class-2
peers without the file in the beginning (the term “coopekdtiv
is removed since all the peers are cooperative). We denote
by X;(t) (resp.Y;(t)) the number of class-peers without
(resp. with) the file, fori € {1,2}. Define the stochas-
tic processH = {X(t), X2(t),Y1(t),Ya(t),t > 0}. Let
{X1(0), X2(0),Y7(0), Y>2(0)} be the initial state of the process
H. Let N be the total number of peers in the swarm that has
N = X1(0) + X2(0) + Y1(0) + Y2(0). Given the assumptions
in section[), a state transition dfl is independent of all
the past states, which is Markovian. With certain abuse of

notations, we define two vector of states %) = (}'({))

and Y (1) = (}111)). Define a set of constant vectors =
{1a 07 717 O}T’ €2 = {Oa 17 0; 71}T! fl = {71, 07 0; O}T and
fo = {0,—1,0,0}T. The state transition of the proceEkis
described as follows.

Y (1) Y (t) .
(X(t)) — <X(t)> + e; with rate \(Yy(¢) + Yg(t))XiE;)é)

(éf(((?)) - (f(((?)) + fi with rate 1, Y;(t).  (30)

To investigate the transient behaviors of the prod&sw/e still
resort to the branching process and the mean-field apprexima
tions. However, the single-type Markov branching process i
no longer applicable. This is because a clagger with the

file may give birth to an offspring of either clasor classsi

in each contact. We propose to study the early extinction of
the file using multi-type Markov branching process.

. Two-type Markov branching approximation

in [0,00), @8) and [2V) allow us to apply the bounded We approximate the proce$s by the corresponding 2-type

convergence theorem to conclude that

T(a) = / Jim (1= Py (8))dt = / e B Jo W)ty )ds gy
0 oo 0

The objective of the content owner is to choose an investmentYi (t) = Yi(t) + 1 with rate A(Y:(¢) + Y2(¢)) Xi(0),

level o > 0 which will maximize its utility

h(a) :=T(a) — a. (28)

Markov branching procesH,. Assuming that the number of
peers without the file does not change over time Xe(t) =
N; and X»(t) = Ns), we obtain the procesH, with linear
state transition rates.

(31)
Yi(t) — Yi(t) — 1 with rate u; Y;(¢). (32)

Different from sectiorll, the offspring of a peer in the 2-
type branching process is expressed as a vector. For example

To understand the impact of cooperation control on the delay class: peer with the file produces either one clgsé-e.

we present numerical studies in Section VIII.

itself) and one class-infected peers, or two clagsinfected



peers (including itself) in a birth event. When this peerésa

When both eigenvalues are negative, the file will disappear

the swarm, a death event happens in a particular type infthe approximated branching process definitely. Given the
peers. Obviously, a clagsinfected peer cannot give birth todeterminant), the proces#l, is sub-critical (extinct for sure)
two classg offsprings. Here, we define four constant vectori$ the parameters satisfy

to describe the offspring vectors of the procdds. O; =
{0,0}T, Oy = {1,1}7, O3 = {2,0}T and O, = {0,2}7.

The j*"* element of vector),; represents the number of class-

j offspring,Vj € {1,2} and!l € {1,2,3,4}. The offspring of
a class-1 infected peer is in the €1, 05, O3}, and that of a
class-2 infected peer is in the sgb;, O, O, }. Denote byp!

(37)

p1 + p2 — AN1u2 > 0;
e — >\N1;L2 — )\NglLLl > 0.

We next compute the asymptotic survival probability of a
super-critical P2P swarm. Denote By the survival probabil-
ity of file extinction ast — oo if the single seed belongs to

the probability of a class-infected peer to have an offspringclasss initially. When the proces$l, is super-criticalg; can
Oy, VIl € {1,2,3,4}, when an event happens on the classbe solved numerically by letting the left-side BI]35) beltatt

peers. DefinegVy s := N1 + No. We obtain

1 _ J25% 2 _ AN
P1 AN1u2+p1? Pr AN1U2+p1”
3 _ AN, 4
P = AN1U2+p1 and Py =0.
Similarly,
1 _ p2 2 _ AN
P2 AN1U2+p2? D3 AN1U2+ 2
4 AN3 3
P2 = 3Ny and p5 =0.

The generating functions of an infected peer in clasmnd 2
can be written as

hi(s1,52) p1 + pisisy + pisi, (33)
ha(s1,82) = py+pasise + pyss, (34)
where s = {s1,s2} is a set of variables. Denote by

IS,

(ANie — 1)@ + AN;@; — ANs(G7)* — AN; @@ =0, (38)

for ¢/, q; € [0,1],Vi,j € {1,2},i # j. Defineq;(t) to be the
corresponding extinction probability at time and ¢ to be
that ast — oo. We can easily obtain;(t) = 1 — (t) and
g =1-q;,vie{1,2}.

Next, we compute the extinction probability of the process
H, with multiple seeds initially. Suppose that there die
peers with the file at time 0 in clags-Define Gy, ., (t)
to be the CDF of file extinction at timé. Because all the
ancestors (infected peers at time 0) behave independdérly,
file extinction probability is given by

Gk ko) (8) = (a1 ()™ (g2(1))"=. (39)

(complimentary tay;) the survival probability of the file at time B. Mean-field analysis

t whena single class- peer obtains the file initiallyDenote
by d; the rate of an event happening in clasg§ € {1,2}).
According to the method in [20], the survival probabilite®
the solutions of the following ODEs

1 dgi(t)

4
d; dit G T Zpﬁ(l —(1—g)"(1—g)¥)

=1

AN; AN;
-G L(2g; — @2 j
q+di(q q;) + 7

for 4,5 € {1,2}. The constantl; = AN, + p; is the Poisson
rate of an event happening among the peers of dlaste
eq.[3%) can be rewritten as
(@
ANy ANy — q2
B ()\(Nﬂ]% + N2Q1Q2))
ANs
ANy —

The inequality holds componentwise, since the variablés
and g2 (t) are nonnegative. Defin® to be the above x 2

i Q1 _ ANy — H1 AN,
dt \ g2
AN2@5 + N1q1gz)
< | |-(2)
o q2
constant matrix. One can see thais irreducible. Letz be an

(¢ + @ — @:q;)(35)

AN — 11

W . (36)

eigenvalue of the matriX. The extinction of the file in the 2-

When the number of peerd/ gets large, the Markov
processH can be approximated by the solutions of mean-
field ODEs. Letz;(t) (resp.y:(t)) be the ratio of classpeers
without (resp. with) the file at timeé. The initial state of the
scaled procesﬁ\f’lH is given by {y170,y270,x170,1:27()} =
(A0 12l0) X0 0) X003 - we apply Kurtz theorem [14]
and obtain the rescaled proceSs 'H that converges to the
solution of the following ODEs on all finite time interval as
N — oo

Y1 Blyr +y2)T1 — pays
d | ye B(y1 + y2) 2 — poy2 (40)
dt | =1 —B(y1 +y2)71
T2 —B(y1 + y2)x2
The last two equations ifi_{(#0) give rise tg(t) = if—’gm(t)-

In the P2P swarm with two type of cooperative peers, the
rescaling method in [24, Sec. 5.2] does not work. Hencegther
is no guarantee that this mean-field approximation holds as
approaches infinity.

VII. P2PWITH A FIXED REQUEST RATE PER NODE
A. Model
In this section we will consider a slight variation of the

type branching process depends on the sign of the eigesvali@de! in [13]: there areN' peers at timet = 0, at least
(see [Theorem 2.1, [20]]). The determinant/®fis expressed One of them having a file. Each peer without the file sends a

as

A=2%— (AN1u2 — p1 — p2)z + (pap2 — AN1pt2 — ANap1).

request for the file to another peer selected at random. These
requests are initiated at Poisson rate- 0. It is assumed that
a peer with the file leaves the system after an exponentially



distributed random duration with rate> 0. All these rvs are require to use the mean-field limit as—+ oo, something that
mutually independent. LeY (¢) (resp. X (¢)) be the number Kurtz's result does not cover.

of peers with the file (resp. without the file) at tinte We To overcome this difficulty, we will use the same argument
haveY (0) + X(0) = N with Y(0) > 1. Under the above as in [24] (see also Sectidn IV where this argument was
assumption& := {(Y'(¢), X(t)),t > 0} is a Markov process already used), taking advantage of the particular strecofrr

on the set€ := {(y,z) € {0,1,...,N}? : 0 <y +2 < N}. the infinitesimal generator of the procéssMore specifically,
Let g(z,2), z = (y,x), 2" = (y,x) € €, denote its generator. it is seen that the generator Afwrites in the formg(z, 2’) =

Non-zero transition rates are given by yq(z,2') for z = (y,x), 2" = (y',2’) € &, where non-zero
transition rates are given ii_(41)-(42).
Y (t) Y(t)+1 . AY (1) X (t) . N R .
(X(t)) — (X(t) _ | ) with rate YO+ X0 (41)  LetZ = {(Y(t),X(1)),t > 0} be a Markov process with

generatorg(z, z’) and state-spac€ (same state-space 3.

Y (1) Y(t)-1Y\ . Since Z has been obtained by changing the time-scale of
<X(t)> ( X (t) ) with rate ¥ (t). (42) Z, the final values ofX (¢) and of X (¢) will have the same

This model differs from our previous model in that the ratdiStribution (note that the final state bf(¢) andY'(¢) is always

of increase is normalized by the total number of peers ErC Since statel, -) are all absorbing states) and so will have

the system. More precisely, the rate [J(41) follows frorf'€ maximum torrent size. _ )

the fact that with probabilityY (t)/(Y (t) + X (t)) a peer  Since the generataj(z,2’) can be written agj(z,z’) =

without the file will contact a peer with a file at time(the V/(2/N,z'/N) (this is where the assumption that a peer may

latter implicitly assumes that a peer may contact itself &9ntact itself is useful) and since conditions (3.2)-(3m1L4,

otherwise this probability would b¥ ()/(Y'(t) + X (t) — 1); Thm 3.1] are clearly satisfied, we may apply [14, Thm 3.1] to

the reason for doing this will next become apparent. Note tH2Ptain that, at any finite time, N~!(Y'(t), X(t)) converges

this assumption will have no effect whevi gets large) so that In Probability asN — oo to the solution(y, #), 0 < g, < 1,

the total rate of increase of the number of peers with the filgtZ < 1, of the ODEs

is AY ()X (t)/(Y(t) + X(t)) at timet. . e 3 e -

The( ;argle)/r(nosjél is c(ozl)sidered in [13] with the difference §=—p AT/ @ 4G, F=-A/E4y) (49)
that in [13] therg is one permanent publisher, thereby imply given thatlimy_,., N~'(Y(0),X(0)) = (7(0),Z(0)). Let
that all peers will receive the file. These authors show theit t (Yo, z0) = (7(0),Z(0)). We will assume thad < y, < 1
the mean broacast time @(V) if A < and isO(log(N)) andyy + o = 1 (the casey, = 0 (resp.yo = 1) has no
if A > p. Thus, there is a phase transition)at= y. interest since it corresponds to a P2P network with no file at

In this section we will instead focus on (i) the file extinetio any time (resp. where all peers have the file at time0).
probability and expected extinction time, (ii) the fractiof
peers that will receive the file (in the absence of a permanent N
publisher this fraction is not always equal to 1) and (jiig thD- Phase transitions
maximum torrent size (maximum number of copies of the file Adding both ODEs in[{(45) yield§(¢) + #(t) = —put + 1.
at one time) asV is large. In all cases we will show thePlugging this value back int¢_(#5) givast) = xo(1 — ut)s

1

existence of phase transitions. for 0 <t < 1/p and, by continuity,z(t) = xo(1 — ut)¢ for
0<t<1/pwith z(1/u) = 0.
B. Branching approximation In order to approximate the fraction of peers which will

never receive the file a& is large, one needs to find the first

time 7 > 0 where eitherz(7) = 0 or g(r) = 0. This timer

is easy to find as shown below.

Y;(t) = Yj(t) +1 with rate \Y; (43) We already know thati(t) > 0 for 0 < ¢t < 1/p and

Yi(t) = Yi(t) — 1 with rate pY; (t) (44) Z(1/p) = 0 so that we only need to focus on the zeros of
b b b\"/* - . .- - ~

. _ . g(t) in [0,1/p]. By writing § asg(t) = (1 — ut)(1 — zo(1 —

Here, the subscripb denotes the branching process with @¢)¢-1) we conclude that the smallest zero ®fin [0,1/]

fixed request rate per-node. Compared withthe Markov js (1 — Ié/(lfg))/u if ¢ <1andisl/pif € > 1. Therefore,

processYy assumesX (t) > Y (t). Because the continuous_ _ 1- x(l)/(l—@)/u S0if ¢ <landr =1/pif € > 1.

birth-death proces¥; has linear rates of state transition, "introducing this value of in #(¢) yields #(r) = /=9 if

is also a continuous-timilarkov branching process

With certain abuse of notations, we denoteYsy a Markov
process onV = {0, 1,--- N} that has

: o - . &< landz(r) =0if £ > 1. In other words, asV is large,
To find the extinction probability and the expected time t||aII peers will get the file ift > 1 and a fractiom:})/(l_f) of

extinction, one can resort to the analysis in sedfidn IlIfife them will not if £ < 1. In other words, we observe a phase

¢ := A\/pu. All the analytic results ifLTV can be tailored for thetransition ate — 1: all peers will get the file it > 1 and a

Y=, if pi I . ) - ) .
processY, if p s replaced by fraction& — z/ ™% will not if ¢ < 1.
] o Let us now turn to the maximum torrent size. Asis large
C. Mean-field approximation it will be approximated by the maximum gfover the interval

Our analysis will use Kurtz’s theorem [14, Thm 3.1] like in[0, 7]. A straightforward analysis of the mapping- (t) in
Sectior I¥. Note, however, that both metrics (i) and (i) abo [0, 7] shows that
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o itis decreasing if <1 orif £ >1andéxg <1 —these A. Epidemic model I: file extinction time and the branching
conditions can be merged into the single conditiorx  approximation
1/x¢ — so that its maximumy™®*, is given byy™** =

yo =1 — o,
o it is unimodular (first increasing then decreasing) if
£ > 11_/?0, with its maximum reached at := (1 — | this section we focus on FidlJ[3310. Figl 3 (resp. Fig
(§z0)'~*)/p and given by @) compares the CDF of the extinction time obtained by
Yo = (1) 1-0 /0= — 1) > 0. (46) simulation and by the branching approximation[in](12) when

. _ . Y(0) =1 (resp.Y(0) = 3), A = 6-1073, p = 1, and
In summary, asN is large, the maximum torrent size isfor two values ofr (r = 0.6 implies thatN, = 239 and
approximated byVy™* with y™** given in [48) if{ > 1/z0  x,(0) = 160, » = 1 implies that there are no free riders
andy™® =1 — x if £ < 1/x¢. This shows another phase(x (0) = 0) and N, = 399). Note thatp = AN,/u is close
transition (see Fig.12) af = 1/z (i.e. atAzo = p) inthe 159 4 whenr = 1 and is close tol.43 whenr = 0.6. In
sense that the torrent is maximumtat 0 if { < 1/zo and g cases, the simulation and the branching approximatien a

is maximum at a later time i > 1/zn. in close agreement up to a certain time (tiffig in Fig. @)
o ool —708 which, interestingly, corresponds to the extinction timethe
807 %07 branching model. After this time, the extinction of the fite i
£ 06 2 06 the Markov model increases sharply (the largethe larger
Ezi EZj the increase). In other words, the extinction of the file ia th
2os 2 03 ) original Markov model has two modes, aarly extinction
for £- 1058 £ oo futTHE mode and date extinction mode. The former occurs when the
0-3 “ °-; file disappears before the dissemination has reached its pea
0 5 0 50 5 g 155 value (i.e. most peers do not get the file) and the latter when

. . L . 3 .
Fig. 2. Maximum torrent size oveN (as N is large) as a function of for

2o = 0.95 (left figure) andzo = 0.8 (right figure). most peers leave the network with the file. One may also check

that the branching approximation provides an upper bound fo
the CDF of the extinction time, as predicted by Proposition
VIII. N UMERICAL RESULTS : .

2. Last, we note that when there are less cooperative peers

This section has two goals: to investigate the accuracy of — (.6 the file lifetime is prolonged (see e.g. poifit
the approximations developed in the previous sections €to Fig. @ where simulation curves for = 1 andr = 0.6
made more precise) and to study the impact of measugg§ss each other); this can be explained by the fact thae ther
against non-authorized uploading or downloading on the filge |ess contact opportunities between cooperative peea w
availability in P2P swarming systems. Due to lack of spacg._ (.6, The main difference between Fig. 3 and Fig 4 lies
we will not report any numerical result for the P2P modej, the increase of the probability of the late extinctionttisa
considered in Section ViI; we will instead focus on the P2Beeper with three initial seeds (0) = 3) than with one initial
model introduced in Section I}C and on its branching angbed ¥ (0) = 1). Fig[@ and® show the CDF of extinction time
mean-field approximations developed in Sectibnk Il yhen A = 0.002. In this experimentp = 0.8 if » = 1 and
respectively (Fid.18-12), as well as on the optimizatioriieen , — () 43if » = 0.6. Thus, the approximated branching process
set in Sectiol V (Figl_13). . is sub-critical, resulting in a quick extinction of the filehe

For each set of parameters, between 200 and 1000 disCrei§r of extinction time obtained from numerical examples is
event simulations of the Markov model in Sectlon 1I-C havgery close to that obtained from the branching process model
been run. In each figure (except in Figll7-8 where onlyhis is to say, whep < 1, all the peers with the file die out at
simulation results are displayed and in Fig] 13 where onjife early stage, and hence branching process provides a very
mean-field results are shown) both simulation and approXecyrate approximation of extinction probability.
mation results are reported for the sake of comparison. Let
r:= (Y(0) + X.(0))/N be the ratio of cooperative peers at Simulation results in Figi]Z}8 exhibit the sarearly-late
time ¢ = 0 and recall thatV. = X.(0) (see Sectiofl). The extinction pattern as in Fi@l] 8 4; they have been obtained fo
total number of peersy, at timet = 0 is equal to400 in Fig. X = 25.10~* and for two different values ofi, » and Y (0).
3, to300 in Fig.[@ H0 and to500 in Fig.[I3.

This work introduces two epidemic models that differ in Fig.[QEL0 show the expected time to extinction as a function
their random contact behaviors. If a peer makes contacts witf the pairwise contact ratg in the case of an early extinction
all other peers randomly instead of one other peer, it idall(i.e. for small values of\), for 4 = 1 and for two values of
epidemic model lin brief. Otherwise, it is callecepidemic r. The curves "Model” display the mapping — E[T,(k)],
model Il For the sake of clarity, we organize this section asith E[T;(k)] the expected extinction time in the branching
follows. Sectior_VIII-A{VI-Clillustrate the extinction time process giveny (0) = k (see Sectioi_1ll). We observe an
and the file availability ofepidemic model.ISection[VII[-E excellent match between the simulation and the branching
shows the numerical results @pidemic model Il Last, in approximation thereby showing that the latter works well fo
[VIIT-D] we demonstrate the results epidemic model with early file extinction. Also note that having three seedseiadt
two type of cooperative peers. of one greatly extends the expected extinction time.
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as a function ofu.

B. Epidemic model I: file availability and the mean-field
approximation

We now look at the fraction of peers that will not acquire the
file. We assume that"(0) = 10 and we recall thafV = 300.
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Fig.[Iq (resp. Fif12) displays this fraction as a functibrho peer of class-2 at = 0. In the branching approximation, the
(resp. ) for two different values of- (r = 1 corresponding extinction probabilities of above cases are 0.35, 0.52 ah@ 0
to X.(0) = 290 andr = 0.5 corresponding taX.(0) = 140 respectively. Figi-14 shows that the branching model ptesen
and X ;(0) = 150). In each figure, both simulation and meanan upper bound of extinction time. The CDF obtained from
field approximation results are reported. The fraction afrpe the branching approximation are very close to the numerical
without the file is a decreasing function of the pairwise echt results at the early stage of file dissemination. Especitdly
rate A and an increasing function of the cooperation degthe casgY;(0) = 1,Y5(0) = 1), the extinction probability is
1. The mean-field approximation is obtained as the uniqueell approximated by the product of the probabilities in the
solutionz.(co) in (0, z.(0) of equation[(2R) where the initial cases(Y1(0) = 1, Y2(0) = 0) and (Y1(0) = 0, Y2(0) = 1).
condition of the ODESs[(18) is given bfyo, z.(0),z;(0)) = We evaluate the number of peers that do not receive the
(Y(0)/N,X.(0)/N,Xf(0)/N). In both figures we observe afile after a long periodl’, (e.9.T > 50 in the mean field
remarkable agreement between the simulation and the meaodel, while the file has disappeared in the experiments). Th
field results (relative errors never exce#d when all peers number of class-1 peers is 340 and that of class-2 peers is 160
are cooperativer(= 1) and never excee@ when half of the In each class, 25 peers (or equivalengly, = 0.05,y20 =
peers are free riders & 0.5)). We also note that the fraction0.05, z; o = 0.63, z2 o = 0.27) obtain the file at time 0. The
of peers without the file considered as a functiomofresp. departure rateg; andus are 1 and 2 respectively. The contact
) is larger (resp. smaller) when= 0.5 than whenr = 1; rate) increases frons x 104 to 1.2 x 10~2. Fig.[I5 shows the
this is of course not surprising since, unlike cooperatiserp, ratio of all peers without the file, and the ratios of peersdohe
free riders do not contribute to the file dissemination. class without the file. We observe that the mean-field ODEs
can predict the file availability accurately. The percepntad
C. Epidemic model I: action against unauthorized file dowr€ers without the file in class-1 is proportional to that in
loading class-2. Fig['I5 also exhibits a similar phase transitiofilef

We now evaluate the impact of actions against unauthoriz%\éa"ab'my’ though without an analytical expression.

file downloading. For that, we use the framework developed

in Sectior[Y. Since the above simulations show that, fordardr- Epidemic model II: extinction time and availability

N, T(a) in SectiorlY is a good approximation of the expected We evaluate the transient behaviors of the epidemic model
time, T'v, needed for an arbitrary peer to get the file we onlyhere a node contacts only one randomly selected peer in
consider the utility functiorh(«v) (see [2B) ). We assume thateach time. There are 500 cooperative peers with the departur
the cooperation degrgg«) is given by (o) = pa. There are rate 4 = 1 in this set of experiments. Fig. 116 compares
500 peers ' = 500) at time¢ = 0 including two persistent the CDF of extinction time withY (0) = 1 and that with
publishers ¥* = 2). We assume that'(0) = 0 so that Y (0) = 2 when\ = 3. Note that Fig[ZIb exhibits similar
X(0) = N —Y* = 498. The initial condition of the ODE transient behaviors as Fifj] 3. The branching process model
@3) is (yo,x0) = (0,Xn(0)/N) with y* = 2/N. Fig.[I3 provides a good approximation at the early stage, and aeviat
displays the mapping — h(«), for two different values off  from the numerical results asbecomes large. We next show
and .. We observe that a small investment cannot obviousiiye phase transition of file availability. Two scenarios are
postpone the expected delivery delay of the file, resultmg tonsidered:zy = 0.6 (i.e. X(0) = 300) and 2y = 0.8

a decreased utility. As the investment grows, the utilittled  (i.e. X(0) = 400). The departure ratg is set to 1 and the
content owner increases significantly. The curves in Eig. E3ntact rate increases from 0 to 1.2. ffigl 17 exhibits the@ha
also show how large an investment has to be to counteract R2fsition of file availability in both experiments. In geak
illegal downloading. Note the content owner can still hawe ahe mean-field approximation matches the numerical study
increased utility when the ratig/u(«) is greater than one, well. However, wher¢ = \/u changes from 0.9 to 1.1, this
as the utility is maximized across all curves when the ratipodel overestimates the file availability by up to 0.11 when
B/p() lies between two and three. xo = 0.8, and up to 0.025 whem, = 0.6.

D. Epidemic model I: numerical analysis of two type of peers IX. RELATED WORK

In this section, we evaluate the transient behaviors of a P2PThere has been a number of works on the mathematical
swarm where the peers have different degrees of cooperatistudies of structured and unstructured P2P-based content d
Fig. 14 compares the CDF of extinction obtained throughibution. A seminal work can be found in [25]. The au-
multi-type branching process model and the simulation. thors propose a continuous-time branching process to zmaly
this set of experiments, we consider a swarm of 500 peessrvice capacity (i.e. maximum rate of downloading) and a
They are classified into two groups, class-1 with 400 peerearse-grain Markov model to characterize the steady efate
and class-2 with 100 peers. The pairwise contact rate of tlewnloading rate. In [22], Qiu and Srikant propose a fluid
peers without the file is set o= 6-10~3. The class-1 and the model composed of ordinary differential equations to descr
class-2 peers differ in the departure rate= 1 and s = 2 the dynamics of BitTorrent systems. Authors in [27] further
after obtaining the file. We perform three simulations: ieonpropose a novel fluid model based on stochastic differential
infectedpeer of class-1 &t= 0, ii) oneinfectedpeer of class-2 equations. This new model also extends [22] to multi-claisse
att = 0, and iii) oneinfectedpeer of class-1 and oniefected system and is able to describe chunk availability. Mundinge
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The ratio of peers without the file Epidemic Model 2: CDF of Extinction Time with = 3 The ratio of remaining peers without the file
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enough). A=3andu=1.

et al.[29] propose a deterministic scheduling algorithm tehich the performance measures are quite sensitive to such
achieve the optimal makespan for a structured system whitleasures and others in which the measures have very limited

requires global knowledge. A coupon model is put forwarinpact. In particular, we present two counteractions again
in [28] to investigate the effectiveness of a generic P2P filenauthorized file sharing in the presence of illegal pulelish
sharing system. Authors in [30] present an improved mod®ur methodology can be extended to analyze file bundling that

with tighter bounds subsequently. serves as a positive action of file dissemination.
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APPENDIX
A. Proof of Propositiorf 11
Proof: Throughout the proot > 0 is fixed. By Jensen’s
inequality, E[Y (t)(N — Y (1))] < E[Y(#)|[(N — E[Y(t)]) so
that from [2)

0 < sy

wherez(t) := E[Y (t)]/N € (0, 1]. According to the Gron-

(47)

wall's lemma, the solution of e@.(47) is upper bounded by the

ODE when the equality holds. By using (4) and the definiti
of z(t), we obtainE[Y (t)] < Nyo/(yo + (1 —yo)e ?*). 1

B. Proof of Propositiof 12
Proof: The proof relies on a classical coupling argume

on

nt.

On a common probability space we recursively construct two



