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A Multi-Level Framework to Identify HTTPS Services

Keywords: Legacy solutions: Port Based, DNS, IP, DPI →

Don't work). Decryption methods: HTTPS proxy 1 , Crack encryption algorithm → (Privacy issues & Computation complexity) Recent solutions: SSL certificate, SNI [1]→(Reliability issues). Research work: flow-based statistical method + Applicable to encrypted traffic.

-Low accuracy and computation overhead issues.
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Security vs. Privacy HTTPS (HTTP-over-TLS) is a protocol for secure communication over internet.

Content providers (Google, Facebook, ...) need securing contents over the web by moving to HTTPS.

Based on French ISP, the amount of encrypted traffic represent almost 50% in 2015, compared with 5% in 2012.

Despite SSL/TLS good intentions, it may be used for illegitimate purposes.

The Issue

An identification of HTTPS traffic without relying on decryption. 

Flow-Based Statistical improvements

One way is to combined it with algorithms from different fields like Machine Learning (ML) [START_REF] Donato | Traffic identification engine: an open platform for traffic classification[END_REF]. Used to identifying the Type of Applications [START_REF] Velan | A survey of methods for encrypted traffic classification and analysis[END_REF] such as (HTTPS, SSH, P2P, Skype, VOIP, etc.)

Used by Website Fingerprinting technique:

Identify accessed HTTPS web pages base on static object size parsed from unencrypted pages [START_REF] Miller | I know why you went to the clinic: Risks and realization of https traffic analysis[END_REF].

Flow-Based Statistical Method

Flow-Based Statistical improvements

One way is to combined it with algorithms from different fields like Machine Learning (ML) [START_REF] Donato | Traffic identification engine: an open platform for traffic classification[END_REF]. Used to identifying the Type of Applications [START_REF] Velan | A survey of methods for encrypted traffic classification and analysis[END_REF] such as (HTTPS, SSH, P2P, Skype, VOIP, etc.)

Used by Website Fingerprinting technique:

Identify accessed HTTPS web pages base on static object size parsed from unencrypted pages [START_REF] Miller | I know why you went to the clinic: Risks and realization of https traffic analysis[END_REF].

What is the proper level of identification?

Application type level OR Web pages Level 

Statistical features and ML algorithms

Statistical features

A set of 42 features over the TLS connections is used.

Classical 30 features from previous work [START_REF] Okada | Comparisons of machine learning algorithms for application identification of encrypted traffic[END_REF][START_REF] Kumano | Towards real-time processing for application identification of encrypted traffic[END_REF].

New 12 features are proposed over the encrypted payload.

ML algorithms

The ML algorithms use them to build the classification model.

Based on a preliminary experiments C4.5 and RandomForest algorithms are selected. 

Top level evaluation

Experiments show that we can identifying the service provider of HTTPS traffic with 93.6% overall accuracy.
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Second level evaluation

From 68 distinct service providers, 51 service providers have more than 95% of good classification of their own different services.

For example, we can differentiate between 19 services run under Google.com, with 93% of Perfect identification. 

The Multi-level Classification Approach Evaluation

The confidence score

Measures the level of agreement between decision trees.

Results shows that 86.68% of the predictions are in the sub-ranges [0.8-0.9[, [0.9,1[ and 1.

Conclusion & Future work

Conclusion

A complete framework to identify the HTTPS services with several innovations (Multi-level classification, SNI-labelling, new set of features, without decryption).

Based on real traffic, the results show that despite the challenging task, a high level of accuracy of 93.10% achieved.

Future Work

To adapt and extend our current framework for real-time analysis identification of HTTPS services.

Improve the global security of networks especially by developing a HTTPS firewall.
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A Multi-Level Framework to Identify HTTPS Services

The motivation An intermediate identification level Service-Level.

Identify the HTTPS services without relying on header fields. Do not decrypt the HTTPS traffic.

The core techniques 1 Machine Learning techniques.

2 Novel multi-level classification approach.

3 Well tuned set of features.

Evaluation techniques

Common evaluation techniques

A K-fold cross-validation, Precision, Recall, F-Measure.

Receiver Operating Characteristics (ROC) analysis.

The classification errors over time and the Confidence-Score.

A novel method more suitable for multi-level approach If service provider and the service name are predicted correctly → Perfect identification.

If service provider is predicted but not the service name → Partial identification.

If neither service provider nor the service name are predicted → Invalid identification

Evaluation Results

Overview

The evaluation of the proposed solution contains 3 parts: Evaluation of the collected dataset.

Evaluation of the proposed features set.

Evaluation of the multi-level classification approach.

Evaluation of the collected dataset

Contains more than 288,901 HTTPS connections.

Pre-processed to be suitable for multi-level approach.

Processed to determine a reasonable threshold for the minimum number of labelled connections per service.

Optimized by Features Selection technique

18 features are highly relevant: 10 out of 12 from our proposed set and 8 out of 30 from the classical ones.

This validates the rationale of the proposed features for identifying HTTPS services. 

HTTPS Identification Framework

The framework has been evaluated in two steps:

Evaluate each level separately, to measure the performance of each classification model. Evaluate the whole framework as one black box.

Evaluation conditions:

Full features set (42 features). RandomForest as ML algorithm. At least 100 connections number per service. K-Fold cross validation with k=10. 

Result

We can notice that even after 23 weeks without new learning phase, we still identify 80% (error <20%) of HTTPS services.