N

HAL

open science

Secure refinements of communication channels

Vincent Cheval, Véronique Cortier, Eric Le Morvan

» To cite this version:

Vincent Cheval, Véronique Cortier, Eric Le Morvan. Secure refinements of communication channels.

FSTTCS 2015, Dec 2015, Bangalore, India. hal-01238094

HAL Id: hal-01238094
https://inria.hal.science/hal-01238094

Submitted on 4 Dec 2015

HAL is a multi-disciplinary open access
archive for the deposit and dissemination of sci-
entific research documents, whether they are pub-
lished or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.

L’archive ouverte pluridisciplinaire HAL, est
destinée au dépot et a la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche francais ou étrangers, des laboratoires
publics ou privés.

Distributed under a Creative Commons Attribution 4.0 International License


https://inria.hal.science/hal-01238094
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
https://hal.archives-ouvertes.fr

Secure refinements of communication channels

13, Véronique Cortier?, and Eric le Morvan?

Vincent Cheva
1  School of Computing, University of Kent, UK
2 LORIA, CNRS, France
3 LORIA, INRIA, France

—— Abstract

It is a common practice to design a protocol (say Q) assuming some secure channels. Then the secure
channels are implemented using any standard protocol, e.g. TLS. In this paper, we study when such a
practice is indeed secure.

We provide a characterization of both confidential and authenticated channels. As an application,
we study several protocols of the literature including TLS and BAC protocols. Thanks to our result,
we can consider a larger number of sessions when analyzing complex protocols resulting from explicit
implementation of the secure channels of some more abstract protocol Q.

1 Introduction

When designing a protocol, it is common to assume a secure, confidential, or authentic channel.
Authentic channels may be read but not written in. Symmetrically, confidential channels may be
written in but not read. Secure channels are both authentic and confidential. For example, payment
protocols like 3D-secure are supposed to be run over a secure channel such as TLS. Similarly, many
services such as public key registration assume an authenticated channel. How to implement these
secure channels is left unspecified and, intuitively, the security of a payment protocol should not
depend on the particular choice of implementation of its secure channels. A typical example of a
popular and generic realization of a secure channel is TLS. For authentication, one usually relies
on a password-based authentication or on previously established keys (used e.g. for signature or
MAGC:s). Is it safe to use these protocols in any context? What is a secure or authenticated channel?
This paper aims at characterizing channels that have security properties. For example, assume Q is a
secure protocol (e.g. a payment protocol) that requires a secure channel. Which properties should a
protocol P achieve in order to securely realize the secure channels of Q? These properties should of
course be independent of Q since P and Q are typically designed in totally independent contexts. In
the remaining of this introduction, Q will refer to the “main” protocol while P will refer to a protocol
realizing secure channels (for several notions of security).

Our contributions. Our first contribution is a characterization of both secure, confidential, and
authenticated channels. We actually characterize what it means for a channel to be readable or not,
and writable or not. Then the realization of a secure channel typically proceeds in two phases. First,
some values are established by the protocol P, for example short-term symmetric keys or MAC keys.
Quite unsurprisingly, we show that these values need to be secret and appropriately shared. Then
the messages of Q are transported or encapsulated using the values established by P. For example,
the messages of Q may be encrypted with a key established by P. We provide a characterization
of secure encapsulations both for secure, confidential, and authentic channels. A key feature of
our characterization is that it is independent of P and Q, which allows for a modular analysis. We
show that standard encapsulations (e.g. typical use of encryption, signatures, or MACs) enjoy the
requested properties.

Our second and main contribution is to show how to securely compose protocols. Intuitively,
our main result guarantees that whenever P is a secure key exchange protocol and & is a secure
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encapsulation then P -€ Q is as secure as Q where P -© Q denotes the protocol obtained from Q by
implementing its secure channels using P and &.

The interest of our result is twofolds. First, it provides foundational grounds to a common
practice where protocols are typically designed and studied independently and then combined. We
show that such a practice is actually secure under reasonably light assumptions: primitives shared
between P, &, and Q should be tagged as proposed in [4]. Tagging is a standard practice that avoids
message confusion. Second, our result provides a technique for analyzing a complex protocol: it is
sufficient to analyse its components to deduce security of the whole protocol. To express and prove
our result, we have developed a framework, an extension of the applied-pi calculus [2], that allows
to easily talk about protocols roles and sessions, a missing aspect in the applied-pi calculus.

To illustrate our approach, we show that TLS is a secure implementation of secure channels.
Similarly we show that the BAC protocol [1] is also a secure implementation of a secure channel
and may be safely used with the Passive Authentication (PA) protocol as prescribed for the biometric
passport [1]. Using the CL-Atse tool [18], we analyse several combined protocols. Thanks to our
combination result, it is possible to analyse protocols in isolation instead of their combination, which
allows to consider a larger number of sessions.

Related work. One seminal work on composition is the one of Guttman and Thayer [13]. They
show that two protocols can be composed without one damaging the security of the other as soon
as they are “independent”. However, this independence notion needs to be checked for any protocol
execution and cannot be statically checked at the protocol specification level. Later, Guttman [11]
provides a criterion on the specification of P and Q such that P can be safely composed with Q.
Intuitively, Q should not break some invariant satisfied by P and conversely. While the work of [11]
focuses on authentication and secrecy properties, [12] more generally devises a framework for de-
fining protocol goals and designing, step by step, protocols that fulfill them. In [10], the strand space
model is used in a modular way, to analyse protocols components by components. The disjunction
criteria cannot be checked statically. All these approaches provide a framework that allows to reason
modularly when analysing the combination of two protocols P and Q, typically expressing invari-
ants satisfied by P that are shown sufficient to prove security of Q. This simplifies the proof of P
combined with Q but requires the knowledge of both protocols. Compared to our work, we propose
a criteria for a protocol P to securely implement a secure channel, independently of the protocol O
that will use it (provided primitives are tagged).

Under tagging assumptions similar to ours, it was already shown that P and Q can be safely run
in parallel even if they share long-term keys [7]. In passing, we generalize this result to the case
where long-term keys may be used as payload. [6] explains when two protocols may be used se-
quentially, with Q using data established by P. The main difference with our work is that messages
may not be transformed when composing protocols. Therefore, [7, 6] cannot be used to (securely)
implement abstract channels. Note also that [6] may not consider compromised sessions, that is ses-
sions between honest and dishonest agents. The problem we address here is referred to as sequential
composition in [16], where the messages of Q are used as payloads in the composed protocol P - Q.
[16] provides a nice exposition of the generic problem of a protocol Q using a protocol P as sub-
protocol and lists sufficient (semantical) conditions for combining two protocols. These conditions
require again the knowledge of both P and Q.

Datta et al. (e.g. [8]) have also studied secure protocol composition in a broader sense: protocols
can be composed in parallel, sequentially or protocols may use other protocols as components. How-
ever, they do not provide any syntactic conditions for a protocol P to be safely executed in parallel
with other protocols. For any protocol P’ that might be executed in parallel, they have to prove that
the two protocols P and P’ satisfy each other invariants. Their approach is thus rather designed for
component based design of protocols.
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2 Model

Our model is inspired from the applied-pi calculus [2], extended to an explicit notion of roles.

2.1 Messages

Messages are modeled using a typed term algebra. We assume an infinite set of names N = NpW Ny
of base type and a set Ch of names of channel type. The set Ny (resp. Np) represents the names
accessible by honest (resp. dishonest) agents. We also a consider an infinite set of variables X
and a finite signature ¥ of function symbols operating and returning terms of base type. More
precisely, we consider F = ¥, U . W Fi, where F; contains only constants, all functions in F,,
are unary, and ¥, = {{ )/2,f,/ny, ..., fx/ni} contains the binary function symbol ( ) used to denote
concatenation and other function symbols f; of arity n;. Terms are defined as names, variables and
function symbols applied to other terms. The set of terms built from N € N U Ch, X C X and by
applying the function symbols in F' € ¥ is denoted by 7 (F, N U X). We denote by s#(¢) the set of
subterms of . We denote by vars(f) (resp. names(t)) the set of variables (resp. names) in . When
vars(t) = 0, we say that ¢ is ground. To represent events that may occur during a protocol execution,
we assume an infinite signature &y distinct from 7. We say that a term e(¢y, . . ., #,) with e € Ev and
Hy oty €T (F,N UKX) is an event.

» Example 1. A standard signature to represent encryption and signature is ¥y, the signature
built from a finite set of constants, functions ¥.s = {senc/2,aenc/2, sign/2,h/1,{)/2} and Fysa =
{pk/1,Vvk/1}. The function symbol senc (resp. aenc) represents the symmetric (resp. asymmetric)
encryption. We denote by pk(s) the public key associated s. The function symbol sign represents
the digital signature where VK(s) is the verification associated to s. We write (u, v) as syntactic sugar
for ()(u, v).

We model the algebraic properties of the cryptographic primitives by a set of inference rules 7
composed of composition and decomposition rule described as follows:

K Xk (X1, x2) (x1, X2) fx,ur, ... u,) v Vi

f- 1, X2 1, X2

f(x1, ey X%) comp X1 5% T f-decomp
where for all j € {1,...,n}, forall k € {1,...,m}, uj,vi € T (Frey,X) and vars(vy,...,vx) C
{ui,...,u,, x}. Foreach f € F, the set J contains a unique f-comp rule and there is no f-decomp

rule when f € #,,. Given a set or sequence of terms S and a term ¢, the deducibility relation is in-
ductively defined as follows. The term ¢ is deducible from S, denoted S + 7, whent € S U ¥, U Np
or there exists a substitution o~ and an inference rule in J with premisses uy, ..., u, and conclusion
usuchthatt = uo and foralli € {1,...,n}, S + u;o.

» Example 2. Continuing Example 1, we define the set 7 ;s of decomposition rules as follows.

senc(x,y) y  aenc(x,pk(y)) y  sign(x,y) Vvk(y) (xy) (x5
X X X X y

We have that senc({a, c), k), k  a but aenc({a, c), pk(k)), pk(k) ¥ a.

2.2 Agents

In standard process algebra (e.g. [2]), the notion of agents is usually implicit. Typically, a process that
models the behavior of the different honest agents is a single process where all agents are implicitly
represented. However, to model protocol composition, we need to explain how to compose each role
and thus we need to talk about each agent separately. Therefore, we explicit the presence of agents
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in our model. Interestingly, our model may also be used to specify semi-honest agents which may
directly communicate with the attacker during the protocol execution, still hiding some secrets from
him. We consider an infinite set of agents Agt = {A, B, ...} = Agty W Agtp where Agty and Agtp
represent respectively honest and dishonest agents. Each agent possesses private data such as keys.
Therefore, we consider Nz, a subset of N as an infinite partition Nag = Hacay Na where Ny
intuitively are the names accessible by the agent A. By convention, k[A] denotes a name in Ny.

2.3 Protocols

In the spirit of [2], we model protocols through a process algebra. We represent explicitly confiden-
tial, secure, and authenticated channels. Formally, we partition the set of channels into three infinite
sets Ch = Ch, W Ch, W Ch, & Ch), where Ch,, Ch,, Ch, Ch,, respectively represent the sets of authen-
ticated, confidential, secure and public channels. The syntax of our calculus is as follows:
Roles of agent A
RA,R;‘ = 0] outs(c, u).Ra | inA(C, Vv).Ra | new k.R4 | events(ev).Ry

Channel and agent declarations
C,C':= Ry | new,cC|C|C

Processes
PQO:= C | P|Q|'P| ag(A, A Koub, Kpr).P
where ¢ € Ch, A € Agt, ta is the tuple of agents in C such that ¢ occurs in their role, k is name,
u and v are terms, ev is an event, %, and K, are sets of ground terms with names(K,up) S Na,
names(Kyr,) € Nag and A C Agt.

The behavior of an agent A is described in a role R4 that consists of a sequence of inputs, outputs,
creations of names and emissions of events. The role out(c, u).R4 outputs the term u on the channel
c and then behaves like R4. The role ing(c, v).R4 inputs a message from channel ¢ and expects it to
be an instance of v. The role new k.R4 generates a fresh name k. Processes express how the roles
of different agents are combined. The process new,, c allocates an abstract channel to the agents in
ta. The process P | Q expresses the parallel execution of P and Q. The process !P represents the
replication of P. The process ag(A, A, Kpup, Kr). P selects a new agent A amongst A. The set K,y
typically indicates the public keys of A while K., contains the (secret) long term keys known by
A. The variables in a role are uniquely bound by the first input in which they appear. The channels
are bound by the operators new . The agents in a process are also bound by agent creation. In
a protocol, we assume that a name or variable is syntactically bound only once. A variable (resp.
agent, channel) that is not bound in P is free. We denote by fa(P), ba(P), fv(P), bv(P), fn(P) and
bn(P) the sets of free and bound agents, variables and names in P respectively. We say that P is
closed when fv(P) = (. Given a process P and an agent A, we denote by namess(P) and chy(P) the
sets of names, channels that occur in the roles of A in P.

A role is executable if it only outputs terms that may be deduced from its inputs, the generated
values (nonces and keys), and the long-term keys used in the role.

» Definition 3. Let Ry =ry..... r, be a role of an agent A. We say that R, is executable when for
all i € {1,...,n}, if r; = outs(c,u) then names(ry,...,r) US + uwhere S = {v | j<iAn(;=
ina(d,v) vV rj = new v)}. A process P is executable when all the roles in P are executable.

The state of a protocol during its execution is represented by a configuration (P, @, u, 6) where P
is a closed process, @ is a sequence of ground terms representing the knowledge of the attacker, u is
a mapping from channels to sets of terms representing the messages sent over non-public channels
and 6 is a mapping from triplets of channel, agent, tuple of agents to sets of channels. The semantics
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(P | outs(c,u).Rq, ©,u,60) > (P| Ry, D', 1, 6) where @’ = @ if ¢ € Ch. U Ch; Our
else @' = @ - [u] and ¢’ = rect(c,u,pu)if c ¢ Chpelse ' = u

(P |ing(c,v).Ra, @, u,0) = (P | Ryo, D, 11, 0) if there exists o such that IN
dom(o) = vars(v) and either vo- € cp or else ¢ € Ch, U Ch. and @ + vo

(P | new k.Ry, ®, 11, 6) — (P | Rat¥ /1), ®, 11, 6) NEw-K

with k" fresh in Ny if A € Agty else k' € Np

(P new, c.C[R4,, ..., R4, 1, P, u,0) = (P| [RA.»'-'»RA,,L(D’:“» 0) NEW-C
Vi, R;% = Ry, if ¢ & ch(Ry,) else R;\i = Ry {“i [/} with ca, € Chy, if ta N Agtp # 0 else
ca; €S UUpew 0(c, B ta) \ 0(c, A, ta) and S C Ch, fresh (resp. Ch,, Chy) if ¢ € Ch,

(resp. Ch,, Chy). Moreover, 6 = ¢ if ta N Agtp # O else ' = recc({(ca, A)}acws ta, ¢, ).

(P1'Q,®,u,0) = (P10 | Op,D,u,0) with p a fresh renaming of vars(Q) REepL
(P | eventu(ev).R, ®, i1, 0) <> (P | R, ®, i1, 0) EVENT
(P | ag(A, A, Kpup, Kpr).Q, @, 1, 0) = (P | Qo, @ - S, u, 6) AGENT

with o = {*/4), A’ ¢ fa(Q), S = Koo it A’ € AN Agty else S = Ko - Koo

Figure 1 Semantics of configuration

is given in Figure 1. The rule Our indicates that the attacker obtains messages on public or authen-
ticated channels. In this rule, rect(c, t, i) is the mapping u’ where ¢ was recorded as being sent over
c. Formally, u'(¢’) = u(c¢’) for any ¢’ # ¢ and u’(¢) = u(c) U {t}. With rule In the attacker can
inject on ¢ any message that he can deduce from his knowledge when c is a public or confidential
channel. He can also relay any message that was previously sent on c¢. The rule NEw-k generates
a fresh name of Ny or Np depending on whether the agent A is honest or not. The rule NEw-c
allocates to the role of an agent a channel possibly fresh or that has already been used by other roles
in different sessions. In this rule, recc(S, ta, c, 6) is the mapping 6 in which we record the channels
allocated to the agents. Formally, 6'(c’,A’,ta’) = 6(c’,A’,ta’) for any A’ ¢ ta’ or (¢, ta’) # (c, ta),
and &'(c, A, ta) = 6(c, A, ta) U {d} for any (d,A) € S. The rule AGenr selects an agent from A and
adds K., to the knowledge of the attacker. Additionally, if the agent is dishonest, the rules adds

Kprp. When (P, @, 1,60) <> ... 5 (P, @', 1/, 0'), we write (P, D, 1, 6) == (P, ', 1/, ).

» Example 4. An electronic passport is a paper passport containing a RFID chip that stores most of
the information printed on the passport. The protocols used to access these private data are specified
in the International Civil Aviation Organization standard [1]. Before exchanging any private data,
an electronic passport and a reader must establish session keys through a key-exchange protocol,
called Basic Access Control (BAC), that prevents eavesdropping on further communication. The
BAC protocol relies on two keys ke and km that are printed on the passport and thus can be obtained
by the reader through optical scanning. We described below the BAC protocol, between a passport
(P) and a reader (R). We assume encrypted messages to be tagged with a. The use of tagging will
be explained later on.

R — P : challenge

P—->R: np

R — P : (senc({a, nR, np, kr), ke), mac({a, senc({a, nr, ne, kr), ke)), km))

P — R : (senc({a, np, nR, kp), ke), mac({a, senc({a, np, ng, kp), ke)), km))
After receiving a challenge command from the reader, the passport generates a fresh name np that
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will be used to verify the authenticity of the messages he will receive later on. Upon receiving np,
the reader generates two nonces ng, kg and sends back to the passport all three nonces encrypted
with the key k., and a mac with the key k,,. The nonce ng has also an authenticity purpose whereas
kg will be the reader’s contribution to the session keys. The passport then checks the mac using
k,, and the cipher by decrypting it using k. and verifying the presence of np in the plain text. If all
verifications succeed, the passport generates a nonce kp, the passport’s contribution to the session
keys, and sends it to the reader. At the end of the protocol, both reader and passport know kg and
kp that they use to generate two session keys f; (kg, kp) and f,(kg, kp). In our syntax, the roles of the
reader (Rr) and of the passport (Rp) can be expressed as follows.
Rp = inp(c, challenge).new np.outp(c, np).inp(c, (M, mac({a, M), km[P]))).
new kp.outp(c, (N, mac({a, N), km[P])}).0

Rr = outg(c, challenge).ing(c, z).new kg.new ng.outg(c, (U, mac({a, U), km[P])).
inr(c, {V,mac({a, V), km[P]))).0
with ¢ € Ch,, M = senc({a, x, np, ), ke[P]), N = senc({a, np, x, kp), ke[P]), U = senc({a, nr, z, kr),
ke[P]) and V = senc({a, z, nr, w), ke[P]). An honest reader communicating with unbounded number
of passports, possibly dishonest, can be modeled in our calculus as the process:
BAC = ag(R,{R},0,0).!1ag(P, P, 0, {ke[P], km[P]}).(Rp | RRr)
where P is an infinite set of agents containing honest and dishonest agents and R ¢ . The following
trace would correspond to the execution of a session with a dishonest passport | and a session of an
honest one A both in P.
(BAC,0,0,0) —»* (BAC | ag(P, P, 0, {ke[P], km[P]}).(Rp | RR), 0,0, 0)

— (BAC | Rpoa | RRo4,0,0,0)

—* (BAC | Rpo4 | RRoa | Rpoy | Rroy, [ke[l], km[1]], 0, 0)

— (BAC | Rpos | Rroa | Rpoy | O, [ke[l], km[l], challengel], 0, 0)

where Poy = A, Po; = | and 04, o also are fresh renaming of bound variables and names and
Rgo; = outi(c, challenge).Q. By convention the empty mapping y = 0 (resp. 8 = 0) denotes the
mapping that maps any argument to the emptyset: u(c) = 0 (resp. 6(c, A, ta) = 0) for any c, A, ta.

3 Composition

In the previous section, we have defined an abstract notion of confidential, secure, and authenticated
channels. In practice, such channels are realized through cryptographic means. Agents first execute
some key establishment protocol in order to generate secret session keys. Then they encapsulate
the messages supposedly sent over a channel using these session keys. A standard case for secure
channels consists in using session keys to encrypt subsequent messages. How to encrypt the message
is defined by the encapsulation. In Section 3.1, we provide a generic definition of encapsulations and
identify properties needed for encapsulations to allow for authentication, confidential, and secure
channels. We continue in Section 3.2 by characterizing the composition of a key establishment
protocol with a process using abstract channels.

3.1 Encapsulation

For our composition result, we tag encapsulations and processes. These tags are used to distinguish
the parts of a message that correspond to encapsulations from the ones coming from processes.
Formally, a tag is a constant from ¥, hence known to the attacker. Given a set Tag C F.y, we say
that a term ¢ is a Tag-term when for all ¥ € s#(¢), if ¢’ = {(¢1,...,t,) for some f € F.\{( )} and some
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terms t1, ..., 1, then t; = (@, u) for some term « and a € Tag.

» Definition 5. A Tag-encapsulation is a pair (&, F) where & is a Tag-term of 7 (#,X) and F C
T (Frey, X) such that vars(E) = {x, x1,...,x,}, {&E, x1,...,x,} + x and for all ¢ € sH(E),

if t = f(v) with f € F,y thenv € {x1,...,x,} U Fry

if t = f(w,1,...,t,) and there exists a f-decomposition rule with f(x, uy,...,u,), vi,..., v, as
premises then for all j € {1,...,m}, foralli € {1,...,n},v; = g(y) and y € vars(u;) implies
t; € {x1,...,X%,} U Feyr. Intuitively, if a f-decomposition rule may be applied to a subterm of an
encapsulation using a non atomic key g(#;) then #; must be a variable or a constant.

We denote x by tg and (xi,. .., x,) by Xg. Given two encapsulations (&, F) and (&', F’), we write
& ~ & when there exists a renaming p such that Ep = &', Fp = F/, tgp = tg and Xgp = Xg. We
denote by &(¢, 11, . .., t,) the term obtained from & by substituting x by ¢ and x; by ¢;.

In an encapsulation (&, F), the variable tg will be instantiated by the message sent on the channel
implemented by the encapsulation whereas the variables in Xg will be instantiated by the session
keys. Note that {&, xi, ..., x,} F x indicates that an encapsulated messages may always be retrieved
using the session keys. The terms in F represent the public keys that can be used to deduce the term
encapsulated or to generate an encapsulation with a new message without revealing the session keys.

» Example 6. In Example 4, we described how the session keys f(kg, kp) and f(kg, kp) are es-
tablished in the BAC protocol. The ICAO standard states that in any other protocol executed
after BAC, the messages exchanged should be of the form (u, mac({b, u), fi(kg, kp))) with u =
senc({b, M), f,(kr, kp)) for some data M and tag b. This represents in fact the encapsulation of
M with the session keys f;(kg, kp) and fy(kg, kp). In our formalism, the encapsulation is defined as
(Egac, 0) where Egac = (¢, mac((b, £), x2)) with = senc(b, x), x1), tgg,, = x and Xgg,, = (X1, X2).

We use tags to distinguish the encapsulations from the messages actually sent over the network.
However, a process can implement different types of channels using different encapsulations with
the same tags. We need to ensure that the security of an encapsulation is not compromised when
used with other encapsulations. Therefore, to state the different properties that encapsulations must
satisfy, we consider a set of encapsulations and not only a unique one.

These conditions are easily met by standard encapsulations.

» Definition 7. Let S, = S, WS, wS; be a set of Tag-encapsulations. We say that S, allows authen-
tic, confidential and secure channels if the following properties are satisfied: Let (&, F)),..., (&,
F.) € S.. Assume that the variables in &, ..., &, are disjoint. Let o be a ground substitution such
that dom(o) = vars(Ey, . ..,E,) and let @ be a ground frame such that Tag N st(o, ®) = 0. Let I be
the setof i € {1,...,n} such that © - [E o]}, F L0

1. Foralli € {1,...,n}, Yu € T (Fiey, Xg,0), if © - [Eo ]}, + uthen @ - [tg 0 lres F u.
2. Foralli,i’ €{l,...,n},Yu € st(E)\X, V¥v € st(Ey)\KX, if u and v are unifiable and root(u) # {{ )}
then img(mgu(u,v)) C X.

Moreover, an encapulation is authentic, that is (&;,F;) € S, if it satisfies the properties [Can
read] and [Cannot write]. An encapulation is confidential, that is (&;,F;) € S. if it satisfies the
properties [Cannot read] and [Can write]. Finally, an encapulation is secure, that is (&;, F;) € S, if
it satisfies the properties [Cannot read] and [Cannot write].

For all ground substitution ¢ such that Tag N st(c”’) = 0, if we denote J = I — i then

3. [Canread] [E;] - F; F g,
4. [Cannot read] @ - [E,0]]_, Ftg,0 implies @ - [tg,0]kes + ts,o V Ax € Xg,. @ - [tg, 0 kes + X0
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5. [Can write] @ - [E;0]}_, + Eio” is equivalent to ¢ V (D - [tg, 0 lker + tg,07" A @ - [tg, 0 lkes + Fio”)
6. [Cannot write] @ - [E,0]]_, + E;0” implies either ¢ or the following property:

Ax € Xg,. @' + x0’ A ((Aj € Ntgo' =tg,0 AXgo' NXg,o £ 0) V' +1g07))
wherecp =3dje N.(&E; ~ (‘Jj ANEo’ = 8ja), N={l,...,nfand ®' = O - [tgkO']kE].

The set S, (resp. S., S;) represents the sets of encapsulations that can be used to implement
authentic (resp. confidential, secure) channels. Property 1 indicates that the session keys or their
associated public keys cannot be retrieved directly from an encapsulation. Different encapsulations
may use for instance the same encryption scheme. However, Property 2 prevents a part of an encap-
sulation to be mistaken as session key for another encapsulation. Properties 3 to 6 model the access
control of an encapsulation. In particular, the term tg of an encapsulation allowing reading access
can be derived from the encapsulation & and its public keys F (Property 3). On the other hand, the
term tg of an encapsulation not allowing reading access should not be derived from the encapsula-
tion without knowing the session keys Xg (Property 4). Property 5 indicates that an encapsulation
allowing writing access can be deduced only if it was already sent on the network (expressed by
formula ¢) or by generating it from its public keys F and the term tg encapsulated. Lastly, Property 6
models that an encapsulation not allowing writing access cannot be generated by an attacker unless
already given or unless some of the session keys in Xg are known. In the latter, Property 6 also states
that when the term tg is not known to the attacker then he must have extracted it from encapsulations
previously received.

Most common encapsulations satisfy the requested properties.

» Theorem 8. The following encapsulations are:

authentic: asign = Sign«aé)sigm x), x1) and Emac = {(x, h({@gmac, X, X1)));

confidential: Ezenc = aenc({agaenc, X)), PK(x1));

secure: &ris = senc({agrLs, X), X1), Epac = (¢, mac({aspac, 1), x2)) with t = senc({agsac. X), X1),
and asigncrypt = Sign«aé)signcrypt: aenC«aSsigncrypty x), pk(x1))), x2).

where agsign, 8gmac» 8&aencs AETLS» AEBAC» 8signerypt Are constants.
Moreover, the set {(Ssign, {Vk(x1)}), (Emac, D), (Eaencs {pk(xl)})a (&EtLs, 0), (Epac, 0), (Ssigncrypt, 0)}

allowsfor authentic, confidential and secure channels.

The proof of Theorem 8 is available in Appendix B. In the rest of this paper, we assume the
existence of a set of encapsulations S, allowing authentic, secure and confidential channels.

3.2 Composition of protocols

Encapsulations use session keys, which are established by a key exchange protocol. To express the
requested property of this protocol, we need to annotate it with events that specify which keys are
established for which channels and agents. Considering a context of channel and agent declarations
C and a set of channels S, we denote by Cls the context C where all new,, ¢ with ¢ € S are removed.
We denote by T4, the set of tuples of agents. We consider special events Ev = {evy, ev,, ... € Ev}.

» Definition 9. Let P = C[Ry, ..., R,] be a process with C an agent and channel declaration context
such that Ry, ..., R, are roles of agents Ay, ..., A, respectively. Let S be a set of channels such that
channels(C)N'S = 0. Let p be a mapping from S to Tz, X S.. We say that a process P is an
annotation of P under p if P=CIR,... ,R)] where foralli e {1,...,n},

R! = R;.eventy, (evi(ci, tai, ts1,tp1)). ... eventy, (evi(cm, tam, tSm, tPm))
where {c1,...,cn} = {c € dom(p) | cp = (ta,(E,F)) AN A; € stta)} and ¥j € {1,...,m}, c;p =
(taj, (E,F)), tsj = (ui,...,uxgy), tp = F(uy,...,ux,) for some (&, F) and terms uy, ..., ux, such
that if ¢ € Ch, (resp. Ch,, Chy) then (&, F) allows authentic (resp. confidential, secure) channels.
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At the end of each role R;, we add the events ev; for the channels cy,..., ¢, that the agent is
supposed to establish. Events ev,(c, ta, ts, tp) are composed of four elements: a channel ¢ that the
agent wants to instantiate, a tuple of agents ta indicating who is sharing the channel ¢, a tuple of
session keys zs that will be used in the encapsulation (&, F) to implement ¢, and lastly a tuple ¢p of
public keys associated to the session keys and F. Typically, we will require that the session keys in
ts remain secret for honest agents while the public keys are indeed public.

» Example 10. Continuing Example 4 and thanks to Theorem 8, the encapsulation (Egac,?)
provides the passport and reader with a secure channel, denoted c¢; € Ch,, once BAC has been
executed. The fact that BAC is supposed to establish a secure channel for P and R is expressed by
the mapping p = {c; — ((P, R), (&, 0))}. The corresponding annotation of BAC under p is as follows:
BAC = Cpacl[Rp.eventp(evi(cs, (P, R), (fi(y, kp), f2(y, kp))))
| Rr.eventr(eva(cy, (P, R), (fi(kr, w), f2(kr, w))))]
where Cpac[_] = ag(R, {R},0,0).!1ag(P, P, 0, {ke[P], km[P], data[P]})._ . Note that the session keys
are different and reflect the respective views on the session keys of the passport and the reader.

» Definition 11. Let C and C’ be two channel and agent declaration contexts. We say that C and
C’ are composable if there exist contexts Cy, C2, C{, C;, such that C; and C7 are sequences of agent
declarations with ba(C1) N ba(C}) = 0, C = C1[C,], C" = C|[C}] and C», C}, only differ from the
content of K, Ky in the instances of ag(A, A, Fpup, Kor)-

We define their composition, denoted CSC, as the context C;[C i [C5]] with C5 being the context
C, where all instances of ag(A, A, Kpup, Kpr) are replaced by ag(A, A, Kpup U Ko s Kpre U Kpr)
and ag(A, A, Kpup', Kpr') is in C}.

The composability of the channel and agent declaration contexts ensures that the roles of the
process Q can be sequentially composed with the roles of the process P. For instance, they should
have similar replications, agent declarations or even channel declarations. However, we do not
require that an agent in P and Q to have the same private (%,,) or public (%) data. We also allow
an agent to be declared in one context but not in the other one if declared upfront.

» Example 12. One of the protocols that are executed after BAC is the Passive Authentication pro-
tocol which provides an authentication mechanism proving that the content of the RFID chip is au-
thentic. In fact the ICAO standard also indicates that the chip must contain a signature by the Docu-

ment Signer authority (D) of a hash of the private data data[P], sod =4 sign({a, h({a, data[P1))), sk[D]).
During the Passive Authentication protocol, after receiving on the secure channel a challenge from
the reader, the passport sends back this signature that is checked by the reader.
R —. P : read
P —.c R : {data,sign({a, h({a, data))), sk)
where sk is the signing key of the Document Signer authority. In our calculus, the roles of the reader
(Qr) and of the passport (Qp) can be described as follows:
Op inp(cy, read).outp(cy, (data[P], sod))
Or outr(cs, read).inr(cs, (x', sign({a, h({a, x'))), sk[D1)))
The complete representation of the system is given by PA = Cps[new c;.(Qp | Or)] where Cp, is
the following context:
Cpa = ag(D, {D}, {vk(sk[D])}, {sk[D]}).ag(R, {R}, 0, 0).'ag(P, P, 0, {data[ P]})
Continuing Example 10, Cp4 and Cpac are composable and CCra-Crac is the context:
CCra-Crac = ag(D, {D}, {vk(sk[D])}, {sk[D1]}).ag(R, {R}, 0, 0).!ag(P, P, 0, {ke[P], km[P], data[P]})

Let S be a set of channels. Let p be a mapping from S to 7z, X S.. We say that two processes P
and Q are composable under pif P = C[Ry,...,R,], Q = C'[R], ..., R;] where R;, R} are roles of the
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same agent A; fori = 1...n, C and C’|5 are composable and for all ¢ € dom(p), if cp = (ta, (&, F))
thenforalli € {1,...,n}, c € cha,(Q) is equivalent to A; € fa. This reflects the fact that agents using
channel ¢ should be explicitly listed as authorized agents for c.

The composability between P and Q ensures that the agents in Q sharing abstract authentic,
confidential and secure channels are correctly represented in p.

» Definition 13. Let S be a set of channels. Let p be a mapping from § to Ty X S.. Let P =
C[Ry,...,R,Jand Q = C’[R’, ..., R,] two closed composable processes under p.

For all P = C[R,...,R,] annotations of P under p, the implementation of Q by P through p,
denoted P # Q, is the process Co[R1.R{,...,R,.R)/] where Cy = CCYCIs and for all i € {1,...,n},
R is defined as R; where all instances of outa(c, u) (resp. ina(c, u)) are replaced by outa(cpu, Eo)
(resp. ing(cpup, E0)) when cp = (ta, (&, F)), teo = u and eventy(evi(c, ta, Xgo, Fo)) is in R; for
some substitution o

» Example 14. Continuing Example 12, the implementation of PA by BAC through p is thus the
process BAC - PA = CCr:Conc[Rp.Q, | Rg.Qf] where Q), and Q) are defined as follows:

Op = inp(cpup, Epac(read, Ky, K3)).outp(cpun, Eac({datalP], sod), K1, K3))
Or = Outr(cpw, Epac(read, K{, K3)).iNr(cpur, Esac({x, sign({a, h((a, x))), sk[D])), K7, K}))

with Ky = f1(y, kp), K> = 2(y,kp), K| = fi(kr,w), K = f2(kp,w). Note that the ICAO standard
describes in fact the Passive Authentication protocol as the process C[Q}, | Q%] (without tags).
Thanks to our result, we may study the simpler process C[new c¢;.(Qp | Or)]-

4 Security property

It is easy to state secrecy in our formalism, using a special event Sec € Ev: any term occurring in a
Sec event should remain secret unless the corresponding session involves a dishonest agent.

» Definition 15. Let Q be closed process containing contains some events of the form Sec(s, (A,

...,Ay)) where ¢ is a term and Ay, ..., A, are some agents. Let @ be a closed frame. We say that
Q preserves secrecy if for all (Q,0,0,0) S (Q, 0,1, 0), forall i € {1,...,n}, if ev; =
Sec(t', (A}, ...,A})) for some ' and some honest agents A’, ..., A} then @’ ¥ ¢'.

We may also specify the properties requested from a key exchange protocol P: P should preserve
the secrecy of the session keys occurring in its events and should ensure that the associated public
keys are public. Moreover, P also needs to ensure that a session key cannot be used to implement
two different channels and that honest agents sharing a channel will share the same session keys for
this channel. In such a case, we say that P is a secure channel establishment protocol.

» Definition 16. Let P = C[Ry, ..., R,] be a closed process. Let P be an annotation of P under some
mapping p. We say that P is a secure channel establishment protocol when for all (P, 0, 0, 0) NN
(P, @, 0), foralli € {1,...,m}, if e; = ev(c,ta,(s1,...,S¢), (Uy,...,uy)) such that ev € Ev, all
agents in ta are honest then forall k € {1,..., ¢}, ®" ¥ sy andforallk € {1,..., g}, D’ + ux. Moreover,
forall je{l,...,m},ifev; = ev'(c',1a’, (s'],...,sg,), ..., u;,)) for some ev’ € Ev, some channel
c’, some tuple ta’ of agents and some tuples (s}, ..., s},) and (u}, ..., u;,) of terms then

either ta # ta’ or c # ¢’ orev = ev' implies Vk € {1,...,{}, VK" €{1,..., 0"}, sp # s,
or one of the two following properties is satisfied :

(sl,...,s[)z(s’l,...,s’e,)and(ul,...,uq)=(u’1,...,u;,).
Vkell,....eL, VK efl,.... 0"}, si # 5},
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The first item indicates that the session keys used for a channel between some honest agents
are necessarily different from session keys used for a different channel between any kind of agents,
whether they are honest, dishonest or a mix of both. The second item requires that for matching
channels and sets of agents, either the session keys perfectly match or they are all different.

We are now ready to state our main result: if P is a secure channel establishment protocol and if
Q preserves secrecy using some secure, confidential, or authentic channels, then Q may safely use
P to implement its channels. The proof of Theorem 17 is available in a companion report [5].

» Theorem 17. Lettag, and tagy be two disjoint sets of tags. Let S, be a set of tag,-encapsulation
allowing authentic, confidential, and secure channels. Let p be a mapping from channels to T g XS,
Let P and Q be two closed executable composable tagg-processes under p such that P and Q do not
share names and fa(P) = fa(Q) = 0. Let P be an annotation of P under p. If P is secure and Q
preserves secrecy then P ° Q preserves secrecy as well.

For simplicity, we prove secure composition w.r.t. secrecy properties but we believe that our
result could be easily extended to trace properties.

Sketch of proof. The proof first relies on that fact that the reachability properties are preserved by
disjoint parallel composition. In particular, the process P | Q is a secure channel establishment pro-
tocol and preserves secrecy. The rest of the proof consists in showing that any trace of P - Q is also
a trace of P | Q with a frame that induces a similar attacker knowledge. More specifically, properties
from Definition 7 ensure that tags-terms generated by the attacker or obtained from the encapsu-
lations in P * Q do not give any relevant knowledge to the attacker and can be replaced by fresh
names. This allows us to obtain a trace without tagz-terms and so without encapsulations. Lastly,
since P | Q is a secure channel establishment protocol, we can always match two encapsulations
having same session keys with the corresponding abstract channel in P | Q. <

» Example 18. Continuing Example 14, the annotation under p of the Basic Access Control BAC
is secure and the Passive Authentication Cps[new c,.(Qp.eventp(Sec(data[P], (P, R))) | Or)] pre-
serves secrecy (of the private data). Hence, thanks to Theorems 8 and 17, the implementation of PA
by BAC through p, C€r-Cosc[Rp. 0, .eventp(Sec(data[P], (P, R))) | Rg.Q%], preserves secrecy.

5 Case studies

We show that our approach can be applied to deployed protocols such as the biometric passport
or TLS applied to 3D-secure. As an application, we show that the automatic analysis through the
CL-Atse tool can be significantly speed up when the number of sessions goes higher.

5.1 Biometric passport

Our running example is the combination of the Basic Access Control (BAC) protocol with the Pass-
ive Authentication (PA) protocol from the electronic passports. Actually, PA is not the only protocol
executed after BAC. Another authentication mechanism is used to prevent cloning of the passport
chip. This protocol, called Active Authentication protocol (AA), also uses the same session keys
and encapsulations than PA. Using the CL-Atse tool [18], we show for different scenarios that BAC
is a secure channel establishment protocol and that PA and AA both preserve secrecy. Thanks to
our main result, this yields security of the combined protocol, where BAC implements the secure
channel of PA and AA. For comparaison purpose, we also analyze directly the combined protocol
with CL-Atse. These analysis are reported in Section 5.3

11
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5.2 TLS and 3D-secure

Our results also apply to other complex systems. We study the Visa 3D-secure protocol [17] used
by several websites for internet banking and that relies on secure channels implemented by the well
known TLS protocol. The Visa 3D secure protocol is an authenticated payment method between
a card holder and a merchant during an electronic payment. This protocol aims to ensure authen-
tication of the card holder as well as confirmation that the card holder is authorized by his bank to
make the payment. Lastly, the protocol also aims to ensure the secrecy of the card holder’s banking
information, the payment amount and other data.

The protocol involves four types of participants: a card holder (C), a merchant (M), a central-
ized structure called Visa Directory Servers (DS) and the card issuer’s servers called Access Control
Servers (ACS). The main role of the Visa Directory Servers is to transfer card holder’s information
between the Access Control Servers and the merchant. In itself, the 3D secure protocol is already
a complex protocol with multiple exchanges of messages. But the protocol also requires most mes-
sages to be exchanged trough a TLS channel. More specifically, messages of the 3D secure protocol
shall be encrypted with a symmetric session key previously established with TLS. In our model, this
means that the messages are encapsulated by (Et.s, 0), as defined in Theorem 8.

The well known TLS protocol [15, 9] aims at establishing a secure channel between a client and
a server. Using the CL-Atse tool, we show that TLS (Basic TLS handshake, in the RSA mode) is
indeed a secure channel establishment protocol.

Note that for one session of the Visa 3D secure protocol yields four sessions of the TLS protocol:
one channel between C and M, between C and ACS, between ACS and DS and finally between M
and DS. This renders the verification of even one session of 3D secure protocol with the channels
implemented by TLS a complex task (more than thirty five messages exchanged per session).

5.3 Analysis with CL-Atse

We applied the automatic verification tool CL-Atse [18] on a Dell T1700 computer (16 Go RAM,
3.40 GHz CPU). The corresponding time of analysis are displayed below.

Computation time (in seconds, timeout set to 24 hours)

protocols TLS & 3D secure BAC & PA BAC & AA BAC & PA & AA
complete system (C) or
sepell)rated znalysi(s ()S) S ¢ S ¢ S ¢ S ¢
number of 1 0.2 0.1 0.7 0.1 0.7 0.1 0.7 0.2
sessions 2 1350 time out | 6.2 1.6 6.2 1.6 6.5 43156
considered 3 time out | time out | 9133 | time out | 9133 | time out | 9185 | time out

Amongst the tools able to verify security protocols for a bounded number of sessions, CL-Atse is
well known and considered to be one of the fastest. However, in the case of the 3D-secure protocol,
the tool already fails to verify one session with all channels implemented as we reached a time out
set to 24 hours of computation. Thus, to obtain meaningful results with the 3D-secure protocol,
we considered the case where only the channel between the card holder and the merchant is imple-
mented. Already in this case, we can see a clear benefit from analyzing separately 3D-secure and
TLS when considering two sessions. Indeed, the verification can be performed under 25 minutes
when analysing the protocols separately whereas the tool was reaching a time out when considering
the complete system. We obtain similar results with the Basic Access Control protocol, the Active
Authentication protocol and the Passive Authentication protocol. Note that for verification tools
handling unbounded number of sessions (e.g. ProVerif [3], Tamarin [14]), the gain in time would
probably be less significant since these tools do not systematically explore all interleavings.
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6 Conclusion

We have shown how to securely compose a protocol with the implementation of its channels. We
have provided a characterization for the three most common types of channels: secure, confidential,
and authentic channels. We plan to consider other types of communication channels like anonymous
channels. This will certainly require to extend our approach to equivalence properties.

Our composition result holds for a class of primitives that encompasses all standard crypto-
graphic primitives. We plan to extend it to a larger class of primitives, including in particular exclus-
ive or or homomorphic encryption.

Our result assumes a light tagging of the primitives, to ensure that an encapsulation cannot be
confused with a message coming from the protocols. While tagging is reasonable, it is not often done
in practice. On the other hand standard protocols typically enjoy some non unifiability properties
that prevent such confusion. We believe that our result could be extended to a general notion of non
unifiability of the terms, without having to require explicit tagging.
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A Modelization of other protocols

A.1 TLS and 3D secure
A1.1 TLS

TLS is the protocol that is most often used when an application needs a secure channel to com-
municate on a public network. In a TLS session between a client C and a server S, C and S start
by doing a handshake : C sends a message containing a constant helloC along with his name, a
session number id and a fresh nonce nc. The server then answers a constant helloS along with the
same session number id, another fresh nonce ng and its signed public encryption key. After that,
C runs the key exchange step by encrypting with S’s public key a message containing a randomly
generated value pms along with the two previous nonces n¢ and ng, S checks that n¢ and ng are in
the message he received and if so C and S build the session key keygen(pms, ng, nc). The two last
steps consist in C and S sending each other respectively the hashes finishC and finishS encryp-
ted by keygen(pms,ns,nc) : they contain all the values that were transmitted during the session,
furthermore finishC and finishS contain respectively the labels client and server so that they can
not be confused. finishC and finishS enable C and S to check that they agree upon what has been
transmitted during the session. The session key keygen(pms, ng, n¢) provided by TLS will be used
to implement the channels in other protocols
Here is diagram showing how a TLS session works with ty.g a tag:

C — S :<(helloC, name[C], nc, id)

S — C :(helloS, ng, id)

S — C : sign({trrs, name[S ], pk(priv[S 1)), sk[S])

C — S : aenc({tyLs, pms), pk(priv[S]))

C — S : senc({trs, finishC), keygen(pms, nc, ns))

with finishC = h({tr_s, keygen(pms, nc, ng), name[C], namel[S |, nc, ng, id, client))
S — C : senc({tr.s, finishS ), keygen(pms, nc, ns))

with finishS = h({tt s, keygen(pms, nc, ng), name[C], name[S |, nc, ns, id, server))

In our models, the roles of the client (R¢) and of the server (Rs) are as follows, with ¢ € Ch,, :

Rc = new nc.new id.outc(c, (helloC, name[C], nc, id)).ing(c, (helloS, x, id)).
inc(c, sign({tT.s, name[S 1, uy, sk[S1)).new pms.outc(c, aenc({tyLs, pms), u)).
outc(c, senc({tyLs, finishCy), keygen(pms, nc, x))).
inc(c, senc({tyLs, finishS 1), keygen(pms, nc, x))).0

Rs = ing(c, ¢helloC, v, w, y)).new ng.outs(c, ¢helloS, ng, y)).
outs(c, sign({tr.s, namelS 1, pk(priv[S 1)), sk[S 1)).
ins(c, aenc((trLs, z), Pk(priv[S1))).ins(c, senc((tris, finishCa), keygen(z, w, ns))).
outs(c, senc({tr s, finishS ), keygen(z, w, ng))).0
where

finishC = h({keygen(pms, nc, x), name[C], name[S |, nc, x, 1d, client))
finishS | = h(<keygen(pms, nc, x), name[C], name[S 1, nc, x, Id, server))
finishCy = h({keygen(z, w, ng), v, name[C], name[S ], w, ng, y, client))
finishS, = h(<(keygen(z, w, ng), v, name[C], name[S ], w, ng, y, SErver))

The session key provided by TLS is keygen(z, w, ng) for Rg and keygen(pms, nc, x) for Rg.
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A.1.2 3D secure

An informal description of a 3D-secure session between a client C, a merchant M, a directory server
DS and an access control server ACS is provided below.

C —gc M : {(pan[C], expiry[C])

M —g.. DS : {pan|[C], password[M],infoM)

DS —gc ACS : {pan[C],infoM)

ACS — DS : (panok, acctid, urllACS ], proto)

DS —gc M : {panok, acctid, url[ACS ], proto)

M — .. C : sign({tsp, infoM, publicM, expiry[C], transinfo), skyisa[M])

C > ACS : sign({tsp, infoM, publicM, expiry[C], transinfo), skyisa[M])

ACS —oe C : (name[M], payInfo, panshort[C], expiry[C])

ACS —outofband C: Pam[C]

C —c ACS : password|C]

ACS — g C : sign({tap, infoM, xid, paylnfo, panshort[C], status, otherInfo), sky;saA[ACS])
C — e M : sign({tap, infoM, xid, paylnfo, panshort[C], status, otherInfo), sky;sA[ACS])
M —.. C : sign({tsp, status), sky;sa[M])

where infoM = (macqbin, id[M)), publicM = (name[M], url[M)), transinfo = {xid, pdate, pamnt,
acctidy, paylnfo = {(pamnt, pdate) and otherInfo = (date, cavv, eci, cavvalg). The specification of
the 3D-secure protocol is not public, the semantics of some of the data (e.g. cavv, eci, cavvalg) are
unspecified even in [17]. That is why in the protocol we model them as nonces.

A 3D-secure session starts when C sends to M a purchase request containing her primary account
number pan[C] and the expiration date expiry[C] of the card. Then M forwards to DS pan[C] along
with M’s identifiers infoM and password[M] shared only by M and DS : M asks for confirmation
about C’s banking account. DS transmits to ACS the identifiers of M along with pan[C] so that
ACS certifies the existence of the bank account of C. Upon successful verification, ACS sends con-
firmation panok to DS along with its own url ur/[ACS ] and some other information to be forwarded
to M. M then sends to C a signed copy of M’s own information infoM and publicM along with
the identifiers transinfo regarding the transaction, furthermore it makes C initiate a communication
with ACS thanks to his knowledge of url[ACS]. C forwards M’s signed message to ACS so that
ACS checks C. ACS sends back to C a summary of the transaction (M’s identity, paylnfo and
panshort[C]). ACS also sends a personnal assurance message pam[C] at some point that C uses to
determine the password password[C] that she has to give to authentify herself to ACS. The nature
of pam[C] is not specified, usually it consists in a secret code sent to C’s mobile phone that has to be
sent back, or it can be a password matrix given to C when she gets her credit card, in that case C just
has to send the password contained in a case specified by ACS. In the end, ACS gives C a signed
message containing all the data necessary to conclude the transaction. That certified message is then
forwarded to M and finally M signs with his own signing key the status of the transaction between
C and M.

We notice that the signing key sk involved in TLS is different from the ones involved in 3D
secure, which models the fact that signing keys in 3D secure are provided by VISA that is in charge
of credit cards, thus that signing key has no reason to be involved in TLS. Consequently TLS and
3D secure do not share names, which is a prerequisite of our result.

A.1.3 Composition between TLS and 3D secure

Channels in 3D secure have to be implemented between all the users that have to speak together,
namely C and M, M and DS, DS and ACS, ACS and C. Thus if 3D secure is to be composed with
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TLS, we need to instanciate it with all the agents that will later share secure channels in 3D secure.
However given that the CL-Atse tool can not analyse 4 TLS sessions within a reasonable time (24
hours), we had to restrict the composition to only one channel implementation between C and M.
Consequently we model the case where there is only one honest Access Directory Server ACS, one
honest Directory Server DS and one honest merchant M speaking with an unbounded number of
clients, possibly dishonest. The four roles of 3D-secure are denoted by R., R;\A, R’DS, and RQ\CS. Thus
3D secure can be modeled by the following process:

3D = Csplnew ¢ .new c2.new c.new ¢ .new ¢ (R, | Ry, | Rycs | Rpg)]

s

where

Cipl_] = ag(M, (M}, KM KMy ag(ACS,{ACS}, 0, KAS).ag(DS, (DS },0,0).'ag(C, P, 0, K C)._

pub® ¥ prv prv prv

with the sets Wp% = {id[M], name[M]}, Wp% = {password[M], skyisa[M], url[ M1}, Wpfv = {pan[C],

expiry[C], pam[C], password[C]} and 7(p//r‘vcs = {skyisa[ACS ], url[ACS ]}.

Since we implement only the secure channel between C and M, the complete representation
of the system is the process TLS = ag(M, {M},‘Klj‘:{b,‘K[ffv).!ag(C, P, 7(pcub,(b).(RC | Rg) where P
is an infinite set of agents containing honest and dishonest agents such that M ¢ % and W;Zb =
{pk(priv[M]), vk(sk[M]), name[ M1}, ‘K[ffv = {priv[M], sk[M]}, ‘Kpcub = {name[C1]}.

As previously mentioned, the 3D-secure protocol specifies that all the exchanged messages
should be done on secure channels implemented by TLS, except the out of bound channel used
by the issuer’s Access Control Servers. More specifically, they require that all messages of the 3D
secure protocol must be encrypted with a symmetric session key previously established with TLS.
In our model, it means that the messages are encapsulated by (Etis, 0), as defined in Theorem 8.
Moreover as explained in Section 5, the session keys provided by TLS are keygen(z, w,ns) and
keygen(pms, nc, x) for the card holder and merchant respectively. Therefore, by defining the map-

ping p = {c{" — ((C, M), (E1Ls, 1))}, an annotation of TLS under p is the following process:
TLS = Cris[Rc.eventc(ev(cS™, (C, M), k(.,,)) | Rs.eventu(ev(c™, (C, M), k)]

where Crrs[_] = ag(M, {M},W%b,wlﬁ‘fv).ag(c, P, 7(5417,(2))._, kL), = keygen(pms, nc, x)) and k., =

keygen(z, w, ns)). Therefore, the implementation of 3D by TLS through p is the process:

TLS # 3D = C5-Sn [(new ¢ .new c§.new cg“.new c&’.(Rc.Ry) | (Rs.Ryy) | Rycs | Rppg)]

where
CorsCo[_] = ag(M, (M}, K, VI M K], U W;%).ag(ACS: (ACS ), KCACS I ACS),
ag(Ds, (DS}, 0,0).1ag(C, P, K, ,, Ky, UK,

Our result now enables us to conclude that if

Cipl(new c{".new c(™.new c¢".new c¢“.new cgd.
(R..eventc(Sec(pan[C1, (C, M,ACS,DS))) | R}, | Ryps | Rppg))]

preserves secrecy (in that instance, the secrecy of pan[C]) and if TLS is secure, then the implement-
ation of the process 3D by TLS through p preserves secrecy. Furthermore we can also look at the
secrecy of other data such as pam[C] expressed as follows.

cay

Cspl(new c§" .new c™.new c§™.new cv.new c&.

(R...eventc(Sec(pam[Cl, (C,ACS ) | R,, | R)cg | Rps))]

Note that the secrecy of pam[C] only concerns the agents C and ACS whereas the secrecy of pan[C]
is between C, M, ACS, DS . Our model allows us to verify the secrecy of pam[C] even when M or
DS can be dishonest.
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A.2 Active Authentication protocol

The aim of the Active Authentication protocol (AA) is to prevent cloning of the passport chip. For
that purpose the protocol relies on a signing key sk[P] that is registered in a tempered resistant
memory and cannot be read or copied. A certificate of the verification key vk(sk[P]) provided by
the Document Signer authority mentioned in Example 12 is in fact contained in the data of the
passport. For sake of simplicity, we represented these data in Example 12 as a name data[P] since
their exact value was irrelevant for the implementation of the Passive Authentication protocol by the
Basic Access Control protocol. In reality, the data stored in the chip is organized in data groups
(dgy up to dgi9), some of them containing the passport holder’s name, picture, etc. In particular,
the certificate of the verification key vk(sk[P]), that is sign(vk(sk[P]), sk[D]), is stored in the data
group dg;s. Thus, by replacing, in the Passive Authentication presented in Example 12, the name
data[P] by the tuple of data groups, we can see that a reader would then be able to obtain from d;s
the verification key vk(sk[P]) after the execution of the protocol.

A session of the Active Authentication protocol is as follows: R sends to P a nonce ng that P has
to send back along with a nonce np after having them signed with sk[P]. In our study we consider
the case where AA is a-tagged, although it is not the case in practice.

R —ec P : (init, ng)
P —c R :sign({a, np, ng), sk[P])

The AA roles of the reader (Or) and of the passport (Qp) on ¢ € Ch, can be expressed as below in
our formalism :

Or = new ng.outg(cs, {init, ng)).ing(cy, sign({a, x’, ng), sk[P]))
QOp = inp(cy, init, y')).new np.outp(cy, sign({a, np,y’), sk[P]))

We model the case where one honnest reader speaks with an unbounded number of honest and
dishonest passports. Thus AA can be modeled as a whole by AA = Caa[new c¢;.(Qr | Op)] where

Caa = ag(D, {D}, vk(sk[D]), sk[D]).ag(R, {R}, 0, 0).lag(P, P, 0, { sk[P1})._
where % is an infinite set of agents containing honest and dishonest agents and R,D ¢ P.

We study the composition between the Basic Access Control (BAC) and AA. As explained
in the section 2.3, in the a-tagged BAC protocol the role of the passport (Rp) and the role of
the reader (Rg) can be modeled as shown below, with ¢ € Ch,, M = senc({a, x, np, y), ke[P]),
N = senc({a, np, x, kp), ke[P]), U = senc({a, nR, z, kr), ke[P]) and V = senc({a, z, nr, w), ke[P]) :

Rp = inp(c, challenge).new np.outp(c, np).inp(c, (M, mac((a, M), km[P]))).
new kp.outp(c, (N, mac({a, N), km[P]))).0

Rr = outg(c, challenge).ing(c, z).new kgr.new ng.outr(c, (U, mac((a, U), km[P])).
inr(c, (V,mac({a, V), km[P]))).0
Hence an honest reader communicating with an unbounded number of passports that are either hon-
est or dishonest can be modeled by :

BAC = ag(R,{R},0,0).'1ag(P, P, 0, {ke[P], km[P]}).(Rp | Rr)

As written in section 3.1, the BAC protocol is meant to generate two session keys per role
(fi(y, kp) and f,(y, kp) for Rp, f;(kr, w) and f,(kr, w) for Rg), and the messages sent in AA are all en-
capsulated by (Egac, @) where Egac = (t, mac({assac, 1), x2)) with t = senc({agsac, X, X1), tegas = X
and Xgg,, = (x1, x2). By theorem 8, the encapsulation (Egac, @) implements secure channels.
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The fact that BAC aims at establishing a secure channel for P and R is translated in our model
by using the mapping p = {c; — ((P, R), (Egac, 1))} and the associated annotation of BAC under p:

BAC = CpaclRp.eventp(ev(c,, (P, R), (fi(y, kp), (v, kp))))
| Rr.eventr(ev(cy, (P, R), (fi(kr, w), f2(kr, w))))]

where Cpacl[_] = ag(R, {R},0,0).'ag(P, P, 0, {ke[P], km[P]})

Hence the two contexts Cpac and Ca4 can be composed into the new context

CCum-Crc = qq(D, {D}, vk(sk[D]), sk[D]).ag(R, {R}, 0, 0).'ag(P, P, 0, {ke[P1, km[P], sk[P1})._

And now we can write the process BAC * PA = CC:Crac [Rp.Q) | Rr.Q] where O, and Q}, are
defined as follows:

Op = inp(cpun, Epac(init, y'), K1, K3)).

new np.outp(cpu, Seac(sign((a, np, y'), sk[P]), K1, K>))
OR = new ng.oUtr(cpun, Epac(init, ng), K7, K3)).

iNR(cpun, EBac(Sign(<a, x’, np), sk[P]), K1, K7))

with Ky = f1(, kp), K2 = 12(y, kp), K| = fi(kr, w), K} = fa(kp, w).
Our result enables us for instance to conclude that if the annotation under p of the Basic Access
Control BAC is secure and if the Active Authentication

Caalnew c,.(Qr | Op.eventp(Sec(sk[P], (P))))]
preserves secrecy, then
CEmCanc[Rp. Q). eventp(Sec(sk[P], (P))) | Rx.Qf]

also preserves secrecy.

B Secure encapsulations

For our proofs, we will need to discuss about the deduction proof of @ r ¢. As such, we will denote
by @ +p t the deduction of ® + ¢ with an associated proof P. We write ® +; ¢ when ¢ is the i-th
element of ®. We write ® +, t when t € Np U ¥.5,. When an inference rule ir is applied on premises
D rp, up,...,PkFp, u, to obtain the term u, we write ® Fixp,, . p,) u. Note that given a proof P and a
frame @, there exists a unique ¢ such that © +p .

Given as a proof P can be seen as a term, we write M(P) = (n,m) the pair of integer where
n = max{i € st(P) NN} if st(P)N N # 0 else n = 0; and m = |P| where |P| is the number of symbols
in P. We also consider the lexicographic order on pairs of integers. Given @ and ¢, we say that a
proof P of ®@ + t is minimal for M if for all P/, ® +p ¢t implies M(P) < M(P’). We also consider
sometimes minimal proof P for |P| instead of M(P).

Lastly we say that a proof P is a successive sequence of applications of decomposition rule on
the i-th element of ® when there exists n € N such that P = ir,(...ir (i, P1, ..., Pw) ..., P},..., P),)
and each ir; is a decomposition rule fork = 1...n.

We denote by sz.(¢) the set of strict subterms of 7. We naturally extend this notion to frames.

,,,,,

» Lemma 19. Let @ be a frame. Lett € T(F, N UKX) such that ® v t. For all P minimal proofs for
|P| of @ v t, for all P’ € st(P), for all terms t', if ® +p/ ' then

root(t') & Fiey and root(P) is a composition rule imply t' € st(®) U st(1);

19
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root(t") & Fiey and root(P) is a decomposition rule imply t' € st(®);
t'" = f(u) for some term u and t € Fy,y implies u € st.(P) U st(1).

Proof. We show the result by induction on M(P).

Base case |P| = 1: In such a case, t € Np U ¥ or t € ®. In the former, root() ¢ Fi., and root(P)
is neither a composition rule nor a decomposition rule. Hence the result directly holds. In the latter,
t € ® and root(P) is neither a composition rule nor a decomposition rule. Therefore, if ¢t = f(u) for
some term u and f € ¥, then we directly have that u € sz.(®). Hence the result holds.

Induction case |P| > 1: Otherwise root(P) is an inference rule. Therefore, we have :

h 1,
t

with P = ir(Py,...,P,) and for all k € {1,...,n}, ® rp_ #. Applying the inductive hypothesis we
can deduce that for all k € {1, ..., n}, for all P’ € st(Py), forall ¢, if ® +p. ¢’ then :

root(t') ¢ Frey and root(Py) is a composition rule imply ¢ € st(®) U st(t;);
root(t") € Frey and root(Py) is a decomposition rule imply ¢ € st(D);
t' = f(u) for some term u and f € Fg,, implies u € st.(DP) U st ().

Let P’ € st(P) and let ¢’ be a term such that @ +p ¢'. Let us do a case analysis on whether ir is a
decomposition or a composition rule.

Case ir is a composition rule: In such a case, there exists a function symbol f such that ¢ =
f(t1,...,t,), implying that forall k € {1,. .., n}, s{( @)U st(ty) C st(®)U st(¢) and st (D) U st () C
st.(®) U st (¢). Hence, if P’ € st(Py) for some k € {1,...,n} the result directly holds given our
inductive hypothesis. Consider now P’ = P and so ¢’ = t. In such a case, if root() ¢ F., then we
directly have that ¢ € st(¢) else ¢t = f(u) with f € F,, and u € st.(f). Therefore the result holds.
Case ir is a decomposition rule: Otherwise #; = f(t,uy, ..., u,,) for some term uy,...,u, and f ¢
Frey- Since P is minimal, we deduce that either root(P;) is a decomposition rule or P =
meaning that #; € @ (otherwise there would exist P{ € st(P1) such that ® Fp, 1 and |P{| <
|P]). Let us first focus on P’ € st(Py). If root(#') ¢ Fi., then by our inductive hypothesis
and knowing that ir is a decomposition rule, we obtain that ' € s#(®). In particular when
P’ = P, we deduce that f(¢,u,...,u,) € st(®). Moreover, if ¥ = g(u) with g € F., then
u € ste(®) U st (f(t,uy, ..., uy)). Since f(t, uy, ..., uy) € st(®), u € st (f(t,uy, ..., u,)) implies
u € st.(®). Hence the result holds.

Note that f(¢, uy, . .., u,) € st(®) allows us to directly prove that ¢ € st#(®) hence the result holds
inthecase P = Pand ¢ =1.

Let us now focus on the case where P’ € st(Py) for some k € {2,...,n}. By our inductive
hypothesis, we know that root(t’) ¢ Fi., implies ¢’ € st(®) U st(#). But from the definition
of a decomposition rule, we know that for all k € {2,...,n}, either #, € st<(f(t,uy,...,u,)) or
root(#x) € Frey and st(t) € st<(f(t,u1, ..., u,)). In the former, since (¢, uy, . . ., u,,) € st(®) then
we directly deduce that ¢/ € s#(®). In the latter, since root(t') ¢ Fi., and root(ty) € Fre, then
t'" € st(ty) implies ¢’ € st(t;) and sot’ € st.(f(t,uy, ..., uy)) C st(D).

If ¥ = g(u) with g € i, then by our inductive hypothesis, u € st.(®) U st.(#). But we have
already shown that st.(t;) C st<(f(t,u1,...,u,)) and (¢, uy, ..., u,,) € st(®). Hence we deduce
that u € st.(t;) implies that u € st.(®) which allows us to conclude.
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B.1 BAC encapsulation

» Lemma 20. Ler aggac € Tag. Let Epac = (t, h({aspac, {t, 2)))) with t = senc({a, x),y), tege = ¥
and Xeg,e = (,2). We have that (Egac, 0) is a {assac)-tagged encapsulation and S = {(Epac, 0)}
allows secure channels.

Proof. Let (&,0),...,(E,,0) € S such that the variables of &, ...,&, are disjoints. Since S =
{(Egac, 0)}, we have that &; ~ E; forall i, j € {1,...,n}. Foralli € {1,...,n}, we will denote tg, = x;
and Xg, = (y;,2;). Let o be a ground substitution such that dom(c) € vars(&y, ..., E,) and let ® be
a ground frame such that aggac € st(c, @). Finally, letI = {i € {1,...,n} | @ - [Eo]}_, + xio}. We
show that for all i € {1, ..., n}, Properties 1, 2, 4 and 6 of Definition 7 hold.

P is minimal for |P|. We do a case analysis on |P|. If |P| = 1 then either ¢ € /({(Dl UFegortedor
t = Eo for some k € {1,...,n}. But aggac ¢ st(t). Hence, we deduce thatr € Np U F ., ort € D.
Therefore, ® + ¢t and so @ - [xz0 Jkes F t.

Otherwise, |P| > 1. Let us assume that there exist j € {1,...,n} and P’ € st#(P) such that
P’ = |®| + j. Since |P| > 1, we deduce that there exist ir, P, Py,..., Py, € € {1,...,m} such that
P” = ir(Py,...,Py) € st(P) and P, = P’. Let us denote ¢’ the term @ - [E;o ]| Fpr t7. By
Lemma 19, we deduce that either ¢ € s#(®) U st(Eyo);_, U st(t) or t”” = g(u) for some g € F., and
u € st (P)Ust(Eo);_ Ust(?). Since agpac € st(t, 0, @), ©-[Eo ], bp Ejoand all &y, ..., &, are
equal after variable renaming, we deduce that in both cases, ir cannot be a composition rule. Since
ir is a decomposition rule, we in fact have P” = ir(P’) where ir is one of the pair decomposition.
Moreover, either ¢/ = h({agsac, (¢, zio))) where u = senc({aggac, Xio), y;o) or t’” = u. Once again
since aggac ¢ si(¢), we deduce that P’ # P. Thus, there exists Q = ir'(Q1,...,Q¢) and ¢’ € {1,...,¢}
such that Q € st(P) and Qp = P”.

By the Lemma 19, we can easily show that ir’ cannot be a composition rule for some g ¢ Fey
since if would imply that @ - [Exa]}_, Fo &0 for some r which would contradict our hypothesis on
the minimality of |P|. We also show that ir’" cannot be is a composition rule for some g € F.y. In
such a case, it would imply that @ - [E;o]}_, Fo 9(¢”). But since aggac € st(t”), then Q # P and so
there must be another inference rule ir”” applied on Q in P. Once again, by Lemma 19, ir” cannot be a
composition rule for any function symbol since it would imply that g(z”) € st(®@)Ust([Exo];_,)Ust(r)
but Egac does not contain function symbol from %%, and aggac ¢ st(t, o, ). Moreover, ir’” cannot
be a decomposition rule either since the only rule involving a function symbol g € ¥4, as argument
is the signature decomposition which would imply that there exists a term v and a proof R € st(P)
such that @ - [Exa ]}, Fr Sign(v, 1”). Once again, this is prevented by Lemma 19. Therefore, we can
conclude that ir’ cannot be a composition rule for some g € Fiey.

Property 1: Leti € {1,...,n}. Lett € T (Fiey, {yi0, z;0}) such that @ - [E;o]}_, +p t. Assume that

Thus, ir’ is a decomposition rule. Note that once again thanks to Lemma 19 and the fact that
aspac ¢ st(t, o, @), we can deduce that j/ = 1 meaning that ¢ is not used as a key in the decomposi-
tion rule ir’. But there is no decomposition rule for h, thus " = senc({a, x;o),y;o), ®- (&l Fo,
yjo. This allows us to deduce that @ - [E;o]}_, o (AgBac, x;o). But © - [Eo]l_, + (@sBac, Xj07)
also imply that @ - [E;0];_, + xjo and so j € I. Therefore, @ - [x o ]kes F (AgBAc, X;07).

We have just shown that for all j € {1,..., n}, for all position p; of P, if P|,, = |®| + j then there
exists a prefix p;. of p;, a proof Q; and a term u such that @ - [Eo]}_, |—p|p,i uand O - [x,0)ker ko,
u. Therefore, by replacing all instances of P| v in P by Qj, we obtain that a proof P’ such that
® - [x,0]ker Fp t. This allows us to conclude.

Property 2: Letu € st(&;)\ X and v € st(&;) \ X such that u and v are unifiable and root(u) # ().
By definition of Egac, u, v unifiable implies that there exists a position p of Egac such that u = &,
and v = &j|,,. Since &; ~ &; then the result holds.
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n

Property 4: Let i € {1,...,n}. Consider a minimal proof P for |P| such that @ - [Eo]}_,
We do a case analysis on |P|. If |P| = 1 then either x;00 € Np U F.5 or x;0 € © or x;0 = Eo for
some k € {1,...,n}. But aggac ¢ st(x;0). Hence, we deduce that x;,00 € Np U ¥ or x;o € .
Therefore, ® + x;o- and so @ - [x,0 Jkes—i F Xi0.

Otherwise, |P| > 1. Following exactly the proof of Property 1 (replacing ¢ by x;0), we deduce
that for all j € {1, ..., n}, for all position p; of P, if P|,, = |®|+ j then there exists a prefix p} of pj,a
proof Q; such that P|p; = in(in(®+ ), 0), ®-[Eol}_, kP, (asgac, xjo) and @ [Ex o]y, ko, ¥jor

Fp XiO.

where ir; is the decomposition rule of senc and ir; is the first éecomposition rule of (). Let us look at
the proof Q;. Since aggac ¢ st(y;o), we can deduce by minimality of |P| that |D|+ j ¢ Q; (otherwise,
using the same reasoning, it would imply that there exists a proof Q} € st.(Q;) deducing y;o). Thus,
(I)-[Sko-]ke,l ,,,,, n-j Fo; Yo Letl’ ={ie{l,...,n}—j| d)-[Sko-]kE,l ,,,,, nj—j F x;o}. Notethat I’ C I—j.
,,,,, nj—j and I’, we deduce that @ - [x,0 lkep F yjo.

Therefore, we have proven that if |®| + i € s#(P) then @ - [x;0|kes—; + yjo. Otherwise, if for all
J €1{1,...,n}, for all position p; of P, P|,, = |®| + j implies thati # j then we also have proven that
® - [x;0lker-i F xjo using the same replacement of proofs as in the proof of Property 1. Hence, the
result holds.

Property 6: Let i € {1,...,n}. Let 0’ some ground substitution such that ® - [Eroly_, Eio’
and aggac ¢ st(o”’), if we denote J = I — i then. Consider a proof P minimal for |P| such that
O-[Eo]i_, Fp Eio. IT|P| = 1 then it implies that §;0” € [Eo]k=1 due to the fact that aggac € sH(D).

Therefore, there exists k € {1,...,n} such that §;0" = E,o. Since we already know that &; ~ & then
the result holds.
Otherwise |P| > 1. In such a case P = ir(Py,..., P,). We do a case analysis on ir.

Case ir is a decomposition rule: By Lemma 19, we deduce that E;0" € st(®@) U st([Exo]_)).
But since aggac ¢ st(®) U st(o), then we deduce that ;07 € [Exo];_, which contradicts the
minimality of |P|.

Case ir is a composition rule: In such a case, we have P = ir(Py, P;) and © - [Eraly_, Fp,
O - [ET]i, Fr, h(agBac, (u, ;")) with u = senc({agsac, Xio”'), yio”'). Let us first focus on P;.
If the last rule of P, starts by a decomposition rule, then by Lemma 19, we deduce that h({aggac,
(u,zio’)) € st([Eo];_,) which would then imply that there exists k € {I,...,n} such that
h({assac, (#, zi0’)) = h({assac, (v, zxo)) with v = senc({agsac, Xx0), yxo). Therefore, x;o0 =
x;0” and so &;0’ = &0 which contradicts our hypothesis on the minimality of |P|. Therefore,
the last rule of P; is necessarily a composition rule, implying that ® - [Eo]]_,
the same proof of Property 1 (replacing ¢ by z;0”), we deduce that @ - [tg, 0 [ies + zio”.

Let us now consider P;. If P; starts by a decomposition rule, then by Lemma 19, we deduce that
senc({agsac, Xio”), yio”') € st([Eoli_,). Thus, it implies that there exists j € {1,...,n} such
that x;0” = xjo and y,0’ = y;o- meaning that Xg,0” N Xg;0- # 0. Hence the result holds. If on
the other hand, P; starts by a composition rule then we directly have that @ - [Eo]}_, + xi07.
Once again by following the same proof as in Property 1 (replacing ¢ by x;0”), we deduce that
D [tg, T lrer + xi07.

u and

+ z;o” . Following

B.2 TLS encapsulation

» Lemma 21. Let agris € Tag. Let Eris = senc({agtLs, X),Y), tens = X and Xg, g = y. We have
that (E1.s, 0) is a {agTLs)-tagged encapsulation and S = {(E1Ls, 0)} allows secure channels.

Proof. Let (&,0),...,(E,,0) € S such that the variables of &, ...,&, are disjoints. Since S =
{(E7Ls, 0)}, we have that &; ~ E; forall i, j € {1,...,n}. Foralli € {1,...,n}, we will denote tg, = x;
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and Xg, = y;. Let o be a ground substitution such that dom(c’) C vars(&;,...,E,) and let O be a
ground frame such that agri s ¢ st(o, ®). Finally, let I = {i € {1,...,n} | ® - [Eo]}_, F xi0}. We
show that for all i € {1, ..., n}, Properties 1, 2, 4 and 6 of Definition 7 hold.

Property 1: Leti € {1,...,n}. Lett € T (Fey, {yio}) such that @ - [Eyo]}_, Fp £. Assume that P is
minimal for |P|. We do a case analysis on |P|. If |P| = 1 then eithert € Np UF . ort € ®ort = Eo

forsome k € {1,...,n}. But agr.s ¢ st(t). Hence, we deduce that t € Np U F.,; or t € ®. Therefore,
O+ rand so D - [x0)ker F 2.

Otherwise, |P| > 1. Let us assume that there exists j € {1,...,n} and P’ € st#(P) such that
P’ = |®| + j. Since |P| > 1, we deduce that there exists ir, P”, Py,...,P,, € € {1,...,m} such

that P” = ir(Py,...,Py) € st(P) and P, = P’. Let us denote ¢ the term @ - [E;0]}_, Fpr 7. By
Lemma 19, we deduce that either 17 € s#(®) U st(Exo);_, U st(r) or " = g(u) for some g € F,y and
ue€ st (d)u st<(8k0')Z=] U st(¢). Since agr s ¢ st(t, o, D), O - [Ska]zzl Fp Ejoand all &y, ..., 8,
are equal after variable renaming, we deduce that in both cases, ir cannot be a composition rule.
Since ir is a decomposition rule, we in fact have P”” = ir(P’, Q) where ir is the senc decomposition
and t” = (agrLs, x;0). Thus we have that ©- [, ]}_, Fp xjo and so j € I. Therefore, @ - [x0]kes +
(agrLs, X;0).

We have just shown that for all j € {1,...,n}, for all position p; of P, if P|p], = |®| + j then there
exists a prefix p_’]. of p;, a proof Q; and a term u such that @ - [8k0']Z=] |—P|p,f u and O - [xp0]rer Fo,
u. Therefore, by replacing all instances of P| v, in P by Q;, we obtain that a proof P’ such that
@ - [xr0 ke Fpr t. This allows us to conclude.

Property 2: Letu € st(E;)\ X and v € s#(&;) \ X such that u and v are unifiable and root(u) # ().
By definition of &ris, u, v unifiable implies that there exists a position p of Er.s such that u = &,
and v = &j|,,. Since &§; ~ &; then the result holds.

n

Property 4: Let i € {1,...,n}. Consider a minimal proof P for |P| such that @ - [Eo]}_,
We do a case analysis on |P|. If |P| = 1 then either x;00 € Np U F.5 or x;0 € © or x;0 = &Eo for
some k € {1,...,n}. But agr.s ¢ st(x;0)). Hence, we deduce that x;o0 € Np U Fi or x;o € D.
Therefore, ® + x;o- and so @ - [x,0 Jkes—i F X0

Otherwise, |P| > 1. Following exactly the proof of Property 1 (replacing ¢ by x;0), we deduce
that for all j € {1, ..., n}, for all position p; of P, if PI,,/. = |®| + j then there exists a prefix p} of pj,
a proof Qj such that P|F”,’ =ir(|]D| + J, Qj), O - [81(0']2:1 I—p|p} <agT|_s,XjO'> and O - [8](0']2:1 ko, ¥jo
where ir is the decomposition rule of senc. Let us look at the proof Q;. Since agrLs € st(y;o), we
can deduce by minimality of |P| that |D| + j ¢ Q; (otherwise, using the same reasoning, it would

Fp X0

.....
,,,,,

,,,,,

Therefore, we have proven that if |®| + i € s#(P) then @ - [x;0]res—; + yio. Otherwise, if for all
J €{1,...,n}, forall position p; of P, P|,, = |®| + j implies that i # j then we also have proven that
® - [x;0lkes-i + xjo using the same replacement of proofs as in the proof of Property 1. Hence, the
result holds.

Property 6: Leti € {1,...,n}. Let 0’ be some ground substitution such that © - [Eo]}_, F Eio”.
Consider a proof P minimal for |P| such that @ - [8;(0']2:1 tp &io’. If |P| = 1 then it implies that
&0’ € [Eyo]i=1 due to the fact that agr s ¢ st(®). Therefore, there exists k € {1, ..., n} such that
&0’ = &o. Since we already know that &; ~ &; then the result holds.

Otherwise |P| > 1. In such a case P = ir(Py, ..., P,). We do a case analysis on ir.

Case ir is a decomposition rule: by Lemma 19, we deduce that ;07 € s{(®@) U st([Exo]y_,).
But since agris ¢ st(®) U st(0), then we deduce that §;0” € [Eo]]_, which contradicts the
minimality of |P|.

23
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Case ir is a composition rule: Then we directly have that O - [Coli_ x;0”. Once again by
following the same proof as in Property 1 (replacing t by x;0”), we deduce that @-[tg, o lxer F x;0”.

<«

B.3 Signcrypt encapsulation

» Lemma 22. Let agsignerypt € 1aQ. Let Esignerypt = SigN({@ssignerypts 28NC({Agsignerypt> X)» PK(Y))), 2)
With tegem = X and Xggo oo = (v,2). We have that (Esignerypt, ) is a {@gsignerypt}-tagged encapsula-
tion and S = {(Esignerypt, 0)} allows secure channels.

Proof. Let (&1,0),...,(E,,0) € S such that the variables of &, ...,&, are disjoints. Since S =
{(Esignerypts @)}, we have that & ~ &; for all i, j € {1,...,n}. Foralli € {1,...,n}, we will denote
te, = x; and Xg, = (y;,z;). Let o be a ground substitution such that dom(c) C vars(&y, ..., E,) and
let @ be a ground frame such that agsignerypt € st(0, ©). Finally,let I ={i € {1,...,n} [ O [Eo ]} |
x;o}. We show that for all i € {1,...,n}, Properties 1, 2, 4 and 6 of Definition 7 hold.

We first prove that for all term ¢ such that agsignerypt € s2(2), ©-[Exo]}_, Fp t implies @-[x;0]ies +
t. Assume that P is minimal for |P|. We do a case analysis on |P|. If |P| = 1 then either r € NpUF_ or

te@ort =& forsomek € {1,...,n}. But agsignerypt ¢ st(1). Hence, we deduce that 1 € Np U F
ort € ®. Therefore, ® + t and s0 D - [x;0 |res + 1.

Otherwise, |P| > 1. Let us assume that there exist j € {l,...,n} and P’ € st(P) such that
P’ = |®| + j. Since |P| > 1, we deduce that there exist ir, P”, Py,..., Py, € € {1,...,m} such that

P” = ir(Py,...,Py) € st(P) and P, = P’. Let us denote 1" the term @ - [Eo]y_, Fpr 7. By
Lemma 19, we deduce that either 17 € st(®) U st(Exo);_, U st(r) or 17 = g(u) for some g € Frey
and u € st(®) U st (o), U st(t). Since agsignerypt ¢ st(t, 0, ©), © - [Exo ]| Fp Ejo and all
&y, ..., &, are equal after variable renaming, we deduce that in both cases, ir cannot be a composition
rule. Since ir is a decomposition rule, we in fact have P” = ir(P’, R) where ir the rule sign-decomp
and @ - [Ea];_, Fr VK(zjo). Moreover, we have 1" = (@ssignerypt, 238NC({@gsignerypts X;07), PK(Yj0))).
Once again since agsignerypt ¢ s1(7), we deduce that P” # P. Thus, there exists Q = ir(01,...,0¢)
and ¢’ € {1,...,{} such that Q € st(P) and Qp = P”.

By the Lemma 19, we can easily show that ir’ cannot be a composition rule for some g ¢ Fiey
since if would imply that @ - [E;0]}_, +o &0 for some r which would contradict our hypothesis on
the minimality of |[P|. We also show that ir’ cannot be is a composition rule for some g € F.y. In such
a case, it would imply that @ - [Exo]}_, Fo 9(t”). But since agsignerypt € st(t”), then Q # P and so
there must be another inference rule ir” applied on Q in P. Once again, by Lemma 19, ir” cannot be a
composition rule for any function symbol since it would imply that g(t”) € st{(@)Ust([Exa ]} )UsH()
but Esignerypt only contain the function symbol pk applied on y. But since agsignerypt € StH(07), we
deduce that pk(y,)o- # g(¢””) for all k. Moreover, it cannot be a decomposition rule either since the
only rule involving a function symbol g € ¥, as argument is the signature decomposition which
would imply that there exists a term v and a proof R € st(P) such that ® - [Eio]}_, Fr SigN(v,t”).
Once again, this is prevented by Lemma 19 since aggignerypt ¢ st(c7). Therefore, we can conclude that
ir' cannot be a composition rule for some g € Fiey.

Thus ir’ is a decomposition rule and in fact the second decomposition of the pairing implying that
O - [Eo]i_, Fo aenc({assignerypt, Xj07), PK(y;07)). Using a similar reasoning as above, we can prove
that there exists R = ir’(Ry,...,Ry) and p’ € {1,..., p} such that R € s#(P) and R,y = Q. Moreover,
by Lemma 19, ir” cannot be a f-composition for f ¢ #,, since the only function f possible would
be the pair but it would contradict our minimality hypothesis. Similarly as above, we can also prove
that ir’ cannot be f-composition for f € F,.,. Therefore, it remains that ir” is a decomposition rule
meaning that @ - [E,o ]}, Fr (@gsignerypts X;07). But it also implies that @ - [Eo];_, + x;0- meaning
that j € I and 50 @ - [x;0 ke + {@ssignerypts X;07)-
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We have just shown that for all j € {1,..., n}, for all position p; of P, if P|,, = |®| + j then there
exists a prefix p;. of p;, a proof Q; and a term u such that @ - [Eo]}_, Fpl, U and O - [x;0 |res ko,

u. Therefore, by replacing all instances of P| v in P by Qj, we obtain that a proof P’ such that
® - [x,0]ker Fp t. This allows us to conclude.

Property 1: For all i € {1,...,n}, for all # € T (Fiey, {yio, zio}, we have that aggignerypt € s2(1).
Hence we can apply the property we just proved which allows us to conclude.

Property 2: Letu € st(E;)\ X and v € s#(&;) \ X such that u and v are unifiable and root(u) # ().
By definition of Egignerypt, #, v unifiable implies that there exists a position p of Egjgnerypt such that
u= &, and v = &jl,. Since &; ~ &; then the result holds.

Property 4: Let i € {1,...,n}. Consider a minimal proof P for |P| such that @ - [E,o]}_, Fp X0
We do a case analysis on |P|. If |P| = 1 then either x;00 € Np U F.5 or x;0 € © or x;0 = &Eo for
some k € {1,...,n}. But agsignerypt € st(x;0). Hence, we deduce that x;00 € Np U F.y or x;o € O.
Therefore, @ + x;o0- and so ® - [x,0 Jxe/—i F X0

Otherwise, |P| > 1. Following exactly the proof of the property we prove at the beginning of
this lemma, we deduce that for all j € {1, ..., n}, for all position p; of P, if P|,. = |®| + j then there
exists a prefix p'] of Pj, a proof Qj such that Plp; = ir(ir(irs(|®| + J, Qj)), Rj), ()8 [8](0']2:1 I—p|p}
(@ssignerypts Xj07), © - [ExT]_ Fo, vk(z;o) and @ - [Ero]]_, kg, yjo where ir; is the decomposition
rule of aenc, ir; is the second decomposition rule of ( ) and ir3 is the decomposition of sign. Let us
look at the proofs Q; and R;. Since aggac € st(y;o,z;0), we can deduce by minimality of |P| that
|®| + j ¢ Q; and |D| + j ¢ R; (otherwise, using the same reasoning, it would imply that there exists

.....
,,,,,,,,,,

,,,,,

D - [x40lker Fyjoand @ - [xx0 lrer F VK(Zj0).

Therefore, we have proven that if |®|+i € st(P) then ®-[x;0 ]re/—; + y;0 which satisfies Property 4.
Otherwise, if for all j € {1,...,n}, for all position p; of P, P|,. = |®| + j implies thati # j then we
also have proven that @ - [x;0 Jxe—; + X o by the first property proven in this lemma.

Property 6: Leti € {1,...,n}. Let 0’ some ground substitution such that © - [Eo];_, F Eo”.
Consider a proof P minimal for |P| such that @ - [SkO']Z:] tp &io’. If |P| = 1 then it implies that
&Eio’ € [Exo k=1 due to the fact that agsignerypt € sH(P). Therefore, there exists k € {1,...,n} such
that ;07 = &,o. Since we already know that &; ~ &; then the result holds.

Otherwise |P| > 1. In such a case P = ir(Py, ..., P,). We do a case analysis on ir.

Case ir is a decomposition rule: By Lemma 19, we deduce that §;07 € s#(®) U st([Exa1i_))-
But since agsignerypt € sH(P) U st(0r), then we deduce that E;0” € [Exor];_, which contradicts the
minimality of |P|.

Case ir is a composition rule: In such a case, we have P = ir(Py,P;) and O - [SkO']Z:] Fp,
(@ssignerypt, 38NC({@gsignerypts X0 ), PK(y;07))) and @ - [Ea ], +p, zio”. The latter already gives

us part of Property thanks to the first property of the lemma. Let us now focus on P;.

If the last rule of P; starts by a decomposition rule, then by Lemma 19, we deduce that (@gsigncrypts
aenc({agsignerypt, Xi0” ), PK(yic”))) € st([Exo]i_,) which would then imply that there exists k €
{1,...,n}such that x;0c”" = x0 and y;0’ = y;o. Therefore the result holds. If the last rule of P, is

a composition then we have P = ir'(Q1, Q) where O-[Eo];_, Fo, @aenc({@ssignerypts Xi0” ), PK(Yio™)).
If the last rule of O, is a composition rule then it would imply that ®-[E,o]}_, + (@ssignerypt> Xi0™)
and so @ - [0 ]i_, + x;0” which would allow us to conclude. If on the other hand the last rule of

0> is adecomposition rule, then once again we would deduce that aenc({assignerypt, Xio”'), PK(yio™")) €
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st([Eo]i_,) and so there would exists k € {1,...,n} such that x;0” = xio and y;0’ = y;o. This
allows us to conclude.

B.4 Sign encapsulation

» Lemma 23. Let agsign € Tag. Let Esign = Sign({assign, X),y) with Eagnoyet = X and ngign =y We
have that (Esign, VK(y)) is a {agsign}-tagged encapsulation and S = {(Esign, VK())} allows authentic
channels.

Proof. Let (&1,0),...,(E,,0) € S such that the variables of &, ...,&, are disjoints. Since S =
{(Esignerypts VK())}, we have that &; ~ &; forall i, j € {1,...,n}. Foralli € {1, ..., n}, we will denote
ts, = x and Xg = y;. Let o be a ground substitution such that dom(o) C vars(&Ey, ..., E,) and let ©
be a ground frame such that agsignerypt € s¢(0, @). Finally, let I = {i € {1,...,n} | ®-[Eol_, + xi0).
We show that for all i € {1,...,n}, Properties 1, 2, 3 and 6 of Definition 7 hold.

We first prove that for all term 7 such that agsign ¢ s2(2), @ - [Exo]}_, Fp t implies O - [xpTJxes + 1.
Assume that P is minimal for |P|. We do a case analysis on |P|. If |P| = 1 then either r € Np U ¥
ort € ®ort=Eo forsome k € {1,...,n}. But agsgn ¢ st(t). Hence, we deduce thatr € Np U F
ort € ®@. Therefore, ® + t and so D - [x0 ke + 1.

Otherwise, |P| > 1. Let us assume that there exist j € {1,...,n} and P’ € s#(P) such that
P’ = |®| + j. Since |P| > 1, we deduce that there exist ir, P, Py,..., Py, € € {1,...,m} such that
P” = ir(Py,...,Py) € st(P) and P, = P’. Let us denote 1" the term @ - [Eo]}_, +pr 7. By
Lemma 19, we deduce that either 17 € s1(®) U st(Exo)i_, U st(r) or " = g(u) for some g € F,, and
u€ st(d)u st<(8k0')2=1 U st (7). Since agsign ¢ st(t, o, @), O - [Ska]zzl Fp Ejoand all &y, ..., 86,
are equal after variable renaming, we deduce that in both cases, ir cannot be a composition rule.
Since ir is a decomposition rule, we in fact have P = ir(P’, R) where ir the rule sign-decomp and
O-[Ea ]y, Fr VK(y;o). Moreover, we have 1 = (agsign, x;07). But it also implies that @ - [Exo]}_, +
xjo meaning that j € I and so @ - [xy0 xer F (Agsign, Xj07).

We have just shown that for all j € {1,...,n}, for all position p; of P, if PI,,/. = |®| + j then there
exists a prefix p_']. of p;, a proof Q; and a term u such that ® - [E,0]}_, |—P|p} uand @ - [x0lker Fo,
u. Therefore, by replacing all instances of PI,,;_ in P by Q;, we obtain that a proof P’ such that
@ - [x,0 ke Fpr t. This allows us to conclude.

Property 1: Forall i € {1,...,n}, for all t € 7 (Fiey, {yio}, we have that agsign ¢ s2(f). Hence we
can apply the property we just proved which allows us to conclude.

Property 2: Letu € st(&;)\ X and v € s#(&;) \ X such that u and v are unifiable and root(u) # ().
By definition of Esignerypt, #, v unifiable implies that there exists a position p of Esignerypt such that
u=&;l, and v = &j|,. Since &; ~ &; then the result holds.

Property 3: We directly have that {sign({asgsign, x), y), Vk(y)} I x.

Property 6: Let i € {1,...,n}. Let 0’ some ground substitution such that © - [Eo];_, F Eio”.
Consider a proof P minimal for |P| such that @ - [Eo]}_, Fp Eio’. If |P| = 1 then it implies that
&Eio’ € [Exolk=1 due to the fact that agsign ¢ st(P). Therefore, there exists k € {1,...,n} such that
&0’ = &,o. Since we already know that &; ~ & then the result holds.

Otherwise |P| > 1. In such a case P = ir(Py, ..., P,). We do a case analysis on ir.

Case ir is a decomposition rule: By Lemma 19, we deduce that E;07 € s{(®) U st([Exo]_)).
But since agsign ¢ st(®) U st(0), then we deduce that §;0” € [Exo]}_, which contradicts the
minimality of |P|.
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Case ir is a composition rule: In such a case, we have P = ir(Py,P;) and O - [Eroli_, Fp,
(agsign, x;0”) and @ - [Cra ]y, Fp, z;0”. Using the first property of the lemma, the result holds.

<

B.5 MAC encapsulation

» Lemma 24. Let agmac € Tag. Let Emac = (X, h({Agmac, X, W))) with tg . = x and Xg, . =y. We
have that (Emac, 0) is a {agmac}-tagged encapsulation and S = {(Emac, 0)} allows authentic channels.

Proof. Let (&,0),...,(E,,0) € S such that the variables of &, ...,&, are disjoints. Since S =
{(Esignerypts VK(»))}, we have that &§; ~ & forall i, j € {1,...,n}). Foralli € {1,...,n}, we will denote
ts, = x and Xg = y;. Let o be a ground substitution such that dom(c) € vars(&y,...,E,) and let @
be a ground frame such that agmac € st(o, @). Finally, let I = {i € {1,...,n} | @ - [Eo]}_, + xio}. In
fact we have I = {1, ...,n}. We show that foralli € {1,...,n}, Properties 1, 2, 3 and 6 of Definition 7
hold.

We first prove that for all term ¢ such that agmac € s2(2), © - [Exo]}_, Fp timplies O - [xpoJxes + 1.
Assume that P is minimal for |P|. We do a case analysis on |P|. If |P| = 1 then either r € Np U ¥
ort€ ®ort=Eoforsomeke{l,...,n}. But agmac ¢ st(f). Hence, we deduce thatt € Np U F
ort € ®@. Therefore, ® + t and S0 D - [x,0 Jkes + I.

Otherwise, |P|] > 1. Let us assume that there exist j € {1,...,n} and P’ € st(P) such that
P’ = |®| + j. Since |P| > 1, we deduce that there exist ir, P, Py,..., Py, € € {1,...,m} such that
P’ = ir(Py,...,P,) € st(P) and P, = P’. Let us denote #”’ the term @ - [Exol_, Fpr t’. By
Lemma 19, we deduce that either ¢ € s#(®) U st(Eyo);_, U st(t) or t”” = g(u) for some g € F., and
u € sto(Q) U st(Ero)y_, U st(t). Since agmac € st(t, 0, @), © - [Eo]}_, bp Ejoand all &y, ..., E,
are equal after variable renaming, we deduce that in both cases, ir cannot be a composition rule.
Since ir is a decomposition rule, we in fact have P’ = ir(P’) where ir is one of the decomposition of
(), and so either ¢’ = x;o or t” = h({agmac, xjo, y;07)). If it is the latter then since agmac ¢ st(1),
we deduce that P # P” meaning that there exists Q = ir'(Q1,..., Q) and £’ € {1,...,{} such that
Q € st(P) and Qp = P”. But there is no decomposition rule for h therefore ir’ is necessarily a
composition rule.

By the Lemma 19, we can easily show that ir’" cannot be a composition rule for some g ¢ Frey
since if would imply that @ - [E,0]}_, +o &0 for some r which would contradict our hypothesis on
the minimality of |P|. We also show that ir" cannot be is a composition rule for some g € F,y. In
such a case, it would imply that @ - [Eo]}_| ko 9(f”). But since agmac € st(t”), then Q # P and so
there must be another inference rule ir’” applied on Q in P. Once again, by Lemma 19, ir” cannot be a
composition rule for any function symbol since it would imply that g(#”") € st(®)Ust([Ey ol )Usi()
but Emae does not contain function symbol from F,, and agmac ¢ st(t, o, ). Moreover, ir”" cannot
be a decomposition rule either since the only rule involving a function symbol g € ¥, as argument
is the signature decomposition which would imply that there exists a term v and a proof R € st(P)
such that @ - [Eo ]}, Fr Sign(v, t”). Once again, this is prevented by Lemma 19. Therefore, we can
conclude that ir’ cannot be a composition rule for some g € Fey.

We just have proven that if ¥/ = h({@gmac, X;jo, y;o)) then ir’ cannot be a composition nor a
decomposition rule which is a contradiction. Hence " = x;o. Therefore, we have just shown that
for all j € {1,...,n}, for all position p; of P, if PI,,/. = |®| + j then there exists a prefix p_']. of p;
and a proof Q; such that @ - [E,o]_| F Ply, xjoand @ - [xy0]kes +o, X Therefore, by replacing all
instances of PI,,;_ in P by Q;, we obtain that a proof P’ such that @ - [x;0 Jxes Fp- £. This allows us to
conclude.
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Property 1: Forall i € {1,...,n}, for all t € 7 (Fiey, {yio}, we have that agsign € s2(f). Hence we
can apply the property we just proved which allows us to conclude.

Property 2: Letu € st(E;)\ X and v € s#(&;) \ X such that u and v are unifiable and root(u) # ().
By definition of Egignerypt, #, v unifiable implies that there exists a position p of Egignerypt such that
u =&, and v = &}|,. Since &; ~ &; then the result holds.

Property 3: We directly have that {(x, h({agmac, X, y)))} F x.

Property 6: Let i € {1,...,n}. Let 0’ some ground substitution such that © - [Eo];_, F Eio”.
Consider a proof P minimal for |P| such that @ - [E,o]}_, Fp Eio'. If |[P| = 1 then it implies that
&0’ € [Eyoi=1 due to the fact that agmac ¢ st(®). Therefore, there exists k € {1, ..., n} such that
&0’ = &o. Since we already know that &; ~ &; then the result holds.

Otherwise |P| > 1. In such a case P = ir(Py, ..., P,). We do a case analysis on ir.

Case ir is a decomposition rule: By Lemma 19, we deduce that E;0" € st(®@) U st([Exo]_)).
But since agmac ¢ st(®) U st(0), then we deduce that §;0” € [Exo]]_, which contradicts the
minimality of |P|.

Case ir is a composition rule: In such a case, we have P = ir(Py, P2) and ® - [Eo])_,| +p, xi0”
and @ - [0l Fp, N({@gmac, Xio”,yi0”)). Let us focus on P;. Since agmac ¢ sH(®, o), we have
that P, starts by either a decomposition rule or a composition rule. If it is the latter then we have
that @ - [E;o]}_, + yo’ and so the result would hold with the first property of the lemma. If it is
the former, then by Lemma 19, we would have that h({(@gmac, x;0”, y;0”)) € st({SkU}Ll. It would
imply that there exists k € {1,...,n} such that x;0 = x;0” and y,o = y;0’. Hence with the first

property of the lemma, the result holds.

B.6 Aenc encapsulation

» Lemma 25. Let agaenc € Tag. Let Eris = aenc({@saenc, X), PKOY)), ts,... = x and Xg,,, =
y. We have that (Egenc, PK(Y)) is a {@gaenc}-tagged encapsulation and S = {(Eris, pk(y))} allows
confidential channels.

Proof. Let (&,0),...,(E,,0) € S such that the variables of &, ...,&, are disjoints. Since S =
{(E1Ls, 0)}, we have that §; ~ §; forall i, j € {1,...,n}. Foralli € {1,...,n}, we will denote tg, = x;
and Xg, = y;. Let o be a ground substitution such that dom(o) C vars(&Ey,...,E,) and let @ be a
ground frame such that agaenc ¢ st(o, @). Finally, let I = {i € {1,...,n} | ® - [E0]}_| F xio}. We
show that for all i € {1,..., n}, Properties 1, 2, 4 and 5 of Definition 7 hold.

Property 1: Leti € {1,...,n}. Lett € T (Fiey, {yio}) such that @ - [Eo];_, Fp 1. Assume that P is
minimal for |P|. We do a case analysis on |P|. If |P| = 1 then eithert € Np UF . ort € ®ort = Eo
for some k € {1, ...,n}. But agr.s ¢ st(t). Hence, we deduce that r € Np U F, or t € ®. Therefore,
D+ rand so O - [x0]ker F 1.

Otherwise, |P] > 1. Let us assume that there exists j € {1,...,n} and P’ € st(P) such that
P’ = |®| + j. Since |P| > 1, we deduce that there exists ir, P”, Py,...,P,, £ € {1,...,m} such
that P” = ir(Py,...,Py) € st(P) and P, = P’. Let us denote ¢ the term @ - [E;o]]_| Fpr 7. By
Lemma 19, we deduce that either 17 € s#(®) U st(Exo)i_, U st(r) or " = g(u) for some g € F,, and
u € st (P)U st (Eo)y_, U st(?). Since agaenc ¢ s1(1, 0, ), @ - [Eyo ]} +p Ejoand all &y,...,E,
are equal after variable renaming, we deduce that in both cases, ir cannot be a composition rule.
Therefore ir is the decomposition rule of aenc and we have @ - [E;0]}_, Fpr (gaenc, xjo). Thus
O - [8ko-]Z=] Fpr <Xj0' and so ] € 1. Hence, @ - [x,0 ke + <agTLs,Xj0'>.
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We have just shown that for all j € {1,..., n}, for all position p; of P, if P|,, = |®| + j then there
exists a prefix p;. of p;, a proof Q; and a term u such that @ - [Eo]}_, Fpl, U and O - [x;0 |res ko,

u. Therefore, by replacing all instances of P| v in P by Qj, we obtain that a proof P’ such that
® - [x,0]ker Fp t. This allows us to conclude.

Property 2: Letu € st(E;)\ X and v € s#(&;) \ X such that u and v are unifiable and root(u) # ().
By definition of Eaenc, #, v unifiable implies that there exists a position p of &r.s such that u = &,
and v = &j|,,. Since &§; ~ &; then the result holds.

Property 4: Let i € {1,..., n}. Consider a minimal proof P for |P| such that @ - [Eo];_, Fp Xi0.
We do a case analysis on |P|. If |P| = 1 then either x;00 € Np U ¥ or x,0 € © or x;0 = Eo for
some k € {1,...,n}. But aggenc ¢ st(x;0). Hence, we deduce that x;0c € Np U ¥, or x;0 € O.

Therefore, ® + x;o- and so @ - [x,0 Jkes—i F X0

Otherwise, |P| > 1. Following exactly the proof of Property 1 (replacing ¢ by x;0), we deduce
that for all j € {1, ..., n}, for all position p; of P, if PI,,/. = |®| + j then there exists a prefix p;. of pj,
a proof Q; such that PI,,;_ =in(®l + j, Q), © - [&oly_, l—p‘l}; (agtLs, xjoy and @ - [Eo]y_ Fo, Yo
where ir; is the decomposition rule of aenc. Let us look at the proof Q;. Since agaenc & stH(y;0),
we can deduce by minimality of |P| that |®| + j ¢ Q; (otherwise, using the same reasoning, it would

.....
,,,,,

,,,,,

Therefore, we have proven that if |®| + i € s#(P) then @ - [x;0]res—; - yio. Otherwise, if for all
J €{1,...,n}, for all position p; of P, P|,, = |®| + j implies that i # j then we also have proven that
@ - [x;0lkes-i + xjo using the same replacement of proofs as in the proof of Property 1. Hence, the
result holds.

Property 5: Leti € {1,...,n}. Let 0 be some ground substitution such that @ - [E;o]}_, + Eio”’
and aggenc ¢ st(o”). We focus first on the left implication of the equivalence. If @ - [x;0]kes F x;07
and @ - [x0]kes + PK(y;)o” then we directly have that @ - [x;o]ke; F E;07. But since for all k € I,

,,,,,,,,,,

.....

Let us now focus on the right implication of the equivalence. Consider a proof P minimal for |P|
such that @ - [Eo]f_, Fp E;o”. If |P| = 1 then it implies that §;0” € [Eyo k=1 due to the fact that

Agaenc ¢ st(®@). Therefore, there exists k € {1,...,n} such that &;0”" = E,o. Since we already know
that & ~ & then the result holds.
Otherwise |P| > 1. In such a case P = ir(Py, ..., P,). We do a case analysis on ir.

Case ir is a decomposition rule: by Lemma 19, we deduce that ;07 € s{(®@) U st([Exo]y_,).
But since agaenc € st(®) U st(0), then we deduce that E;0” € [Eo];_, which contradicts the
minimality of |P|.

Case ir is a composition rule: Then we directly have that @ - [Eo]}_, + x;0” and © - [Ea]_, +
pk(y;c”’). Once again by following the same proof as in Property 1 (replacing ¢ by x;0”), we
deduce that @ - [tg, 0 lker + x;0” and @ - [tg, 0 lkes + PK(y;0”) and so the result holds.

B.7 Proof of Theorem 8

» Lemma 26. Let S, be a set of Tag-encapsulations allowing authentic, confidential and secure
channels. Let ® be a ground frame and o be a ground substitution such that Tag N st(o, ®) = 0. Let
&1, F1), ..., (En Fu) € S.. Assume that the variables in &,,...,&, are disjoint. Let I be the set of
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i€{l,...,n} such that ® - [Eo)]_, v tg0. Forall terms t, if Tag N st(t) = O and © - [Eyo ], + ¢
then @ - [tg, 0 lger + 1.

Proof. Consider (E,+1, F,+1) € S, such that the variables of &, are disjoint from &y, ..., &,. Take
o’ the ground substitution such that tg,,0’ = a € Np and for all x € Xg,,,, xo’ = t. Since
Tag N st(t) = 0, we deduce that Tag N st(co”’) = 0. Moreover, we have t € T (Fiey, Xe,,,007).

We also that that @ - [Eyo];_, + t implies that @ - [Eyoo’];_, + ¢ which implies @- [Skaa’]z;r]l L.
On the other hand, since a € Np and for all x € Xg,,,, X0 =t with © - [Exa]i_, F t, we deduce that
© - [Eo]_ F Eprio’. Hence foralli € {1,...,n},if @ - [Eo]}_, +tg0 then @ - [Sko-o-’]z;r]l F g0

Thus by applying Property 1 of Definition 7, we deduce that ® - [tg,00"Jes + ¢ and so O -

[tgko—]kgj -t <

n+l2

» Lemma 27. Let S, be a set of tag,-encapsulations allowing authentic, confidential and secure
channels. Let S, be a set of tagg-encapsulations allowing authentic, confidential and secure chan-
nels. Iftag, Ntagy = 0 then S, U S, is a set of tag, U tagg-encapsulations allowing authentic,
confidential and secure channels.

Proof. Let (&, F)),...,(Ey Fy) € SeUS,. Assume that the variablesin &;, . . ., &, are disjoint. Let
o be a ground substitution such that dom(o) = vars(&q,...,E,) and let O be a ground frame such
that (tag, U tagg) N st(o, @) = 0. Let I be the set of i € {1,...,n} such that O - [Eroli_, Ftg0. Let
usdenoteby A ={iefl,...,n} | (&E,F)eSand B={ie{l,...,n}| (&, F;) €S.}. Moreover, let
us denote by Iy = I N A and Iz = I N B. We first start proving the following property:

Property O: For all term ¢, if (tag, U tagy) N s#(t) = 0 and O - [Croli_, + tthen @ - [tg 0 lker + 1.

Assume w.l.o.g. that i € A. Let us denote @’ = @ - [E;0]kep. We have @' - [Ero]kea F 1. But
(tag, U tagp) N st(o, @) = 0 and so tag, N st(o, @) = 0. Moreover, I, is the set of i € A such that
D’ - [ExTlkea F tg,0. Since S, be a set of tag,-encapsulations allowing authentic, confidential and
secure channels, we deduce by Lemma 26 that @’ - [tg, 0 lxer, + 1.

If now we denote @ = ®-[tg, 0 liey, , We obtain that @ - [Eyo]iep + t. Consider the set [ of i € B
such that ®” - [E;0]kep F tg,0. We show that I, = Ip. If i € I then we know that @ - [E,0])_, + tg,0.
By applying onc again Lemma 26 on @', A and I4, we deduce that @’ - [tg,0lker, F tg,0 and so
@ - [Exolken F 1,0 meaning that i € I, If i € I}, we know that ®” - [Eokep + tg,0 and so
Q' [tg,0lker, + g0 Butforall j € Iy, ®'-[ET]ken + tg;0°. Hence we deduce that @'+ [Eyo]ea + tg,0
and so ®©-[Ea];_, F tg,0. This allows us to conclude that /g = I},. Thus, we can apply Lemma 26 on

®”, I and ¢ which allows us to deduce that @ - [tg, o ]¢er, + ¢ and so we conclude that @ [tg o les F 2.
Property 1: Direct application of Property O.

Property 2: Let i,i’ € {1,...,n}. Letu € st(&;) \ X and let v € s/(Ey) \ X such that u and v are
unifiable and root(u) # ( ). Thus tag, N tagz = 0, we deduce that either i,i" € A or i,i’ € B. In such
a case the result directly holds by applying Property 2 of Definition 7 on either A or B.

Property 3: Direct from Definition 7.

Property 4: Let i € {1,...,n} such that @ - [Eo]}_, F tg,0. Assume w.lo.g. thati € A. Let us
denote @’ = @ - [Ey0]kep. Thus by applying Property 4 of Definition 7 on @', o, 14, we deduce that
D' - [tg, 0 lker,—i F tg,0 or there exists x € Xg, such that @’ - [tg, 0 lker,—i F X0

Let us ®” = @ - [tg,0lkes,~i- Consider Iy the set of j € B such that ®” - [Eo]kep F tg,0. We
know that for all k € Iy —i, @ - [Eo];_, F tg 0. Therefore, we deduce that @ - [Eya]}_, + tg;0- and so
I, C Ip. Hence by applying Lemma 26 on ®”, I}, and xo or tg o, we deduce that @ - [tgkO']kE,;g b xo
or ®” - [te,0lker, + tg,0. But considering that I, C Ip, we deduce that @ - [tg, olxe;—; + X0 or

D - [tg, 0 lkei-i + tg,0. Hence the result holds.
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Property 5 and 6: Similar proof as Property 4, that is we assume w.l.o.g. that i € A, we apply
Property 5 (resp. 6) on the frame @ = @ - [0 ]kep and I4, and when we are in the case of
D’ - [tg,0lker, deduces a term u, we use Lemma 26 on @ = @ - [tg,0lkes,, Ip and u to obtain
that @ - [tg, 0 |xes deduce u. <

» Theorem 8. The following encapsulations are:

authentic: asign = Sign«aé)sigm x), x1) and Emac = (X, h({@gmac, X, X1)));

confidential: Egenc = aenc({agaenc, X)> PK(x1));

secure: &ris = senc({astLs, X), x1), Spac = (¢, mac({agsac, 1), x2)) with t = senc({agsac, X), X1),
and Esignerypt = SIGN({Agsignerypts 28NC({Asgsignerypt> X)> PK(X1))), x2).

where agsign, 8gmac, 8saenc, ASTLS> AEBAC, Assignerypt ATe constants.

Moreover, the set {(Ssign, {Vk(x1)}), (Emac, 0), (Eaencs {pk(xl)})a (&EtLs, 0), (Eac, 0), (asigncrypt, 0)}
allowsfor authentic, confidential and secure channels.

Proof. Lemmas 20, 21, 22, 23, 25 and 24 give us that the encapsulations individually allows se-
cure, confidential, authentic channels. Thus the proof is concluded by successive applications of
Lemma 27 since all the encapsulations are tagged differently. )

C Proofs of Theorem 17

C.1 Properties on the composed frame

We say that a term 7 is a tag,-term if ¢ = f({(a, #,), 2, . . ., t,) where a € tag, for some 71, ..., 1,.

» Definition 28. Let S be a set of tag,-tagged encapsulations. Let ® = [u;;. .. ;u,] be a frame. Let
I c{l1,...,n}. We say that ® is an executed frame for S and I if:

foralli € I, u; = &%, for some ground substitutions %; and some encapsulation (&;, F;) € S; and
foralli € I (respi ¢ I), for all t € vars(&;)Z; (resp. t € {u;}), for all positions p of 1, if 1], is a
tag,-term then:

either p = p’ - a - p” for some position p’, p”” and there exists j € I such that j < i, #|,.4, 1, €
st(E;X;) N st(Xj) and [ug;. . suiq] ity as
or [ug;...;ui—q] F 1.

» Corollary 29. Let S be a set of tag,-tagged encapsulations. Let ® = [uy;. .. ;u,] be an executed
frame for S and some set 1. For all k € {1,...,n}, [ui;...;u;] is an executed frame for S and
IN{k+1;...;n).

In the rest of the section, if ® = [u;;...;u,] is an executed frame for S and 7 then for all i € I,
we will always denote by &;%; the term u,, as described in the above definition.

» Lemma 30. Ler S be a set tag,-tagged encapsulations. Let ® be a frame and I C {1,...,|D|}.
Assume that ® is an executed frame for S and 1. We have that for all t € T(F,N), if @ + t then for
all positions p of t, if 1|, is a tag,-term then:

’

either p = p' - a - p” for some position p',p"” and there exists j € I such that t|y.q,t, €
SHEZ)) N\ st(X)) and D + 1.4,
or @+ 1|,
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Proof. Let us denote by P the minimal proof such that @ +p r. Let us denote ® = [u;...;u,]. We
prove this result by induction |P|.

Base case |P| = 1: In such a case, either t € Np or there exists i ¢ I such that r = u; or there
exists i € I such that r = §;%;. However, In the first case, the result trivially holds.

In the second case, by Definition 28, we know that for all positions p of ¢, if ], is a tag,-term
then:

either p = p’ - a - p” for some position p’, p”’ and there exists j € I such that j < i, #],.4, 1, €
st(E;X) \ st(X)) and [uy;. . .;ui—1] F t],y.« Which implies that @ + 7],
or [ui;...;ui—1] v t|, which implies that @ + ] ,.

Therefore the result holds.

In the third case, for all positions p of &;X;, we distinguish whether 1], € st(&;X;) \ st(X;) or not.
In the latter, it implies that 1], € s#(Z;) and so there exists ' € vars(&;)X; and a position p” such that
|, = tl, and p’ is a suffix or p. Therefore, by Definition 28 (instantiating ¢ and p of the definition
by ¢’ and p’ respectively), we obtain that if #'|, is a tag,-term then:

either p’ = p”-a- p’” for some position p”, p””” and there exists j € I such that j < i, |,.q,1|y €
st(E;X;) \ st(X;) and [ur;...;ui—1] + t|y... Since p’ is a suffix of p then p = g - p’ for some q.
And so we obtain that p = (g p”)-a- p"’, tgpya tlp € SHE;Z)) \ st(X;) and O + 7|,. Hence the
result holds.

or [ui;...;ui—1] v t|, which implies that @ + ],

In the former case, that is 7, € s#(&;X;) \ st(X;), the result directly holds since t = &;X; and © 1.

Inductive step |P| > 1 and the last rule of P is a composition: In such a case, t = f(¢y, ..., t,) and
foralli e {1,...,m}, @+ t;. Therefore, we can apply our inductive hypothesis on all #1, . . ., #, which
allows us to conclude for all position p of ¢ different from €. However, in the case where p = &, we
know by hypothesis that ®@ ¢ and so the result trivially holds.

Inductive step |P| > 1 and the last rule of P is a decomposition: Since P is minimal, we know

that there exists i € {1,...,n} such that t € st(u;). Thus, we can apply the same reasoning as in the
base case |P| = 1. This allows us to conclude. <
» Definition 31. Let S be a set tag,-tagged encapsulations. Let @ be a frame and I C {1, ..., |D[}.

Assume that @ is an executed frame for S and /. Let o be a substitution. We say that o is an
executed substitution for @ if for all t € img(c), for all positions p of ¢, if 7], is a tag,-term then:

either p = p’-a- p” for some position p’, p”” and there exists j € I such that ¢4, 1], € sHE;Z ;)\
st(Z;) and D + 1] 4;
or®+1,.

C.2 Transformation on composition frame and encapsulations

» Definition 32. Let ¢ be a mapping from terms to nonces. We define the application of 4 on a term
u, denoted Ap;(u), as follows:

if u € dom(0) then Aps(u) = ud;
else if u € N'U X then Ap,(u) = u;
else u = f(uy, ..., u,) and Aps(u) = f(Aps(u1), . . ., Aps(u,)) for some f, uy, ..., u,.

» Definition 33. We say that ¢ is a tag,-mapping of a frame ® when names(®) N img(s) = 0,
img(8) € Np and dom(0) 2 {t € st(®D) | t is a tag,-term}.



Vincent Cheval, Véronique Cortier, and Eric le Morvan

» Lemma 34. Let S be a set of tag,-encapsulations allowing authentic, confidential and secure
channels. Let (E,¢,S) € S. For all substitution %, for all tag,-mapping 6 of [EX], for all position p
of &, there exists a context C[_] built on {{ )} U Fey (possibly just a hole) such that

EXl, = Clug, ..., uyl;

foralli e {1,...,n}, u;is either a tag,-term of dom(6) or u; € vars(E)X or a term of the form
f(v) for some t € Fiey and v € XegZ U Feg.

Aps(EZlp) = C[Aps(u1), - . ., Aps(un)l;

EApsD)l, = Clvi, ..., val;

forallie{l,...,¢}, u; is (resp. not) atag,-term implies v; is a tag,-term (resp. v; = Aps(u;)).
Proof. By Definition 5, we know that & is a fully tag,-term of 7 (F, {x, xi, . .., x,,}) such that for all
t € st(E),

if root(r) = f € Fi,y then t = f(y) withy € {xq,..., x,} U Fey

if t =1(¢,1,...,1,) and there exists an inference rule ir(f(y, uy, ..., u,), vi,...,v) — y then for

all je{l,...,m},foralli€{1,...,n},v; = g(i;) implies that t; € {x, x1,..., x¢}.
Lett, s1,..., s¢ be some terms. We prove the different properties by induction on H — |p| where H is

the maximal size of all positions in &.
Base case |p| > H: Such a case is impossible since H is the maximal size of all positions in &.

Inductive case |p| < H: By Definition of a fully tag,-term, we know that either root(&|,) €
Fest UL, x1,. .., X4, ()} or &|, is a tag,-term. We do a case analysis. If root(E|,) € F, then the result
trivially holds with C = &. If root(&|,) € {x, xi,...,x,} then the result trivially holds with C = _.
If root(&l,) = () then &|, = (Elp1,Elp2). It implies that Aps(El,Z) = (Aps(Elp1X), Aps(Elp2Z))
and that EAps(Z)|, = (M1, M) with My = EAps(Z)lp1 and My = EAps(Z)l,.2. Therefore, we can
apply our inductive hypothesis on p - 1 and p - 2 which show the existence of a context C; and C,
satisfying their respective properties. We conclude with C = (C, C;). Lastly, if &|, is a tag,-term,
then &|, = f({a, &lp.12), Elp2, - . ., Elp.m) for some a € tag, and some integer m. Therefore, EAp;(X)|,
is also a tag,-term. Hence the result holds with C = _. <

» Lemma 35. Let (&, F) be atag,-tagged encapsulation. Let X be a ground substitution. Let 6 be a
tag,-mapping of [EX]. For all position p of &, if there exists a term t such that names(t) Nimg(d) = 0
and Aps(1) = EAps(Z)|, then E|, does not contain tag,-tagged term and t = EX|,.

Proof. We prove the result by a downward induction on |p|:

Base case &|, € X: In such a case, we directly have that EAps(X)|, = Aps(El,X) = Aps(EX)).
Thus t = &X|, since names(t) N img(d) = 0. Moreover, &|, € X implies &|, does not contain
tag,-tagged term.

Inductive case root(&|,) = (): In such a case, &|, = (&1, E,). Thus Definition 32 and Ap,(?) =
EAps(X)|, imply that there exists #1,# such that r = (#1, 1) and Aps(t;) = EAps(X)|,.; fori = 1,2.
Therefore, by our inductive hypothesis, we deduce that fori = 1,2, &|,.; does not contain tag, -tagged
term and t; = EXJ,.;. Since root(&|,) = (), we can conclude that &|, does not contain tag,-tagged
term and ¢ = &,

Inductive case root(&|,) # (): Otherwise, since & is a fully tag,-tagged encapsulation, we
deduce that &|, = f((a,&1), &, ..., &) for some a € tag, and some f € F. Thus Definition 32
and Ap,() = EAps(X)|, imply that there exists #y, ..., 1, such that r = f({a, 1), 12, . . ., t4), Aps(t1) =
EAps(X)|p.12 and foralli € {2,. .., n}, Aps(t;) = EAps(X),.i. By our inductive hypothesis, we deduce
that t; = EX|,10 and forall i € {2,...,n}, t; = EX|,.;. Thus we deduce that t = EX|,. But we know
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that ¢ is a tag,-mapping of [EX] and EX|, is tag,-tagged term. Hence by Definition 32, Ap;s(¢) € Np
which contradicts t = f({@, #1), 2, . . ., ,). Hence the case root(&],) # () is impossible. <

We can now define how we transform an executed frame @ through a tag,-mapping of ®.

» Definition 36. Let S be a set of tag,-encapsulations allowing authentic, confidential and secure
channels. Let ® be a frame. Let D, N, H be three disjoint sets such that @ is an executed frame for
Sand DUNU H. Let ¢ be a tag,-mapping of ®. We define the transformation of ® by ¢, D,N and
H, denoted Trg:a(d)), recursively on |®| as follows:

if |®| = 0 then Trgﬁ(cb) is the empty frame

if ® = @’ - [u] with |®| ¢ D UN U H then Trgﬁ(cb) = Trg:i,(cb’) - [Aps(u)]

if ® = @’ - [u] with |®| € D then Trgﬁ(cb) = Trgfl(pl,N(cD’) - [Aps()];

if ® = @' - [u] with | @] € N then Try (@) = Trg:ilfm(qy).

it ® = @ - [u] with |®| € H and (Eq, {jo), S |oy) is an encapsulation allowing authentic channels

then Trg 3,(®) = Trg \™(@) - [Ap, ()]

else ® = @' - [u] and Tryy (@) = Try (*H(@).

» Lemma 37. Let S be a set of tag,-encapsulations. Let ® be a frame. Let D, N, H be three
disjoint sets such that I = DUNUH C {1,...,|®|}. Let § be a tag,-mapping of ®©. Assume that
@ is an executed frame for S and 1. We have that for all t € dom(9), if t6 € names(Trg:‘;N((D)) U
Uier names(Aps(Z;)) then @ + t.

Proof. Let us denote ® = [u;;...;u,] and Trg"sN((D) = [vi;...;vm]. Let t € dom(5) such that
t6 € names(Trys (@)U Uie; names(Aps(Z). If t6 € names(Try % (®)) then there exists j € {1,...,m)
such that 6 € names(v;). Following Definition 36, we deduce that there exists j < i such thati ¢ N
and:

either i ¢ D U H, v; = Aps(u;) and so t € st(u;)
ori € DUH,v; = Aps(tg,Z;) and so t € st(tg,Z;) C sH(Z)).

If 16 € ey names(Aps(X;)) then ¢ € s#(Z;). Thus, we deduce that either t € gy st(u;) U U SHZ).
Consider i ¢ I (resp. i € I) such that ¢t € st(u;) (resp. t € st(X;)). By Definition 28, since ¢ is a
tag,-term, we deduce that either [u;;...;u;_1] + ¢ or there exist # € st(u;) (resp. ¢’ € st(X)) and k < i
such thatt € st(t') and ', t € st(ExZy) \ st(img(Zp)) and [uy; ... ;ui] F 1.

In the former case, the result trivially holds. In the latter case, by Lemma 34, we know that
t = C[wy,...,wy] where C is a context built on {{ )} U F.,; and for all w, € {1,...,n’}, w, is either a
tag,-term from dom(6) or wy € T (Frey U Fegr, img(X)). But we know that 16 € names(Ap;(u;)) (resp.
10 € names(Aps(X;))) and t' € st(u;) (resp. ¢’ € st(img(X;))) and ¢t € st(¢’). Thus by Definition 32,
we deduce that there exists r € {1,...,n’} such that w, = t. Since [u;;...;u;_1] + ¢ and C is built on
{()} U Feyr, we deduce that [ug;...;u;—1] + t and so the result holds. <

Givenaset S C N, giveni € N, we denote by S|; theset {j € § | j < i}.

C.3 Deducibility link between composed and abstract frame

» Definition 38. Let S be a set of tag,-encapsulations. Let @ be a frame. Let D, N, H be three
disjoint sets such that DUN U H C {1,...,|®|}. Let 6 be a tag,-mapping of ®. We say that ® is a
well formed frame for S, D, N and H if the following properties hold:

® is an executed frame for S and D UN U H.
forallie D, @ r 7.
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forallie N, ® ¢ ¢.
forall i € H, for all v € Xg Aps(Z:), Trg 3 (@) ¥ v

forall i € H, forall v € F;X;, Trg:'j*i”(d)) kv,

» Lemma 39. Let S be a set of tag,-encapsulations. Let O be a frame. Let D, N, H be three disjoint
sets such that I = DUNUH C {1,...,|®|}. Let ¢ be a tag,-mapping of ®. Assume that ® is a
well formed frame for S, D, N and H. Let A = {a € img(6) | u € dom(6),ué = a,® + u}. For all
teT(F,N), ifTrg:‘,Z(cD) - [EiAPs(Zi)]ier F t and names(t) N (img(o) \ A) = 0 then:

if there exists t' € T(F, N) such that names(t') N img(d) = O and Aps(t') = t then © + ¢'.
if there exist i € I, a position p of &; such that t = E;APs(Z))|, then © + EZ .

Proof. Consider a minimal proof P of Trg:f\l(d)) - [EiAPs(Z)]ier F t. Let us denote @ = [ug;...;uy]
and Trg:f\l(d)) = [v1;...;vy]. We prove the result by induction on M(P).

Base case M(P) = (0,1): In such a case, we have that t € Np U .. Assume first that
t ¢ img(5). In such a case, since names(®) N img(6) = 0, it implies for all i € I, for all position p
of &, t # E;Aps(Z;). On other hand, t € Np U ¥, and ¢ ¢ img(d) also imply that t = Ap,(#) and
names(t) N img(6) = 0. Hence @ + .

Assume now that ¢ € img(5) then there exists #* such that ¢+ = Ap;(¢'). Moreover, we know by
hypothesis that names(t) N (img(d) \ A) = @ hence t € A which allows us to deduce that ® + 7.
Lastly, if there exists i € 1, a position p of &; such that t = E;Ap;(X;) then by Lemma 35, we deduce
that ¥’ = &§;%;|,. Hence the result holds since @ + ¢'.

Base case M(P) = (i, 1): In such a case, we deduce that either ¢ = v; or there exists k € I such
that r = EAPs (k).

Consider first the case t = ExAps(Xx) and there exists j € I and a position p of &; such that
t = E;Aps(Z))l,. Thus we have E Aps(Xi) = E;Aps(Zj)l,. By Definition 5, we know that there exists
C[_] built on {{ )} U ¥ and terms uy, ..., u, such that |, = Cluy,...,u,] and forall r € {1,...,n},
either u, € 7 (Frey, X) Or u, is a tag,-tagged term. Moreover, with E Aps(Zy) = E;Aps(Z))l,, we
deduce that EAps(Zk) = CluiAps(X)), . .., u,Aps(Z;)]. For all r € {1,...,n}, we do a case analysis
on u, and on its position g in C.

Case u, € T (Frey, X) and g is a position of &; different from variable: In such a case, we
deduce that u,Aps(Z;) = Aps(u,Z;) and so Aps(u,Z;) = ExAPs(Zk)ly- But g being a position of
&y implies, by Lemma 35, that u,Z; = &, Since C[_] built on {{ )} U Feyr ExAPs(Zk) =
CluiAps(XZ)), ..., u,Aps(Z;)] and ¢ is a position of &, we deduce that for all prefix ¢’ of g,
root(&ExZily) = () and so [ExZy] F ExZily. Since EZy € © and E;Zkl, = u,Z;, we deduce that
D+ u,Z_/.

Case u, € 7 (Fiey, X) and g is not a position of & different from variable: Once again, we
have u,Ap;(X;) = Aps(u,Z;). However, g not being a position of & implies that there exists
y € dom(Zy) and a prefix g’ of g such that Ap;(yZi) = E;Aps(Z )|y and p - ¢’ is a position of &;.
By Lemma 35, we deduce that y¥; = §,;%/|,.,. Similarly to the previous case, we deduce that all
prefix g” of ¢’, root(ExXily) = () and so [ExZk] + yZ = E;Zjlp.q . But u,X; is deducible from
&;Zjlp.¢ hence we can conclude that @ + u,X;.

Case u, is a tag,-tagged term and ¢ is not a position of &; different from variable: Since ¢ is
not a position of &, then there exists y € dom(Z;) and a prefix ¢’ of ¢ such that Aps;(yZy) =
&EjAps(Z))lp.q - But by Lemma 35, it would imply that &/|,.,, does not contain tag, -tagged term
which is a contradiction with u, being a tag,-tagged term. Therefore, this case is impossible.
Case u, is a tag,-tagged term and ¢ is a position of & different from variable: In such a
case, S;APs(Z)lpq = uAps(Z;) = ExAps(Zp)l, implies that &, is also a tag,-tagged term.
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By Property 2 of Definition 7, we deduce that img(mgu(&Ejlp.q, Exlg))) € X. Thus for all po-
sition ¢’, if Ejlp.q¢ € X then Elgy € X and Ejlpq.0APs(Z)) = Eilg-o APs(Zx) which implies
Eilpgq¢Zj = ErlggZk. Therefore, we deduce that &%, = EZkly. But E Xy, is deducible from
&ErZy hence so is u,X;.

This allows us to conclude that @ + &;|,%;

Consider now the case t = EAps(Zx) and there exists #* such that names(¢') N img(5) = 0 and
Ap;(¢') = t. By Lemma 35, we deduce that ' = ;X and so we directly have that ® - ¢'.

Consider now the case ¢ = v; and there exists j € I, a position p of &; such that t = &;Ap|(Z)),.
By Definition 36, we know that there exists ¢ such that names(¢') N img(5) = 0 and Aps(¥') = v;.
Hence we have that %, = ¢'. By showing that @ ', the result would thus yield. Therefore, we
focus on proving that @ + ¢ which coincides with the last case.

By Definition 36, we know that there exists j € {1,...,n} such thati < jand j ¢ N and:

either j ¢ D UH and t = Apg(u;). In such a case, since names(u;,t) N img(d) = O then t’ = u;.
Hence we directly have that © + ¢'.
or j € Dand v; = Ap,s(1g,X)). Since names(tg,X;, ') N img(6) = 0, we have that tg X; = 1. But by
hypothesis, we already know that @ +- tg ¥; hence the result holds.
or j € H, (&;,£;,5 ) is an encapsulation allows authentic channels and v; = Apﬁ(tg/.E ;). Once
again, since names(ig Xj,t') N img(6) = 0, we deduce that tg X; = 1. Moreover, we know by
hypothesis the frame is well formed hence by Definition 38, we have that for all v € F;Ap;(Z)),
g}f N (®) + v. Following Definition 36, if we denote by P’ the proof of TrD‘ Ny (D) + v, we
obtam that M(P’) < (i, 1). But by Definition 5, we know that each element of F is of the form
f(y) where f € F3., and y € X. Hence, we deduce that for all v’ € F;X;, there exists v € F;Aps(Z )
such that Aps(+/) = v. Therefore it implies that for all v/ € F;Z;, Tr;; ‘5N| (@) +p Aps(v') with
M(P") < (i, 1). By applying our inductive hypothesis, we deduce that for all v/ € FiZ;,®rv.
Therefore, by Property 3 of Definition 7, we deduce that @ + tg X; and so @ + 7.

Inductive case M(P) > (i, j): Assume first that the last rule of P is a composition rule. In such a

case,t = f(z1,...,1,) forsometermst,...,t, and forallk € {1,...,n}, Trg",zl(d))-[&Apﬁ(Zi)]iE, kit If
there exists ¢ such that Ap;(¢') = ¢ then by Definition 32, we deduce that t == f(Ap,(#1), . .., Aps(2.))
for some #,...,1, such that ¢ = f(#,...,#)) and so for all k € {1,...,n}, Apﬁ(t,’() = t. Thus we can

apply our inductive hypothesis on all #,.. ., and deduce that for all k € {1,...,n}, ® + 1, which
allows us to conclude that ® + ¢

On the other hand, if there exists £ € I and a position p of &, such that ¢ = E,Aps(X,)|, then either
Eelp € Xorforall k € {1,...,n}, tx = EAPs(Ze)lp-x With p - k a position of &,. In the former case,
we deduce that there exists x € X, such that 1 = Ap;(xX,). Therefore, we apply the same reasoning
as above. In the latter case, we can apply our inductive hypothesis on all ¢, . .., #; and so we deduce
that forall k € {1,...,n}, ® + EX¢|,.x which allows us to conclude.

Assume now that the last rule of P is a decomposition rule. Therefore, there exists x € X,

Ui, Up, Vi, .o, Vi € T (Frey, X), a substitution o~ and some proofs P, Py, ..., Py such that:
t = xo
vars(vi,...,v,) S {uj,...,u,}; and

P = ir(P,’P],,,,,Pm); and
Trg:i,(q))'[&/'\pa(zi)]iel Fp f(x, i), ..., u))o and forallk € {1,...,m}, Trg:il(q))'[aiAp§(zi)]iel Fpy

’
VkO'.
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Moreover, by minimality of P, we deduce that there exists i’ < i such that f(x, u, ..., ué)o- is subterm
of either v or &,Aps(Z,) for some ¢ € I. We do case analysis on these two cases.

Case f(x, u, ..., u})o € st(vy): By Definition 36, we know that there exists k € {1,..., N} such
that// < kand k ¢ N and:

either k ¢ D UH and v; = Ap,(uy);
ork € DUD and v; = Aps(tg, Z¢).

By Definition 32, it implies that there exists ¢',#”” subterm of @ such that f(x, u}, ..., u;)o = Aps(t”)
with ¢/ = f(t',w1,...,we), Aps(t') = t and for all r € {1,...,n}, Aps(w,) = u.o. However, since for
all r € {1,...,n}, u,. € T (Fey, X) then it implies that for all y € dom(o), there exists a term w such
that Aps(w) = yo. Let us define the substitution o such that for all y € dom(c), yo' = w where
Ap;(w) = yo. Since we also have that for all r € {1,...,m}, V|, ..., Vv, € T (Fiey, X) then we deduce
that for all r € {1,...,k}, Aps(v.o’) = v,.o. By applying our inductive hypothesis on Aps(#’) and
Aps(vio"), ..., Aps(vi.o”), we deduce that @ + ¢ and for all € {1,...,k}, ® + v;o”. Thus it allows
us to apply the same decomposition rule and conclude that ® + ¢'.

Therefore, we have shown that there exists #* such that names(t' )Nimg(6) = 0, Aps(t') = tand ® +
¢’. Note that since names(t') Nimg(6) = 0, if there exists another ¢ such that names(#'’) Nimg(5) = 0
and Aps(#”) = t, then t/ = ¢’. Therefore the result holds. Moreover, if there exists r € [ and a
position p of &, such that E.Aps(Z,)|, = t then by Lemma 35, we deduce that &,%,|, = ¢ and so
® + &,%,], = ¢’ which allows us to conclude.

Case f(x, uf, ..., u,)o € st(EAPs(Z¢)) for £ € I: If there is no position p of &, different from a

variable such that E,Aps(Z¢)l, = f(x, uj, ..., uy)o then it implies that there exists x € X, such that
f(x,ui,. .., up)o € Aps(xZ¢). Thus, we can apply the same reasoning as in the case f(x, u}, ..., u))o €
st(vy) which allows us to conclude.

Let us consider the case where there exists a position p of &, different from a variable such that
EceAps(Ze)lp = f(x, uf, ..., u;)o. We build a substitution o as follows:

By Definition 5, we know that for all r € {1,...,m}, if v. ¢ X then for all ¥ € {1,...,n},
vars(u,,) = vars(v,) = {x} implies Ec¢|p.c-+1) € X. Thus, we define in such a case xo’ such that
u,0’ = Ecelp.r+1)Ze. It implies that u.0- = Aps(u,0”) and vi.o = Aps(v.o).

Otherwise, if v, € X then either there exists 7 such that u), = v, or u/, = g(v;) for some g € Fi,y.
In the former, it implies that vi.o- = E/Aps(Z¢)lp.(-+1) Where p - (7 + 1) is a position of &;. Thus we
define u), 0’ = &¢Z¢lp.»+1). In the latter, by Definition 5, we deduce that there exists ¢ such that
V.o = Aps(t') and so u), o = Aps(g(#')). By Lemma 35, we deduce thus that E:X¢|,.-+1) = g(*') and
we define vi.o’ = 1.

We can therefore apply our inductive hypothesis on Ec,Aps(Ze)l,, V{0, . .., v,,0 which allows us
to deduce that ® + E,Z¢|, = f(xo”,uj0”, ..., u,c’) and for all r € {1,...,m}, ® + v,o’. Thus we can
apply the same decomposition rule and obtain that @ + E;X¢|,.1.

Let us conclude by verifying the two hypothesis: if there exists #* such that Aps(#') = t then
by Lemma 35, we deduce that ¥ = &;X[,.; and so the result holds. If there exists £ € I and a
position p’ of Ex such that t = ExAps(Ze )|, then we obtain that Ep Aps(Xe) = EcAPs(Ze)|p1 With
D + EZ¢lp1. Therefore, we can apply the same reasoning as in he base case M(P) = (i, 1) and
t = EAPs(Zp) = EjAps(XZ))l, with @ + EZy. This allows us to conclude. <

» Lemma 40. Let S be a set of tag,-encapsulations. Let O be a frame. Let D, N, H be three disjoint
sets such that I = DUNUH C {1,...,|®|}. Let ¢ be a tag,-mapping of ®. Assume that ® is a
well formed frame for S, D, N and H. Let I' C I such that for alli € I, Trgza(d)) - [EAps(Z)ier F
te,Apy(Z)). For all t € T(F,N), TH (D) - [te, Aps(Zo)licr + t implies Trg 3 (®) 1.
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Proof. Lett € 7 (¥, N) such that Trg’6N (D) - [ts,Aps(Zi)]ier + t. We prove the result by induction on
.

Base case |I'| = 0: Trivial.

Inductive case |I'| > 0: Let k € I’, we do a case analysis on k.

Case k € D: By Definition 36, we know that ts, Ap,(Z;) € Try'3(®). Thus, Try 8 (®)-[te, APy () lier
¢t implies that TrgzﬁN(d)) - [te,APs(Zi)lier~ (k) + t. By our inductive hypothesis on I’ \ {k}, we deduce
that Trg (@) 1.

Case k € N: Insuch a case, Ty (©)-[EiAPs(Z)]ier F te, ADs(Zk) implies Try v (@)-[EAP;(Z)]ier F
te, Aps(Zx). By Lemma 37, we know that for all names a € img(5) N names(ts, Aps(Zy)), for all
term u, u € dom(d) and ud = a implies ® + u. Thus, if we denote A = {a € img(d) | u €
dom(6),ud = a, P + u}, we deduce that names(ts, Aps(Zr)) N (img(s) \ A) = 0. Therefore, by
Lemma 39, Trg:f\l(d)) - [EiAPs(Zi)]ier + e, Aps(Zk) implies that @ + tg, Z;. This is a contradiction
with the fact that @ is a well formed frame for S, D, N and H. Hence this case is impossible.
Case k € H and (&, F) allows authentic channels: This case is similar to the case k € D since
te, Aps(Zk) € TrgzﬁN((D) by Definition 36.

Case k € H and (&, Fy) does not allow authentic channels: In such a case, (&, Fy) satisfies Prop-
erty 4 of Definition 7. Thus, Trg:f\l((b) - [EiAPs(Zi)ier + te, Aps(Zx) implies that either Trg:f\l((b) .
[te. Aps(Z)lieriiy + te, Aps(Zx) or there exists x € Xg, such that Trg:f\l(d)) - [te, Aps(Z) lier< k) F
xAps(Zx). In the latter, by inductive hypothesis on I \ {k}, we would deduce that Trg:ﬁN((D) F
xAps(Zx) which is in contradiction with the fact that @ is a well formed frame for S, D, N and
H. Hence we deduce that Trg:ﬁN((D) - [te,Aps(Z)lier k) + te,APs(Zx). By applying our inductive
hypothesis on I” \ {k}, we deduce that Trys (®) + t5, Ap,(Zi). Thus, Tr5 3 (®) - [te,Aps(E)lier + ¢
implies that Trg:ﬁN(CD) - [te, Aps(Zi)]icr iy + t. By our inductive hypothesis on I’ \ {k}, we deduce
that Trg (@) 1.

<

» Lemma 41. Let S be a set of tag, -encapsulations. Let ® be a frame. Let D, N, H be three disjoint
sets such that DUNUH C {1,...,|®D|}. Let 6 be a tag,-mapping of ®. Assume that ® is a well
formed frame for S, D, N and H. Let us denote I = D U N U H. The following two properties hold:

for all terms t, names(t) N img(6) = O and @ + t imply Trg’fq(CD) F Aps(®)
for alli € I, for all positions p of &;, if ® +p &Ei(t, s’i, e, sg)|p then the term E;APs(Z))|p is
deducible from the frame Trg’i‘((b) - [ExAPs(Zi) kel

Proof. Let a term ¢ such that names(t) Nimg(5) = @ and @ +p t. Consider that P is minimal. We will
prove both properties by induction on M(P). In particular, for the second property, we will assume
that t = §;%;|, for some i € I and position p of &;. Let us denote @ = [wy;...;w,].

Base case M(P) = (0,1): In such a case, P = 0 and so t € Np or t € F.y. Therefore, we deduce
that Aps(#) = t and so TrgzéN(fl)) + Aps(f). Regarding the second property, if there exists i € I and
a position p of &; such that &;%,], = ¢ then either &, € X U F.. In such a case, we deduce that
EiAps(Zi)l, = t and so the result holds since TrgzéN(fl)) k1.

Base case M(P) = (i, 1): In such a case, P = i and so t = w;. We do a case analysis whether i € [ or
not.

Case i ¢ I: By Definition 36, we know that there exists j < i such that TrB’Z(dJ) ;i Aps(f). Thus
the first property directly holds. Regarding the second property, assume that there exists j € I and
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a position p of &; such thatt = §;Z;|,. By Lemma 34, we know that §;X; = Cluy, ..., u,] where
C[_] is a context built on {{ )} U . and for all k € {1,...,m}, u is either a tag,-term of dom(d)
or ux € vars(E;)Z; or a term of the form f(v) for some f € Fi,, and v € XgZ; U Foy. We know that
Trg:f\l(d)) + Aps(t). Hence, for all k € {1,...,m}, if u; is not a tag,-term of dom(9), it implies that
Trg:f\l(d)) F Aps(ur). If uy is atag,-term of dom(6), we know by Definition 28 that there exists P’ such
that M(P’) < (i,1) and ® rp: u. Moreover, there exists a position p’ of &; such that uy = &%),
hence we can apply our inductive hypothesis on it which means that by combining both results, the
result holds.

Case i € I: In such case, by Lemma 34, we know that §%; = Cluy,...,u,] where C[_] is a
context built on {{ )} U . and for all k € {1,...,m}, u is either a tag,-term of dom(d) or u; €
vars(&E;)Z; or a term of the form f(v) for some f € Fi,, and v € XgZ; U Fr. Since t = wy, it
implies that for all k € {1,...,m}, ® F u;. But by Definition 7 and in particular by Property 1 using
the empty frame, we can deduce that for all k € {1,...,m}, u is either a tag,-term of dom(¢) or
up € {1g,Zi} UT (Frey U Fesr, 0). Moreover, by Property 4 of Definition 7 and by Definition 38, we
deduce that u; can only be either a tag,-term of dom(6) or ux € T (Fey U Fesr, 0) when i € D or when
(&, Fi) does not allow authentic channels.

Furthermore, if (&;, F;) is an encapsulation allowing authentic channels, we know that by Defin-
ition 36 that Trg:éN(CD) F ts,Aps(Z;). Since by Lemma 34, we have Apg(f) = C[Aps(u1), - . ., Aps(itm)]
and Ap;s(u1) ..., Aps(um) € Np U {tg Aps(Z)} U T (Frey U Fesr, ), we deduce that Trgza(d)) F Ap;s ().

Let us focus now on the second property. Assume that there exists j € I and a position p of
&;jsuch that t = E;Z)],. If Ej|, € X then we have that Ap;(r) = E;Aps(Z;)l,. But we already
proved that Trg:éN(CD) + Aps(f) hence the result directly holds. If &;|, ¢ X then in such a case,
&%), = &Z; implies that &/|,, is unifiable with &;. Let us consider the &;|,. We know by definition
that E;|, = C'[ry,...,r,] where C’ is built on pair for all k € {1,...,L}, rx € T (Frey, X) or 1% is
a tag,-term. In the former, since Trg:‘sN((D) + Aps(?), we deduce that Trg:f\l(d)) F Aps(riX;). In the
latter, if ¢ is the position of r; in &; and g is also a position of &; different from a variable, then
by Property 2 of Definition 5, we deduce that E;Ap;(Z))l,.q = EiAps(Zi)lg- Therefore, we have that
Trg:fq(d)) [ExAPs(Zi) lker + riAPs(Z ). Otherwise by Definition 28, we know that there exists a proof
O such that M(Q) < (i,1) and ® +¢ rX;. Thus we can apply our inductive hypothesis on it which
allows us to deduce that Trg:fq((b) - [ExAPs(Zi) ket F TAPs(Zj). And so the result holds.

Inductive case M(P) = (i, j) with j > 1: Let us do a case analysis on the last rule of the proof.
Assume first that the last rule of the proof is an f-composition rule. Therefore, there exists
t,....ty and ir such that ¢t = f(t;,...,1,), P = ir(Py,...,Py) and forall i € {1,...,m}, ® rp, t;.
If t € dom(9) then Aps(f) € Np and so we directly have Trg:éN((D) F Aps(?). Else t ¢ dom(6) and
since for all i € {1,...,m}, M(P;) < M(P) then by inductive hypothesis on all the #;, we deduce

that for all i € {1,...,m}, Trg’éN((D) F Aps(t;). Moreover, thanks to ¢ ¢ dom(5), we know that

Ap;(?) = f(Aps(t1), - . ., Aps(tn)). Hence we deduce that Trg";N(CD) + Ap;(?). Consider now that there
exists r € I and a position p of &, such that t = &§,Z,. If &, € X then Aps(1) = EApP;(Z,)l,.
Therefore, we directly have that Trg";N(CD) + Ap;(?) as previously shown and so the result holds. If

&rlp ¢ X then we can apply our inductive hypothesis on all # with position p - k and so the result
also holds.

Assume now that the last rule is an f-decomposition. Therefore, there exists x € X, uy, ..., Up, V1,
.« s Vk € T (Fkey, X), a substitution o and some proofs P’, Py, ..., P such that:

t = xo
vars(vy,...,vg) C{uy, ..., u,}; and
P=ir(P',Py,...,Py;and
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D rp f(x,uy,...,uy)oandforall re {1,...,k}, ® Fp, v,0.

Moreover, by minimality of P, we know that there exists i’ < i such that P is a successive sequence
of applications of decomposition rules on wy. We do a case analysis on f(x, uy, ..., u,)o and i’.

Case f(x,uy,...,uy)o € dom(6) and i’ ¢ I: Since P is a successive sequence of applications of
decomposition rules on wy, we deduce that there exists a position p such that wy |, = f(x, uy, ..., u,)o
and (7', 1) < M(P’) < (i, j). But by Definition 28, we know that either [wy;...;wys_1] F wy|, or else
p = p’ -a-p” such that [wi;...;wy_1] + wylye Moreover, P being a successive sequence of
applications of decomposition rules on w; implies that there exists P” € s#(P) such that (7', 1) <
M(P”) and @ Fpr Wyly.4. Since we already know that [wy;...;wy—1] + wy|y, then there is a
contradiction with the fact that P is minimal.

Case f(x,uy,...,u,)o € dom(6), i’ € I and f(x,uy,...,u,0) € st(Xy): Similar to the previous
case, meaning that we obtain a contradiction with the fact that P is minimal.

Case t € dom(6) and either i’ ¢ I ort € st(¥;y): Similar to the previous case.

For the next cases, we need to look at different cases depending on the property we prove.
Moreover, we have to switch from one property to the other depending on the case.

Property 1 Case f(x,uy, ..., u,)o € dom(5): In such a case, we have Aps(f(xo, ujo, ..., u,0)) =
f(Aps(xo), Aps(ui0), . . ., Aps(umo)). By our inductive hypothesis, we deduce Trg:ﬁN(CD) F f(Aps(xo),
Aps(u10), ..., Aps(u,o)) and forall i € {1,...,k}, Trgzz(d)) F Aps(vio). Butuyo, ..., uuo,vi0, ...,
vk0 € T (Fkey, X), hence we deduce that for all i, Aps(u;0) = u;Ap,(0) and Aps(vio) = viAp,(0).
This allows us to deduce that Trg:éN((D) F Aps(xo).

Property 2 Case for all k € I and all positions p of &, EZil, # f(x,uy,...,u,)o : In such
a case, we deduce that i/ ¢ I. However, we know that there exists k € I and a position p of &
such that & Z;|, = t. Therefore, by Lemma 34, we deduce that t = Cluj, ..., u;,] such that for all
ref{l,...,n'}, either u, is a tag,-term or u; € vars(Ex)Xy or u; is of the form f(v) for some f € F,
and some v € Xg X U F.y. From the previous case, we deduce that Trg:éN(CD) + Ap,s(#) and so for all
ref{l,...,n}, Trg:f\l(d)) + Aps(u;). But by Lemma 34, we know that EtAps(Zp)l, = C[v),..., V)]
such that for all r € r € {1,...,n’}, if u/ is not a tag,-term then v, = Ap;(u;). Moreover, if u/. is
a tag,-term then by Definition 28, we know [w;...;wy_1] + u.. We also know that there exists
a position p’ of & such that X,y = u,. Hence we can apply our inductive hypothesis on u..
and obtain that Trg:éN(CD) - [ExAPs(ZW) Iker + ExAPs(Zk)l. By combining the two cases (u) being a
tag,-term or not), we deduce that the term E;Aps(Zx)|, is deducible from Trg:ﬁN(CD) - [ExAPs(Zi) kel -

Property 2 Case there exists k € I and a position p of E; such that E Zil, = f(x, uy, ..., u,)o: We
can apply our inductive hypothesis on f(x, ui, ..., u,)o which allows us to deduce that EAps(Zi)l,
is deducible from TrgzﬁN(fl)) - [ExAPs(Zi)]ker- We show that we can apply the same rule ir. Let us look
at the terms vy, ..., v,y and construct a new substitution o”’. For all r € {1, ..., m’}, by Definition 5

either v, = g(x) for some x € X, g € Fiey and for all ¥ € {1,...,n}, if x € vars(u,-) then u,.o €
vars(E)Zi U Feg. Therefore, for all v € {1,...,n}, if x € vars(u,) then EAPs(ZW)lp.me1) =
Aps(u o). Therefore, we define xo” = Aps(xo). Note that in such a case, Aps(v,0) = v,.0”.
Moreover, since @ +-p, v,0 then by our inductive hypothesis, we have that TrffIH(k)Apé(v,O') and

SO Trg:‘sN(fl)) Fv,o.
orv, € Xandforall ¥ € {1,...,n}, if v, € vars(u,) then u,-o- = v,o. In such a case, we define
v,o' = EAPs(Zp)lp.w+1). Note that since @ +p, v,.0, we can apply our inductive hypothesis on
v,0 and the position p - (+" + 1) which indicates that the term v,0” is deducible from the frame

Trg:fu (D) - [ExAPs (i) Iker-
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or v, € X and there exists 7’ € {1,...,n) such that v, € vars(u,) and uo = g(v) with g € Frey
and v € Xg Xy U Foy. In such a case, we define v,0” = Apys(v). Similarly to the first case, we
deduce Trp 2 (®) F v,07.

This allows us to conclude that f(x, uy, ..., u,)o" = EAps(Zi)l, and Trg’f\l((b) - [ExAPs(Zi) ke +
veo' forall r € {1,...,m’}. Therefore, we conclude that EAp;(Z¢)l,.1 is deducible from Trg’f\l(d)) .
[E-ARs(Zi) ket

Property 1 Case f(x,uy, ..., u,)o € dom(6): Considering all the different cases we went through,
it implies that i € I and there exists a position p of & such that ;%;|, = t. Therefore, by
Lemma 34, we know that t = C[d, . ..,d;] where C is a context built on {{_)} U F., and for all r €
{1,...,k}, d, is either a tag,-term or d, € vars(E; )Xy or d, = g(v) with g € Fyeporv € Xg, Xy U Fry.
By applying Property 2 on ¢, we deduce that for all € {1, ..., k}, if d, is not a tag 4-term then Ap,(d,)
is deducible from TrgzéN(GD) - [ExAPs(Zi)]ker- Let us consider the different cases:

if dy € T (Frey U Fests Xs, Zir) then by Property 1 of Definition 7 and Lemma 40, we deduce that
Trg;;z(cp) F Ap;(d,).

if d. = 1g,Zy and i’ € N then this case is in fact impossible since ® + ¢ implies @ + # which is a
contradiction with Definition 38.

if d, = tg,Xy and i’ € D or (&, F) is an encapsulation allowing authentic channels, then by
Definition 36, we know that Trg;g(cp) F Aps(d,)

if d, = tg,Xy and i’ € H and (&, Fy) is an not encapsulation allowing authentic channels, then
by Property 4 of Definition 7 and Lemma 40, either Trg:‘sN (@) + Ap;(d,) or there exists x € Xg,
such that Trg:fq(d)) F xAps(Zy). But the latter case contradicts our initial hypothesis given in

Definition 38. Therefore, we deduce that Trg’il((b) F Aps(dy).

Lastly, for all r € {1,...,k}, if d, is a tag,-term then Aps(d,) € Np and so we trivially have that
Tro(®) F d,. This allows us to conclude that Trg 3 (®) - CIAPs(d1), .. ., Aps(di)] and so Trg' (@) +
Ap;(2). <

» Lemma 42. Let S be a set of tag,-encapsulations. Let O be a frame. Let D, N, H be three disjoint
sets such that DUNUH C {1,...,|®|}. Let 6 be a tag,-mapping of ®. Assume that ® is a well
formed frame for S, D, N and H. Let us denote I = D UN U H.

For all (E,F) € S, for all substitution X, for all position p of &, if ® + EXI, then there exists
a context C[_,...,_] and some terms uy,...,u, such that EX|, = Cluy,...,u,] and for all i €

{1,...,n}, ® +u; and if q is position of u; in EX|, then p - q is a position of & and

either &lp.q € X;

or Elp.q = 1(x) witht € Frey and x € Xg U Frgs

or &El,.q is a tag,-tagged term and there exists k € I and a position q' of & such that Ely ¢ X
and u; = EZyly.

Proof. Let us denote ® = [wy;...;wg]. Consider the minimal proof P such that ® +p EX|,. We
prove the result by induction on M(P).

Base case P = (0, 1): In such a case, EX|, € Np U F.y. Thus it necessarily implies that &|, € X.
Hence the result holds with C = _.

Inductive case P = (i, j) and the last rule of P is a decomposition: In such a case, we deduce that
there exists k < i such that EX|, € st(wy).

By Definition 5, we know that there exists a context C[_,...,_] built on {{ )} U ¥, and some
terms vi,...,v, such that &, = C[vy,...,v,] and for all i € {1,...,n}, either v; is a tag,-term or
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vi € X orv; = f(x) for some f € Fy., and x € Xg U F;. Therefore, for alli € {1, ..., n}, thanks to the
fact that C[_,...,_] is built on {( )} U ¥, we deduce that ® + v;Z. If v; is a tag,-tagged term then
we do a small case analysis on k.

Case k € I and there exists a position q' of E; such that 8k|; ¢ X and v; = EZgly: Trivial

Case k ¢ I or Ely € X: In such a case, v;X being a tag,-term implies thanks to Definition 28,
we deduce that either there exist K’ € I and a position ¢g” of & different from a variable such that
viZ = Eplg Tk or [wi;...;wit] F v;Z. In the former, the result directly holds. In the latter, we can
apply our inductive hypothesis on v;X since k — 1 < i which allows us to deduce the existence of
a context C; and terms uil, e, uﬁh satisfying the correct properties. In such a case, we can directly

conclude with the context C[C1, ..., C,] where C; = _ in the case where i is not a tag, -tagged term
else the context Cy obtained through the inductive hypothesis.

Inductive case P = (i, j) with the last rule of P being a composition: In such a case, &X|, =
f(t1,...,t,) where for all k € {1,...,n}, ® + #. If &, € X the result directly holds. Else for all

ke{l,...,n}, p-kisaposition & Therefore, we can apply our inductive hypothesis on # and so we
deduce the existence of a context Cy and terms u’]‘, e, ufnk satisfying the correct properties. In such a
case, we can directly conclude with the context f[Cy, ..., C,] and the terms u{, R u,llI e ufnﬂ. <

» Lemma 43. Let S be a set of tag, -encapsulations. Let ® be a frame. Let D, N, H be three disjoint
sets such that = DUNUH C {1,...,|D|}. Let (5,F) € S. Let X be a ground substitution. Let § be
a tag,-mapping of ®© - [EX]. Assume that ® is a well formed frame for S, D, N and H.

If ® + EX and (&, F) allows confidential channels then

either there exists k € H such that E, ~ & and E; 2, = EX;
or Ty o(®) F teAp, (D).

If O+ EX; and for all i € H, either Xg,Xi = XgZ or XgZ; N XgZ = 0; and (&, F) does not allow
confidential channels then

if there exists k € H such that Xg, Aps(Zk) = XsAps(X) then there exist k € H such that & ~ &
and Ska = 82;

if for all k € H, Xe, Aps(Zk) N XeAp,(Z) = O then Tth\ (@) + tsAp, ().

Proof. W.l.o.g. consider that the variable of (&, F) are disjoint from the variables of (&, Fy) for all
k € I. By Lemma 42, we know that there exists a context C[_,...,_] and some terms uy,...,u,
such that EX = Cluy,...,u,] and forall i € {1,...,n}, ® + u; if p is position of u; in EX then p is a
position of & and

either &|, € X;

or &|, = f(x) with f € F,, and x € Xg U Fry;

or &|, is a tag,-tagged term and there exists k£ € I and a position g of & such that &, ¢ X and
u; = (‘JkaIq-

Let us first prove that TrB’Z(dD) [EkAPs(Zi)ker  EAps(Z). Leti € {1,...,n}. Let us denote by
p is position of u; in EX. If &|, € X then by Lemma 41, @ + u; implies that Trgfq(cb) F Aps(&El,X) =
ElLAps(X). Similarly, if &|, = f(x) with f € F,, and x € Xg U F.i; then we deduce that TrB’ﬂ(@) F
El,Ap,(2).

Otherwise &|, is a tag,-tagged term and there exist k € I and a position g of & such that
&y € X and uw; = EZly. But &|,2 = &, X implies that &|, and &, are unifiable. Therefore,
by Property 2 of Definition 7, we deduce that img(mgu(&xly, Elp)) € X. Therefore, Eil Xy = &2
implies &l Aps(Zr) = El,Aps(X). But we know that ® + &[,Z and so ® + &,Zx. Hence by
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Lemma 41, we deduce that Trg’éN(CD) - [ExAPs(Zi) Iker + ExlgApPs(Zk). This allows us to deduce that
Trg:éN(CD) - [ExAPs(E) Iker + ElpAps(Z). This allows us to conclude that Trg:éN((D) - [EAPs(Zi) Iker +
EAps(Z).

By applying Property 5 of Definition 7 and Lemma 40, we deduce that if (&, F) allows confiden-
tial channels then:

either there exists j € I such that &; ~ & and E;Aps(X;) = EAps(X); If j € H then the result
holds. Else j € N UD. But in both cases, tg, Aps(Z)) € TrgfN o(®). Hence we deduce that
TrH o 0(@) F tsAPs(E).

or Ty (@) F teAps(Z) which implies Trg S\ (@) - tsAPs(Z)

This allows us to conclude when (&, F) allows confidential channels.
By applying Property 6 of Definition 7 and Lemma 40, we deduce that if (&, F) does not allow
confidential channels then:

either there exists j € I such that &; ~ & and &;Aps(X;) = EAps(X). Hence the result holds.

or there exists x € Xg such that TrB:Z(dJ) F xAps(X) and TrB:Z(dJ) F tsAps(X). Hence the result
holds

or there exists j € I,y € Xg N ng, x € Xg such that yX = yX;, tsAps(X) = tngpé(Zj) and
TrB:ﬂ(@) F xAps(X). But by hypothesis, we know that for all i € H, either XgZ; = XgX or
Xg,Zi N XgZ = 0. In such a case, by Definition 38 and since Trg:‘,il(d)) F xAps(X), we deduce that

J & H. Therefore, by definition of Try ,(®), we deduce that Trg ) (@) F tsAps(Z).

C.4 From the composed protocol to the abstract protocol (New)

The events added to a process P when created an annotation P under a mapping p (Definition 9)
contain sufficient information to express when P is a secure channel establishment protocol (Defin-
ition 16). However, the channels in the events of P are public since they are not restricted by any
new operator. For the proof of Theorem 17, we need to link these public channels with the ab-
stract channels actually restricted in the context of Q. Therefore, we consider below new events
€Vy,...,6EV,,... of arity 5 in which the last elements will be used to “store" the abstract channels
actually restricted in the context of Q. Let us denote Ev = {évy,...,6V,,...}. Considering these new
events, we also define a notion of process secure similar to Definition 16.

» Definition 44. Let P be a closed process. We say that P is secure when for all (P,0, 0,=)>
er-...-en(P, 0,1, 8), foralli € {1,...,m}, if e; = ev(c,ta,(s1,...,Se), (U1, ...,uy),d) such that
ev € Ev and all agents in ta are honest then for all k € {1,...,¢}, ®" ¥ sy and forall k € {1,...,q},
@’ + ux. Moreover, forall j € {1,...,m},ife; = ev’(c',ta',(s’l,...,sg,), (u’l,...,u;,), d’) for some
channel ¢’, d’, some tuple ta’ of agents and some tuples (s7,. .., s},) and (), ..., u(’],) of terms then

either ta # ta’ or ¢ # ¢’ orev = ev" implies Yk € {1,..., €}, VK" € {1,..., 0}, sy # 5},
or one of the two following properties is satisfied :

(S],...,Sg)Z(S/l,...,Sé,) and(ul,...,uq)=(u’1,...,u(’],).
Ve {l,....0 VK €{1,.... 0"}, s # 5},.

Note that the definition is almost identical of Definition 16. The only difference is that we
consider events from Ev instead of the events {evi,...,ev,,...}.
We also define a property on the trace linking the two channels of the events from Ev.
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ej-..epy

» Definition 45. Let P be a closed process. We say that an execution (P, 0, 0, 0) —— (P, ', i/, 0")
is well formed if for all i, j € {1,...,m}, if ¢; = ev(c,ta,ts,tp,d), e; = eV'(c,ta, ts,tp,d’), ev,ev’ €
Ev, the agents of ta are honest, ev # ev’ and d # d’ for some c, ta, ts, tp,d,d’, ev, eV’ then

either there exists i’ < i such that e; = ev(c, ta, ts, tp,d") for some d” # d,
or there exists j* < jsuch thate; = ev'(c,tq,ts,tp,d"”) for some d” # d’.

» Lemma 46. Let S be a set of channels. Let P = C[Ry,...,R,] be a closed process such that:

forallie{l,...,n},ifc € S appearsin R, then it can only be inside an unique event €v;(d, ta, ts, tp, c)
for some d, ta,ts,tp where A € ta, A is the agent of R; and new,, c is in C.

there exists a bijective mappingy from S to fresh channels foralli € {1, ...,n}, forall €v;,(d, ta, ts, tp, c)
inR;, cy=d.

For all (P,0,0,0) LA (Q, D, u, 0), there exists Q', &, tr’ such that (P, 0,0, ) 5 (Q', D, u,0) and this
configuration is well formed.

Proof. Consider (P, 0,0, 0) % (Q, @, u, 0). Since the channels of S only appear in the events of
P, the choices of channels during the execution of the rule NEw-c do not affect the execution of the
trace other than the value of the channelsine; - ... - e,. Let us create a partition W Iiof{1,...,n}
such thatforall j € {1,...,m}, forall k, k" € I}, the fifth argument of e;( and e,’(, have been instantiated
by the same execution of the rule New-c, for all k € I; for all k € I;; with j # j’, the fifth argument
of ¢, and e, have been instantiated by two different execution of the rule New-c. This allows us
to build recursively 6" on the m, i.e. on the order of execution of the rule NEw-c. Typically, when
two events (ev;(d, ta, ts,tp,c) and ev;(d’, ta’, ts’, tp’, ¢’)) of the same partition, meaning i # j satisfy
ta = ta’ and d = d’ then we select the same channels if (¢s, tp) = (¢5',tp’). <

Let us denote by 7, the set of tuples of terms.

» Definition 47. Let S be a set of tag,-encapsulations. We say that P is an initial process when for
all instances outs(c, u) (resp. ina(c,u)) in P,

either u is a fully tagp-tagged term;
or ¢ = cpy and u = EX for some fully tagz-tagged substitution X and some encapsulation
(&,F)eS.

Let us denote by channelso,(P) the set of channels appearing in an output or input of P. Note
that channels(P) \ channelso;;(P) is not necessary empty since a channel ¢ can be declared by new ¢
in P but never used in an output or input.

» Definition 48. Let S be a set of tag, -encapsulations. Let ® be an executed ground frame for S
and some /. Let P be an initial process. Let @ be a mapping from S X T; to Ch. We say that « is
a mapping of channels for P (resp. ®) when img(e) N channelsp;;(P) = 0 and for all (§,F) € S,
for all substitution X, if EX is in P (resp. for all i € [, if 8 = &;Z;) then there exists ¢ € Ch
such that (&, F), XgZ)a = ¢ and if (&, F) allows authentic (resp. confidential, secure) channels then
¢ € Chya U Chy, (resp. Che U Chy,, Chy U Chy).

We define the transformed process of P w.r.t. «, denoted Tr,(P), as the process P where we
replace:

all instances outy, (¢ pup, EX) by outy, (¢, teX)
all instances ing, (cpup, EX) by ing,(c, tsX)

when ((&, F), XgX)a = ¢ for some X and F.
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» Definition 49. Let S be a set of tag,-encapsulations. Let @ be an ground executed frame for
some set /. Let P be an initial process. Let a (resp. ) be a mapping of channels for P (resp. @). Let
o a substitution of closed terms. Let tr be a sequence of closed events. We say that P,®, «, 3, tr and
o have conforming events if

1. for all i € I, there exist ¢, d, ta, k such that (&;, F;), Xg.Z:)B = d, éVi(c, ta, Xg,Zi, FiZ;, d) € tr and
d ¢ Ch,, is equivalent to all agents in ta are honest; and

2. for all roles R = ry..... rp, of P, forall i € {1,...,n}, if r, = outs(cpu,EX) (resp. r; =
ing(cpup, EX)) for some agent A, some substitution X and some encapsulation (&,F) € S then
there exists ¢, d, ta such that ((&, F), XgX)a = d and:

either there exist j < i and ev € Ev such that rj = eventy(ev(c, ta, XgX, FX), d);
or ev(c, ta, Xgxo, FXo, d) € tr and d ¢ Ch,, is equivalent to all agents in fa are honest.

When #r and @ are the empty sequence and o is the identity, we say that P, o have conforming
events.

» Definition 50. Let S be a set of tag,-encapsulations. Let ® be a well formed frame for S and
some D,N and H. Let 8 be a mapping of channels for ®. We define u(®,3) as a mapping from
channels to sets of terms such that:

dom(u(®,B)) = {c ¢ Chy | i € H A (& Fi), Xe =B = c}; and
Ve € dom(u(®, B)), cu(D, B) = {Aps(te,Zi) | i € HA ((E;, F), Xg Z)B = c}.

» Lemma 51. Let S be a set of tag,-tagged encapsulations allowing authentic, confidential and
secure channels. Let Py be a closed initial process. Let ay be a mapping of channels for Py. Assume
that Py,ag have conforming events. Assume that (Tro(Po), 0,0, 0) is secure. For all well-formed
execution (Py, 0,0, 0) gg (P, @, u, ), there exists an initial process Q, a mapping of channels o
(resp. B) for Q (resp. ®), and n, 6, D, N and H such that:

Qo = P; and

no = u and n only contains fully tagz-terms; and
0, ©, a, B, tr and o have conforming events, and
D is a well formed frame for S, D, N and H; and
o is an executed substitution for ®; and

¢ is a tag,-mapping of ® and o; and

Aps(tr)
(Tra(Po), 0,0,0) == np,() (Tra(QARs(), TIy 4(@), 7AP,() © (P, B), 6)

Proof. We do the proof by induction on the size of the trace (Py, 0, id) g(, (P, @, u):
Base case: The result trivially holds with Q = Py, @ = g, B =id, 6 =id, D=N=H = 0.

Inductive step: In such case, we assume that there exist two processes P; and P, two substitu-
tions oy, 0, two frames @, @, and two mapping y;, 1o such that (Py, 0, id) tém (P, Dy, 1) 302
(P2, @y, u2). By applying our inductive hypothesis on (Py, 0, id) gm (P, Dy, u1), we deduce that
there exist an initial process Q;, a mapping of channels a; (resp. ;) for Q; (resp. @), and 5y, 1,
Dy, Ny, Hy such that:

Qo = Py; and

nmo =y and n7; only contains fully tags-terms; and
01, ©y, a1, B, tr; and o1 have conforming events; and
@, is a well formed frame for S, Dy, N; and H;; and
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o1 1s an executed substitution for @;; and

0, is a tag,-mapping of ®; and o;; and
Aps, (try)

(Tra(P0), 0, id) ==, (Tra, (Q)0;, Trp S\, o(@1), M) © (@1, 1)) with o = Ap; (a71).

We show the existence of an initial process Q», a mapping of channels a; (resp. 5,) for Q, (resp.
®,), and 17, 82, Dy, Ny and H, satisfying the result with (P,, ®5, u;) by case analysis on the rule
applying in (P, @y, 1) =¢, (P2, Oz, p2).

Rule Our: In such a case, Q1 = Q | OUtA(C, u).RA, P2 = QO’] | RAO'1, gy =071, (Dz = q)1 . [MO']]
if ¢ € Ch, U Ch, else @y = @y, and pp = rect(c, uoy, (1) if ¢ € Ch,, else up = py. Let us first define
0> = Q| Ry. This allows us to deduce that Q,0, = P,. Let us also define tr, = tr; and ap = a;.
Therefore, we deduce that Tr,,(Q2) = Tro, (Q1) | Tre, (Ra).

By Definition 47, we know that either u is a fully tag-tagged term and ¢ ¢ img(a;) U img(B;) or
u=&X and ¢ = ¢,y € Ch, where X is a fully tag-tagged substitution and (&, F) is an encapsulation.
We do a case analysis:

Case u is a tagg-tagged term and ¢ ¢ img(a1) U img(B1): In such a case, Try, (Q1) = Tra, (Q) |
outs(c, u).Tre, (Ra). Since u is a tagp-tagged term, we deduce that Aps, (uo1) = uApg (o1) thus
if up = rect(c,uo, 1) (when ¢ ¢ Ch,) then we can define 1, = rect(c,u, ;) and obtain that
H2 =101 = M0 and maAp;s, (02) = rect(c, uAps, (071), n1APs, (071)). A

Consider N, and D, such that N, U D, = N; U D and such that for all i € N, (resp. Dy), @, ¥ ¢
(resp. @, + #'). Consider H, = H;, 8, = 6, and B2 = B1. In such a case, if ®; = @ - [uo;] (when
¢ € Chy U Ch,) then we deduce that Trp>%% (@) = Trg' ok (@) - [Ap, (uor)] = Trg ok ((@1) -

D,UN, D;UN, DjUN;
[uApél (o1)]. This allows us to deduce that u(®,,8>) = u(®4,5;) and so:

(Tre, (QDARs, (1), Ty S, o(@1). 11 ARs, (1) 0 (@1, B1))

—

(Tras (Q2)ARs, (02), TS (®2), 112APs, (02) © (D2, B2))

Moreover, since o, = 07, tr; = try, @y = a2, 2 = B, all outputs and inputs of P, are in P and
N, U D, UH; = Ny UD; UH,, we deduce that P,, ®, as, 82, tr» and o have conforming events.
Furthermore, we know that o7 is an executed substitution for ®@; and u is a tag-tagged term. Hence
for all subterms of uo; that are tag,-tagged term, they are subterm of img(o;). Hence following
Definitions 31 and 38, we deduce that @, is a well formed frame for S, D,, N, and H,. We also
directly have that o is an executed substitution for @, since ®; is included in @,. Lastly, since d;
is a tag,-mapping of @; and o-; then we know that all tag,-tagged terms in img(c1) are in dom(d1),
thus so do the one in uo~;. Hence we deduce that 6, is a tag,-mapping of @, and 0. This allows us
to conclude.

Case u = EX and ¢ = ¢,y € Chy: In this case, by Definition 49, we deduce that there exists a
channel d such that ((&, F), XgX)a; = d. Let us show that if ((&, F), XgZo1)B1 = d’ for some channel
d’ and either d ¢ Ch, or d’ ¢ Ch, then d = d’. By definition 48, we know that there exists i €
Hi UN; UD; such that (&;, F) = (&, F), Xg Zio1 = XgZo and ((E;, Fi), Xg,Zi)B1 = d’. Therefore, by
Definition 49, we know that there exists ev’ € Ev, c; and ta’ such thatev'(c)), ta’, Xg Zio1, FiZior1,d") €
tr; and all agents in ta’ are honest is equivalent to d’ ¢ Ch,. Moreover, with the same definition,
we also know that there exists ev € Ev, ¢y and ta such that ev(c, ta, XgZo1, FEo1, d) € try and all
agents in ta are honest is equivalent to d ¢ Ch,. But we know that (Tr,(Po), 0, id) is secure. Hence
by our inductive hypothesis on (Tr,(Po), 0, id), if either d ¢ Ch,, or d’ ¢ Ch,, then we deduce that all
the agents in either ta or ta” are honest and thus since Xg,XZ;01 = XgZo; we obtain by Definition 44

that 7, = 1, co = ¢y and ev # ev’. But we also know that the execution (Py, 0, id) g(, (P, @, u)is well
formed. Hence by Definition 45, we deduce that d = d’. So Xg,Z;o1 = XgXo implies thatd = d’.



Vincent Cheval, Véronique Cortier, and Eric le Morvan

Therefore, let us define 8, = B o {((E, F), XgZo1) — d} if d & Chy, or if (&, F), XgZo() ¢ dom(B:).
Otherwise, we define 3, = ;.

Moreover, u = EX and ¢ € Ch, imply Try, (Q1) = Tre, (Q) | outa(d, teX).Tre, (Ra), ®2 = @y - [uo]
and yp = ;. Therefore, by defining 1, = 1, we have that:

(Tra, (QDAR;, (1), TS (@ 1), mAR; (071) © (D1, B1))

—

(Traz (QZ)Ap62 (02), @, ,Ll/z)

where @) = Trg:;f‘w(cbl) - [teZAps, ()] if d € Chy, U Chy, else @) = Trnghl,w(d)]); and where
W, = rect(d, tsZAp;s, (1), 12APs, (02) o u(P1,B81)) if d ¢ Chy, else @), = MmAps,(02) o (@1, ay).
Note that tgX is a tagg-tagged term hence tsXAp; (01) = Ap;, (tsX01). Moreover, we also directly
have that o, is an executed substitution for @, since o is an executed substitution for ®; and
@, is included in ®@,. Furthermore, we know that X is a fully tagp-tagged substitution. Hence
for all subterms of o that are tag,-tagged term, they are subterm of img(c). Hence following
Definitions 31 and 28, we deduce that @, is an executed frame for S and D; UN; U H; U {|®4] + 1}.
Note that by construction of 3, and by Definition 49, we also deduce that P, ®,, a», B2, tr; and o

have conforming events. We do a small case analysis on d:

Case d € Chp: In such a case, we define H, = H; and Dy, N, such that Do UN, = Dy UN; U{|®Dy]+
1} and for all i € N, (resp. Dy), @, ¥ tgZ; (resp. @, F tg,X;). Since ; = &, and o; = o then
by Definition 36, we deduce that Trg* %, ,(@2) = Trg' S o(®1) - [Ap,, (tsZ02)] = @Y. Moreover,
since d € Ch,, then by Definition 50, we deduce that u(®,8,) = u(®y,B1). Hence we can
conclude that p, = mAp;,(02) o u(®P2, B2). Lastly, since Hy = H; and we already proved that @,
is an executed frame for S and D, U N, U H,, we deduce that @, is a well formed frame for S,
D,, N, and H,. This allows us to conclude.

Case d ¢ Chp: In such a case, we define H, = H; U {|®| + 1} and D,, N; such that D, U
N, = Dy UN; and for all i € N, (resp. D»), @, ¥ tgX; (resp. @, + tgZ;). By Definition 47,
we know that (&, F) allows authentic (resp. confidential, secure) channels implies d € Ch,
(resp. Che, Chy). Therefore, since 6; = d, and oy = 0, then by Definition 36, we deduce that
Trngilz,w(qh) = ®@),. Let us now focus on y,. We know that u, = rect(d, tApél (o1), leApaz(O'z) o
u(®@,ay)). Butif d ¢ dom(u;) then we need to look at u(®y, ;). Since we defined B, =
B1o{((E,F), XeZoy) — d}, @, = ©-[EZo] and Hy = Hy U{|D¢|+ 1}, we deduce by definition that
u(®2,52) = rect(d, tsLAps, (0), u(®1,B1)). Since g = wp, 62 = 61 and dom(uy) N img(Ba) = 0,
we deduce that rect(d, tsZAp;, (1), 12APs, (072) © (D1, B1)) = m2APs, (02) o w(P2, B2) = ).

It remains to prove that @, is a well formed frame for S, D,, N, and H,. We already know
that o is an executed substitution for ®@; and X does not contain tag,-tagged term. Therefore,
since ®, = ®; - [EZ0] then we deduce that @, is an executed frame for D, U N, U H,. Let
us prove that for all v € XgZor1, Ty 0% o(®2) ¥ Apy,(v) and Tr2 %, (@) + FAp,,(So). We

Aps, (tr2)
know (Tro(Po), 0, id) === np,,(0») (Traz(Qz)Apﬁz(Uz),Trgz[szz,@(‘Dz),UzApaz(O'z) o u(P2,5)),
(Tro(Po), 0, id) is secure and there exists fa such that ev(d, ta, XgXo |, FXo ) € tr; with all agents
in ta are honest. Hence, applying Definition 44 allows us to conclude.

Rule IN: In such a case, Q1 = Q | ina(c,v).Ra, @ = @y, up = up and there exists o such that
dom(o) = vars(voy) and either vojo € cu; or else ¢ € Ch, U Ch. and @ + voio. Moreover, we
have P, = Qo | Rqojo and 0 = oyo. Let us first define O, = Q | R4. In such a case, we deduce
Qr03 = Ps.

Let us now define d, = ¢; U ¢’ where ¢’ is an injective mapping from tag,-terms that are in o
but not in o or @ to fresh names of Np. In such a case, we directly have that ¢, is a tag,-mapping
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of ®, and o,. Moreover, let us define tr, = tr;, D, = D;, N, = Ni, H, = Hy, a» = ay, 82 = B,
1, = n1. We directly have that @, is a well formed frame for S, D,, N, and H,. Since 0, = o0, then
following Definition 49,we deduce that Q,, ®,, a3, 52, tr» and 0 have conforming events. Moreover
we also derive that ny,0 = mo10 = o =W = K.

‘We now show that 07, is an executed substitution for ®,. We know that either vo-, € cnyo or else
@,  vo,. In the former case, since 17; only contains fully tagz-terms, we deduce that all tag ,-tagged
subterms of vo, is a subterm of ¢-; and so the result holds since o is an executed substitution for
©®; = @,. In the latter case, ®; + vo, and Lemma 30 directly allow us to conclude.

Since Q is an initial process, by Definition 47, we deduce that either v is a fully tagz-tagged term
and ¢ ¢ img(a;) U img(61) orv = EX and ¢ = ¢ € Chy, where X is a fully tag-tagged substitution
and (&, F) is an encapsulation. To prove the last property, we do a case analysis:

Case v is a tagg-tagged term and ¢ ¢ img(a;) U img(d1): Since Q1 = Q | ina(c,v).R4 and
a1 = ap, we deduce that Tr,, (Q1) = Tre,(Q) | ina(c,v).Tre,(Ra). But if vo, € cnoy then
Aps, (vo10) € Aps, (cnioy). Butv and iy only containing fully tagz-terms implies that Ap;, (vori07) =
vAps, (01)Aps, (o) and Aps, (cmio) = cniAps, (o1). By definition of 6, we have that Ap; (o) =
Aps, (o) and so by considering the substitution Apg, (o), we deduce that:

(Tra, (QDAPs, (1), TR (@1, 11ARs, (071) © (@1, B1)

—

(Tra, (Q2)ARs, (02), T2 0R, o(@2). 71ADs, (1) © (@2, 82))

The mapping 171Ap;, (01) being ground, we have 171Aps, (01) = 71Aps, (1) = MApPs, (0 1)APs, (o) =
172Ap;, (072). This allows us to conclude.

Let us now consider the case where ®; + vo,. We know that 6, = 616", ®; = ®,, D, =
D;, N, = N, and H, = H;. Hence Trg:’j,'\‘] o(@1) = Trngf\l?@((bz). By Lemma 41, we deduce

that Trgif,z\‘zﬂ((bz) F Aps;,(vo2). Once again since v is a fully tagp-tagged term, we deduce that

Trgf’jf\h 0((132) F vAp§2 (02). Therefore, by considering the substitution Ap52(0'), the result holds.

Case v = EX and ¢ = cpyy € Chy,: In this case, by Definition 49, we deduce that there ex-
ists a channel d such that ((&,F), XgX)ay = d. Thus, we deduce that Try, (Q1) = Tre,(Q2) |
ina(d, teX).Tr,,(R4). Moreover, since ¢ € Ch,, we deduce that ¢ ¢ dom(u;) and ®@; + vojo. To
conclude the result, we show that

if d € Chy, then Trg? 5% ((®2)  tsZAD, (072)

if d € Ch, then tsZAp,, () € (@3, 5) or Ty %, (®2) F teZApy, (072)

if d € Ch, U Chy then tsZAp;, (072) € du(®s, Bs).

But using the same reasoning as in the case of the rule Out with (Tr,, (Py), 0, id) being secure and

the execution (Py, 0, id) ga (P, @, u) being well-formed, we can deduce that if d € Ch,, then for all
k € H, Xg, Aps, () N XeZAp;, (02) = 0. However, if d € Ch.UCh,UCh; then there exists k € H such
that Xg, Aps, (Zx) = XgZAp;,(02). Moreover, we also know that d € Ch, (resp. Ch, U Chy) implies
that (&, F) allows (resp. does not allow) confidential channels. Thus, by applying Lemma 43, we
deduce that:

if d € Chy, then Tip* 0% ((®2) + teZADs, ().

if d € Ch, then either there exists k € H such that & ~ & and EApg, (X)) = EXAp;,(02) or

Trngilz’w(d)z) F ts2Ap;,(02). In the former case, by Definition 50, it implies that tsZApg, (02) €

du(®,, 3>) hence the result holds.

if d € Ch, U Chy then there exists k € H such that & ~ & and EAps, (X) = EXAP;, (02) and so

as previously, it implies that tsXAp;, (02) € du(®2, B2).
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Rule NEw-k: In such a case, Q1 = Q | new x.R4, @, = @y, up = y; and P, = Qo | Raoi{¢/.)
where k is a fresh name in Ny if A € Agty else k € Np. Therefore, the result trivially holds
with Q) = Q | Ra{/4}, @2 = @1, 6, = 61, m = m1, Do = D1, No = Ni, Hy = Hy, B> = i and
@y ={((& F), XeZ{*/.}) = ¢ | (&, F), XgL)ay = c}.

Rule NEw-c: In such a case, Q; = Q | new c.Q’, ®, = @y, u, = p; and P, = Qo | Rao1{€ /)
where ¢’ is name in Ch,, (resp. Ch,, Chy) if ¢ € Ch, (resp. Ch., Chy) and for all I € Agtp, ¢ € chi(Q’)
else ¢’ € Chy,. Therefore, the result trivially holds with Q> = Q | RA{€ /), @y = @y, 62 = 6, m =n,
D> =D;, Ny =Ny, Hy =Hy, 8 =1 and a2 = ai{' /).

Rule RepL: In such a case, Q1 = Q |!Q" where dom(c1) Nvars(Q’) = 0, Oy = Oy, up = u; and
P, = Qo |!Q’" | Qp where p is a fresh renaming of variables in Q’. We also know that the variables
in Q; are bound once. Therefore, the result trivially holds with Q> = Q |!Q’ | Qp, ©, = @4, 6, = 6,
m =1n1,D2=D,Na =N, Hy = Hy, 8 =Brand as = a1 o{((E,F), XgZp) = ¢ | (E,F), XeX)a1 = ¢
and vars(img(X)) N dom(p) # 0}.

Other rules: Trivial. <

Let S be a set of channels. We say that two process P and Q are composable under S and C’
it P=C[Ry,...,R,], O =C'[R],...,R] and C[_] = C’[_]l for some contexts C[_], C’[_] and for
some roles R;, R} of the same agent, fori =1...n.

» Theorem 17. Lettag, and tagy be two disjoint sets of tags. Let S, be a set of tag ,-encapsulation
allowing authentic, confidential, and secure channels. Let p be a mapping from channels to T 7 XS,
Let P and Q be two closed executable composable taggz-processes under p such that P and Q do not
share names and fa(P) = fa(Q) = 0. Let P be an annotation of P under p. If P is secure and Q
preserves secrecy then P # Q preserves secrecy as well.

Proof. Since P and Q are composable under p, letus denote P = C[Ry,...,R,]Jand Q = C'[R], ..., R}].

Moreover, following Definition 13, let us denote PrQ= Co[R1.RY,...,R,.R;)] where Cy = CéC'k
and RY,...,R) are defined as described in Definition 13 with P = C[Ry.evi(c1, tar, tsi,tp1), . ..,
R,.ev,(cy, tay,, tsy, tpn)].

Let us consider C, C; two contexts such that € and C’ are composable; and C‘lg = C. Let us
denote C; = CEC'. Note that Cy = C 1l. Lastly, let us define y a bijective mapping from § to fresh
channels of same kind, that is ¢80 € Ch, (resp. Ch., Chy) is equivalent to ¢ € Ch, (resp. Ch,, Chy).

We denote by Py = C; [Rl.R’l’, e Rn.R,’{]. We first show that for all execution (P -* Q, 0, 0, 0) g

(P’, D, )6 there exists P” and tr’ such that (P, 0,0, D) l=r> (P”,®, )0 is a well-formed execution
and rr is the trace ' where we removed the events of the form ev(c, ta, ts, tp, d) with ev € Ev.

By construction, the differences between Py and pPr Q lie the addition of some channel declara-
tions in Cy and the some events. But the declared channels are not used in any output or input of R;

and R?. Thus, we trivially have that for all execution (P+0,0,0,0) g (P, D, wytheta there exists

P”" and tr’ such that (P, (0,0, 9) té (P”,®,u,0) and tr is the trace 17" where we removed the events
of the form ev(c, ta, ts, tp,d) with ev € Ev. The existence of a well-formed execution is then given
by Lemma 46.

We now show that Py is an initial process and that there exists a¢ a mapping of channels for Py
such that Try, (Po) = C1[R.R}, ..., R,.R}]. We already know that P and Q are fully tag,-tagged pro-
cesses. Moreover, by Definition 13, we know that for all i € {1,...,n}, R/ is the process R where
some instances of out(c,u) (resp. ins(c,u)) are replaced by outy(cpus, E) (resp. iNa(cpup, E0))
when cp = (ta, (&, F)) and events (6v;(d, ta, Xgo, Fo, ¢)) is in R; for some substitution o. By Defini-
tion 47, we deduce that Py is initial.
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Moreover, let us define @y such mapping such that for all i € {1,...,n}, for all instances of
outy(c, u) (resp. ins(c,u)) in R}, if events(ev;(d, ta, Xgo, Fo, ¢)) is in R; and cp = (ta,(&,F)) for
some fa, c, (&, F) then (&, F),Xgo)ay = c. Since by Definition 9, cp = (ta, (&, F)) implies that
¢ € Chy (resp. Ch.,Chy) is equivalent to (&, F) allows authentic (resp. confidential, secure) channels.
Therefore, we can deduce from Definition 48 that a( is a mapping of channels for Py. Lastly,
following Definition 48 and Definition 13, we directly obtain that Tr,,(Po) = C; R, R, ..., Rn.R;].

Let us now prove that (Tr,,(Po), 0, 0, @) is secure. We know that P is secure. But the properties
of Definition 16 are all reachability properties which are preserved by parallel composition. Hence,
we have that (P | 0,0,0,0) = (C[R;,...,R,] | C'[R/,...,R],0,0,0) is secure. But we know that P
and Q do not share any names and channels(C;) N\ channels(Ry, . ..,R,) Nchannels(R’,...,R;) = 0.
Thus, a simple induction allows us to prove that (C1[R.R/, ..., R..R}],0,id, =)(Tre,(Po), 0, 0)0 is
secure.

With the same reasoning as above, we can prove that (C; R, R, ,R,,.R;l], 0,0,0) = (Tre, (Po),
0,0, 0) preserves the secrecy of some term ¢ shared by some agents Aj,...,A,. We now show that
(Po, 0, id) also preserves the secrecy of ¢ shared by Ay, ..., A,.

Let (Py, 0,0, 0) g(, (P, ®, u)6 a well formed execution, and agent B and an event Sec(’, (4/, ..., A}))
such that (B, Sec(?,(A’,...,A}))) € tr and ® + . By Lemma 51, we deduce that there exists an
initial process U, a mapping of channels « (resp. 8) for U (resp. @), and n, 8, D, N and H such that:

Uo = P;and

no = p and i only contains fully tagg-terms; and
U, @, @, B, tr and o have conforming events; and
@ is a well formed frame for S,, D, N and H; and
o is an executed substitution for @; and

¢ is a tag,-mapping of @ and o; and

Aps(tr)
(Tra(P0), 0,0,0) = 5, ) (TralUIAP, (), TS (@), AP, () 0 (@, B), 6)

But (B, Sec(?, (A7,...,A}))) € trimplies that (B, Sec(Ap;('), (A7, ..., A}))) € Aps(tr). Moreover,
by Lemma 41 and Definition 36, ® + ¢ implies that Trng’m(d)) F Aps(¢'). This is a contradiction
with the fact that (Tr,, (Po), 0, 0, 0) also preserves the secrecy of f shared by Aj,...,A,. Therefore,
(Po, 0,0, 0) indeed preserves the secrecy of ¢ shared by Ay, ..., A,.

Note that in P the channels channels(C;) \ channels(C) do not appear in any Ri.Rl',', fori = 1..n.

As such, removing them still preserves the secrecy of ¢ shared by Ay,...,A,. Lastly, for all i €
{1,...,n}, the difference between R; and R; is the addition of some event ev that are different from
the event Sec, removing them also preserves secrecy meaning that C[R1.R},...,R,.R)/] = PrQ

preserves the secrecy of 7 shared by Ay, ..., A,. This allows us to conclude. <



	Introduction
	Model
	Messages
	Agents
	Protocols

	Composition
	Encapsulation
	Composition of protocols

	Security property
	Case studies
	Biometric passport
	TLS and 3D-secure
	Analysis with CL-Atse

	Conclusion
	Modelization of other protocols
	TLS and 3D secure
	TLS
	3D secure
	Composition between TLS and 3D secure

	Active Authentication protocol

	Secure encapsulations
	BAC encapsulation
	TLS encapsulation
	Signcrypt encapsulation
	Sign encapsulation
	MAC encapsulation
	Aenc encapsulation
	Proof of Theorem 8

	Proofs of Theorem 17
	Properties on the composed frame
	Transformation on composition frame and encapsulations
	Deducibility link between composed and abstract frame
	From the composed protocol to the abstract protocol (New)


