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a thorough analysis*
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Abstract. This work aims at determining when the two-round maxi-
mum expected differential probability in an SPN with an MDS diffusion
layer is achieved by a differential having the fewest possible active Sboxes.
This question arises from the fact that minimum-weight differentials in-
clude the best differentials for the AES and several variants. However,
we exhibit some SPN for which the two-round MEDP is achieved by
some differentials involving a number of active Sboxes which exceeds the
branch number of the linear layer. On the other hand, we also prove that,
for some particular families of Sboxes, the two-round MEDP is always
achieved for minimum-weight differentials.
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1 Introduction

Since the design of the AES and the seminal related work [12], it is known that
the mixing layer which aims at providing diffusion within a block cipher must
have a high differential branch number [10]. This quantity corresponds to the
smallest number of active Sboxes within a two-round differential characteristic.
Indeed, for a given choice of the Sbox, the maximal probability for an r-round
differential characteristic decreases when the number of active Sboxes within
r rounds increases. For this reason, many security analyses focus on the minimal
number of active Sboxes within r consecutive rounds when r varies, not only for
AES-like designs but for some other types of ciphers, including Present [5] or
Feistel ciphers [23]. This approach is rather natural since, in differential attacks,
cryptanalysts usually start by searching for a differential characteristic with
the fewest possible active Sboxes. Therefore, the construction of MDS diffusion
layers with an efficient implementation has been investigated by several authors,
e.g., [22,3,1].

However, the complexity of a differential attack depends on the probability
of a differential, i.e., on the sum of the probabilities of all characteristics starting
by a given input difference and ending by a given output difference. And, within
two consecutive rounds of an SPN (Substitution-Permutation Networks), the
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number of constituent characteristics increases with the Hamming weight of
the differential. Then, the maximum expected probability (MEDP) for a two-
round differential may result from a differential which contains a huge number
of characteristics each with a low but nonzero probability, rather than from a
differential which contains a few characteristics having a high probability. In
other words, for two rounds of an SPN, there is a priori no reason to believe
that the best differential corresponds to a differential with the lowest number
of active Sboxes. However, it appears to be the case for most known examples,
including the AES [17]. This aim of this paper is then to determine whether
this phenomenon is more general and whether there are some general situations
where it can be proved that the two-round MEDP is achieved by a differential
with the smallest number of active Sboxes.

Our contributions. After recalling the main definitions in Section 2, we show
in Section 3 that the choice of the MDS diffusion layer may affect the two-
round MEDP even if the Sbox is fixed. In particular, we show that the form
of the minimum-weight codewords plays an important role. Also, we provide
some upper bound on the number of characteristics with nonzero probability
within a given differential for an MDS linear layer. Section 4 focuses on the case
where the Sbox is APN: in this case, it appears that the two-round MEDP is
usually achieved by minimum-weight differentials. We prove this result for any
APN Sbox over Fg and any Fg-linear MDS diffusion layer. Finally, Section 5
exploits the previous analysis and exhibits some MDS mixing layers for which
the maximum EDP over two rounds is achieved by a differential in which the
number of active Sboxes exceeds the branch number.

2 Differential attacks against Substitution-Permutation
Networks

2.1 Substitution-Permutation Networks

One of the most widely-used constructions for iterated block ciphers is the so-
called key-alternating construction [10,11], which consists of an alternation of
key-independent (usually similar) permutations and of round-key additions. The
round permutation is usually composed of a nonlinear substitution function Sub
which provides confusion, and of a linear permutation which provides diffusion.
In order to reduce the implementation cost of the substitution layer, which is
usually the most expensive part of the cipher in terms of circuit complexity, a
usual choice for Sub consists in concatenating several copies of a permutation
S which operates on a much smaller alphabet. In the whole paper, we will con-
centrate on such block ciphers, and use the following notation to describe the
corresponding round permutation.

Definition 1. Let m and t be two positive integers. Let S be a permutation
of FJ' and M be a linear permutation of F3'*. Then, SPN(m,t,S, M) denotes



any substitution-permutation network defined over F5'* whose substitution func-
tion consists of the concatenation of t copies of S and whose diffusion function
corresponds to M .

For instance, up to a linear transformation, two rounds of the AES can be
seen as the concatenation of four similar superbozes [13]. The superbox, de-
picted on Fig. 1, is linearly equivalent to a two-round permutation of the form
SPN(8,4, S, M) where the AES Sbox S corresponds to the composition of the
inversion in Fas with an affine permutation A. More precisely, S(z) = Ao
ot (<p(;v)254) where ¢ is the isomorphism from F§ into Fys defined by the
basis {1,a,a?, ..., o’} with @ a root of X8 + X%+ X3 + X + 1.

b
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Fig. 1. The AES superbox.

2.2 Differential cryptanalysis

Differential [4] cryptanalysis is one of the most prominent statistical attacks.
The complexity of differential attacks depends critically on the distribution over
the keys k of the probability of the differentials (a, b), i.e.,

DP(a,b) = Prx[ER(X) + Ex(X +a) =]

where Ej, corresponds to the (possibly round-reduced) encryption function under
key k. Since computing the whole distribution of the probability of a differential
is a very difficult task, cryptanalysts usually focus on its expectation.

Definition 2. Let (Ey)rery be an r-round iterated cipher with key-size k. Then,
the expected probability of an r-round differential (a, b) is

EDPF (a,b) =27 Y Prx[Ep(X) + Ee(X +a) = 1] .
kEFY



The maximum expected differential probability for r rounds is

MEDP? = max EDPZ(a,b) .
a#0,b
The index in MEDPZ will be omitted when the number of rounds is not specified.

2.3 Expected probability of a differential characteristic

Since computing the MEDP for most ciphers, even for a small number of rounds,
is very difficult, most works focus on the expected probability of a differential
characteristic.

Definition 3. An r-round differential characteristic {2 is a collection of (r +
1) differences, 2 = (ag,a1,...,a,) where a; corresponds to the difference ob-
tained after the i-th round when encrypting two inputs which differ from ag. The
expected probability of the characteristic {2 is then defined as

EDCP,(2) =27 > Prx,[X1+ X| = a1;...; X, + X] = a, | Xo + X{ = ag] ,
kEFS

where X; (resp. X|) denotes the image of X (resp. of X{) after the i-th round
Of Ek .

We here use the specific notation EDCP for the expected probability of a char-
acteristic in order to avoid confusion between differentials and characteristics.
A simple upper-bound on the expected probability of 2-round characteristics
can be derived from the differential branch number of the linear layer and from
the differential uniformity of the Sbox, in the sense of the following definition.

Definition 4 (Differential uniformity). Let S be a function from F3* into
F5'. For any a and b in F3', we define

6%(a,b) = #{z € F3",S(x +a) + S(z) = b} .

The multi-set {6°(a,b), a,b € FJ'} is the differential spectrum of S and its
mazimum A(S) = max,o, 0°(a,b) is the differential uniformity of S.

Then, for any two-round characteristic 2 = (a, M (b), M(c)), the Markov
assumption [19] implies that

EDCP,(2) = DP¥(a, M (b)) x DPY (M (b), M(c))
= <HDPf(ai,bi)> (HDPf(M(b)i,ci)> . (1)

Let Supp(z) and wt(z) denote the support and the weight of a vector x €
FJ'" seen as an element in (F3")!. Then, the previous equation shows that



EDCP5(£2) = 0 unless Supp(a) = Supp(b) and Supp(M (b)) = Supp(c). Using
this relation, we deduce that

EDCPQ(Q) < (Q_mA(S))1ut(b)+1ut(M(b)) .

It then appears that the lowest possible value for the weight of a nonzero word
of the form (b, M (b)) plays a major role in the resistance against differential
attacks. This criterion on the diffusion layer of the cipher corresponds to the
notion of differential branch number.

Definition 5 (Differential branch number [10]). Let M be a permutation
of (F5")t. We associate to M the code Cpr of length 2t and size 2t over F'
defined by

Cur = {(c, M(c)), c € (F3)'}.
The differential branch number of M is the minimum distance of the code Cyy.

The following upper bound on the expected probability of any 2-round differen-
tial characteristic then follows:

max EDCP,(2) < (27 A9)! (2)

where d is the differential branch number of the linear layer.

It is worth noticing that a similar notion is considered in the case of linear
cryptanalysis. The linear branch number is then the minimum distance of the
dual code C 1{-{ but this quantity is out of the scope of this paper. For this reason,
in the following, branch number always refers to the differential branch number.

. From Singleton’s bound, the highest possible value for the branch number
of a permutation of (F5")" is (¢ + 1) and it corresponds to the case where the
associated code Cps is an MDS (maximum distance separable) code.

3 From characteristics to differentials

The problem with the previous result is that differential cryptanalysis exploits
differentials and not characteristics since the differences obtained after each in-
termediate round do not matter in the attack. The probability of a differential
(a, M (b)) then corresponds to the sum of the probabilities of all characteristics
with input difference a and output difference M (b). Then, the relevant quantity
for two rounds is the maximum of

EDPy(a, M (b)) = > EDCPS(a,z, M(b)) .

z€Ft

Determining the expected probability of a differential, rather than focusing on
a single characteristic, is difficult in general.



3.1 Expected probability of a 2-round differential

From Equation (1), any element x of (F3')! verifies

EDCPy(a, M (z), M (b)) = (ﬁDPf(ai,xi)> (ﬁDPf(M(x)i,bi)> .

=1

If this probability is different from zero, we have that Supp(a) = Supp(z) and
Supp(M(z)) = Supp(b), implying that (z, M(z)) € (F7)? is a word of Cps
having the same support as (a,b). Moreover, by definition of the differential
spectrum, DPls(a7 B) = 27™8%(a, B). Thus, the two-round probability of a dif-
ferential is

EDPy(a, M(b)) = 2-mwHab) 3" I °ae) || B CTRD)

ceCar: 1€Supp(a) JESupp(b)
Supp(c)=Supp(a,b)

(3)

A simple upper bound for the two-round MEDP can then be derived from

the branch number of M and from the differential uniformity of the Sbox (see
[15] and [12, Section B.2]):

MEDP; < (27 A(S))" .

This result has then been refined in [9,21, 8]. The bounds in [15,9,21] are
invariant under affine equivalence, i.e., their values are the same for two Sboxes
S and S’ when there exist two affine permutations A; and As such that S’ =
Aj0S0A,. However, the exact values of MEDPs may differ for Sboxes in the same
equivalent class, and there can be a gap between these bounds and the exact value
of MEDPs. In [8], a new upper bound is introduced, that enhances the previously
known bounds in the sense that it may vary when the Sbox is composed by an
affine permutation. This new bound only applies when the diffusion layer M is
linear over the field Fom, where m is the size of the Sbox, exactly as in the AES.
In this case, the linear layer and the Sbox can be represented as functions over
the field Fom and the representation does not change the MEDP. In particular,
the choice of the isomorphism that identifies the vector space F5* with the finite
field Fom has no influence on the differential properties of the cipher. For this
reason, we use the following alternative notation to define an SPN with this
representation.

Definition 6. Let m and t be two positive integers. Let S be a permutation
of Fom and M be a permutation of (Faom)t which is linear over Faom. Then,
we denote by SPNg(m,t,S, M) a substitution-permutation network defined over
(Fam )t whose substitution function consists of the concatenation of t copies of S
and whose diffusion function corresponds to M.

When the Sbox is defined over Fom, we equivalently define the differential spec-
trum as follows. Let (ayg, ..., am—1) be a basis of Fom, and ¢ the corresponding



isomorphism from F3* into Fom. Let S be a mapping over F5', and S = poSop~1.

Then, for any (a, 8) € Fam,
7 (v, B) = #{w € Fom,S(z + @) + S(x) = B} = 65(p~ (@), 0~ 1(8)) -

As the differential properties of any SPN(m,t,S, M) can be equivalently
studied by considering the alternative representation SPNg(m, t, S, M) [14], this
paper focuses on the representation of an SPNp in the field Fom. For the sake
of clarity, all quantities related to the representation in the field Fom will be
indexed by F', and all functions defined over Fom will be denoted by calligraphic
letters.

The new bounds on MEDP; presented in [8] are derived from the particular
structure of the set formed by all codewords in Cyq having a given support,
when M is linear over Fom. These bounds are expressed in terms of the following
quantities. For any Sbox S over Fom with differential spectrum (0p(a, b))q,peFom
and any branch number d, we define for any p € Fom and any integer u > 0,

— u (d—wu)
Bulw) = max. 7;; Sp(c,7)"0r (YA + 1, B)
.

and - B(p) = max Bu(u) .

In the rest of the paper, we will restrict ourselves to the case where the
diffusion layer is linear over Fom and MDS (i.e., with branch number (¢ + 1)).
We also assume that the well-known MDS conjecture [20] is valid, i.e., in our
context, that ¢+ < 2™~ for m > 3 and t < 3 for m = 2. For such MDS diffusion
layers, Theorem 2 and Proposition 3 in [8] can be expressed as follows.

Theorem 1. Let S be a permutation of Fom and t be any integer such that
t<2m-l

— For any Fam -linear diffusion layer M over Fk.. with mazimal branch num-
ber, the block cipher E of the form SPNg(m,t,S, M) satisfies

MEDPY < 270+ max B(u) .
pnEFom

— There exists an Fom -linear diffusion layer M over F,. with mazximal branch
number such that
MEDPY > 2™+ () .

In most cases, the values of the two-round MEDP for two ciphers of the form
SPNg(m,t,S, M;) and SPNg(m,t,S, M3) where M; and My are different
MDS linear layers differ. The minimum-weight codewords of Cpq have a large
influence on this value, as shown in the following example.

Example 1. Let us study the two-round MEDP of the SPN with the same build-
ing blocks as the Prgst permutation, which is the core function of several AEAD-
schemes submitted to the CAESAR competition [16]. It is worth noticing that



the following results do not provide any direct information on the security of
the Prgst permutation: indeed, we study the differential probabilities averaged
over all keys while the key is fixed in the Prgst permutation. Two consecutive
rounds of the Prgst permutation over F1%% d > 1, can be seen as the parallel
application of d copies of a superbox defined over F14. This superbox is of the
form SPN(4,d, S, M) where S is a 4-bit involution named SubRows and M cor-
responds the so-called MixSlices transformation. It has been shown in [8] that
MixSlices is linear over Fi4 for some particular isomorphism between F3 and
F16. Then, Theorem 1 applies and we get that, for any Fig-linear layer M, the
block cipher E of the form SPNg(4,d, S, M) where S corresponds to the Prgst
Sbox satisfies
MEDPY <278

But, when the diffusion layer corresponds to MixSlices, we have computed the
exact value of the MEDP, and obtained that MEDPy; = 3 x 27! which is
smaller than the general upper bound.

However, since both lower and upper bounds in Theorem 1 are equal, we
deduce that there exists another diffusion layer M such that

MEDPY =278
An example of such a diffusion layer is

24+a+1 oP4+4a aB+a+11
a+l aP+a’2+ac’+a+11
a?+1 aP+a?+1 a? 1
a? a® + a? at+1 1

where « is a root of X* 4+ X3 + 1. Indeed, the set of codewords of the form
{A\(0,0,0,1,1,1,1,1),\ € Fi4} belongs to the code associated with this dif-
fusion layer. Then, the differences a = (0,0,0,1) and b = (1,1,1,1) satisfy
EDP;(a, M(b)) = 278.

3.2 Influence of the weight of the differential

The previous example shows that, in some cases, the form of the minimum-
weight codewords in Cpq plays an important role when determining the two-
round MEDP. We observe from Equation (3) that these codewords are involved
in the computation of EDP2(a, M(b)) when the weight of the corresponding
pair (a,b) is equal to the branch number of M. We then call such a differential
a minimum-weight differential. The role played by minimum-weight differentials
appears in a more direct way when the Sbox S has the following additional
property [8, Definition 7]. A mapping S of Fam is said to have multiplicative-
invariant derivatives if, for any = € F3,, there exists a permutation m, of F3,,
such that

Or(o,zy) = 6p(m2(),y), Vy € Fiu.



Power permutations, and more generally any function resulting from the com-
position on the right of a power permutation with an Fy-linear permutation, has
multiplicative-invariant derivatives. Another example of functions with multipli-
cative-invariant derivatives are the crooked permutations, which include all APN
permutations of degree 2. When an Sbox has this property, the expression of
B() (including B(0)) simplifies but, more interestingly, we get some universal
lower bound on MEDPy, i.e., which holds for any diffusion layer with maximal
branch number. For instance, for all Sboxes S such that both S and S~! have
multiplicative-invariant derivatives, we obtain that, for any Fom-linear diffusion
layer M with maximal branch number, the corresponding block cipher satisfies
2~m(t+B(0) < MEDPY < 27m(+1) max B() . (4)
pelom
Moreover, MEDPY = 2=(+1)3(0) if and only if the maximum expected differ-
ential probability is achieved by a minimum-weight differential.

Since the probability of a characteristic decreases when the weight of the
underlying differential increases, a natural question is to determine in which
situations the two-round MEDP is achieved by a minimum-weight differential.
This is an important information: computing the two-round MEDP for a given
cipher becomes obviously much easier once it is known that only the minimum-
weight differentials need to be examined. Surprisingly enough, for all AES-like
ciphers which have been investigated, the two-round MEDP is achieved by a
minimum-weight differential. For instance, the bounds in [8] applied to the AES
Sbox show that for any Fas-linear layer M, we have

53 x 2731 < MEDP, < 55.5 x 2734 | (5)

where the lower bound corresponds to some minimum-weight differentials. For
the particular diffusion layer defined by MixColumns in the AES, the exact
value of the two-round MEDP, computed by a pruning search algorithm [17], is
MEDP; = 53 x 2734, Tt then corresponds to the lower bound of (5).

There also exist some SPNg for which the exact value of the two-round
MEDP can be directly deduced from the bounds in [8], for instance, when the
Sbox § is an involution with multiplicative-invariant derivatives. In this case, the
lower and upper bounds in (4) are equal and do not depend on the MDS diffusion
layer. In other words, for any involution with multiplicative-invariant derivatives,
the two-round MEDP is always achieved by a minimum-weight differential, for
any choice of the MDS linear layer. This holds in particular for the so-called
AES naive Sbox, i.e. the inversion in Fam, which satisfies these conditions.

A natural question then arises from these examples: does there exist any
cipher of the form SPNg for which the two-round MEDP is not achieved by a
minimum-weight differential? We now investigate this problem, and first exhibit
some general families of ciphers for which this situation cannot occur.

3.3 Number of characteristics within a given 2-round differential

For the sake of simplicity, for any differential (a, M(b)), we denote by (a, ¢, M(b))
the corresponding characteristic where ¢ is the codeword in Cpq defined by the



concatenation of the input and output differences of the first diffusion layer.
With this notation, we have

EDPy(a, M(b)) = > EDCPy(a,c, M(b)) .
ceCpm:
Supp(c)=Supp(a,b)
In this differential, each characteristic having a nonzero probability is defined by
a codeword in Cpq whose support is equal Supp(a,b). Therefore, we define the
weight of the differential as the weight w = wt(a) + wt(b). Then, the number of
characteristics within a given differential (a, M(b)) of weight w is defined by

Ay(a,b) = #{c € Ca : Supp(c) = Supp(a, b) and EDCP4(a, c, M(b)) # 0}
= #{c € Ca : Supp(c) = Supp(a,b), 57 (as, ;) # 0,Vi € Supp(a)
and 6% (ct44,b;) # 0,V4 € Supp(b)} .

A first criterion to determine whether the two-round expected differential
probability is maximized by a minimum-weight differential or not consists in
estimating the number of characteristics involved in a differential having a given
weight w. Since we only consider diffusion layers which are linear over Fom, the
codewords in Caq having a given support can be gathered in bundles as pointed
out in [13]: if ¢ belongs to Caq, then the whole bundle P(c) = {v¢, v € Fin}
is also included in Cx4. It follows that the number of codewords in Caq having
a given support is always divisible by (2™ — 1). Moreover, for any pair (a, 3) €
(F5..)%, the values 6% (a,v3), when 7 varies in F3,., correspond to a row of
the difference table of S. Since these coefficients are all even and sum to 2™,
we deduce that, for any permutation S, at least 2! — 1 coefficients among
all (6%(a,vB),v € F4.) vanish, with equality if and only if S is APN. It then
follows that, for any ¢ € Cay,

#{c € P(c) : EDCPy(a,c/, M(b)) # 0} < 2™~

Differentials of weight w = t + 1. Recall that we focus on the case where
the diffusion layer has maximal branch number, i.e., where Cyq is MDS. It is
well-known (e.g. [20, Page 319]) that if Cyq is an MDS code of length 2¢ and
dimension t over Fom, then for each support of size (¢ + 1), there exist exactly
(2™ — 1) codewords (i.e., one bundle) having this support. From the previous
discussion, we deduce that, for any minimum-weight differential (a, b)

.At+1(a, b) < gm—1,

Differentials of weight w = t 4+ 2. We now provide a similar upper bound
on the number of characteristics within a differential of weight (¢ + 2).

Proposition 1. Let M be an Fom-linear MDS permutation of FL... Then, for
any differential (a,b) of weight (t + 2), we have

Apia(a,b) <2m7H2™ — (t+1)).



Proof. From the previous discussion, we only have to prove that, for any support
I of size (t + 2) there exist exactly (2™ — (¢t + 1)) distinct bundles having I
for support. Let J = {i1,...,i;—2} be the set formed by the 2t — (¢t + 2) =
t — 2 coordinates which do not belong to I. The codewords whose support is
included in I then correspond to the codewords which vanish on J. Using that
any t coordinates of Cxq is an information set [20, Page 321], we deduce that
there are exactly (22 — 1) nonzero codewords whose support is included in I.
Since we count the number of codewords whose support is equal to I, we need
to remove the codewords of weight (¢ + 1) from the previous set. As previously
mentioned, for any support of size (¢ + 1), there exists one bundle having this
support. Since I contains (¢ + 2) subsets of size (¢ + 1), we need to remove
(t+2)(2™ — 1) codewords from the previous set. It follows that the number of
codewords having I for support is

22 1 —(t+2)2" - 1) = (2" - 1)(2™ — (t+ 1)) .

Therefore, Cyq contains exactly (2™ — (¢ + 1)) bundles having I for support,
implying that
Apya(a,b) <2m7H2™ — (¢ +1)).

O

Most notably, we deduce from this formula that, when ¢ = 2™~ A;,5 may be
limited by the maximal value of A;11. Some application of this result will be
detailed in the next section.

4 SPN with an APN Sbox

In this section, we focus on the block ciphers SPNy which use an APN Sbox.
These ciphers are of particular interest in our context since the whole differential
spectrum of the Sbox is known. It follows that, for any characteristic within a
differential of weight w has probability either 0 or 2=~ Then, we deduce
that the expected probability of a differential of weight w only depends on the
value of A, (a,b):

EDP;(a, M(b)) = 27D A, (a,b) .

It follows that there exists a differential (a,b) of weight (¢ + 2) whose prob-
ability is higher than the probability of any minimum-weight differential if and
only if, for any («, 8) of weight (¢t + 1),

2= =1) 4, o (a,b) > 27 DD 4, (a0, B)

or equivalently

Agioa,b) > 2" Ay (o, B)
From Proposition 1, we know that A;;2(a,b) < 2™~1(2™—(t+1)), implying that
this situation can only occur if all minimum-weight differentials («, 8) satisfy

Aii1(a, 8) < (2" = (t+1)) . (6)



For given parameters m and ¢, we can then directly deduce that, if the number of
characteristics in a minimum-weight differential exceeds some bound, then the
two-round MEDP cannot be achieved by a differential of weight (¢ + 2).

4.1 APN Sboxes over Fg

We now show that, if S is an APN permutation over Fos (i.e., m = 3), then the
maximum EDP is always achieved by a minimum-weight differential. This result
is mainly due to the particular properties of 3-bit APN permutations.

Properties of APN Sboxes over Fg. Since a permutation of Fom has degree
at most (m — 1), all APN Sboxes over Fg are quadratic, and their inverses are
also quadratic. Therefore, they are crooked [2, 18], i.e., for any nonzero a € Fas,
the set {b € Fys : 6%(a,b) = 2} is an affine hyperplane of Fys. Furthermore,
it is known that all these affine hyperplanes are distinct [7, Lemma 5|. Since
the inverse S™! is also a crooked permutation, the same property holds for the
columns of the difference table of S: for any nonzero b, the set {a € Fas
6% (a,b) = 2} is an affine hyperplane and all these hyperplanes are distinct.

Minimum-weight differentials. From this algebraic structure, we deduce the
maximal value of the expected differential probability of the minimum-weight
differentials.

Proposition 2. Let S be an APN permutation of Fos. For any integer t and
any Fos-linear MDS diffusion layer M over (Fys3)t, the block cipher of the form
SPNr(3,t,S, M) satisfies

_ 92t
max EDPy(a, M(b)) =27
wt(a,b)=t+1

Proof. Let I = {iy,...,it11} be a subset of {1,...,2¢t} of size (¢ + 1). Our aim
is to exhibit a pair (a,b) whose support equals I and such that A;11(a,bd) = 4.
Such a differential leads to the result since A;yi(a,b) = 4 is the highest value
we can have for a minimum-weight differential. Let ¢ be a codeword in Caq with
Supp(c) = I since such a codeword always exists. Let us choose some nonzero
element a;, € Fys. Then, we consider the set H = {3 : 6%(a;,, 3) = 2}. Then H
is an affine hyperplane. We now define

I'={c¢'\ A€ H}.

Obviously, I' is also an affine hyperplane. Then, the four codewords in the
bundle of ¢, ¢ = ¢ with v € I', satisfy

51‘2(0‘1'17621) = 6187(0‘1'17)‘05161'1) =2

Moreover, for any position 7; in I with ¢; < ¢, the coordinates of these four code-
words at position i; vary in the set ¢;; I" which is an affine hyperplane. Therefore,



there exists some a;; such that this set corresponds to {/3 : 51‘§(aij ,B) = 2}. Simi-
larly, for any position i; € I with i; >, there exists some b;; such that the affine
hyperplane ¢;, I" corresponds to {a : §(«,b;;) = 2}. For this choice of (a,b), we
get that, by construction,
At+1(a> b) =4,
implying that
EDPy(a, M (D)) = 4 x 2720+ — 9=2t

a

It is worth noticing that we have proved a more general result: for any bun-
dle, we can find a pair (a,b) such that the corresponding differential includes
four characteristics from this bundle having a nonzero probability. However, this
does not enable us to determine the maximum EDP for higher-weight differen-
tials since the involved codewords correspond to several bundles, and we cannot
control the different bundles together.

Higher-weight differentials. Since Cp4 is an MDS code over Fg, we have that
t is at most 4. Moreover, we deduce from (6) that the maximum two-round EDP
cannot be achieved by a differential of weight (¢ + 2) when ¢t = 4 since it would
imply that all minimum-weight differentials would satisfy A;11(a,b) < 3 while
we have proved that A;y1(a,b) can be equal to 4.

Then, we need to examine all linear MDS codes of length 2t and dimension ¢
over Fg for t € {2,3}. For each of these codes, we have computed the highest
value of A;12(a,b) we can get for all (a,b) of weight (¢ + 2). Since the difference
tables of all crooked Sboxes over Fg have the same structure, the maximal value
of Asyo(a,b) over all (a,b) having a given support I corresponds to the largest
set I" of codewords ¢ with support I such that, for each i € I, ¢; for all c € I
belong to the same affine hyperplane.

For t = 2, the previous quantity has been computed for all [4, 2, 3]-codes over
Fs. For all of them, we get that the maximal value for A4(a, b) is equal to 8. We
then deduce that

max EDPy(a, M(b)) = 2% and max EDPy(z, M(y)) =278 x 8 =275,
w;l(jb,):i% wtl&iy,)?iék
Then, the two-round MEDP is achieved by a minimum-weight differential only.

For ¢ = 3, we have computed the highest possible value of As(a,b) for all
[6, 3, 4]-codes over Fg, and we have obtained that for all these codes, the maximal
As(a,b) is 4, implying that

max EDP3(a, M(b)) = 2% and max EDPy(z, M(y)) =27 0x4 =278,
wz:l(f7b’):4 wtz(f7y’)y:5
Moreover, it can be checked that, for all these codes, the maximal Ag(a, b) is 32,
implying that
max EDPy(z, M(y)) =272 x32=2"".

z#£0, y
wt(z,y)=6



We then deduce the following result.

Proposition 3. Let S be an APN permutation of Fos. For any integer t and
any Fas-linear MDS diffusion layer M over (Fas)t, the block cipher of the form
SPNr(3,t,S, M) satisfies

MEDP, = 272,

and this value is achieved by some minimum-weight differentials only.

4.2 APN Sboxes over F3;

APN permutations over F3o have been classified in [6] up to equivalence. But
since APN permutations over F3o do not have the same algebraic structure
as APN permutations over Fg, each function from this classification has to be
studied. Moreover, the number of MDS codes with these parameters is also much
higher than in the previous case.

We have then computed the maximal value for A;, for several APN permu-
tations and MDS permutations with ¢t = 2, 3. For ¢t = 2, we have always observed
that the maximal A4;;1 is at least 10. We should then find some differential of
weight 4 with A4 > 10 x 2571 = 160 to reach the same EDP than the best
minimum-weight differential. However, the highest values we have observed for
Ay are between 83 and 92. In other words, the maximum EDP for a differential of
weight 4 is slightly higher than half of the maximum EDP for a minimum-weight
differential.

For t = 3, we have observed that the maximal A, is at least 9. We should
then find some differential of weight 5 with A5 > 9 x 2571 = 144, while the
highest values we have observed for Ajs lie between 54 and 60.

5 MEDP; can be tight for a differential of non-minimal
weight

It seems that the number 4, of characteristics having a nonzero probability
in a differential of weight w > ¢t + 1 cannot be large enough to achieve a two-
round EDP higher than the one which can be obtained with minimal-weight
differentials. However, in the previously studied cases, the highest probabil-
ity of a minimal-weight characteristic is always equal to the maximal value
(A(S)/2™)!+1. If the probability EDPy is minimized for any minimal-weight
differential, that is, if the number A, ; is small and the probabilities of the con-
stituent characteristics are different from (A(S)/2™)!*1, it should be possible to
have a differential of weight w > ¢ + 1 which has a higher probability than all
minimal-weight differentials.

5.1 Examples where MEDP; is tight for a differential of weight
(t+2)

Sboxes such that only a few entries in the difference table are equal to A(S)
are a good choice to avoid the existence of characteristics with probability



(A(S)/2m)t+! within any given minimum-weight differential. But for differen-
tials of weight ¢ 4+ 2, the probability of a characteristic also needs to be high.
An Sbox with 4 to 6 entries in the difference table equal to A(S) seems to be
a good tradeoff, as shown in the following examples. Note that the Sboxes are
defined over the vectorial space F45" while the diffusion layer is defined over the
field Fom, as it is done in many concrete specifications (using the binary repre-
sentation may be relevant to choose the Sbox, for instance in order to minimize
the number of gates).
Let S be a permutation of F3 defined by

z (01234567
S(x)[01234675

Its differential uniformity is A(S) = 4 and there are 6 coeflicients equal to 4 in
its difference table. Then there exist some Fg-linear permutations with maximal
branch number such that there are differentials of weight (¢ 4 2) having a higher
probability than all minimum-weight differentials. An example of such a diffusion

layer with ¢t = 2 is
[ a a+1l
M= <a2a2+1>

where « is a root of X3 + X + 1. We compute the exact value of EDP, for all
minimum-weight differentials first and then for differentials with weight d+1 = 4.
We obtain:
EDP b)) =271
max 2(a, M(b))
wt(a,b)=3
as there is only one characteristic of probability 27# in the differentials having
the highest probability, and
max EDPy(z, M(y)) =27
z#0,y
wt(x,y)=4
as there are some differentials of weight 4 composed of two characteristics of
probability 2.

Let S be a permutation of F3 defined by

x (012345678 9101112131415
S(x)[0215491581211 6 7 3 141013

Its differential uniformity is A(S) = 6 and there are 4 coeflicients equal to 6 in
its difference table. Then there exist some Fg-linear permutations with maximal
branch number such that there exist some differentials of weight (¢ + 2) having
a higher probability than all minimum-weight differentials. An example of such
a diffusion layer with t = 4 is

1 1 ad a?

M= o +a+1 1 1 o +a
- a? o +1 1 oad+a?+1
a?+1 ad+a’+aadd+a 1



where a is a root of X4 4 X 4 1.
We compute the exact value of EDPy for all differentials of a given weight.
We obtain

max, EDPy(a, M(b)) = 1,2656 x 278, max EDPy(a, M(b)) = 1,4238 x 278
wt(a,b7):5 wt(a,b7):6

max, EDPy(a, M(b)) = 1,0942 x 270 and max EDPy(a, M(b)) = 1,292 x 2712,
wt(a,b’):7 wt(a,b’):8

5.2 Example where MEDP, is tight for a differential of weight
(t+3)

Similarly, we can exhibit an SPN whose two-round MEDP is achieved by some
differentials of weight (¢ 4+ 3) only.
Let S be a permutation of F3 defined by

x [012345 6 7 8 9101112131415
S(x)[04379141112101315 8 6 5 2 1

It has differential uniformity A(S) = 8 and has 4 coefficients equal to 8 in its
difference table. An example of an MDS diffusion layer with ¢ = 3 such that
there are differentials of weight ¢ + 3 = 6 having a higher probability than all
differentials of weight (¢t + 1) or (¢t +2) is

1 « A +a?+a
M = o2 a+ldd+a?2+a+1
a?+1a?+1 oa®+1

where « is a root of X4 4+ X + 1.
By computing the exact value of EDP for differentials with the same weight,
we obtain:

max EDPy(a, M(b)) = max EDPy(a, M(b)) =276

a#0,b a#0,b
wt(a,b)=4 wt(a,b)=5
and
max EDPy(a, M(b)) = 524288 x 2724 =275
wt(a,b7)=6

In these two examples, the Sboxes are such that there are only a few entries
in their difference table which reach the maximum value A(S). Conversely, in
the previous section, we have proved that the two-round MEDP is achieved
by minimum-weight differentials when the Sbox is an APN permutation, that
is, when all the nonzero coefficients of the difference table achieve the maximal
value. Then we can wonder whether, when the number of entries in the difference
table of the Sbox which are equal to the differential uniformity exceeds some
bound, we can deduce that the two-round MEDP is tight for some minimum-
weight differential only.



6 Conclusions

In this work, we have shown that the form of the minimum-weight codewords
associated to the diffusion layer in an SPN affects the two-round MEDP. More-
over, we have exhibited for the first time some SPN such that the two-round
MEDP is achieved by some differentials of weight higher than the branch num-
ber. On the other hand, we have also proved that this situation cannot occur in
some cases, for instance when the Sbox is an APN permutation of Fg. But, we
give some concrete examples of round functions for which the highest differen-
tial probability is not achieved when the number of active Sboxes is minimized.
This observation means that, while the branch number provides an upper bound
on the two-round MEDP in any AES-like cipher [15,12], an attacker searching
for the best two-round differential has to consider all possible number of active
Sboxes.
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