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Abstract This paper investigates ciphers where the set of encryption functions is
identical to the set of decryption functions, which we call reflection ciphers. Equiv-
alently, there exists a permutation P, named the coupling permutation, such that
decryption under k corresponds to encryption under P(k). We study the necessary
properties for this coupling permutation. Special care has to be taken of some
related-key distinguishers since, in the context of reflection ciphers, they may pro-
vide attacks in the single-key setting. We then derive some criteria for constructing
secure reflection ciphers and analyze the security properties of different families
of coupling permutations. Finally, we concentrate on the case of reflection block
ciphers and, as an illustration, we provide concrete examples of key schedules cor-
responding to several coupling permutations, which lead to new variants of the
block cipher PRINCE.
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1 Introduction

Among all design strategies used for reducing the implementation cost of a cipher,
one option consists in minimizing the overhead of decryption on top of encryption.
This feature was essential when encryption was performed by heavy cipher ma-
chines since having two different machines, one for encryption and a different one
for decryption was unthinkable. This issue was then solved a century ago by Arthur
Scherbius who introduced a reflector into the Enigma machine, that means an in-
volutive transformation M which is applied to the initial permutation and which is
followed by the inverse permutation. Then, for any key, the encryption function has
the form Ej, = F~' o M o F, implying that it is an involution. However, involutive
ciphers present serious flaws, including the fact that any involution can be easily
distinguished from a randomly permutation by the number of its fixed points. This
type of weaknesses has been exploited for cryptanalyzing Enigma. Instead, a clas-
sical solution consists in constructing a cipher based on involutive building-blocks.
For instance, the different round permutations can be chosen within a family of
involutions parameterized by a round key, i.e., B, . k) = Fk, 0...0 Fy, o F,
where all F; are involutions. Then, the decryption function under the round-key
sequence (k1,...,kr) is equal to the encryption function under the same round-key
sequence but in reverse order, i.e. Rev(ki,...,kr) = (kr,...,k1). Obviously, Feistel
ciphers are the most prominent examples of this construction [13]. But, since the
round key sequence is usually derived from a master key, i.e., (k1,..., k) = KS(k),
the choice of the key expansion KS has a major influence both on the security and
on the implementation cost of the cipher. Indeed, KS should obviously be chosen
such that KS(k) does not provide any palindromic round-key sequence. Otherwise,
the cipher would have some weak keys under which the encryption is an involu-
tion. Moreover, computing Rev(KS(k)) requires either the storage of the whole
round-key sequence, or the implementation of the reverse key expansion function,
like in the DES, for instance.

The implementation overhead due to the reverse key schedule can be avoided
by designing a cipher such that the family of decryption functions obtained for all
master keys is exactly the same as the family of all encryption functions. In other
words, for any master key k, there exists another key k’ such that decryption with
key k corresponds to encryption with &’. This has been used in [6] for the block
cipher PRINCE, more precisely for its core cipher PRINCE¢ore, where k' = k@« for
some constant «. However, we could think of a more general setting where there
exists some permutation P of the key space such that, for any key k,

(By) ™' = Epuy (1)

Such ciphers will be called reflection ciphers and the permutation P the cou-
pling permutation. As previously explained, reflection ciphers obviously include all
constructions with involutive round functions, like Feistel ciphers. In this case,
the coupling permutation is P = Rev. RSA is also a reflection cipher and in
this case, the coupling permutation is secret: P is the permutation of the set
{z e {2,....,(p—1)(¢g—1) =1} : ged(z,(p—1)(¢ — 1)) = 1} corresponding to
inversion modulo (p — 1)(q — 1), where p and ¢ are two distinct prime numbers.
One of the main motivations of this general setting is to improve the key-
schedule of the block-cipher PRINCE. Indeed, the core cipher of PRINCE follows
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the general construction depicted on Figure 1, which leads to a reflection cipher
with coupling permutation P(k) =k @ a.

ko ko k, k+a b+ a ksta ki+a k+a

K
7”‘€L Ry $ Ry ‘49*" R, HD Ru [ er‘Ja‘—J}RQI $ RHAB-C

Fig. 1 Construction used in PRINCE,,re where the middle round Rj; is an involution. The
resulting cipher is a reflection cipher with coupling permutation P(k) = k & a.

But in this construction the key size is limited to the block size (which is
64 bits only). The solution chosen by the designers of PRINCE to increase the key
size consists in adding an independent whitening key at the beginning and at the
end of the cipher. However this construction is not optimal and raises security
questions [7,15,10]. Designing a secure key-schedule for reflection ciphers with n-
bit block size and 2n-bit key size is therefore an open issue which is addressed in
this paper.

Our Contribution.

This work mainly aims at studying the properties of reflection ciphers and at
deriving several universal conditions on how the coupling permutation P should be
constructed. We start by exhibiting very general properties, showing for example
that a coupling permutation should be an involution and that fixed points should
be avoided (cf. Section 2). A class of coupling permutations of particular interest
is the class of affine permutations as such functions permit in general very efficient
implementations. We study therefore this case and describe criteria that should
be verified so that the general properties exhibited before hold for these functions.

Obviously, reflection ciphers are not ideal in the related-key setting since the
relation (E;)~! = Ep() allows to easily distinguish them from an ideal cipher.
We therefore explicitly exclude related-key attacks here. However, an important
observation is that some related-key distinguishers may have a practical impact
since they provide attacks in the single-key model, in a scenario where an attacker
has access to both the encryption and the decryption operations. Therefore we
study the influence of the choice of P on such attacks, in particular on differen-
tial related-key distinguishers. We elaborate on the trade-off between the size of
(possibly weak) key classes and the minimal Hamming weight of the difference
P(k) @k introduced by comparing the encryption with the decryption process. We
investigate different kinds of coupling permutations such as affine permutations,
including functions based on bit permutations, nonlinear permutations and some
combinations of those by analyzing for each case the impact of related-key distin-
guishers (cf. Section 3). We show in particular, that each family of functions can
offer different trade-offs between the two above quantities.

In Section 4 we narrow down the scope and focus on key-alternating block
ciphers by emphasizing on ciphers with n-bit block size and 2n-bit key size, like
PRINCE. We present two specific constructions for such ciphers. We then derive
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from the previous theoretical results several examples of key-schedules correspond-
ing to different coupling permutations for the case n = 64, which provide alterna-
tive key-schedules to the cipher PRINCE [6].

2 General Criteria For the Coupling Mapping

In this section we derive criteria for the coupling mapping P. These criteria are
general and can be applied to different settings. For the rest of this paper, x denotes
the key size and n the block size of the cipher. Therefore, the coupling mapping
is a function from F5 into F5.

2.1 Cycle structure of the coupling mapping

It is clear that Relation (1) makes sense only when the coupling mapping P is a
permutation: otherwise, there exists a subset of the key space which leads to the
same family of encryption functions. Moreover, Relation (1) implies that

Ek = Ep2i(k)7 Vi 2 ].7

for any key k. Then, if P is not an involution, several keys again lead to the same
encryption function, implying that the effective size of the key space is reduced.
Therefore, we focus on the case where P is an involution.

Fized points of the coupling mapping. Fixed points of P correspond to weak keys
for the cipher, since the corresponding encryption functions are involutive. Indeed,
random involutions can be distinguished from random permutations by using the
fact that such involutions over F4§ have 2% +0(1) fixed points, whereas a randomly
chosen permutation has O(1) fixed points [14, Page 596]. This weakness is well-
known and has been exhibited in several works, including [26]. It is worth noticing
that, in the particular case of an iterative construction of the form Ej, = F~loMoF,
E}, has exactly the same number of fixed points as the middle round M (and more
general the exact same cycle structure). This fact has been exploited for weak
keys in DES where the middle round is the swapping of the two halves, which has
exactly 232 fixed points [9], and also in Enigma where the reflector has no fixed
points.

Fixed points of the coupling mapping also introduce weaknesses when FE is not
used directly as an encryption function, but is modified by the FX-construction [5,
21]. This construction (aka the Even-Mansour construction [11]) extends a block
cipher E with a s-bit key to a block cipher with a (x4 2n)-bit key by XORing two
n-bit secret whitening keys to the input and the output of the cipher respectively.
If the reflection cipher E is used as inner cipher in the FX-construction, fixed
points in the coupling mapping can be exploited by the attacker to recover some
information on the whitening keys (see Section 4.2 in [6]).
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2.2 Affine coupling mappings

In this section, we focus on the case where P is an affine mapping, which is of
particular interest as affine functions permit efficient implementations. We provide
here some simple characterizations of affine involutions without fixed points, based
on elementary algebra. To avoid any ambiguity, we draw attention to the fact that
elements in F5 are seen as row vectors, and that linear permutations are written
x — xM for some matrix M.

Proposition 1 Let P be an affine function of F5. Then, the following statements are
equivalent:

(i) P is an involution without any fized points.

(i) L : x — P(z) + P(0) is an involution and P(0) belongs to Ker ¢ \ Im ¢, where
é=L+1d.

(111) ¢ : x> P(x)+ P(0)+ =z satisfies Im ¢ C Ker ¢ and P(0) belongs to Ker ¢\ Im ¢.

Proof First, it is clear that P has a fixed point z¢ if and only if ¢(zo) = P(0), i.e.,
P(0) belongs to Im ¢. Moreover, by writing P(z) = ¢(z) +z+ P(0), we deduce that
P(P(0)) = 0if and only if ¢(P(0)) = 0, i.e., P(0) € Ker ¢. Then, P(0) € Ker ¢\Im ¢
if and only if P has no fixed points and P(P(0)) = 0.

Let us now show that the other conditions in (ii) and (iii) are equivalent to the
fact that P%(z) = x for all nonzero z. For any x, we have

P(P(z)) = L(L(z) + P(0)) + P(0) = L(L(x)) + (L + 1d)(P(0)) = L(L(x)).

Since L(L(0)) = 0 by definition of L, we deduce that P(P(z)) = z for all
nonzero z if and only if L is an involution. Similarly, we have

P(P(x)) = (L(2)) + L(z) = ¢(¢(z)) + ¢(z) + ¢(z) + 2 = ¢(6(x)) + =.

Then, for any nonzero z, P%(z) = z if and only if ¢*(z) = 0. This is equivalent to
Im ¢ C Ker ¢, but equality does not hold since P(0) € Ker ¢ \ Im ¢. O

It is worth noticing that the condition Im ¢ C Ker ¢ implies that dim Ker ¢ > /2.
Also, the previous proposition recovers the result from [24, Lemma 1]: any linear
involution over F§ has at least 26/2 fixed points, since we have proved that P is a
linear involution if and only if Im ¢ C Ker ¢.

Coupling mappings based on bit permutations.

When L : z — P(z) + P(0) corresponds to a bit permutation, we can derive a
very simple characterization of the mappings which satisfy the conditions of the
previous proposition.

Lemma 1 Let 7 be a permutation of {1,...,k} and M the corresponding k X K per-
mutation matriz, i.e., My; = 1 if and only if j = =(i). Then, the dimension of
Ker(M + 1d) is equal to the number of cycles of m. Moreover, there ezists some
a € Ker(M +1d) \ Im(M + Id) if and only if ™ has a cycle of odd length.
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Proof We number the positions in a way that all positions within a cycle of =
are consecutive. More precisely, if 7 has ¢ cycles, {1,...,x} is partitioned into
c intervals {¢;,...,¢;41 — 1}, 1 <i<¢, where {1 =1, {41 =rk+1 and

N g+ rifje{t,. . b -2}
“(J)_{ei ifj =i —1

Then, (M + 1Id) is a block matrix

A1 0 ..l 0 110 ...0
M= 0 A20 ...0 with A; = 011 .0
0 ...... 0 Ac 100 ...1

where each A; is a (€11 — £;) x (€41 — £;) matrix if ;41 — £; > 2, and A4; = [0]
if 4,41 = ¢; + 1. It follows that Ker(M + Id) is the subspace of dimension ¢ such
that all bits within {¢;,...,¢; 41 — 1} with £;41 — ¢; > 2 are identical. Moreover,
Im(M +1d) is the subspace formed by all vectors z such that

0;—2
v,o1= @ @, VI<i<cwith by —£>2.
jzéi—l

In other words, the last bit in each cycle of length at least 2 is a parity bit. By
using that a cycle composed of identical bits has a valid parity bit if and only if
its length is even, we deduce that there exists some element in Ker(M + Id) and
not in Im(M + Id) if and only if 7 has a cycle of odd length. O

By combining the previous lemma with the second characterization in Proposi-
tion 1, we derive the following.

Corollary 1 Let w be a permutation of {1,...,k} and M the corresponding k X k per-
mutation matriz. Then, there exists a such that x — xM + « is an involution without
fized points if and only if © is an involution with at least one fixed point.

In Section 4.2 of [6] the authors explain that the coupling mapping P(k1, k2)
= (k2,k1) + (o, @) should be avoided for any choice of the constant «. Indeed,
this mapping presents an obvious class of weak keys, that can be easily detected:
all keys (k1,k2) with ka = k1 + « are fixed points of P. Then, the corresponding
encryption function is an involution. This unwanted behavior can now be explained
by Corollary 1. Indeed, the bit permutation 7 in the above coupling mapping is
only composed of cycles of length 2.

All affine involutions P analysed in the rest of the paper are assumed without
fixed points.

3 Impact of related-key distinguishers

The class of ciphers considered here has trivial related-key distinguishers. How-
ever, any class of related-key distinguishers for a reflection cipher involving both
E}j and its inverse, i.e., Ep (), provides a distinguisher in the single-key setting. So,
at least in scenarios where an attacker can be assumed to have access to both the
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encryption and the decryption operations, the existence of some related-key distin-
guisher must be investigated with care. There are at least two different approaches
(and a trade-off between both):

— The coupling mapping P can be designed in such a way that the relation
between k and P(k) is so complicated that any good related-key distinguisher
can only be exploited for a very small number of keys. For instance, if almost
all values k + P(k) differ when k varies, then any good related-key differential
distinguisher (involving keys which differ by a constant) defines very few weak
keys only.

— The coupling mapping P can be designed in such a way that, for any k, a distin-
guisher involving both k and P(k) is unlikely to exist. For instance, choosing
P(z) = = + « as in [6], where a is a randomly chosen constant with a high
Hamming weight, follows this approach. One may expect that there are no
related-key distinguishers involving two keys with difference «, but, on the
other hand, if such a distinguisher exists, then all keys will be weak.

3.1 Related-key differential distinguishers

It is well-known that a given block cipher cannot be secure against all types of
related-key distinguishers. Indeed, there exist some sets of related-key derivation
functions which allow to build a distinguisher with overwhelming advantage for
any cipher [4,17,1]. Here, we focus on the set of additions with a constant, which is
one of the most relevant and sound families of related-key derivation functions [4].
In other words, we investigate the existence of related-key distinguishers involving
keys k and k' =k + 6.

In this context, the mapping ¢ : z — P(z) + z + P(0) and the set Im(¢) =
{z + P(z) + P(0),z € F5} play an important role. Let N denote the size of this
set. We have N < 277! since both z and P(z) have the same image under ¢
and are distinct because P has no fixed points. Then, ¢ defines an equivalence
relation on the keys, namely the key space is partitioned into N equivalence classes
Ks :={k : k+ P(k) = ¢}. Each of these classes corresponds to a potential class
of weak keys that may result from the existence of a related-key distinguisher
involving keys k and k' = k+ 4. All these key classes have size at least 2, and their
average size is 2"/N.

So, there is a trade-off between two quantities: the maximal size of a key class
Ks and the minimum weight of the set {4 : K5 # 0}. In the following, the relation
between these two quantities is investigated from a theoretical point of view, first
when P has degree 1, and then for some particular nonlinear mappings. Later, in
Section 4, some concrete constructions of key-alternating reflection ciphers will be
presented in which the minimum weight of {4 : K5 # 0} affects the existence of
efficient related-key distinguishers.

3.2 When P is affine

When P has degree 1, all non-empty key classes K5 are affine subspaces of F§
of the same dimension, since they are all cosets of Ker ¢. Therefore, the minimal
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possible dimension for the key classes is (k + 1)/2 (see Prop. 1). But, we can also
show that the minimum weight of {z+ P(z)} is upper-bounded by the dimension of
the non-empty Kg5. Moreover, it is possible to characterize all involutions P which
achieve this bound.

Proposition 2 Let P be an affine involution over F§ without fized points. Let p denote
the dimension of the non-empty sets Kg = {z : x+ P(z) = &}. Then, p > k/2, and

min wt(x + P(z)) < p.
IS

Proof Let ¢ : x — P(x)+z+ P(0) and C be the code corresponding to Im(¢). Then,
all sets Ks = {z : o+ P(z) = &} are cosets of Ker ¢, implying that p = dim Ker ¢ =
k& — dim C. Moreover, the minimum weight of {(z + P(z)),z € F5} = P(0) +C is
equal to the Hamming distance between P(0) and C, where P(0) ¢ C. The highest
possible value for dg(P(0),C) corresponds to the covering radius of C, which is
a linear code of length x and dimension (k — p). And, it is well-known that the
covering radius of a linear code of length x and dimension (x — p) does not exceed
k — (k — p) = p, see e.g. Proposition 2 in [8]. O

The following proposition now characterizes the affine involutions for which
the previous upper-bound is tight.

Proposition 3 Let kK and p be two integers, k < 2p. The permutation P is an affine
inwolution over F5 such that

min wt(z + P(z)) =p and dim{z :z+ P(z) =} =p, Vé € Im(P +1d)

xRy

if and only if, up to a permutation of the coordinates of x and of P(z),

ZB ZBZ 0
Plzx)=xz+zM+ P0) withM=| B BZ 0
Cc CzZ 0

where Z is a (k — p) x t matriz, 0 < t < k — p, having t distinct nonzero rows, all
of weight 1, B is a t X (k — p) matriz, C is a (p — t) x (k — p) matriz such that
rank M = k —p, 1B+ 1C =0 and P(0) = (u,Z7u, 1) with w € F5~ P, and 1 denotes
the all-one word.

Proof First, we prove that M and P(0) should have the prescribed form. Let ¢ :
z + P(z) 4+ = + P(0). Since dim{z : x4+ P(z) = 6} = p, C = Im¢ is a linear
subspace of F5 of dimension (x — p). Let G be a (k — p) x k matrix whose rows
form a basis of C. Up to a permutation of the coordinates, we can assume that the
first (k — p) columns of G are linearly independent. Thus we can choose

G = (Idk—p,R) ,

for some (x—p) x p matrix R. Then, C corresponds to all words z such that zH = 0,

for
R
i = <1dp) :

Now, by hypothesis, there exists some element o = P(0) € F5 such that the
minimum weight of (zo + C) equals p. This equivalently means that there exists
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some so € FL such that, for all y € F§ with wt(y) < p, we have yH # sg. Indeed,
by setting so := woH, we have that for each z € F5, xH = sp if and only if
x € xo + C. Then, if y € F5, with wt(y) < p, we have y € zo + C, or equivalently
yH # so. Clearly, sp should be the all-one vector. If not, i.e. if wt(so) < p, then
y=1(0,...,0,s0), satisfies wt(y) < p and yH = so. Moreover, all rows of R should
have weight at most 1. Otherwise, if there is a row of weight w > 1 in R, then
so can be obtained by summing this row and (p — w) rows from the lower part
of H, implying that yH = so for some y of weight (p — w + 1) < p. Let now ¢
denote the number of nonzero distinct rows in R, 0 < ¢t < k — p. Since each row
has weight 1, R has exactly (p —t) columns which vanish. Then, we can rearrange
the last p columns of matrix G such that R = (Z,0) where Z is a (x —p) X t matrix
whose rows have weight one. By definition of M, C = Im ¢ is the linear subspace
spanned by the rows of M. We then deduce that each row of M is of the form
(u,uZ,0), u € F5~P. Therefore, we can decompose

AAZOQ
M=|BBZ0 |,
cCz0

where each row and each column in the matrix is decomposed as an element in
F57P x Fh x F2~*. Moreover, P is an involution without fixed points if and only
if Im¢ C Kero and P(0) € Kere¢ \ Im@p. Any element in Im¢, i.e., any word
z = (u,uZ,0) must then satisfy xM = 0. We have

(u,uZ,0) M = (uA+uZB, (uA+uZB)Z,0) ,

implying that A + ZB = 0. Moreover, P(0) should be such that P(0)H is the
all-one vector. Thus, P(0) belongs to the coset of C defined by the vector having
its first (k — p) coordinates equal to 0 and its last p coordinates equal to 1, i.e.,

P0) = (u,uZ +1,1) .

The condition P(0) € Ker ¢ corresponds to uZB+ (uZ+1)B+1C =1B+1C =0.
Then, P has the prescribed form. Finally, it is easy to check that any M and
P(0) with the prescribed form define an involution having the required properties.
Indeed, P is an involution without fixed points since Im¢ C Ker¢ due to the
structure of M, and P(0) € Ker ¢\ Im ¢. Moreover, any element y € {z+ P(z), x €
F5} can be written as y = (u,uZ + 1,1). Its weight equals wt(y) = wt(u) + (¢t —
wt(uZ)) + p —t. Since uZ corresponds to the sum of wt(u) rows of Z and each row
of Z has weight 1, we deduce that wt(uZ) < wt(u), implying that wt(y) >p. O

Ezample 1 Let k and p be two integers with p > x/2. We consider the mappings
defined in the previous proposition with parameter ¢t = 0. Then, we have

v (20)

where C is a p x (k — p) matrix of full rank and with columns of even Hamming
weight (i.e., 1C = 0). Let v; be the i-th column of C. Then, up to a permutation
of the coordinates of = and z, P is defined by P(z1,...,zx) = (21, ..., 2x) With

I

@ity (@eepy1, . mk) Fog for 1<i<k—p
YT 41 fork —p<i<k
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where «; € Fa for 1 < i < k—p. It can be checked that, for any linearly independent
vectors v; € F5, 1 < i < k — p, of even Hamming weight, this mapping is an
involution, that all non-empty sets {z : * + P(z) = &} have dimension p and all
elements z + P(z) have Hamming weight at least p.

Coupling mappings based on bit permutations.

In the particular case where the coupling mapping is defined by P(k) = kM + «,
where M is a permutation matrix, we can show that the bound of Prop. 2 is not
tight. However, we can precisely determine the minimal (and maximal) weight of
{k+ P(k), k e F§}.

Proposition 4 Let m be an involution of {1,...,k} with f > 1 fized points and M
the corresponding k X t permutation matriz. Let o € Ker(M + 1d). Then,
vk e F5, wt(app) <wt(k+ kM + o) <k — f +wt(app)

where app denotes the f-bit binary word equal to the restriction of a to the coordinates
corresponding to the fixed points of m.

Proof Let us number the positions as in the proof of Lemma 1 and such that the
first f positions correspond to the fixed points of m. Let p’ = £ — % be the number
of cycles of length 2 of w. Then, from Lemma 1, we have

3
2

Im(M +1d) = {(0,...,0,$1,$1,LB2,3§‘2,...,wp/,xp/), (ml,...,a;p/) € FZQ)/}
and Ker(M + 1d) is the subspace of dimension f +p’ = “—gf of all words
(b1,...,bp,a1,a1,a2,0a2,...,0p,apy ) -

Thus, for any k, k(M + Id) + a has weight wt(app) on its first f positions, and
weight between 0 and (k — f) on the other ones, with both bounds being tight. O

Then, when k — kM is a bit permutation with f > 1 fixed points, all key classes
have size Q%f, and the minimum weight of k + kM + « is equal to wt(app) < f.
Therefore, the bound of Proposition 2 is not tight (except when m = Id and
a = 1): the optimal trade-off between the two quantities cannot be achieved by
bit permutations. However, the values of the two quantities obtained for some
bit permutations may be considered as reasonable when a lightweight coupling
mapping is required (such examples will be provided in Section 4.2).

3.3 When P is nonlinear

If we want to reduce the size of all key classes to guarantee that any related-key
distinguisher defines a very few weak keys only, we need to choose a nonlinear
coupling mapping since the key classes for an affine coupling mapping have size
at least 2°2 . We then study the trade-offs between the maximal size of a key
class and the minimal weight of (k+ P(k)) which are achieved by some particular
families of nonlinear coupling mappings. As we will see, some of these mappings
are of theoretical interest only since their implementation cost is too high for a
practical use within a lightweight block cipher. However, investigating non-linear
permutations permits to obtain a better idea of the bounds that can be in general
achieved by coupling permutations.
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3.3.1 Inverse mapping.

The inverse mapping over the field with 2" elements provides a nice example of an
involution where the size of the key classes is minimal. However, it has two fixed
points (0 and 1) which must be excluded.

Proposition 5 Let ¢ be any isomorphism from Fax into F5, and xo = ¢(1). Let P
be the permutation of F5 defined by

P =v|(s7@)" ]

Then, P is an involution without fized points over F5\{0,z0}, and for any §, the set
Ks ={z:z+ P(x) =40} has size either O or 2.
Moreover, for any k > 5, there exists some 1 such that

i t P >2.
Jin w (z+ P(z)) >

Proof P is an involution since (2% —2)? = 1 mod (2" — 1) (i.e., the inverse function
is an involution). Moreover, any nonzero fixed point z of P should be such that
y = ¢~ (z) satisfies y2" 2 = y which is equivalent to y? = 1. This equation does
not have any solution when y ¢ Fo (i.e., when = ¢ {0,z0}).

Similarly, any nonzero element z in the key class K5 = {z : x + P(z) = 6}
should be such that y = ¢~ (z) satisfies

y+y> P =v7(0).

Since y # 0, this is equivalent to y* + ¢’y + 1 = 0 where &' = 1~ 1(§). Moreover,
§' is nonzero because the class {z : z + P(z) = 0} is equal to {0,z0}. Then, this
quadratic equation has 2 solutions if Tr(é’fl) = 0, and no solution otherwise.

It follows that the minimal weight of z+ P(x) when = € F5\{0,zo} corresponds

to the minimum weight of § # 0 such that Tr([w_l(é)]2 72) = 0. Then, we have
that this minimum weight i§ at least 2 if and only if all vectors = € F5 of weight 1
are such that Tr([;/;_l(:r)]2 b_2) = 1. An equivalent condition is that there exists
a basis {b1,...,bx} of For such that Tr(b; ') =1 for all 1 < i < «. In particular,
if {b1,...,bs} is a normal basis, i.e., b; = b21’71, then Tr(bi_l) takes the same value
for all elements in the basis. Therefore, any normal basis {b,..., b2ﬁ71} of Fax such
that Tr(b~!) = 1 leads to an isomorphism ¢ for which the minimal weight of
x + P(z) is at least two.

For any element o € F5x, Tr(a) is the sum of all conjugates of a. Since the
minimal polynomial ma of a is the product of all (X —a?"), it is clear that Tr(a)
is the coefficient of the monomial of degree (deg(ma) — 1) in mq. Moreover, the
minimal polynomial of ™! is the reciprocal of the minimal polynomial of a. We
then deduce that Tr(a~1!) is the coefficient of the monomial of degree 1 in mq.
The existence of a normal basis satisfying the requirements is equivalent to the
existence of a normal element b in Fa~ such that the coefficient of degree 1 of
its minimal polynomial is equal to 1. It has been proved in [12] (see also [18,
Theorem 2.20]) that such an element always exists for x > 5. O
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Ezample 2 For k = 8, we define ¢ by x = 21‘7:0 xiagi — (x0,...,27) where a is
a root of the primitive polynomial X8+ X"+ X%+ X% 4+ X2 + X + 1. Indeed,
{azz,O < ¢ < 7} is a basis of Fys. Then, it can be checked that the minimum

weight of (z + P(z)), for P(z) = {(q/;_l(m))%ﬂ is equal to 2.
3.8.2 A general construction.

Another technique consists in constructing an appropriate nonlinear involution by
P =S50MoS~! where M is an affine involution without fixed points as described
in the previous section, and S is a nonlinear permutation with good differential
properties. More precisely, we focus on the differential uniformity of S, which is
the maximal number of solutions z € F5 for an equation S(z + a) + S(z) = b,
a,b e F5 and a # 0 [23].

Proposition 6 Let M be an affine involution of F5 without fized points with dim Im(M+
Id) = p. Let S be a permutation of F5 with differential uniformity §(S). Then, P =
S oM oS~ is an involution without fized points and satisfies

?é%)g( #{z:x+ P(z) =6} <2P5(9)

and
min wt(x + P(z)) > min {wt(z) tx € U Im(DaS)} ,
T€EFY
a€Im(M+I1d)
where DoS : z — S(z +a) + S(x).
Most notably, if M(z) = 4+ « for some a € F5\{0}, we have

max #{z :z + P(z) = §} < §(5)
SEFY

and
min wt(z + P(x)) > min {wt(z) : x € Im(DaS)} .
zelFy

Proof 1t is clear that P is an involution without fixed points if and only if M is an
involution without fixed points. Moreover, there is a one-to-one correspondence
between both sets {z : x + P(x) = 6} and {y : S(y) + S o M(y) = §}. The set
{y: S(y) + S o M(y) = §} is included within the set

U {v: (M +1d)(y) =a and S(y) + S(y+a) =6} .
a€lFy

Then, we directly deduce the bounds on the cardinality of {y : S(y)+SoM(y) = ¢},
and on the minimal weight of (S(y) + S o M (y)). O

Ezample 3 We choose

st =v| (v @) ]

where 9 is the isomorphism from Fa~ into F% defined by a normal basis {a, a?,...,
a2ﬁ71} with Tr(a~1) = 1. Such a basis exists for any & > 5 as detailed in the proof
of Proposition 5. For z¢ = (1),

P(z) = 5(S(x) + o)
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is an involution over F5 without fixed points and satisfies

{2 if k is odd and min wt(z + P(z)) > 2.

max #{z : 2+ P(z) = 0} = 4 if K is even z€F
2

d€FYy
The fact that P is an involution without fixed points and the maximal size of
a key class are derived from the previous proposition, since the inverse function
over Fax is differentially 2-uniform (resp. 4-uniform) if x is odd (resp. even) [23].
Moreover, this bound is tight since there is a one-to-one correspondence between
the elements in {z : 2+ P(z) = 2o} and the solutions z of (z41)2 "2 422" "2 =1.
The number of solutions of this last equation is 2 if k is odd and 4 if « is even.
Also, the minimal weight of (z + P(z)) is the minimal weight of any element in
the image set of the derivative Dg,S. Then, it corresponds to the minimal weight
of ¥(y) for y € {(z+1)2" 724 22" 72, 2 € Far }. By using the same technique as in
the proof of Proposition 5, we get that

{+1)¥ 2422 = (2 €Fp : Tr(z" ) =0} .

By definition of v, the elements § of weight 1 in F% satisfy y = ¢~ 1(8) = a?
for some 0 < i < k — 1, implying that Tr(y~') = Tr(a™') = 1. Therefore, these
elements y = 1~ (§) do not belong to {(z + 1)%" "2 4+ 22" =2, 2z € Fax}, which
equivalently means that the elements ¢ of weight 1 do not belong to the image set
of the derivative Dy, S.

We will see now how the coupling permutations investigated in this section can
be used inside some cryptographic primitives. We will focus in particular on the
case of key-alternating block ciphers.

4 The Key-Alternating Block Cipher Case

In the rest of the paper we will concentrate on block ciphers and more precisely
on key-alternating ciphers. Having block ciphers with the reflection property has
obvious interest for some cryptographic applications running in constraint envi-
ronments. The recent design of the block cipher PRINCE raised several questions
about the design principles of such ciphers. One such question is related to the key
size of the cipher. In particular, the coupling mapping chosen in PRINCE limits
the key size to the block size, which is too small in most lightweight ciphers. The
approach used in PRINCE for doubling the key length consists in using a whitening
key which is independent from the key of the inner cipher. However, this solution
is not completely satisfactory because the resulting security level does not corre-
spond to what is usually expected from the key size. In this section we analyze
alternative solutions for constructing a key-alternating reflection cipher whose key
is twice as long as the block size.

We start by introducing a general construction for key-alternating reflection
ciphers, which is used in PRINCE. This structure is shown below. It is composed
of a number of round permutations, Ri,..., Rr (and their inverses) along with an
unkeyed involution Rj; in the middle of the structure. We furthermore assume
that all the round-keys k; are derived from a master key k.

Not only PRINCE follows this structure, but also several other block ciphers.
For instance, some alternating-key ciphers with involutive round permutations are
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k’o k2 kr+2 k’27‘71 k2r k27+1

k1 k. ki

Fig. 2 General construction for a key-alternating reflection cipher.

of the previous form. Examples include Anubis [2] and Khazad [3] with an even
number of rounds (the middle involutive transformation M then corresponds to the
function named 6 in both ciphers), and also ICEBERG [25] with an even number
of rounds (in this case M corresponds to the linear layer). It is worth noticing
that, although they follow the construction depicted in Figure 2, these three block
ciphers are not reflection ciphers because of their key schedule. Only their variants
with independent round keys can be seen as reflection ciphers.

Compared to the classical case where all round permutations are involutive,
the general construction depicted in Figure 2 requires both R; and Ri_1 to be
implemented. Therefore, this generalization is of practical interest in the case
of an unrolled implementation only, in particular when a low latency is needed,
which is for example the case of all applications with real-time requirements [22].
The fact that the round permutations are not similar does not then affect the
implementation cost of the cipher. In this context, there is no reason to limit
ourselves to involutive round permutations.

4.1 Two constructions with 2n-Bit Key and n-Bit Block

In the following we consider the structure depicted in Figure 2 for the special
situation of an n-bit block cipher with a 2n-bit key. In the rest of the paper,
involutions are denoted by P (or P; for some integer i) while mappings with no
particular property are denoted with an F. Moreover, when the involution P is
affine, we denote by L its linear part.

4.1.1 Construction 1.

We split the 2n-bit master key into two halves k = (ko, k1) and use as a coupling
mapping the permutation

P(ko,kl) = (Fo(k‘o,k‘l),Fl(kO,kl)) .

In other words, Fy and F; denote the restrictions of P to the first and second half
of the output respectively. Then, we define the subkeys as follows:

—for0<i<r, ki =koif iis even and k; = ky if 4 is odd;
—forr+1<i<2r+1, k; = Fi(k) if ¢ is even and k; = Fo(k) if 4 is odd.

An important security parameter of this construction is the number of infor-
mation bits corresponding to the first and the last-round keys: this is the number
of key bits which need to be guessed in order to peel off one round at both ends.
Then, a strategy for attacking the (2r 4+ 1)-round cipher consists in guessing the
first and last round keys and in attacking the (2r — 1) middle rounds in order
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ko k1 ko ky Fi(ko, k1) Fo(ko, k1) Fi(ko, k1) Fo(ko, k1)

””‘€L Ry $ Ry ‘49*" R, HD+| Bu HD R:1‘$“--’R5] $ R?JB-C

Fig. 3 Construction 1: a reflection cipher with 2n-bit key and n-bit block with coupling
mapping P(ko, k1) = (Fo(ko, k1), F1(ko, k1)).

to recover the remaining key bits. Therefore, if the amount of key guessing cor-
responding to the extremal rounds is much smaller than the overall key size, we
must ensure that attacking (2r — 1) rounds is infeasible. Such a situation usually
imposes to increase the number of rounds compared to the n-bit key variant, which
is highly unsuitable in the context of unrolled implementations, for instance for
low-latency ciphers. An example of such a situation is the lightweight cipher LED-
128 for which the first and last round keys are similar and cover half of the key
size. For this reason, LED-128 has 16 more rounds (i.e., four steps) than its 64-bit
variant, as explained by the designers [16, Section 3.1].

We need therefore to determine the number of different values of the pair
(ko, Fo(ko, k1)), when the vector (ko, k1) takes all the possible 22" values. This
number corresponds to

Z # Im(Fo(ko, ))

ko €F}

where Fy(ko,.) is the mapping k1 — Fy(ko,k1). In particular, the amount of key-
guessing for this pair of subkeys is maximal and equals to 2n bits if and only if
k1 — Fo(ko, k1) is a permutation of Fy for every possible kg € F5. At the other
extreme, the amount of key-guessing is only n bits if and only if Fp is independent
from k;. This situation occurs for instance when the coupling mapping P operates
on the two halves of its input separately:

P(ko, k1) = (Po(ko), P1(k1)) ,

where Py and P; are two permutations of 5.
4.1.2 Construction 2.

As previously explained, if P(ko, k1) = (Po(ko), P1(k1)), the amount of key-guessing
for the first and last round keys corresponds to n bits only. But, the previous con-
struction can be slightly modified in order to increase this number: the first subkey
is replaced by (ko 4 k1) and the last one is now replaced by (Po(ko) + Pi(k1)), as
depicted below.

Then, we can prove that this second construction increases the amount of key-
guessing, which is strictly greater than n bits in the following two cases: if Py = P;
and Py is nonlinear, or if Py and P; are two distinct affine permutations. This is
detailed in the following two propositions.

Proposition 7 Let Py be an involution of Fy. Then, the number of different values of
the pair (ko + k1, Po(ko) + Po(k1)), when (ko, k1) takes all the possible 2°™ values is

> #Im(DaP)

a€lFy
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ko @ ky ky ko ky Pi(k)  Po(ko) Pi(ky) Po(ko) ® Pr(k1)

A S o R [ L [ P A PN

Fig. 4 Construction 2: a reflection cipher with 2n-bit key and n-bit block with coupling
mapping P(ko, k1) = (Po(ko), Pi(k1)).

where Da Py : x — Py(x + a) + Po(xz). This number is strictly greater than 2" if and
only if deg Py > 1.

Proof Let a = ko + k1. Then, we need to determine the number of different values
of (a, Po(k1+a)+ Po(k1)) = (a, Da Po(k1)) where (a, k1) takes all possible values in
F2". For cach a € F%, the number of values taken by DqPo(k1) when ki varies is
the cardinality of the image set of DgPy. Moreover, this number equals 2" if and
only if each D, Py is a constant function. It is well-known that a function having
all its derivatives constant is a function of degree at most 1. 0O

When both Py and P; are affine but distinct, the amount of key-guessing is
given by the following proposition.

Proposition 8 Let Py and Py be two affine involutions of F5. Then, the number of
different values of the pair (ko + k1, Po(ko) + P1(k1)), when (ko,k1) takes all the
possible 22™ values is 2" where

v =rank(Pyo Py +1d) =rank(Po + P1) .

Proof Obviously, the number of different values of the quantity (ko + k1, Po(ko) +
Pi(k1)) is equal to the number of different values of its linear part, that is of
(ko-l—k?l, Lo(ko)-l—Ll(kl)) where Li(l’) = Pi(l‘)-l—Pi(O). Let a = ko+k1. The previous
couple can then be written as (a, Lo(a+k1) + L1(k1)) = (a, Lo(a) + (Lo + L1)(k1)).
The number of values taken by this pair then corresponds to 277" where v =
rank(Pp + P1). Equivalently, it corresponds to the rank of

k1 — Po(Po(kl) + Pl(kl)) =k + Po(P1(]€1)) .
O

We now consider the particular case where the linear parts of Py and P; are
defined by two bit permutations mp and 1. In order to guarantee that P is an
involution, we need 7o and 71 to be involutions (cf. Corollary 1). Then, the amount
of key-guessing is related to the number of fixed points of mp and of 71, as stated
in the following lemma (the proof is given in Appendix A).

Lemma 2 Let mg and 71 be two involutions of {1,...,n} and Lo and L1 be the cor-
responding permutations of F5. Then, the rank of Lo o L1 + Id is upper bounded by
n — (fo+ f1)/2 where f; is the number of fized points of ;.

Thus, in order to ensure a high cost for guessing the first and the last round keys,
the number of fixed points of 7o and of w1 has to be minimal. However, given
Proposition 4, this comes at the price that (k + P(k)) may have a low Hamming
weight.
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For these two constructions, it can be shown that the minimum Hamming
weight of (k+ P(k)) has a practical impact on the security of the cipher. First, this
parameter affects the success probability of the so-called reflection attack [20]. Such
an attack has been presented in [24] against PRINCE, but it can be easily general-
ized to both constructions. It consists in constructing some particular differential
characteristics starting from the middle round. Indeed, a differential characteristic
with probability 1 is exhibited in [24] for the middle round, as well as another
simple characteristic for the three middle rounds (see Figure 5). Extending any of
these characteristics to one round involves then a differential of the round func-
tion whose output difference corresponds to one of the two halves of (k + P(k)),
i.e., with the notation used in Construction 1, either to (ko + Fo(ko, k1)) or to
(k1 + Fi(ko,k1)). In the particular case of PRINCE, the round permutation cor-

ki + Fi(k) ko + Fo(k)
ky Fi(k) ko ky Fi(k) Fy(k)
Al— RM J)— 41— Rr Al— RM J)— R;l J?—
0 ky 4 Fi(k)

Fig. 5 Middle differential characteristics exploited in the attack of [24] on reduced-round
PRINCE.

responds to the concatenation of four smaller permutations operating on 16 bits.
Therefore, the number of 16-bit words which are not zero in (ko + Fo(ko, k1)) (or in
(k1 4 Fi(ko, k1))) corresponds to the number of active 16-bit permutations for the
considered differential and gives a lower bound on the number of active Sboxes in
this round. This explains why, in the particular case of PRINCE with coupling per-
mutation P(k) = k + «, the attack presented in [24] works much better for some «
which has a lower weight than for the value proposed by the designers of PRINCE.
The minimum weight of (k‘o + Fo(k:(), kl)) and (kl + F (ko, k1)) has also an impact
on the probability of related-key differential characteristics in both constructions.
This will be discussed in more details in the next section, in the particular case of
the PRINCE round function.

4.2 PRINCESSes

In this section we define some variants of PRINCE which differ from their key
schedule only. The focus of this work is on the reflection property and not on the
round function itself. We therefore chose to simply adopt the round function of
PRINCE. Then, a cipher is said to follow the PRINCESS construction if it operates
on 64-bit inputs with a 128-bit key, and follows Construction 2 with 5 rounds R;,
1 <4 <5, an unkeyed middle round Rj;, and then the inverses of the five R; (see
Figures 3 and 4). More precisely, the internal state of the cipher is represented by
a 4 x 16 binary matrix. Each row of this matrix can be seen as a 4-tuple of nibbles.
Each of the five round functions R; is composed of a nonlinear layer S, a linear
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layer L, and the addition of a round-constant RC;. The nonlinear layer S applies
the same 4-bit Sbox to the 16 nibbles of the state. Then, the first part L’ of the
linear layer corresponds to the application of 16 involutive 4-bit transformations,
applied in parallel to the 16 columns of the state. This is then followed by a
ShiftRows permutation SR of the 16 nibbles, and by the addition of a round-
constant. The middle round Ry is equal to S™' o L’ o S. We refer to [6] for the
complete description of all these building-blocks.

Before presenting our proposals for the key schedule, we first show that, in
the reflection cipher obtained by the PRINCESS construction, the probability of a
related-key differential distinguisher involving keys k and P(k) is upper-bounded
by a quantity which is related to the minimal weight of SR_l(kl + Fi(ko,k1)).

Proposition 9 Let us consider any cipher following the PRINCESS construction. For
6 € FS*, Ly denotes the code of length 128 and size 25* formed by all (x, L(z) +06),z €
IFS4, where L is the linear layer. Let wa be the smallest possible minimum weight over
F2 of all L5 when § varies in {k1+Fi(k),k € F%Qs}. Then, any related-key differential
characteristic involving keys k and P(k) for this cipher has at least 6wa active Sbozes.

In particular, if any element in {SR_l(kl + Fi(k)),k € F%QS}, seen as a 4 x 4
matriz of nibbles, has no zero column, then any such differential characteristic has at
least 24 active Sbozxes.

Proof Let Fr = SoAddg; o Lo S denote two rounds in the PRINCESS construction
without the second linear layer and key addition. Then, PRINCESS can be decom-
posed as a succession of 3 such functions, and of their inverses, all separated by
an affine transformation, namely:

—1 -1 1 -1 1 /
]:Fl(k)-i-RClOAl OFFl(k)+R03OA2 O‘FFl(k)+RCSOL oFk,+RC;0A20F;, + RC,0A10F K, 4 RO, -

In this description, the two Sbox-layers composing the middle round of the cipher
are involved in two different F,.

Then, the total number of active Sboxes in the whole related-key differential
characteristic is lower bounded by 6 times the minimum number of active Sboxes
within a related-key differential characteristic for a single function F, (or Fz ).
Therefore, for a fixed k, this number corresponds to the minimum distance over F3
between two words of the form (z, L(z) + k1 + RC) and (y, L(y) + Fi(k) + RC), or
equivalently to the minimum weight over F3 of the word (z+y, L(z+y)+k1+Fi(k))
which belongs to the code Ly, | r, (x)- By taking the minimum over all possible keys,
we obtain that any such related-key differential characteristic for 7, has at least wy
active Sboxes. It is worth noticing that this property holds even if the input (resp.
the output) of F; is zero. Indeed, the number of active Sboxes then corresponds
to the weight of (0, k1 + Fi(k)) (resp. to the weight of (L™ (k1 + F1(k)),0)), which
belongs to the code Ly, 4 (k) It follows that ws = 0 if and only if there exists a
key k such that k1 + Fi (k) = 0.

In the particular case of PRINCESS, L consists of a first permutation L', com-
posed of 4 parallel 16-bit transformations Lo,..., L3, and followed by the nibble
permutation SR. Since the permutation SR commutes with the nonlinear layer S,
we obtain that

.Fa;:SOAddwOSROL/OS:SROSOAddSR—l(w)OL/OS.
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Then, w4 is the sum of the corresponding values w4i), 0 <14 < 3, for the four 16-bit
transformations Adds, o L; where ¢; is the i-th column of nibbles in SR_l(kl +
F1(k)). It follows that wy) > 1 unless the corresponding code contains the all-zero
codeword, or equivalently unless d; = 0. We directly deduce that ws > 4 if all §;
are nonzero. [O

As an illustration of our results, we now present several key-schedules, cor-
responding to different coupling mappings, one in each of the three categories
studied in the previous sections. They lead to different trade-offs between the
three quantities studied in the paper: the amount of key-guessing for the first and
last round keys, the minimal number of active Sboxes in a related-key differential
characteristic involving k and P(k), and the maximal size of a key equivalence
class Ks = {k : k+ P(k) = &}, i.e. of a class of weak keys coming from such a
distinguisher. The three different trade-offs we obtain are summarized in Table 1.

Table 1 Summary of the studied quantities for the proposed alternative key-schedules.

PRINCE]||nonlinear| affine |bit permutation
p =233
key-guessing 128 119.9 126 112
max size of KCs 2128 232 266 280
minimum number of active Sboxes > 24 > 72 > 48

As a comparison, we recall that in PRINCE the amount of key-guessing is
maximal (128 bits) and all keys belong to the same key class. This last property
has been exploited in the reflection attack on round-reduced versions of PRINCE
presented in [24], as well as on the multiple-differential attack described in [7].
Moreover, since all rounds in PRINCE except the first and last ones depend on a 64-
bit key only, the security level of the cipher is limited by the security offered by the
FX construction. In particular, there exist generic attacks with time complexity
T and data complexity D such that DT = 2'25 [6,19]. Moreover, in some variants
of these attacks, the main computational effort corresponds to a precomputation
phase [15]. The memory complexity can also be reduced as shown in [10]. We aim
then at achieving a higher security with some alternative key schedules.

4.2.1 A nonlinear coupling mapping.

We use a coupling mapping of the form P(ko,k1) = (Po(ko), Po(k1)), and the
key-schedule then corresponds to Construction 2, i.e., the first round-key equals
ko + k1 and the last one equals Py(ko) + Po(k1). The permutation Py is defined by
the construction presented in Section 3.3: Py = S’ o M’ 05"~ ! where M’ is an affine
involution of F$* without fixed points and S’ is a nonlinear permutation with a low
differential uniformity. In order to reduce the implementation cost of the nonlinear
layer, we choose for S’ the function corresponding to 8 parallel applications of the
inverse function over Fys, and M'(z) = = + a where a = (xo,...,z0) with zo =
0xff = 9(1) and ¢ is the isomorphism from Fys into F§ defined as in Example 2.
More precisely, each of the 8-bit permutations defining S’ is applied to two nibbles
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of the internal state belonging to the same right-leaning diagonal, i.e., on two
nibbles whose images by SR™! belong to the same column.

Since S’ consists of 8 copies of the inverse function over Fos, its differential
uniformity is 6(S") = 4% = 2'¢. From Proposition 6, the corresponding coupling
mapping P is an involution without fixed points and satisfies

max #{z:z+ P(z) =4} = (216)2 =232

JeF38
This is much smaller than what we can obtain with any affine involution, since any
affine involution over F3?® leads to key classes of size at least 25° (see Prop. 2).

Py is composed of eight copies of the same permutation o of F§, where o(z) =
s(s(z) 4+ 0x££) and s corresponds to the inversion over Fys. Then, we have

min wt(z +o(x)) =2,
z€F

as discussed in Example 3. In particular, this implies that any byte in a right-
leaning diagonal of z + Py(z) is non-zero for all z € FS*, or equivalently any byte
in a column of SR™1(x + Py(z)) is non-zero. We then deduce from Proposition 9
that any related-key differential distinguisher for the cipher has at least 24 active
Sboxes. The amount of key-guessing corresponding to the first and last round
keys is given by Proposition 7. We have checked that Zang #Im(Dgo) = 21498 |
implying that the total amount of key-guessing is 8 x 14.98 = 119.84 bits.

4.2.2 An affine coupling mapping.

In this example we use a coupling mapping of the form P(ko, k1) = (Po(ko), P1 (k1))
and follow equally Construction 2. We construct both affine involutions Py and P;
by following Example 1 in Section 3. More precisely, we number the bits of the
internal state as depicted in Figure 6.

63595551147 (43(39(35|31(27(23|19|15(11[ 7 | 3
62|58 (5450|4642 |38(34(30(26(22|18(14(10| 6 | 2
61|57(53|49|45(41|37(33|29|25(21[17]13 511
60|56 |52[48]44 (40|36 [32|28(24(20|16[12 410
Fig. 6 Bit numbering of the internal state.
For this numbering, we define Py by Py(z1,...,z64) = (21,...,264) With

Ti+ Titg +Tipe if0< (Z mod 16) <6
zi = T +Xip8 + Tig17 if (Z mod 16) =7 and ¢ # 55
z; +1 if 8 < (imod 16) < 15 or i = 55

and Py by Pi(x1,...,264) = (21,...,264) with
z;+1 if0< (imod16) <7 ori=38

2= x; +xi_g +x;_17 if (imod 16) =8 and i # 8
T +xig+xi_g if 9 < (imod16) <15
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Up to a reordering of the bit positions, both constructions P;, i = 0,1, corre-
spond to Example 1: Py and P; are involutions without fixed points with

#{z : 2+ Pi(x) = 6} = {0,2%°} for all § € F3* and min wi(x + P;(x)) = 33.
T€Fy

Let now compute the value wff) defined in the proof of Proposition 9, i.e., the
minimum weight of (z, L;(x) + §;),= € F3® where Lo,..., L3 are the four 16-bit
involutions defining L, and §; is the i-th column of nibbles in SRfl(kl + Pi(k1)).
By definition, the first two bits of any nibble in k1 + P (k1) are equal to 1. Since
SR™! is a nibble-wise operation, the same property holds for SR~ (k1 + Py (k1)).
It follows that the first two binary columns of §; correspond to the all-one vector.
Then, (0,6;) and (L;(d;),0) have always 4 nonzero nibbles because L; maps an all-
one column to an all-one column. This implies that wff) > 2. Moreover, if x has a
single nonzero nibble, then its binary columns are either the all-zero column or one
fixed column of weight 1. The columns of L;(x) are then either the all-zero column
or a column of weight 3 but all these columns of weight 3 must be different. Since
d; has two all-one columns, it follows that L;(z) + §; cannot have a single nonzero
nibble, implying that wff) > 2. From Proposition 9, we deduce that w > 12, and
then that any related-key differential characteristic involving k and P(k) has at
least 72 active Sboxes.

Finally it can be verified that v = rank(Py + P1) = 62, thus from Proposition 8
the amount of key-guessing is equal to 64 + 62 = 126 bits.

4.2.83 A coupling mapping based on a bit permutation.

We propose here a coupling mapping P(ko, k1) = (Po(ko), P1(k1)) based on a bit
permutation that offers a different trade-off among the three quantities investi-
gated in this section. As proved in Section 3.2, bit permutations do not achieve
the bound of Proposition 2: for a given dimension of the key classes, the mini-
mum weight of (z + P(z)) is much smaller than the one we can obtain with a
general affine mapping. However, their low implementation cost makes them very
attractive for lightweight designs.

In this variant, Py and P; are affine mappings P;(z) = zM; + «; where the M;
are the permutation matrices corresponding to two bit permutations mo and 7
with at least one fixed point (see Corollary 1).

We choose
m = (0)(1)(2)(3)(4,8)(5,12)(6,10)(7,14)(9, 13)(11, 15)
16)(17)(18)(19)(20, 24)(21, 28) (22, 26)(23, 30)(25, 29) (27, 31)
32)(33)(34)(35)(36,40)(37,44)(38,42)(39,46)(41,45)(43,47)
48)(49)(50)(51)(52,56)(53,60)(54, 58)(55,62)(57,61)(59, 63)

w0 = (0,63)(1,9)(2,13)(3,11)(4)(5)(6)(7)(8, 12)(10, 14)
15,16)(17,25)(18,29)(19, 27)(20)(21)(22)(23) (24, 28)(26, 30)
(
(

31,32)(33,41)(34, 45) (35, 43)(36) (37)(38)(39) (40, 44) (42, 46)
47,48)(49,57)(50,61) (51, 59)(52)(53)(54) (55) (56, 60) (58, 62)

e e e e N N N
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where the bits are numbered as in Figure 6. The bit permutation 71 (resp. mo)
has exactly 16 fixed points corresponding to the first bit (resp. second bit) of each
nibble in the state.

We have

mo0m = (0,63,51,59)(1,9,2,13)(3,11, 16, 15)(4, 12, 5,8)(6, 14,7, 10)
(17,25,18,29)(19, 27, 32, 31)(20, 28, 21, 24)(22, 30, 23, 26)
(33,41, 34, 45)(35, 43, 48, 47) (36, 44, 37, 40)(38, 46, 39, 42)
(49,57, 50,61)(52, 60, 53, 56) (54, 62, 55, 58)

which implies according to Lemma 2 that rank(Mp o M; + Id) equals 48. Thus,
guessing the first and the last-round keys corresponds to guessing 64 + 48 = 112
information bits of the 128-bit key.

We furthermore have to specify the two constants a; such that «; € Ker(M; +
Id) and «; € Im(M; 4 Id). These constants are given below, where the rightmost
bit is the bit number 0. All these constants are chosen such that the first bit of
each nibble of a; and the second bit of each nibble of «g is equal to 1.

a1 = (1001110001101111110010011001111101100011100111110101010111111111)
ap = (0011100111111101111001001111010110100010111101100001101111111010

We can easily show that each wii)7 i.e., the minimum weight of {(z, L;(z) +
6;),x € F3°}, is at most 2 for any 6 = SR (k1 + Pi(k1)). Indeed, (0,4;) and
(L;(6;),0) have always four nonzero nibbles because the first bit of each nibble
in §; equals 1, implying that this also holds for L;(d;). Then, wff) > 2, implying
that wg > 8. From Proposition 9, we deduce that any related-key differential
characteristic involving k and P(k) has at least 48 active Sboxes.

Finally, the size of the key classes is here larger than in the previous variants.

Indeed, all key classes are of size (264;16 )2 =280,

From the properties of these three different proposals which are summarized
in Table 1, we observe that the variant with the nonlinear key-schedule has much
smaller key classes. But this variant is not realistic when a low-cost implementa-
tion is required. The two other key-schedules can be implemented with very few
resources since they correspond to very sparse affine permutations over F5*. In
particular, the key-schedule based on bit permutations appears to be very effi-
cient. These two key-schedules then provide interesting variants of PRINCE at a
marginal implementation overhead. In particular, their security level is not lim-
ited by the generic attack against the F X-construction (in other words the attacks
presented in [15,10] do not apply). Moreover, based on our theoretical results, we
are able to exhibit some lower bounds on the complexity of some attacks, e.g., on
the probability of any related-key differential characteristic obtained by comparing
the encryption and the decryption functions.

5 Conclusion

In this work, we tried to answer some open questions related to the design of
a family of ciphers, for which the set of encryption functions is identical to the
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set of decryption functions. In particular, we focused on the design of what we
called the coupling permutation. A coupling permutation P applied to a master
key k, makes, in our context, encryption with P(k) identical to decryption with k.
Questions on the design of the coupling permutation of reflection block ciphers were
raised after the design of the lightweight block cipher PRINCE. Indeed, in PRINCE,
the coupling permutation chosen by the designers does not seem optimal and its
impact on the security of the cipher has been questioned. After presenting some
general properties of coupling permutations, we analyzed the case of PRINCE and
came up with some alternative key-schedules for this cipher. Each key schedule
presents a different trade-off of the studied security properties and the choice of
which one to choose should depend on the security requirements settled by the
designers and the target implementation cost.
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A Proof of Lemma 2

Lemma 3 Let mg, 71 be two involutions of {1,...,n}. Then, each cycle of mo o w1 contains
either zero fized points of mg and w1 or exactly two.

Proof Suppose that a cycle ¢ of mg o w1 of length A\ contains a fixed point of mg, say xzg. The
proof holds equally for g being a fixed point of 7r1. Let us number the successive elements in
¢ by x; with —¢ < ¢ < £if X is odd, and with —¢ < 4 < £ if X is even, where z;41 = 7o o m1(x;)
for all ¢ # £ and mp o 71 (z¢) = x_g if X is odd and m o w1 (xe) = z_(p_1) if A is even.

Then, we can prove by induction on ¢ that mo(z;) = x_; for all 0 < ¢ < £if X is odd, and for
all 0 <4 < £ if X is even. Indeed, this property obviously holds for ¢ = 0. Then, the induction
step is as follows: from mo(z;) = x—;, we deduce that x_(; 1) = m1 omo(z—;) = m1(z;). Then,
Tiy1 =moomi(z;) = wo(:r_(i+1)).

Now, if X is odd, we have mg o m1(x¢) = z_p, implying that 71 (z¢) = mo(x_¢) = xy,
i.e., zy is a fixed point of 1. If X is even, we use that mg o m1(x¢) = T_(¢—1), implying that
m1(z¢) = mo(x_(¢—1)) = z¢—1. Then, it follows that zy = mo o m1(ze_1) = mo(xe), i.e. T is a
fixed point of mq.

Eventually, we can prove that there is no other fixed point of mg or 71 within the cycle.
Indeed, if there exists some ¢ # {0, ¢} such that mo(z;) = ;, then we deduce that z_; = z;
which contradicts that all the z; are distinct. If 71 (z;) = z; for some i # {0, £}, then z;4+1 =
mo o m1(x;) = mo(xi) = x—;, a contradiction. 0O

Now, we can prove the following proposition.

Proposition 10 Let mo and w1 be two involutions of {1,...,n} and Lo and L1 be the corre-
sponding permutations of F5. Then, the rank of LooL1+1d is upper bounded by n—(fo+ f1)/2
where f; is the number of fixed points of m;.
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Proof According to Lemma 1, the rank of Lgo L1 +1d is n — ¢, where c is the number of cycles
of the permutation mg o 1. We know from Lemma 3 that there are four different possibilities
for a cycle of g o 1. The first one is that it has exactly two fixed points of 7, the second one
that it has two fixed points of 71, the third possibility is that it contains a fixed point of mg
and a fixed point of 71, and the last one that it contains no fixed points at all. Let us denote
by x, y and z the number of cycles of g o 71 in the first three categories. Then, we have

2c+z= foand 2y + 2z = f1 .
It follows that the number of cycles ¢ of g o 71 satisfies

czx+y+Z:f02—2+f12—2+zzf0;f1'




