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F p , F 2 m , t : 80-600 bits

k = (k t-1 k t-2 . . . k 1 k 0 ) 2 ∈ N
Scalar multiplication operation for i from 0 to t -1 do if k i = 1 then Q = ADD(P, Q) P = DBL(P)

Point addition/doubling operations sequence of finite field operations DBL: F p , F 2 m , t : 80-600 bits

v 1 = z 2 1 , v 2 = x 1 -v 1 , . . . ADD: w 1 = z 2 1 , w 2 = z 1 × w 1 , . . .
k = (k t-1 k t-2 . . . k 1 k 0 ) 2 ∈ N
Scalar multiplication operation for i from 0 to t -1 do if k i = 1 then Q = ADD(P, Q) P = DBL(P)

Point addition/doubling operations sequence of finite field operations DBL: Scalar multiplication operation for i from 0 to t -1 do if k i = 1 then Q = ADD(P, Q) P = DBL(P)

v 1 = z 2 1 , v 2 = x 1 -v 1 , . . . ADD: w 1 = z 2 1 , w 2 = z 1 × w 1 , .

Scalar multiplication operation

for i from 0 to t -1 do if k i = 1 then Q = ADD(P, Q) P = DBL(P)
• simple power analysis (& variants)

• differential power analysis (& variants)

• horizontal/vertical/. . . attacks • Study and implementation of protections against physical attacks:

Passive attacks: measure of power consumption, electromagnetic radiations, timings Active attacks: fault injection (in progress)

• Levels: algorithm, representation, operator, architecture, circuit

• Trade-offs between: performance, cost (area/energy), security Functional Units for Field Level Operations data (w bits) control (few bits)

FU α x[i] y [i] r [i] Notation: x[i]
is the i-th w -bit word of x ∈ F q Units:

• F p : addition/subtraction, multiplication (2-step, Montgomery, variants), inversion External Interface(s)

Under development:

• Basic (neither clock rate nor width adaptation)

• ARM Cortex cores in Zynq 7 FPGAs (through AXI bus)

• MicroBlaze softcore processor for Xilinx FPGAs AXI bus (V6+) PLB bus (V2 -V5)

• Specific for a "small" ASIC pad ring Future development:

• NIOS softcore processor for Altera FPGAs 

Code Memory

Behavior:

• Specific private path in the interconnect for code download (no leaks in RF or FUs)

• Code input can be disabled (ROM mode with code in the FPGA bitstream)

• Instruction CALL: push PC then jump to @DEST (BRAM) Configurations on a XC6SLX75 FPGA (details in [5]):

1/φ, k, k/φ, a, b, C, C a (j) -b (j) b (j) -a (j) a (j) 2 -b (j) b (j) 2 -a (j) k unused unused cout cout CTRL C SIPO C C LSB(a(j)) LSB(b(j) ) computation of k φ ± + + ε + CTRL @ offset C offset C offset b offset a offset k/φ
• w = 32 bits internal words • curves
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  LEON softcore processor (depending on internal demand)A.Tisserand, CNRS-IRISA-CAIRN. Hardware Accelerators for ECC and HECC 12, CNRS-IRISA-CAIRN. Hardware Accelerators for ECC and HECC 1311], [10], [9] A. Tisserand, CNRS-IRISA-CAIRN. Hardware Accelerators for ECC and HECC 13/35 Protected (Old) Accelerator for F 2 m dedicated accelerator (similar behavior is expected for our new one) A. Tisserand, CNRS-IRISA-CAIRN. Hardware Accelerators for ECC and HECC 14/35 Activity traces measured with CABA 1 simulations for three configurations of the multiplier (1,2,4 sub-blocks of 32 bits) and a very small , CNRS-IRISA-CAIRN. Hardware Accelerators for ECC and HECC 18/35

35 First

 35 add sub 0, 5, 2 read ab & c 9 launch fu add sub 0 start (ab) + c 10 wait fu mul 1 wait for de 11 write fu mul 1, 6 write de 12 wait fu add sub 0 wait for (ab) + c 13 write fu add sub 0, 5 write (ab) + c 14 read fu add sub 0, 5, 6 read (ab) + c & de 15 launch fu add sub 0 start ((ab) + c) + (de) 16 wait fu add sub 0 wait for ((ab) + c) + (de) 17 write fu add sub 0, 5 write ((ab) + c) + (de) A. Tisserand, CNRS-IRISA-CAIRN. Hardware Accelerators for ECC and HECC 22/

  1,2 1,4 2,4 3,4 4,4 1,1 1,2 2,1 3,1 3,2 5,2 8,2A. Tisserand, CNRS-IRISA-CAIRN. Hardware Accelerators for ECC and HECC 29/35

  , CNRS-IRISA-CAIRN. Hardware Accelerators for ECC and HECC 32/35

  Impact of the number/size of multipliers on the average time (ms):On average HECC is 40 % faster than ECC for a similar silicon cost A. Tisserand, CNRS-IRISA-CAIRN. Hardware Accelerators for ECC and HECC 28/35

	• Compared recoding techniques: time [ms]		
	HECC ECC 20 25 30	BIN: standard binary from left to right NAF: non-adjacent form λ-NAF: window methods with λ ∈ {3, 4} nM 1 2 3 4 5 6 7 1 15.6 nB 8.6 5.7 4.7 3.9 3.7 3.3 2 11.9 6.2 4.5 3.6 3.2 2.8 2.8 2 17.7 9.6 8.3 8.0 8.4 1,2 1 28.1 15.3 12.4 12.4 12.7 1,1	8 3.6 3.0	9 3.4 2.7	10 3.5 2.7 HECC ECC	11 3.6 2.8	2.9 3.6 12
		4 11.1 1,1	6.2 2,1	5.4	5.1	5.3		
	Recoding area slices (FF/LUT) 565 (1321/1461) 570 (1340/1479) 571 (1344/1495) 503 (1348/1489) BIN NAF 3-NAF 4-NAF freq. (MHz) 225 228 237 217 Standard deviation for 1000 [k]P: configuration ECC (1,1) ECC (3,4) HECC (1,1) HECC (6,2) 5 5,4 4,4 3,4 2,4 12,2 12,1 11,2 11,1 10,2 10,1 9,2 9,1 8,2 8,1 7,2 7,1 6,2 6,1 5,2 5,1 4,2 4,1 3,2 3,1 2,2 area [slices] 10 15 5,2 5,1 4,2 4,1 3,2 3,1 2,1 2,2 1,4 1,2
		average time [ms] 600 800 1000		28.1 1200	5.4 1400	1600	15.6 1800	2000	2.8	2200
	standard deviation [ms]	0.289	0.056		0.324	0.045

• Implementation results for a full ECC accelerator (n M = 1, n B = 1):

A. Tisserand, CNRS-IRISA-CAIRN. Hardware Accelerators for ECC and HECC

A. Tisserand, CNRS-IRISA-CAIRN. Hardware Accelerators for ECC and HECC 20/35

Impact of the number/size of multipliers on the area and frequency: • Flexible architecture and tools for research activities

• Advanced recoding schemes are efficient in hardware Current/future works:

• Hardware implementation of halving based method(s)

• Protections against fault injection

• HECC extensions of the accelerator (and tools)

• ASIC (CMOS 65nm) implementation of the accelerator

• Side channel evaluation of (some) proposed protections

• HW/SW Code distribution under free license The end, questions ?

Contact:

• mailto:arnaud.tisserand@irisa.fr

• http://people.irisa.fr/Arnaud.Tisserand/

• CAIRN Group http://www.irisa.fr/cairn/