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Elliptic Curves

E = {(x,y) € GF(p)? such that y3 = x3 + a- x + b}

Equation: y2 = x3 +3x +5in
GF(1223)
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Point Operations

mKIP=P+P+...+P
kt%es
m ADD: R = P+ Q with
P+Qand R, P,QcE
m DBL: R = P+ P with
R PecRE

Discrete Logarithm Problem

Knowing P and Q it is very
hard to find k € Z such
Q= [K]P
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Double-And-Add vs. Halve-and-Add Algorithms

Inputs: P ¢ E and kK = |Ilnputs: P ¢ E and k =
(k07k17"‘7km—1)6N (KO?KD"’:Kmf‘I)EN

Output: Q = [kK|P Output: Q = [K|P

1. Q+ O 1. Q+ O

2: forifromOtom—1do 2: forifromOtom—1do
3 if K, = 1 then 3 if K, = 1 then

4 Q—~Q+P 4 Q—~Q+P

5.  endif 5.  endif

6 P+—2.-P 6: P+ PJ2

7: end for 7: end for

8: return Q 8: return Q

Double and
} e = Faster Computation
1

m——— EEEE . Protecion O

5; against (some)
::Lve and S|de

Add A Channel Attacks 4o



Elliptic Curves over GF(2™)

Definition
E = {(x,y) € GF(2™)? such that y?> + x - y = x® + a5 - X*> + ag}

Let P = (Xp, ¥p) and Q = (xq, yq) be two points in E.
One can compute R = P + Q as follows (affine coordinates):

_ XptXq
A= Vo tve then

Xr =X N+ A+Xp+Xg+aand y, =X (Xo+ X)) + X + Py

- Note that Votva 18 costly to compute (=~ 10 multiplications)

3
- Recommended m € {163,233,283,409,571} 0,;



Normal Basis (NB)

Every element A € GF(2™) can then be written as follows:

m—1 )
A= ap with g; € {0,1}
i=0

Note that element A can be stored as a vector
é = [307317‘ . 7am—1]'

110/0({0|0 00|01

Square-root
(Circular Right Shift)
Square

(Circular Left Shift)

0/j0|0(0(0O 0|0 1]1

= Easy squares but more complicated multiplications.



Massey-Omura Multiplication in Binary Finite Field. [4]

Inputs: A € GF(2™) (NB), B ¢
GF(2™) (NB) -

Output: P = A- B (NB) @ —
P~0;i«+0

. while i’< mdo iiyt{&j ii;?j %j tﬂh}

1
2:

3 P[0« A-My-(B)"
4:  j—i+1
5

6

7:

A <« LeftShift(A, 1)

B <+ LeftShift(B,1) -
: P « LeftShift(P,1)
8: end while }
9: return P



Fermat’s Little Theorem

Fermat’s Little Theorem
For any o € GF(2™)*

10
If one wants to compute a? 2 = (1 111 111 110)2 gne can

perform the following operations :

Itoh-Tsujii Sequence [3]

\

Here, only 4 multiplications are necessary to perform the whole

P1 — Pg . PO — a(10)2 . a(1)2 — a(11)2

P2 = 'D122 Py = a(1100)2 . ((11)2 — o (1111)

PS — P§4 . P2 — a(11110000)2 _a(1111)2 — a(11111111)2

P4 —_ P32 . PO — a(1111111110)2 _a(1)2 — O[(111111111)2

Ps= P2 = 02102 — (1111 111 110),

exponentiation (8 for square-and-multiply algorithm).

&



Using Symmetries in the Massey-Omura Algorithm [4]

For the special multiplication case B = A? a symmetry
appears. Let us consider an example where A = [ay, a1, a-] and
B = [ap, ap, &1].

The different steps of the regular Massey-Omura algorithm:

ap
mSteplipp=[a a a] M-| a
ai
ao
mStep2:pi=[a a a | M- | a
ap
ai
mStep3:ipp=[a a a | M- | a

[ do | Q:




Using Symmetries in the Massey-Omura Algorithm [4]
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Proposed Multiplication Algorithm when gcd(j, m) = 1

Inputs: A € GF(2™) (NB), B € GF(2™) such that B = A? (NB)andj e N
Output: P = A- Bin normal basis
: C < LeftShift(B, m — j)
P+ 0
i« 0
while j < [m/2] do
g« M- (AT
Pl < 9g-(C)"; P[0] g - (B)T
A < LeftShift(A, 2j) ; B < LeftShift(B, 2j) ; C < LeftShift(C, 2j)
P « LeftShift(P, 2j)
8: f<—i+1
9: end while
: return P

N ORODN

=4

Different j values may be used for the exponentiation process.
In hardware, variable shifters are area costly for large operands 3
= We need to remove those 2;j shifts. Q.;
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Proposed Multiplication Algorithm with # Constant

Inputs: A € GF(2™) (NB), B € GF(2™) such that B = A? (NB)andj €N, 0 €N
Output: P = A- Bin normal basis

: C < LeftShift(B, m — j)

P+ 0

i< 0

: while i < [N(j,6)] do

g« M- (A7

P[j] - Tmp- (C)T ; P[0] - Tmp - (B)"

A < LeftShift(A, 0) ; B + LeftShift(B,0) ; C + LeftShift(C, 0)
P « LeftShift(P, 0)

i i+1

9: end while

: return P

N OaRODN

©

o

N(j, 0) is the number of iterations to get all the bits of P.

Note that N(j,0) > [m/2]. 'OI
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A Wise Choice of the Constant Shift 6

The goal is now to find # which minimizes D = ", N(i,0)
where T is the set of all the j implied in the computations of
the A2 . A patterns used in the exponentiation (inversion).

Lmll o[ D]
163 || 72 | 732
233 | 36 | 1046
283 | 28 | 1431
409 | 35 | 2263
571 || 171 | 3221

Definition
Permuted Normal Basis (PNB) representation where element :
A= lay,ay,a,...,am_1] is represented b

[@0, a1, a2 m—1] is rep y Q*

A=[a , a ., @&omodm >---» 8m-1)9modm -
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Shifting Through BRAMSs

We duplicate w times the bits of P = A- B = [pg, p1,- - -, Pm—_1]
in a BRAM using the following patterns:

Po Py P, Pr P Py
. BRAM
@ p1 p2 p3 p4 po p1 pO’p1""7pW—1
p2 p3 p4 p1?p2?"'7pW
P, P, P '
R Pm—1,P3;-- -, Pm—w-2

@ | PPy P

BRAMSs in recent FPGAs are large enough to support the m-w 3
bits (18 Kb on a low-cost Spartan-6 and Virtex 4). 0,:
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Architecture: Multiplier
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Architecture: Multiplication-Inversion Unit (MIU)

Massey c
Omura REG2
Multiplier w
A
L
ﬁ,g gz

Virtex-4 LX100 with w = 32 and ¢ = 10.

Implementation of the Multiplication-Inversion Unit on

m Algo. Area Freq. | Inv. Time
Slices (LUT, FF) MHz us
MO1 [5]* 3378 (5615, 2016) | 125 64.4
E RM2 [6]* 4976 (9445, 2090) | 107 38.7
our PNB 4308 (5928, 2650) | 125 47.7
= Hybrid (d = 13) [1] #LUTs = 85268 74 4.98
o | Parallel (d = 13) [2] #LUTs = 56657 82 5.00 .4




Implementation Results

Hardware implementation on on Virtex-4 LX100 and time
estimation of a scalar multiplication (m = 571) only using the
Halve-and-Add algorithm.

Algorithm halving | area ATP
ms | #LUTs | -10°3
MO1 [5]* 17.3 5742 95
RM2 [6]* 13.0 9572 122
NAF our PNB 14.3 6055 82

Parallel IT (d=13)[2] || 1.59 | 56784 | 90
Hybrid IT (d=13) [1] | 1.60 | 85395 | 136

MO1 [5]" 146 79

RM2 [6]* 8.95 76
3-NAF our PNB 113 similar 65 .
Parallel IT (d=13) [2] || 1.34 74 o
Hybrid IT (d=13) [1] || 1.40 119 ?

ATP: area-time product
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Conclusion

We proposed a new Multiplication-Inversion Unit that
m Uses a new normal basis representation (PNB)
= replacement of large shifters by BRAMs
m |s =~ 20% faster than classical MO approach for
halving-based scalar multiplication
We still have to :
m Have a full implementation of a crypto-processor
m Study security aspects of our design

Thank you for your attention | & :
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Using Symmetries in the Massey-Omura Algorithm [4]

In the "modified" version of the algorithm, we proceed as:

4
ai
ap

POZ[az ap 31}'QT ’ P1=[a1 an 30}'9T

m Step 1:

g=M -

m Step 2:

ai
a
ap

pe=[a a a g
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