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1. Elliptic Curve Cryptography (ECC)

scalar

encryption CEmeltem i ens B y® = x° + 4x + 20 over GF(1009) word | digit |
signature Points on E: P, Q= (x, y) or (x, y, 2) Ja wh
) wighl e 8 Coordinates: x, ¥, z € GF(-) o cmiml
ey gen. | i Thw e 20 .o rE | U T e — T = - address _ _
Sy Al wen GR(p), GR(2™M), t: 160—-600 bits

inst. 21 bits

2>
v

IR k = (kt—1 kt_2 cu k1 k0)2 e N

'Scalar multiplication operation ' Arithmetic Units (AUs): £, x, = over GF(p)/GF(2™)

for i fll;om ? to t—Q 1 do . various configurations (area vs speed, internal protection)
;f: gB_L(P)then = AP Q) Various key recoding methods (and dedicated units)

— - | . . Configuration: field size, internal word size, #AUs, type(AUS)

Point addition/doubling operations Circuit/architecture level protections

sequence of finite field operations

DBL: V4 :2122,v2:x1 — Vi, ..

MDD W =2, Wo =2 X WA, / 7. Programming Tools for Our Crypto-Processor(s)

KGF(p) or GF(2™) operations

operation modulo large prime (GF(p)) — 3
“or irreducible polynomial (GF(2™)) W
% [ compiler J(—)[ Sage }
. ~§’ lselection 1

o5 ¥ o5 WosL [ Abp WosL ) Abb HD5L N DBL | Side channels: 3
T T - [ CAD tools ] [ assembler }( ---------------------------
I 1ol iyl Power consumption | | .
1 Electromagnetic radiation 'mp'eme”ta“m _ ,Anary code
: Computation timings commands

Attacks:

1010408 1 B 1 10 . .
; Simple analysis

Differential analysis (statistics) 8. Implementation Results on FPGA

S e T T Templates and learning XCBSLX75 FPGA, GF(p), 256-bit ECC or 128-bit HECC, internal word size w = 32 bits
Recoding units:
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area slices (FF/LUT) 565 (1321/1461) 570 (1340/1479) 571 (1344/1495)|503 (1348/1489)
Uniform comp. durations  Example: use redundant number systems freq. (MHz) 22D 2 2l 217
: : K
Uniform power/EM profile % | X Area/speed trade-offs for ECC and HECC configurations:
Random behavior k) Re(k)  Rok)  Ruk)  Rs(k)  Re(k) - R s s S
: : : : #mult. mult. 1 col. mult. 2 col. mult. 4 col.
Clrcur[. reconflgur.atlon A (lk)]P A (lk)]P A (‘k)]P A (‘k)]P AP (R (lk)]P ECC | | 2 | 503 (1348/1489) |217 626 (1450/1643) 230 694 (1649/1891) | 211
detection/correction codes ' i } * i ° 2 2 | 689 (1744/1894) 219 754 (1948/2208) 234 931 (2345/2712) | 220
Add noise (!) Random recoding: Vi [Ri(k)]P = [k]P 3 2 | 809 (2146/2245) 205 942 (2449/2704) 2221105 (3046/3436) 222
HECC | 2 | 522 (1344/1405) 228 520 (1434/1535) 217
2 2 | 634 (1746/1786) 226 689 (1926/2055) 220 area freq.
4. From ECC to HECC 4 2 | 852 (2552/2531) 201 917 (2912/3045) (195 slices (FF/LUT) MHz
8 2 1347 (4145/3882) 204 1601 (4865/4928) 209
field size ADD DBL
| * | . 9. Algorithms and Architecture Impacts on SCAs
ECC /bits
Activity traces from CABA' simulations (after filtering) for several
configurations of the field multiplier (area/speed)
HECC ; bits small/slow medium/medium large/fast
Cost: 47M + 4S ‘ Cost: 38M + 6S g oo g oo 7 P g i e
Examples of computation expressions for projective coordinates ADD “ “ j::'"“"MW*WWM“”W‘"’WWWMWWMW‘“““WW Cliy H
o T Wi, mwvwrw % %

5. H AH PrOjec t Objec tives _ time [clock cycles] . time [clock cycles] _ time [clock ¢ ycles]
Efficient algorithms and representations for HECC E o WA MR 1 ot
HECC protections against SCAs (passive and active) DBL ) N e A N
Fast, low-power and secure hardware implementations (open T T o | M |
source hardware code and programming tools) R o ] B E R R
Intensive SeCUrity evaluation USing our SCA Se’[up ' Cycle Accurate Bit Accurate (i.e. simulations close to real power measurements)

http://h-a-h.inria.fr/

00 ENSSAT /o (gs|RISA VA7

rennes L ANNION



