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ABSTRACT in practice robustness is not so easily achieved. In fact, robustness
is not even an easy thing to measure. A network can seem to be
running smoothly only to crash unexpectedly after some seemingly

“small” event.

Hot-potato routings a mechanism employed when there are multi-
ple (equally good) interdomain routes available for a given destina-
tion. In this scenario, the Border Gateway Protocol (BGP) selects

the interdomain route associated with the closest egress point based A rc()jbustﬁneltwo(;k shpgld ha\1/_e low dsensm\élt);‘to r(:)utmg beha:tv-
upon intradomain path costs. Consequently, intradomain routing lor and traffic load variations. To understand the robustness of an

changes can impact interdomain routing and cause abrupt swings ofP network, it is important to understand the robustness of both the

external routes, which we cdibt-potato disruptionsRecentwork  control anddataplanes. For example, a small routing change in-

has shown that hot-potato disruptions can have a substantial impacfid® & network may have significant impact in the control plane by
on large ISP backbones and thereby jeopardize the network robustcaUsing an extremely large number of routing messages — which
ness. As aresult, there is a need for guidelines and tools to assist id" turr_l may overload anq crash rou@ers, even though the routes ini-
the design of networks that minimize hot-potato disruptions. How- tally in play were carrying no traffic. On the other hand, small

ever, developing these tools is challenging due to the complex andPuting shifts of popular routes can impact the data plane by caus-
subtle nature of the interactions between exterior and interior rout- 9 @ large swing in traffic, perhaps leading to congestion, losses,

ing. In this paper, we address these challenges using an analytici€/a: an: J'ttehr' g g o o o ,
model of hot-potato routing that incorporates metrics to evaluate =VeN though understanding a network's sensitivity to a change is
network sensitivity to hot-potato disruptions. We then present a a crucial step in designing of a robust network, current traffic engi-

methodology for computing these metrics using measurements of '€€riNg t.echnlques. fand tools for netyvork d.e.s[gn and management
real ISP networks. We demonstrate the utility of our model by an- have limited capability to analyze this sensitivity. In fact, there is

alyzing the sensitivity of a large AS in a tier 1 ISP network even little terminology to describe and measure network sensitiv-
' ity. In this paper, we address this problem by defining metrics for

characterizing network sensitivity to routing changes inside an au-

Categories and Subject Descriptors tonomous system’s (AS) network.
C.2.2 Network Protocols]: Routing Protocols; C.2.3Jomputer- Routing in an AS is performed by the interplay of interdomain
Communication Networks]: Network Operations routing, which in the Internet today is BGP [1], and the intrado-

main routing protocol (such as OSPF[2] and I1S-IS [3]). Routers on
the border of an AS exchange reachability information using BGP,

General Terms which is responsible for determining the AS-level forwarding path.

Design, Reliability, Management, Performance Inside each AS, interior gateway protocols (IGPs) determine short-
est paths between every router in the network. BGP determines the
Keywords set of best egress points for a destination prefix. When there are

multiple equally good egress points in terms of BGP-specific at-

Network robustness, sensitivity analysis, hot-potato routing, BGP, i tes, IGP provides a ranking of these egress points for a given

IGP, OSPF ingress point in terms of closeness. When the egress point selec-
tion is decided by comparing IGP costs, it is commonly caliet
1. INTRODUCTION potato routing
Internet Service Providers (ISPs) seek to builbustnetworks In previous work [4], we have used measurements of one ISP

so that small perturbations in the environment or internal condi- Network to show that hot-potato routing can have a significant im-

tions do not significantly impact network performance. However, Pacton BGP route selection. For example, one IGP routing change
was measured to chan§2% of a router's BGP table. We call such
abrupt BGP route shifts caused by IGP cost chahgegotato dis-
ruptions Motivated by these findings, in this paper we propose

Permission to make digital or hard copies of all or part of this work for Mmetrics that capture the impact of intradomain changes on the con-

personal or classroom use is granted without fee provided that copies ardrol and data planes.

not made or distributed for profit or commercial advantage and that copies  \We model the control plane asauting matrixRM that maps a

bear this notice and the full citation on the first page. To copy otherwise, 10 yode and a destination to a set of potential egress ﬁoﬂﬂs ma-
republish, to post on servers or to redistribute to lists, requires prior specific

permission and/or a fee. 1 . . s
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trix is a function of the routes sent to an AS and the locally imple- 4. A case study of applying our model to a large AS of a tier 1
mentedrouting policies. The routing matrix stores the set of egress ISP network.

points that are best according to B@Rdthat have equal IGP dis-
tances from the node. Changes in both IGP and BGP may affect
a network routing matrix. We express this dependence informally
in the following relation, whergp represents the combination of
information from the two protocols:

The rest of the paper is organized as follows. We discuss related
work in Section 2. In Section 3, we present background material on
routing from an ISP perspective and discuss the challenges of mod-
eling it. In Section 4, we model the routing matrix while focusing
on a single destination prefix. We then extend the model in Sec-

RM + IGP @ BGP tion 5 to capture control plane and data plane sensitivity. Section 6
] ) ) ] presents our methodology to compute control plane sensitivity in
The data plane is often modeled as a traffic matrix. Fa#ic real networks and analyzes control plane sensitivity of a tier 1 AS

matrixT M represents the volume of traffic from an ingress pointto {o |ink and router failures. We conclude and present future direc-
an egress point. We adopt this abstraction because, when combineggns in Section 7.

with the routing matrix, it is easier to determine metrics such as the

overall network load or individual link loads. 2. RELATED WORK

We define the traffic demand as a matVt, which determines ) ) - ) )
the volume of traffic entering the network at a given ingress point _17affic engineering tools evaluate the impact of different network
to a given destination prefix. The actual egress point that the traf- configurations on the traffic matrix. For example, Netscope [S] is a
fic uses to exit the network is determined by the routing matrix. tool from AT&T Labs that allows network operators to experiment
Thus, changes in traffic demands or routing decisions may result inWith different IGP configurations to determine the load distribution
changes in the traffic matrix. We represent this combinatiopas ~ aCross links. Although Netscope incorporates models of intrado-

in the following relation. main routing and hot-potato routing, these models are not formally
described. The algorithm presented in [6] searches for the set of
TM <+ RM Q@ M OSPF weights that leads to an optimal link load distribution. Sub-

) sequent work [7] considers weight setting that are more robust to
Informally, we can now talk about measuring robustness, or put |\ ajlyres and changes in traffic demands. More recent work [8]
another way, the sensitivity of a network (or elements of a network) g qe|s the BGP routing decision in detail and allows the study of
to perturbations. We are interested in thmt.rol plane sensitivity changes to BGP configuration on the egress point selection. None
to an IGP change IGP. We can capture this as of these tools focuses on the network sensitivity to routing changes

ARM « AIGP @ BGP specifically. They evaluate route selectidRM) and traffic dis-
tribution (' M) considering different network settings, but not the
and say that the network is robust if for all “smalIGP we impact of the changeXIGP or ABGP) on the network AT M

produce a“smallARM . This naturally extends to a quantification or ARM).
of data plane sensitivitywhich captures perturbations to the traffic The impact of intradomain routing changeSI(GP) on inter-
matrix domain routing ARM) and that of egress point changesR M)
on traffic (AT M) have been quantified using measurements of ISP
ATM < ARM @ M networks. A study of the Sprint network [9] characterizes the im-
and can be derived from the control plane perturbations. pact of BGP changes on the traffic matrix. This study found that

Note that control plane and data plane sensitivities are not neces-changes in the traffic matrix do not correlate with BGP routing
sarily related. For example, a small routing change can produce achanges. In[4], we measured the impact of intradomain changes on
large shift in traffic, and a large routing change can leave traffic un- BGP route selection and find that some intradomain changes cause
changed. There is an interesting analogy to seismic scales in thes@ 'arge churn of BGP routes. This study identified the seriousness
definitions. The Richter Scale is a familiar quantification of the ©f the impact of routing interaction on ISP networks and motivated
magnitude of seismic events. A less familiar scale, called the Mod- US t© develop the model and analysis presented in this paper.
ified Mercalli Scale, is used to rank the intensity of a seismic event
— thatis, the impact that an earthquake has on human society. The3. MODELING ROUTING BEHAVIOR
magnitude scale captures an intrinsic property of a seismic event, \We start this section with an overview of routing in a typical In-
while values on the intensity scale vary with location and may de- ternet Service Provider (ISP) network. Then, we outline the chal-
pend on local conditions such as the structural integrity of build- lenges of modeling the routing behavior and the impact of inter-
ings. So our “control plane sensitivity scale” is analogous to the nal routing changes on the selection of external routes and conse-
Richter scale, while the “data plane sensitivity scale” is analogous quently on traffic.
to the Modified Mercalli Scale. . L

In this paper, we make the following contributions to the under- 3.1 Routing within an ISP Network
standing of network sensitivity to internal events: The Internet is an interconnection of Autonomous System’s (AS)
networks, which are administered by ISPs and their customers. In
order for customers of one ISP to be able to communicate with cus-
tomers of another, every router in the ISP has to learn how to reach
destination prefixes that belong to its customers and those of other
ISPs. Typically, BGP is used for exchanging reachability informa-
tion of external destination prefixes. In particular, routers at the pe-
riphery of the ISP speak external BGP (eBGP) with routers outside
(from customers or other ISPs) to learn about destination prefixes
reachable via these outside routers. If a router at the periphery se-
IGP distances. lects one of the routes learned externally as the best to reach the

1. An analytic model of an IP network control plane and data
plane, and their interactions;

2. Aterminology for network sensitivity analysis;
3. A methodology for computing a network’s sensitivity using

data typically collected by large ISPs for management pur-
poses; and




p . Ignore if exit point unreachable
%‘T . Highest local preference

0
] 1
: raffic to p 2. Lowest AS path length
3. Lowest origin type
4
5
6
7

route to p . eBGP-learned over iBGP-learned
. Lowest IGP path cost to exit point (“Hot potato”)
. Configuration-specific tie-breaking
(e.g., older route or lowest router-id of BGP speaket

Annolncement of l l . Lowest MED (with same next-hop AS)

Table 1: Principle steps in the BGP decision process

C uses egress point A
to route to p

Consider Figure 1 again and assume that a failure in one of the
links in the path fromC to A causes its cost to beconé. This
small change in the IGP distance makes egress @piibser toC
than A, prompting it to send traffic destined govia B. Indeed, as
observed in [4], in some cases hot-potato routing can cause a large
fraction of BGP routes at a given router to switch egress points due
destination prefix, it distributes this route to all other routers inside t0 a single IGP change inside the network. Thus, abrupt hot-potato
the network using internal BGP (iBGP). routing changes can have a significant impact on both the control

In addition to running BGP (iBGP and eBGP), an AS also runs Plane and the data plane. The goal of this paper is to understand
an Interior Gateway Protocol (IGP) that is responsible for determin- Whenandwhy such changes happen through an analytic model of
ing the path between routers inside the network. The most com-the BGP/IGP interaction and sensitivity metrics that characterize
monly used IGPs are OSPF [2] and IS-IS [3], which are link-state Network sensitivity to IGP changes.
protocols. With link-state protocols, each router learns the entire
topology of the network and uses Dijkstra’s shortest path algorithm 3.2 Cha”enges
to compute the shortest path to all other routers in the network. Modeling the sensitivity of routing and traffic to IGP changes

An ISP often connects to a customer or another ISP at multiple inside an ISP network requires a good understanding of how the
physical locations. This leads to scenarios where a BGP route fornetwork uses IGP and BGP for routing, the resulting routing ma-
the same prefix is learned by more than one router at the peripherytrix, the traffic demands, and how the traffic demands and routing
of the ISP network. For example, consider the scenario shown in matrix combine to generate the traffic matrix. Below we outline the

Figure 1: Hot-potato routing determines that C' uses route
through A to forward packets to the destination prefixp.

Figure 1, where routerd and B both learn how to reach prefjx main challenges of modeling this complex system:
via eBGP. Both routers propagate this route via iBGP to roGter IGP. Each AS has the freedom to design its internal routing in-
(as indicated by the solid arrows). Fraffis point-of-view, both frastructure and select the appropriate IGP to route packets within

routes are equally good in terms of their BGP attributes. Therefore, the network. For scalability reasons, both OSPF and IS-IS allow
C can choose eithed or B as the egress point out of the ISP for hierarchical routing by dividing a network into areas [2, 3]. When
sending the traffic destined @ To break the tie( selects the areas are employed, packets are forwarded along shortest paths
router that iloserin terms of the IGP distance to the egress point. within an area, but may deviate from the shortest paths when they
In this exampleC' picks A as the egress point for all the traffic to  traverse multiple areas. As a result, a model of hot-potato routing

destination prefip (as shown by the dotted line in Figure 1). needs to incorporate the link weights and the division of routers
When the BGP best route selection is based on the IGP distancejnto areas and accurately model the IGP path cost computation.
it is called hot-potato routing In fact, hot-potato routing happens BGP.Modeling the complete set of egress points per prefix within

because the IGP distance to the BGP “next-hop” (the egress point)an ISP can become complicated due to the iBGP architecture of a
is one of the steps in the decision process used by a route€like network. The BGP standard requires a full mesh of iBGP connec-
to select the best BGP route for a given prefix. Table 1 presentstions between all BGP speaking routers in the network [1]. This en-
the steps in the BGP decision process. A router uses the decisiorsures that all the routers know about the best routes learned by ev-
process on a per prefix basis, i.e., it applies the eight steps outlinedery other router via eBGP. To overcome the resulting scalability is-
in the table for every prefix to select a route out of multiple BGP sues, networks with a large number of BGP speakers usually struc-
routes the router learns for that prefix. As the table shows, first ture them into some form of iBGP hierarchy; “router-reflectors”
the router uses the IGP information to ensure that it can reach theand “confederations” are two popular ways of forming this hierar-
egress point of a route using an IGP path within the network. Then chy [10]. An unfortunate side-effect is that some BGP routes are
it considers various BGP attributes of routes. At the end of step 5, available to only a subset of BGP routers inside a network. This can
if two or more routes survive axjually goodoutes, then the router  lead to scenarios where different routers in a network have different
compares the IGP distance to the egress points of these routes, ansets of egress points.
selects the route with the lowest IGP distance to the egress point.  Routing matrix. After we have an abstract model of both IGP

In transit AS in the core of the Internet a significant fraction of and BGP decisions, we still need to combine them to form the
the routes are selected based on hot-potato routing. These includeouting matrix, which depends on the interaction of the two pro-
all routes learned from peer networks and from customers that con-tocols. Some parts of this interaction are standardized such as steps
nect to the AS in multiple locations. Hot-potato routing can cause 0 through 6 of the BGP decision process, whereas some like the tie-
a router to change its routing decision because the IGP distances tdreaking rule after the comparison of IGP costs are not. This im-
egress points have changed due to a failure, a planned maintenancglies that the interaction between IGPs and BGP depends on router
or a traffic engineering event inside the network. We call such BGP implementation or specific network configuration.
routing changes due to the hot-potato rule in the decision process Traffic demands and traffic matrix. The traffic demand placed
hot-potato changes on a network depends on the traffic sent and received by the end-



users attached to customer and peer networks, and the locations in _Basic

which they connect to the network. Consequently, traffic demands Universe of vertices u

vary considerably over time. In general, it is hard to obtain a rep- Undirected weight graph G=(V,E,w,d),V CU
resentative snapshot of the traffic demands and the resulting traffic ~ Root set or egress set Lcu

matrix. Even though measurement and estimation of the traffic ma- v’s rank for root vertex d(v, 1)

trix have received considerable research attention of late [11, 12, Region of a root vertek R(G,L)CV

13], measurements are aggregated or sampled and not all routers in

. . Region index set of a vertax RI(G,L,v) C L
the network are capable of collecting the required data [13]. Class of graph transformations | AG
; Probability function for
3.3 Assumptions of the Model graph transformations P
To reduce the complexity of modeling all these details, we make ]

the following simplifying assumptions: Regional i
Region-shift function H(G,L,v,9)
Vertex sensitivity 7(G, L, AG,P,v)

1. All routers know all routes to reach a destination pre-

fix. As mentioned earlier, this assumption is valid when BGP Impact of a graph transformation 6(G, L, 9)

speakers are organized in a full iBGP mesh. In ASes thatuse ~ Graph sensitivity o(G,L,AG,P)
an iBGP hierarchy this assumption no longer holds. How- Control Plane Sensitivity

ever, even in the case of an iBGP hierarchy, the following Set of destination prefixes P

condition is enough for our model to capture the network Mapping of prefixes to egress setsg : P — 24
sensitivity correctly: every router at the very least learns the Routing-shift function HEM (G, P,v, §)

route that it would have picked as the best route had it learned

) ) Node routing sensitivit BRM(q, P,AG,P,v
all the eBGP-learned routes for a given prefix. 9 Y i )

Routing impact of a graph 9RM (G, P,0)
transformation T

2. Well-configured iBGP. Griffin and Wilfong [14] describe Control plane sensitivity oM (G, P,AG,P)
scenarios in which iBGP misconfigurations can lead to route Data Plane Sensitivity
deflections. This means that routers in the forwarding path Set of ingress nodes T
to an egress point for a prefix disagree on the selection of the Ingress-to-prefix traffic matrix | M
egress point leading to deflections and loops in an extreme Total traffic volume entering T(v)
case. We assume that the network configuration satisfies the - )
conditions specified in [14] for avoiding such loops and de- Traffic-shift function HTM(G, P, M, v, 0)
flections. Ingress node traffic sensitivity | 7'M (G, P,AG,P,M,v)
Traffic impe}ct of a graph 9TM (G, P, M, )
. . transformation TToTTD
3. Stable BGP routing snapshots We assume that BGP poli- Data plane sensitivity oT™M (G, P,AG,P, M)

cies and eBGP routes are stable. Our model works with snap-
shots of BGP routes and analyzes the impact of intradomain
routing changes on snapshot of routes.

Table 2: Summary of definitions and metrics.

4. Stable snapshots of traffic demandsSimilarly, our model o ] )
takes as input snapshots of the traffic demands to analyze the4.1 ~ Multidimensional Data Analysis

impact of intradomain routing changes on traffic. Extracting useful information from a network configuration is a
very difficult task. We are interested in the sensitivity of a network
These assumptions allow us to model the state of routing systemto hot-potato disruptions, which depends on a number of factors in-
and snapshots of traffic. Our model does not capture the routing cluding network topology, routing policies, location in the network,
dynamics or traffic load variations directly. A single underlying the specific network changes considered, etc. To make matters
event may cause a series of routing messages, and routers in thaorse, there seems to be no “one size fits all” metric that can cap-
network may take some time to converge to a consistent state. Weture the routing sensitivity in a meaningful way. Our approach to
do not model the sequence of messages exchanged to reach a stalieanaging this complexity is inspired by the area of databases where
routing state. Instead, we model a routing change from one stablesimilar challenges arise -Online Analytic Processin@LAP) [15,
state to another stable state reached after the convergence phase.16, 17]. The key to OLAP design is to arrange data in a multidi-
mensional cube, and then provide natural ways to “slice and dice”
the data along multiple dimensions.
4. REGIONS AND REGION SHIFTS For instance, imagine a three-dimensional OLAP data cube in
This section firstintroduces concepts from multidimensional data which each cell contains sales totals indexed by product sold, city
analysis that inspired us in our network sensitivity analysis. Then, of sales, and day of sales. It is possible to explore the sales data
it describes a graph model and the concepts of graph regions andy dicing it into one, two, or three-dimensional slices, and then
region shifts that together form the basis of our network model of aggregating and displaying a slice in various ways. For example, if
hot-potato routing. The set of definitions presented here capture thewe fix a product and city, then we obtain a one-dimensional slice of
interaction between BGP and IGP when considering a single desti-the cube that captures the sales over time of the chosen product in
nation prefix. In Section 5, we build on this terminology to define the chosen city. This slice could be used to compute an average over
control plane and data plane sensitivity metrics. Table 2 summa- all days, or to find the days of maximum sales. In a similar way,
rizes the notation introduced in this section and the following one, if we fix a city, we can obtain a two-dimensional slice of the cube
and used in the remainder of the paper. that captures the sales of all products in that city over all days. An



interesting characteristic of most data cubes is that the dimensionaldecision process) to use any of the associated regions. Note that if
data hasome natural hierarchical structure. For example, we could ! € V, thenR,(G, L) = §.
generate a new data cube by “rolling-up” the time dimension to the  We defineRI(G, L,v) C L as theregion index setf a vertexv
level of month the location dimension to the level obuntry, and in a graphG divided into regions according to the root det
the product dimension to the level chtegory
Figure 2 presents the OLAP data cube we define for the purpose
of exploring the impact of hot-potato routing on a network. Our
dimensions aréocation (routers),network changdrepresenting a
fixed class of changes such as “all single link failures” or “all single The region index set of a vertaxis the set of root nodes that
node failures”), and IP prefixes. We find that a large number of are closest ta. If L is the egress set for a destination prefix
interesting hot-potato sensitivity queries can be computed with athen RI(G, L, v) represents’s entry in the routing matrix when
very simple data cube- each data cell contains only a single bit!  consideringp. If v is disconnected from the graph, th&h €
This bit is set if the associated router changes egress points for theL, d(v,1) = co andRI(G, L,v) = 0.
associated prefix when the associated network change is applied. For example, the grap@ in Figure 3 presents the internal topol-
In this paper, we will not explore the fine-grained hierarchy of our ogy of the AS shown in Figure 1. The figure shows the division of
dimensional data (for example, routers are naturally grouped into this topology into regions for the destination prefikom our pre-
PoPs, which can be grouped into regions, which in turn can be vious example. The root set is the egress sepfeoL = {A, B}.
grouped into countries), but the utility of this should be clear. All other nodes are internal nodes. An arrow from ventexvertex
j represents that verteiis the successor of vertexin the short-
est path to a root. The distances front’ to A and B are9 and
IP prefixes 10, respectively; therefore is in the region ofA (i.e., it forwards
- packets using egress poid). The regionRs = {A,C, D, F, J}
network represents all routers that forward packets tsing A as the egress
g atons point, and the regiolRs = {G, J} similarly represents the routers
that useB as the egress. Note that routkis in bothR4 andRpg,
Figure 2: Data cube for network sensitivity analysis. henceRI(G,L,J) = {A, B}.

RI(G, L,v) = {lVl € L,v € Ry(G,L)}.

In this section, we study slices of the data cube that correspond
to an IP prefix such as the one represented by the shaded surface
in Figure 2. We define metrics of region-shift sensitivity computed
over this surface.

4.2 Definitions

Letl/ be the universe set of vertices. Given an undirected weighted Region of A | Region of B
graphG = (V, E,w,d), whereV C U, and a non-empty set of
verticesL C U, we say thatl is the set ofroot vertices These Figure 3: Example of the division of G into regions.
root vertices represent the set of egress points for a destination pre-

A graph transformatiorof G is a functiond : (V, E,w,d) —
(V', E',w',d) that deletes one or more edges or vertices, changes
the weight of one or more edges, or adds one or more edges or
vertices. LetAG be the class of graph transformationsg®fsuch

to!’. The ranking functioni represents the IGP distance between as the set of lglngle edge Qeletlon§. .Every graph transformation
routers in a network, and consequently its computation depends o has a probabilit?(§) associated with it such that;c ¢ P(9) =
specific details of the intradomain routing protocol and the network ~*
configuration. In a network with no IGP hierarchi(v, ) is the
sum of the weights of the edges in a shortest path betwesm!.
If the network has a more complex IGP structure, thém [) can
be computed using a model of the IGP hierarchy [5, 18]. (G, Lv,0) = { L, if RI(G,L,v) # RI(6(G), L,v)

Given a graphG with ranking functiond and a root sef, each o 0, otherwise
root vertex! € L induces aegion R C V such that:

fix.

Every vertexv € U has a local ranking of root vertices. The
functiond(v, l) returnsv’s rank for root vertex. When eithew or
1€ V,d(v,l) =oo. If d(v,1) < d(v,1"), thenv is closerto [ than

For eachd € AG andv € V, we can compute theegion-shift
function(G, L, v, §) as follows:

Intuitively, the functionH determines whether a vertex experi-
Ri(G, L) = {v|[vv € V andd(v, 1) < d(v,I'),Vl' € L1 £1'}. ences a hot-potato routing (.:ha.nge, i.g., whether avermanges
regions after a transformatiahis applied toG, thereby shifting
region boundaries. Note th&I is a set of root vertices, hence
This construction divides into || regions, and each region  the removal or addition of an element is considered a region shift.
R;(G, L) is a shortest distance tree rooted iNote, though, that ~ When a root € L is deleted fromG, it no longer belongs to any

the division ofG into regions is not a partition of the vertices¢h region and consequently the value of the region-shift function for
because regions are not necessarily mutually disjoint. For instance{ is one. For all other possible types of graph transformatirs
if d(v,1) =d(v,1") forl,I' € L, thenv € R;(G,L) N Ry (G, L). root vertex! cannot change regions, therefd#&G, L,1,4) = 0

We allow vertices to be in more than one region to model the poten-for all [ € L.
tial of the tie-break decision (after the hot-potato step in the BGP [ et us re-examine the example presented in Figure 3. Suppose
2We considei” a subset of a greater universe of vertices because that AG is the set of single edge deletions. Now consider the sce-

we want to study cases in which vertices are deleted or added to thehario whered = delete edge’'F. In an IP network, the deletion
graphG. of an edge represents a link failure. Figure 4 presents the resulting




graphd(G) with the new division into regions. The distance®f
to A changed fron9 to 11 while the distance of' to B remained
10. HenceC changes fronR4 to R andH (G, L,C,§) = 1. All
the other vertices are not affected by the changejws& V,v #
C,H(G, L,v,8) =0.

Region of A Region of B

Figure 4: Example of the division of vertices into regions after
deleting the edgeC' F'.

4.3 Regional Sensitivity

To analyze a graph’s sensitivity to graph transformations with

Region of A / Region of B
Figure 6: Example of a graph with vertices divided into regions
asinduced byL, = {A, B}.

equal probabilities. In this scenario, the four vertices are divided
into two regions as illustrated in the figure.

Table 3 presents a cross-tabulation over the valugs df , v, §)
for all vertices in Figure 6. Each colundpcorresponds to the dele-
tion of the edgd;. The last column presents the vertex sensitivity
n(L1,v) for each vertex. Verticed and B are roots, therefore no
edge deletion can cause them to change regions andjbbthA)
andn(L1, B) equal0. Out of the three possible graph transforma-
tion, only the deletion of edgk causes verteX' to change from
R4 to Rp. Hencen(L1,C) = 3. The computation oD’s sensi-

respect to a set of root vertices, we construct a two-dimensional gy;ity is similar. We will describe the last row of the table when we

surface where there is a point for each gaird). The value of each
point(v, §) is settoH(G, L, v, d). Then, we introduce metrics that
capture the sensitivity of a vertex to region shifts and the impact of
a graph transformation on all the vertices in the graph by computing

averages and maxima over one-dimensional slices of this plane as

represented in Figure 5.

vertex sensitivity
v
T

¢ -

=8 H(G,L,v,3)

52

o W

o5 g impact of a
“g graph transformation
8 (%)

v .
vertices

Figure 5: Regional sensitivity metrics are computed over a two-
dimensional surface of vertices and graph transformations.

Vertex Sensitivity

The vertex sensitivityfn € [0, 1]) describes the expected regional
sensitivity of a vertex € V given the set of graph transformations
AG with probability P.

n(G, L, AG,P,v) > H(G,L,v,8).P(5)

SEAG

Vertex sensitivity captures the likelihood of a vertex to change
regions when applying the class of graph transformatiéud in
G. In this section, we discuss sensitivity for a given set of param-
eters for a grapld, class of graph transformatiodsG, and graph
transformation probability functioR. For conciseness of notation,
we omit these parameters, heng@s, L, AG,P,v) = n(L,v).
We also define the average vertex sensitiviy, (vhich is useful
for evaluating the sensitivity of a graph.

1

#(G, L, AG,P) T2k

> n(G,L,AG,P,v)
vEV

Consider the graplé presented in Figure 6. Assume that all
edges have the same weiglit, = {4, B}, AG is the class of
single edge deletions, and dlle AG are independent and have

define the impact of a graph transformation and graph sensitivity.
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Table 3: Sensitivity metrics using root setl; (Figure 6.

In general, values ofy(L,v) vary from0 to 1. Whenn(L,v)
is close to0, v is not sensitive to the class of graph transforma-
tions AG, i.e., it is unlikely thatv changes regions given the di-
vision induced byL. By definition, n(L,l) = 0 for any root
1 € L when considering any class of graph transformations that
does not include the deletion of root vertices. Routers that are in
the set of egress points for a destination prefix always prefer routes
learned from eBGP. Therefore, no intradomain changes (excluding
the router crashing) can have an impact on route selection for such
routers.

A value of p(L,v) = 1 means thav is sensitive to any graph
transformatiord € AG. Consider the graph presented in Figure 6
with only B as root {; = {B}). Figure 7 shows the division in
regions for this new scenario and Table 4 shows the values of the
sensitivity metrics. In this example} just has one route to reach
the destination prefiy, thus any edge deletion disconnedtfrom

p. Since the deletion of any edge in the graph disconndédtem

the rootB, (L2, A) = 1.

Region of B

Figure 7: Example of a graph with root setL, = { B}.

Impact of a Graph Transformation

Theimpact of a graph transformatio(® € [0, 1]) determines the
fraction of the vertices iri/ that experience region shifts after a



0 0 03 | n(L2,v) PROOF,
A 1 1 11
1
B 0 0 o010 7(G,L,AG,P) = m.Zn(G,L,AG,P,u)
c o 1 1|2 vev
1
D o o 1|1 = W'Z >~ H(G,L,v,8).P(5)
EVIEAG
W) |5 3 3| 0=3 o
= > —.> H(G,L,v,0).P@)
seac |Vl
EAG vEV
Table 4: Sensitivity metrics using root setL» (Figure 7. = Y 6(G,L,5).P(5)
seAG
given graph transformation. = UG L,AGP)
O
1 ' L
0(G,L,0) = ——. Z (G, L,v,0) Therefore, we defingraph sensitivityas
|V| veEV
o(G,L,AG,P) = #(G,L,AG,P)
= 4(G,L,AG,P).

We define a metric that captures the expected impﬁbcﬂ:f(the
class of graph transformatiodsG with probability functionP:

We can now compute the graph sensitivity for the example pre-
sented in Figure 6. Over all the twelve possiblé combinations
(G, L,AG,P) = Y 6(G,L,8).P(5) only two experience region changes and they have the same prob-
s5€AG ability, soo(L1) = . The scenario presented in Figure 7 is
more likely to have region changes after an edge deletion. The
graph sensitivity metric reflects this increased sensitivity. Eor
Let us revisit the example in Figure 6 to analyze the impact of o(L2) = 1 ando(Ls) > o(La).
edge deletions. The last row of Table 3 presents the véli(ies &) Wheno (L) = 0, the graphG with root setL is extremely robust
for each edge deletion. The deletion of edgedoes not cause any  to the graph transformations definedAG. This happens when
vertex to change regions. This graph transformation has the leastt = V and AG does not include vertex deletions. Valuesoof
impact. Both the deletion df andls impact one of the vertices in  close to one arise when any graph transformatioA @ causes all
the graph, thus these transformations have a higher val@ieTofe vertices to change regions. The only scenario in whidh one is
last row of Table 4 present{ L», §) for the scenario depicted in ~ WhenAG contains only one transformation that is the deletion of
Figure 7. When onlyB is in the root set, the deletion &f causes all the roots together. In general, we expect the graph sensitivity to
all other vertices to change regions, makit{@., ds) = 3. bed < o(L) < 1.
As with vertex sensitivity, for any root sdt and graph trans-

formationd, values of9(L, §) vary betweerd andl. 6(L,d) =0 5. NETWORK SENSITIVITY

represents a transformation that causes no region shifts in the graph, We now use the terminology introduced in the previous section

whereasf(L, ) = 1 happens whem is a transformation that to model hot-potato routing. Then, we present metrics that capture

causes all the vertices in the graph to change regions. When th .
root set is composed of all vertices in the graph (Ze= V), then %oth control and data sensitivity to hot-potato changes.

no graph transformation (with the exception of vertex deletions) § 1  From Regions to Hot Potatoes
causes a vertex to change regions. This configuration is not sensi-

tive to changes in the graph afidL, 9) = 0. Note, however, that edges are IP-level links, edge weights are the IGP cost associated

this scenario is extremely unlikely in an IP network. First, peering S )
is not available everywhere. Second, the set of egress points forWlth a link interface, and the IGP path costs (computed with or

a prefix is usually much smaller than the number of routers in the ¥g205uétlgfpehIreersgchg)naéef:;:cgrgg;?f;'?r/] thre ;?snl:;ngréggﬁfgg
network. On the other hand, dfis the deletion of all € L, then as a root seug: WF()e Iassume that e;II r(I)ute?s?L apnnounce
all verticesv € V' change regions arf{ L, §) = 1. This other ex- P P

: : : . .. equally-good routes to reagh This assumption implies that our
treme is also unlikely for prefixes with more than one egress point. . ! L
ytorp 9 P model considers the set of best BGP routes after applying policies.

o In other words, we are only considering routes that are tied through
Graph Sensitivity step 5 in the BGP decision process (see Table 1).

Both the average vertex sensitivijyand the expected impact of a A region R; is the set of routers that use the route announced

graph transformatio@ allow us to compare the overall region-shift by egress poml.to forward traffic to destlnatllon prefix. .A hot-
sensitivity for(G, L, AG, P). potato change is a result of one or more intradomain path cost

changes caused by some underlying event (such as a fiber cut, in-

terface down, router crash, IGP weight change for maintenance,

LEMMA 4.1. etc.). We model intradomain routing changes as a graph transfor-
mation. In this scenario, the region-shift functigh determines

) whether a router experiences a hot-potato change for a destination
(G, L, AG,P) = §(G, L, AG,P) prefix when a particular intradomain routing change happens.

We model an AS as a grafi, where vertices represent routers,



One can think of vertex sensitivity as a metric that, given a net-  Each destination prefix has a set of egress pointg. The set
work and a set of intradomain routing changes, determines the like- of egress points, however, is not unique per prefix. It is often the
lihood of a router to change its selection of egress point for a partic- case that a number of destination prefixes share the same set of
ular prefix. The impact of a graph transformation can be used to de-egress points. For example, the two networks presented in Figure 1
termine the fraction of routers that experience a hot-potato changepeer into two locations (peering routedsand B). In this example,
after an intradomain routing change. The graph sensitivity metric  all destination prefixes of customers of the neighbor AS share the
reflects the overall impact of internal routing changes on the egressegress sefA, B}. Let P be a set of destination prefixes, gfithe
point that routers choose to forward packets to a destination prefix. mapping of prefixes to egress sefs:(P — 2.

By the definition of regions, when a router is equidistant from  Therouting-shift functiof®*™ (G, P, v, §)) represents the frac-
two egress points, we consider it to be in two different regions at the tion of destination prefixes idP for which there is a change in
same time. In practice, arouter breaks this tie using a configuration-egress points after a graph transformation
specific rule. For instance, by default Cisco routers prefer the older
route [19], which leads to different decisions depending on the or-
der of routing changes. A model that captures this tie-breaking rule
would have to simulate routing dynamics. Even though there are
some deterministic options for breaking this tie (such as comparing  Routing sensitivity metrics are computed similarly to the region-
the ID of the egress points) that could potentially be incorporated shift metrics by replacing the region-shift functigfwith the routing-
into our model, the choice of the tie break is particular for each shift function % . One can view the routing-shift function as a
network configuration. transformation of the one-dimensional slice of the data cube for

Instead, a network should be robust independent of routing dy- a pair (v, §). After applying the transformatio®*™ (G, P, v, §)
namics (otherwise, the network design would be counting on luck!). for every pair(v, §), we obtain a two-dimensional projection that
The definition of region-shift function introduced in the previous is equivalent to the plane presented in Figure 5.
section captures the worst-case sensitivity, because it considers tha]t\l . o
if there is any chance that a vertexmight change regions, then ode Routing Sensitivity
(G, L,v,d8) = 1. We refer to this definition of region-shift func-  Thenode routing sensitivitgy®™ ¢ [0, 1]) describes the expected
tion asHworst- fraction of route shifts from a router’s perspective. It represents the

fraction of a router’'s BGP table that changes egress points.

HEM (@, P,v,d) = ZH(Gﬁ ,8)
peEP

_ (1, if RI(G,L,v) # RI(§(G), L, v)
Huworst (G’ L,v, 6) - { 0, otherwise HRM (Ga P, AG:]}D:’U) = Z HRM(Gy P, v, J)P(J)
6EAG
Because of the tie-breaking rule, when a node is in more than one M (G, P,AG,P) = Y n*M(G, P,AG,P,v)

region at the same time, some graph transformations may change |V‘

the region indexRI and yet cause no hot-potato change in prac-
tice. We definel{;.s: as the best case scenario for the region-shift
function. If there is any root vertex that belongsRd (G, L, v)
andRI(4(G), L, v), then we consider thatdoes not experience a
hot-potato change.

veEV

Node routing sensitivity is useful for determining the routers in
the network that are more susceptible to hot-potato changes. This
metric does not differentiate between a router that experiences a
few route shifts for mosé € AG and another that experiences
rare but large route shifts. To differentiate between the two cases,
we introducenfX to represent the worst case route shift for each
Hiest(G, Lyv,8) = { (1): if RI(G, L,v) N RI(§(G), l&l:gr;wge nodev € V.
nEM (G, P,AG,v) = max HEM(G,P,v,0)

By computing the sensitivity metrics usifgworst, We deter- seae
mine an upper bound for regional sensitivity. Similarly, ushg:
determines a lower bound. In practice, the sensitivity metrics should
lie between these two values depending on the tie-breaking rule
adopted and the order of routing changes.

For clarity of notation, we define control plane and data plane ~ LEMMA 5.1.

Node routing sensitivityy* can also be represented as the av-
erage vertex sensitivity across all prefixes as demonstrated by the
following lemma.

sensitivity metrics using the region-shift functidfinstead of defin- M(G, P,AG,P,v) 3 0(G, B(p), AG, P,v)
ing upper and lower bounds based&,,s¢: andHpes:. Our case |P| o=y
study of the ISP network in Section 6 uses these definitions to com-
pute upper and lower bounds of network sensitivity. PROOF
RM RM

5.2 Control Plane Sensitivity TGP AGRY) = 6€ZAG” (G, Prv, ). B(3)

So far, our model has focused on the analysis of sensitivity when
considering only one destination prefix. However, hot-potato dis- = Z Z #H(G, B(p),v,0)-P(9)
ruptions result from a large number of routes changing simultane- senc Pl pep
ously because of an intradomain routing change. Thus, we add = =3 3 HG.B(®),v,6).P0)
another dimension to the data cube to capture the set of destination |P| PP SEAG
prefixesP and analyze the network state as a three-dimensional
data cube (as the one presented in Figure 2) to understand the im- = |P| Y (G, B(p), AG,P,v)
pact of a graph transformation on all the prefixes in the routing peP

matrix. O



Consider again the graph presented in Figure 6. Assume that the

a 3 . eRM(J) HRM (5)
numter of prefixed P| = 10 and that six prefixes use egress Bet

max

(Figure 6) and remaining four use egressise(Figure 7). Table 5 5 095 06
presents the node routing sensitivit§™ (v) for each vertex irG 52 0.2 0.4
computed using the valuegL;,v) andn(L2,v) presented in Ta- 3 0.45 1

bles 3 and 4, respectively. Sinéis in bothL; and L», no single

edge deletion causes it to change regions with respdtt to L.

Hence, it is the least sensitive vertex@ in fact, nE% (B) = 0. Table 6: Routing impact of single edge deletions on the graph

Vertex A changes regions after any edge deletion when the root setpresented in Figure 6 with root setsL; and L.

is La, but rJS\}/er change(;s rleg4ions when the root skt ifHence, we

computen™ (4) = &X&EX4 = (.4, Even though by examining e

™M vertex D is less sensitive thad and B, n2 indicates that Overall Control Plane Sensitivity

there is at least one graph transformation (in this égstor which Theoverall control plane sensitivitie®™ € [0, 1)) is the average

all its routes change egresses. node routing sensitivity or the expected routing impact of a class
of graph transformations. Control plane sensitivity represents the

average fraction of the routing matrix that shifts in response to in-
M) nfi(v) ternal perturbations.
A 0.4 0.6
B 0 0 oM(G,P,AG,P) = #BM(G,P,AG,P)
(& 0.47 0.6 _  HpRM
D 0.33 1 = 0 (G, P,AG,P)

) . I . The overall control plane sensitivity for the example in Figure 6
T{ible 5: Node routing sensitivity for the graph presented in with root setsL, and L, is o®™ (G, P, AG, P) = 0.3. Overall
Figure 6 with root sets L; and L. control plane sensitivity provides an aggregated view of network
sensitivity to IGP changes and can be used as one metric of com-
paring the robustness of the control plane of different network de-

Routing Impact of a Graph Transformation signs.

Therouting impact of a graph transformatio@® ¢ [0, 1]) rep- Perhaps more useful for determining the robustness of a network
resents the average fraction of BGP route shifts across all routersare the worst case node routing sensitivigff}.,) and routing im-
after an intradomain routing change. pact of graph transformationé}2%,). High values ofp2, mean
that there is at least one router in the network that has a high proba-
. 1 . bility of experiencing hot-potato disruptions, which may then lead
077 (G, P6) = % > HEM(G, Pv,0) to router overload. Similarly, graph transformations with a high
veV routing impact may lead to the overload of the control plane. A
O-M(G, P, AG,P) = Y 07M(G, P,5).P(9) robust network should minimize® .
s€AG
RM _ RM
The routing impact of a graph transformation represents the av- omae(Ch PAGE) = ¥ Tmas(G) P AC,)
erage number of entries in the routing matrix that are changed be- = max 07 :(G, P,0)

cause of a graph transformation. Similar to node routing sensitivity,

we define a metric to represent the node that is most impacted by o ) ) ]
each graph transformatioa}.). By identifying the most disruptive graph transformations, network

operators can plan for them before maintenance activities or, longer
term, add extra links or routers to reduce or avoid the most disrup-
Opon(G, P,0) = max HEM(G, P,v,0) tive events. Practical constraints may prevent a network from being
free of hot-potato disruptions. Knowledge of the areas of the net-
. . . o work that are most vulnerable to hot-potato disruptions can be used
As with node routing sensitivity, the routing impact of a graph hen selecting the location to connect customers. For instance, it
transformation can also be defined in terms of the impact of a graph 3y pe economically more advantageous to connect customers that
transformation on each root set equivalence class. use interactive applications such as voice and gaming in locations
LEMMA 5.2. that are less susceptible to disruptions.

5.3 Data Plane Sensitivity

The previous section presented metrics to study variations in the
routing matrix caused by IGP changes, i.e., the impact of hot-potato
We omit the proof because the steps are similar to that of Lemma 5.1routing on the control plane. In this section, we combine routing

Table 6 shows the routing impact of the deletion of each edge with traffic demands and introduce metrics that measure the im-
in G. The deletion of edgé; is the transformation with greatest pact of hot-potato routing changes on the ingress-to-egress traffic
impact. Even though it only impacts one vertex when considering matrix.
root setL., it impacts all vertices fol,. Indeed, we see from Let P be the set of destination prefixes @hdC V' be the set of
Table 6 that bot@®M (§3) andg22 (53) are higher than the impact  ingress routersM is an|Z| x |P| matrix, representing the ingress
of §; andé,. point to destination prefix traffic demand matrix. An elem@nip)

1

oM (G, P, §) =
|P|

> 0(G, B(p), 5)

pPEP



of M represents the volume of traffic from an ingress routerZ

to a destinatiomprefixp € P. We redefine the data cube from Fig- These metrics represent the fraction of the volume of traffic that
ure 2 to study data plane sensitivity, each cell of the data cube pre-shifts egress points due to an intradomain routing chamgé?,
sented in(v, 4, p) now contains the valug (G, B(p), v, d).M(v, p), represents the node that experiences the largest traffic shift because
which represents the volume of traffic from a nadéo a prefixp of a graph transformation. By computing this metric, network oper-

if v changes regions whenis applied toG. Given the ingress-to- ators can make statements such as, “no single link failure will shift
prefix demand matrix, the total inbound traffic at an ingress node more thanl % of the traffic”.

T(v))is: s
(T () Overall Data Plane Sensitivity
T(v) =Y M(v,p) Theoverall data plane sensitivitiy” ™ € [0, 1]) describes the av-
pEP erage ingress node traffic sensitivity or the expected traffic impact

of a graph transformation. It captures the average change in the

The traffic-shift function(H”™* (G, P, M, v,4)) represents the ¢ matrix.

fraction of the traffic entering the network at ingress nadnat

switches egress points after the graph transformdation

oT™M (@, P,AG,P,M) 6T™(G, P,AG,P,M)

= #"™(G,P,AG,P,M)

HIM(G, P, M, 0,0) = ——. 3 H(G, B(p), v,6).M(v, p)
T jep

The fraction of traffic that changes egresses may experience tran-

) . ; . The maximum data plane sensitivieyX{’Z, ) represents the worst
sient performance degradation during convergence and changes in : - ! A
i " ) case traffic shift experienced by a node considering all graph trans-
forwarding path characteristics (such as congestion, longer RTTs

or packet filters). formations inAG.

We now define data plane sensitivity metrics as a function of the

traffic-shift function. T (Gy P,AG,M) - = grleagnﬁ%(GyPaAG,Mav)
Ingress Node Traffic Sensitivity = max 07,00(G, P, M, )

The ingress node traffic sensitiviy™ € [0, 1]) describes the

expected fraction of the traffic originating at ingress nedthat Together the average and the maximum data plane sensitivity
switches egress points when considering the set of graph transformetrics allow us to compare different networks with respect to their

mations inAG with probability P. This metric captures the ex-  robustness in the flow of traffic under intradomain routing changes.

pected variation om’s entry of the traffic matrix for all graph trans- ~ Network operators may also consider analyzing traffic for specific

formations inAG. We also defing;LX, to represent the largest ~ customers or applications separately. For customers using inter-
traffic shift experienced by each nodewvhen considering the set ~ active applications any traffic shift may cause performance degra-

of graph transformationAG. dation. By studying data plane sensitivity for the subset of the ad-
dresses corresponding to those customers, either the network can be
7™(G,P,AG,P,M,v) = Y HTM(G,P,M,v,8).P(6) reprovisioned or the customer connectivity location can be changed
seAa to minimize disruptions due to internal events.
TM TM
n (G,P,AG,M,v) = max H " (G,P,M,v,d)
e seAa 6. APPLYING THE MODEL
ATM (G, P,AG,P,M) = 1 > n™(G, P,AG,P,M,v) This section demonstrates the utility of our model and metrics
I] veET by analyzing the sensitivity of a large AS of a tier 1 ISP network to

link and router failures. First, we give a brief explanation of how
to obtain the input parameters for the model from measurements
collected from operational networks. Then, we analyze the control
plane sensitivity of the tier 1 AS. An analysis of the data plane
sensitivity of the network remains future work.

n™™™ can also be computed by averaging the total volume of traf-
fic shifts across all root sets and all possible graph transformations
over the total traffic originated at As discussed with routing sen-
sitivity metrics, traffic sensitivity ranges from zero (indicating that
traffic from an ingress point does not shift egress points when con-
sideringAG) to one (the other extreme, where any transformation 6.1 Obtaining Inputs for the Model
in AG causes all the traffic originated @ato switch egress points). Most large ISPs routinely collect routing and traffic measure-

Traffic Impact of a Graph Transformation ment data for network management purposes. One can leverage
o o this data to extract the input parameters for our model as follows:
Thetraffic impact of a graph transformatio(® € [0,1]) rep-

resents the average across all ingress points of the fraction of the ~® Thenetwork topology (G) and therankingfunc,:tion (d) can
traffic that shifts because of a graph transformatiorit captures be derived either from snapshots of a router’s IGP configura-

the variation in the traffic matrix after the graph transformation tiontor frorq archives of IGP routing messages collected by a
route monitor.

6TM(G,P,M,8) = L Z HTM(G, P, M, v, ) e The set of destination prefixes P) and prefix-to-egress-
Izl ez set mapping (3) can be computed by joining a collection of
0TM (G, P,M,§) = max HTM (G, P, M, v, §) BGP tables or from archives of BGP routing messages.
v

e Snapshots of thigaffic demands M can either be estimated
from link load statistics [12, 13] or can be measured directly
at ingress routers [11, 20].

6T™(G, P,AG,P,M) > 6TM(G, P, M, 5).P(9)

SEAG



The ISP uses OSPF as its intradomain protocol and the networkshift function ¢{*) as defined in Section 5.1. Similarly, the up-
has beerpartitioned into several areas [2]. An OSPF monitor [18] per bound is computed using the worst case routing shift function
deployed in the ISP network collects link-state advertisements from (#2).,). For conciseness of notation, we denote control plane
the network. The monitor is located in a Point of Presence (PoP) sensitivity to link failures as® (A1 @) and to router failures as
and has a direct physical connection to a router in ared@itius, it M (ARG). Botha®M(ALG) anda™ (ArG) are very close
receives detailed information about all links and routers in area 0, to zero, indicating that overall the network is quite robust to single
but only summarized information about routers in other areas. Thelink and router failures. The network is relatively more sensitive
summarized information consists of the distance to each router into router failures than link failures®* (AL G) < o®M(ArG)).
the non-zero area from the border routers between area 0 and th&'his matches the intuition that the failure of a router should im-
non-zero area in question. We use the area 0 topology and the sumpact more paths than the failure of a single link. Note &3}
marized information to construct snapshots of the network topol- represents control plane sensitivity that is averaged over all routers
ogy and to extract the ranking functia@hfor each router in area 0.  and all failures; having a low value for both single link and router
Note that even though we do not have detailed topology informa- failures means that the network on average is robust to these set of
tion for non-zero areas, the area 0 topology and summarized in-failures. However, there may be some “outliers” from the average
formation allow us to compute the exact OSPF distance from any that could still perturb the network. The next question explores this

router in area 0 to any other router in the network. issue further.
The ISP uses an iBGP route-reflector hierarchy [10] inside the _
network for scalability reasons. A BGP monitor establishes iBGP Overall sensitivity §7*7)
sessions (running over TCP) to at least one route reflector per PoP L Log’%rogglzmd U%pg{)gfg”d
f Ingle link 1allures Qr, . .
(all these route reflectors belong to OSPF area 0). The monitor Single router failures&n G) 001001 001165

timestamps and archives all the BGP updates received over these
sessions and dumps the routing table once a day to provide a peri-
odic snapshot of the best route for each prefix. For each destination Table 7: Overall control plane sensitivity of the AS.

prefix p, we computel,, as the union of all egress points selected

by each of the route reflectors monitofe&ince we do not model . . . .

the route-reflector hierarchy, we use the same mapping from prefix What is the largest disruption that can happen in the
to egress sef for all routers in the network. network?

. Table 8 presents the worst case control plane sensitijif§,. Re-
6.2 Case Study: An ISP Network call thata 22 represents the palp, §) that has the maximum rout-

This section analyzes the control sensitivity of an AS in an ISP ing sensitivity in the network. The upper-bound sensitivity to both
network. First, we present an in-depth analysis of control plane A;G and AgG is almost1. This indicates that there is at least
sensitivity that focuses on a recent snapshot of the AS collectedone router that is extremely sensitive to at least one of the link and
on June 1, 2004. Then, we evaluate how control plane sensitivity router failures. Assume that,az, dmas represents the worst case

evolves over time. scenario. Values afEM = 1 means thabma. shifts egresses for
L . all destination prefixes as a consequence of the graph transforma-
6.2.1 Control Plane Sensitivity Analysis tion d,mqz. This leads to the conclusion that, although on average

We illustrate how a network operator could use our model to an- the network is robust to single link and router failures, there exists
alyze the control plane sensitivity of the network to internal routing a set of routers that are extremely sensitive to certain failures.
changes. In the absence of accurate failure models for the network,

network operators usually consider simple failure scenarios such Worst case sensitivityof 2L
as link and router failures. We consider two sets of graph trans- Lower Bound  Upper Bound
formations: AL G is the set of all single link failures anfz G is Single link failures A7, G) 0.5586 0.9974
the set of all single router failures (excluding failures of the egress Single router failuresAr G) 0.9974 0.9974

points). Assume that all failures within each set happen with equal
probability. Because we only have detailed topology information
for area 0 of the AS, we only consider failures in area 0 links and
routers. Furthermore, we focus only on area O routers to compute Our hypothetical operator digs deeper by slicing the data cube
control plane sensitivity. per failure and computing the impact of individual failures, and
We proceed with an exercise that shows how a hypothetical net-then slicing it per router and computing each router’s routing sen-
work operator could use our model to answer queries of different sitivity.
aspects of the network sensitivity to link and router failures.

Table 8: Overall control plane sensitivity of the AS.

o . _ . Which failures are most disruptive?
How sensitive is the network to single link and single Figure 8 shows the routing impadi™) of link and router fail-

router failures? ures. The top of the bar in the plot is the upper bound sensitivity
Table 7 presents the overall control plane sensitivity of the network computed using(EX.,, as defined in Section 5.1, the bottom is the
to single link and single router failures. We compute lower bound lower bound computed usirlt}, and the middle point is the av-

of control plane sensitivity™') by using the best case routing  erage of the two (we use this notation on all the remaining plots in
this case study). The x-axis is the fraction of graph transformations
the hub and non-zero areas form the spokes. %ort(_ad e_tccording to the_ upper-bound rc_)uting _impact. The average
“There may be routes learned at some border routers that are no %E,'ng impact of both “.nk an.d router failures is low. qu Instance,
announced internally. In this situation no other router in the net- < 0.01 for 93% of link failures and59% of router failures. It

work can use these border routers as egress points, so it will notis clear from this plot that there are a few failures that have a consid-
impact our sensitivity measurements. erable impact on some routers. In particular, some router failures

3OSPF areas form a hub-and-spoke topology such that area 0 form



haved®M > 0.2, which means that they impact an averagash 0.06 F

of the destination prefixes across all routers. Although the impact Sk failres (8% &)
of link failures is lower, there may be some routers that experience _ 005 1
large route shifts because of some link failures. After determining &
the most disruptive failures, the operator can use this information g 00y ]
while making decisions on traffic engineering and network provi- 2
sioning. The next step is to understand which routers are sensitive ol ﬂﬁﬂﬂﬁﬂ
to hot-potato disruptions. § ooz | E#FFE}}{ |
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Figure 9: Node routing sensitivity to router and link failures.

0.1 r

q;’f'j% disruptions for at least one of the router failufddowever, the im-
0.05 |- A pact of a particular router failure is usually limited to a few routers
w@f (usually located in the same PoP). Fewer routers experience hot-

Routing Impact of Graph Transformations (GRM)

potato disruptions caused by link failures when compared to those
caused by router failures.

o
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Which routers are most sensitive?

Figure 9 shows the upper and lower bounds for node routing sen-
sitivity to link and router failures. The x-axis is the fraction of all
routers in area 0 sorted according to their upper-bound routing sen-

Worst Case Node Routing Sensitivity (nmaxRM)

sitivity. Almost all the routers experience very few routing changes o3 r 1 1
on average. The average sensitivity may not be the best indicator: 021 T il
a router that experiences small route shifts for a number of failures 01 T ]

may have the same node routing sensitiviff{' ) as another router PR e S
that experiences a very large route shift for only one of the failures. o ooz 8 fr(;ﬁion O?f’wle,:'fv) or 080
The latter case is arguably more disruptive than the former.

Itis also interesting to note that there is a high variance among Figure 10: Worst case node routing sensitivity to router fail-
routers. A router's sensitivity to internal changes depends on its jreg.
location relative to the closest and second-closest egress points for

most destination prefixes. This variance of routing sensitivity across o ;
routers is consistent with the empirical findings presented in [4]. In- bounds for some nodes in Figures 10 and 11. This suggests that a

deed, if we rank routers based on the number of hot-potato change§UbStamial fraction of routing shifts for each router depends on the
as méasured by the algorithm presented in [4], and rank the sam&on-deterministic tie breaking step in.the.BGP deC.iSio.n Process.
routers according to their node routing sensitivity to single link fail- Note that the_ordgr of the routers n Figure 10 is Qn‘ferent _tha}n
ures, we find that the ranking is the same. For single router fail- that presen.ted in Fllgure 11. (.Zomp.anng hode routing sensitivity
ures, however, the ranks do not agree. Although this might soundto router failures with that of link failures for each router we
counter-intuitive. our metrics depend on the failure model we use. [1nd thatd9% of the routers are more sensitive to link failures than
Given that route’r failures are rare events in practice, it is not sur-. router failures. Although counter-intuitive at first, such scenarios
prising that the empirical results are more consistent with single may arise in practlcg bec_ause hot-potat_o changes only occur V\_/hen
link failure sensitivity metrics. a graph transformation (link or router failure) changes the relative
We observe that node routing sensitivity on average is very low, distance from the router to the closest and second-closest egress

which is not surprising since we consider all failures to be equally points. ?hoar;'deég]e example pre.stenfted ||r|1dF|gtgret;L2, whfgre we
probable and)® represents the average sensitivity over all possi- Essdun]; il hfc;? I .tare etgrefss points sc;? Bes |nat|;)nfpf|e IXES.
ble failures. Next, the operator investigates node routing sensitivity odels will shitt all lts routes from egress o 5 upon the failure

: : . of link AC, whereas the failure of nod& does not cause any shift.
further by analyzing the worst case routing shift for each router. This indicates that optimizing the network topology or configura-

. . . . tion to minimize sensitivity to one type of graph transformations
What is the largest routing shift experienced by each may result in an increase in the sensitivity to some other type of
router? transformation.

Figures 10 and 11 present the worst case node routing sensitivity3note that many of these routing changes may be unavoidable
Nmaz fOr Single router failures and for single link failures, respec-  without overloading the links leading to the old egress points. We

tively. Over30% of the routers experience considerable hot-potato discuss these trade-offs in Section 6.2.3.

It is important to note the wide gap between lower and upper
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Figure 11: Worst case node routing sensitivity to link failures. Figure 14: Distribution of control plane sensitivity of router B.

on one snapshot of the network state. A large tier 1 ISP, how-
ever, has hundreds of routers and links and consequently the state
of network is in constant flux due to failures and maintenance ac-
tivities. This makes the selection of a representative snapshot of
the network particularly challenging. We now study one shapshot
of (G, P, 8) per month from February 2003 to June 2004 to de-
termine the sensitivity of our analysis to the choice of the network
snapshot and the variation of control plane sensitivity over time.
Figure 15 presents the overall control plane sensitirfty? to
both AL G and ArG for one snapshot per month during this 17-

month period. The network’s overall control plane sensitivity to
We analyze the most sensitive routers further. We call the router both types of failures is low. As seen earlier, the network is rela-
with highestnZ% (ArG) (rightmost router in Figure 10) router  tively more sensitive to router failures (frof012 to 0.021) than
A and the router with highesti2 (AL G) router B. Figures 13 link failures (from0.00003 to 0.0001). We also observe that there
and 14 present the distribution of route shifts"("") for routers is no dramatic variation af %™ during this 17-month period, justa
A and B, respectively. Only a very small fraction of the failures  small decrease between months one and two, another between eight
cause the worst case hot-potato disruption. Overall, even the mostand nine, and a decrease in the last month. This decrease in overall

sensitive routers are robust to most changes in the network; only acontrol plane sensitivity indicates that on average the network has

Figure 12: Example showing higher sensitivity to a single link
failure than a single router failure.

small fraction of failures cause large routing shifts. become more robust to router and link failures over time.
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Figure 13: Distribution of control plane sensitivity of router A. Figure 15: Overall sensitivity to router and link failures over

Network operators can use the knowledge of which routers are time
more sensitive to hot-potato disruptions when deciding in which . .
location to connect customers. For instance, customers that use in-6.2.3  Discussion
teractive applications such as VolP or gaming are more sensitive to  Our analysis of the control plane sensitivity shows that, on av-
the forwarding instabilities caused by a hot-potato change. An ISP erage, the ISP network is very robust to link and router failures.
may decide that connecting a customer in a less sensitive locationNevertheless, there is room for improvement: some link and router

may be worth the cost of a long-haul link. failures can cause routers to shift egress points for a large number
Lo . of destination prefixes. After identifying the most sensitive routers
6.2.2 Temporal Variation of Sensitivity and the most disruptive failures, network operators and designers

The sensitivity analysis presented in the previous section focusedcan use this information to improve network robustness. In doing
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