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Abstract. Hidden encrypted volumes can cause problems iitatlimvestigations
since they provide criminal suspects with a rangepportunities for deceptive anti-
forensics and a countermeasure to legislation ewritio force suspects to reveal
decryption keys. This paper describes how hiddenypited volumes can be detected,
and their size estimated. The paper shows how pieiltopies of an encrypted
container can be obtained from a single disk inEd#&indows Vista and Windows 7
systems using the Volume Shadow Copy feature, awl the changes between
shadow copies can be visualised to detect hiddemes. The visualisation assists in
the presentation of this information to a court] @xposes patterns of change which
allows the size and file system of the hidden vaumbe determined.
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1 Introduction

This paper examines the problem of hidden encryptdagimes during digital forensic

investigations. A hidden encrypted volume is audeaiof certain encryption systems
that allows two keys to be created for a volumes &ay decrypts the true contents
(hidden volume) and the other key (the ‘duress kelgcrypts some pre-arranged
innocent content (cover volume). This could poshallenge in digital investigations

since one of the approaches to gaining accessdwymad evidence is the use of
legislation to force a suspect to provide decrypteys. If the suspect provides the
‘duress key' and the data is decrypted, since itaspossible to tell if there is any
additional hidden content, the effectiveness of thgislative approach is reduced. It
is also possible that a password is provided mabdyswith the intent to deceive the

forensic analyst; e.g. the password to the covéurwe is written on a post-it-note

stuck to the bottom of a keyboard, making the itigasor believe that they have

access to the all the encrypted data.

This paper provides a practical solution to thebfgm of identifying the existence
of hidden encrypted volumes and furthermore plateis a forensic computing
context, which includes the difficulty of demonsing the existence of such a hidden
volume to a court. In addition the paper also shbews information about the hidden
volume (such as its size) can be inferred throughxamination of the changes in the
free space of the cover volume.

The paper is organised as follows: the remaindethaf section details the
problem of encrypted evidence and possible meagsiofng access. It discusses the
legislative approach in the UK, i.e. making thduia to provide decryption keys on



request an offense (Part 3 of the UK Regulationlrafestigatory Powers Act).
Limitations of this legislation are also discussederms of technical measures, such
as hidden volumes, that can be used to frustrate dpproach. A particular
implementation of hidden volumes is discussed (Trypt), which is used
throughout the later examples. Section 2 providesiramary of related work, and
Section 3 describes the methodology for the rebeamcluding how multiple copies
of an encrypted container can be obtained frormglesidisk image using the Volume
Shadow Copy feature of Windows Vista and Window$é&ction 3 also shows how
the changes that occur between multiple versionthefcontainer can be visualised
and how information about the hidden volume carexteacted. Section 4 evaluates
the approach and Sections 5 and 6 provide a discuss future work and the
conclusions.

1.1 Encrypted Digital Evidence

In a digital investigation there are a number gfrapches that can be used to attempt
to gain access to encrypted evidence. These araesdisd in [1], [2], [3] and [4], and
can be summarised as:

. Persuading/forcing suspect to provide the de@ggtey
. Locating copies of unencrypted data
. Locating keys or passphrases

. Intelligent password attacks

. Exhaustive key search

. Exploiting implementation vulnerabilities
. Hardware or software surveillance

While any of these approaches can be used, ldgislaas been passed in the UK to
make it an offence for a suspect to fail to provideans to access the encrypted
information. This makes the option of forcing thesjgect to provide decryption keys
more viable. This legislation is contained in Padf the Regulation of Investigatory
Powers Act 2000 (RIPA) [5] and the requirementsesponding to a RIPA notice are
explained in detail in [6]. On receiving a RIPA Pamotice, the person concerned is
required to either provide the electronic inforraatin intelligible form or to disclose
the key to enable the data to be put into intddlegiform. While this legislative
approach can be used to prosecute those who dprowitle decryption keys, there
are technical solutions that can be used as a eoueasure to this approach. One
such countermeasure is the use of hidden volumes.

Hidden volumes employ the principles of steganogyapmeaning that the
existence of data is hidden in addition to the enntSteganography implementations
often involve hiding some secret data within a ®ofile’, for example hiding text in
redundant elements of a jpeg. In the case of hiddeorypted volumes the
steganography is implemented as part of the enoryglystem, where one password
decrypts the real content, and a second passwargipde some prearranged innocent
content. This is done in such a way that it is possible to tell if there is also



additional hidden content. An example implementati® detailed in the following
section and discusses the popular open source grodueCrypt.

1.2 TrueCrypt and Hidden Encrypted Volumes

TrueCrypt is a “software system for establishingl anaintaining an on-the-fly-

encrypted volume” meaning that “data are automiyieacrypted or decrypted right
before they are loaded or saved, without any usniention” [7]. TrueCrypt has

become a popular tool for encrypting data with o%&r million downloads as of

December 2009. TrueCrypt can create encrypted ic@msaand can encrypt full

volumes or disks. TrueCrypt also offers hidden wwdufunctionality so that one
password decrypts the true content and anotherwpeds(a ‘duress’ password)
decrypts some prearranged innocent content. Thetstes of a standard TrueCrypt
volume and a ‘cover volume’ containing a hiddernuwoé are shown in Figure 1.

Header Header

Standard volume data Cover volume data

Cover volume free space

Hidden volume data
Free space

Hidden volume free space
Footer

Fig. 1. The structure of a standard TrueCrypt volume (kfi) one containing a hidden volume
(right).

While the structures of the volumes are shown aptavan analyst encountering an
encrypted volume, all that is visible is randomadsince the header, footer, volume
data and volume free space are all encrypted. &urtbre, in a standard TrueCrypt
volume the free space is filled with random daty [Bhe process by which a
TrueCrypt volume that contains a hidden volumeeisrgpted is as follows:

e The user enters a password and a key is derivedifro

e That key used to attempt to decrypt the footer

» If the footer decryption is successful then theunaé key is obtained from
the footer and used to decrypt the hidden volume

» If the footer is not successfully decrypted thea kKey is used to attempt to
decrypt the header

» If the header decryption is successful then theiwel key is obtained from
the header and used to decrypt the cover volume

The suspect can therefore use one of two passwo@tscess the volume. If the ‘true’
password is provided then it successfully decriipdsfooter and access is provided to



the hidden volume; if the ‘duress’ password is ped then it fails to decrypt the
footer but decrypts the header and accesses tlee ¢oume data.

In the second case (using the ‘duress’ key), tlegss cannot be distinguished
from decrypting a standard volume that does notatora hidden volume, since in
both cases the footer will fail to decrypt and the@cess moves on to attempt
decryption of the header. In addition, since freace on a volume is filled with
random data, free space on a standard volume istimglishable from a hidden
container embedded in the free space of a covermal Therefore if a suspect is
forced to provide a key, if the provided key dedsyp standard volume it is not
possible to determine if there is a secondary, drideblume that would be accessible
if a second password was provided.

14 Summary

While there are a number of options for gainingessdo encrypted data, the simplest
is often to ask for the password [10]. While themct may choose not to cooperate,
in the UK there is now legislation in place to em@ge the production of decryption

keys (RIPA Part 3). However, technical measuresaaflable to counter this and can

take the form of systems that use multiple keysne to decrypt the true content and
another to decrypt some pre-arranged innocent nbonte

2 Related Work

Despite the careful design of TrueCrypt, in praettanay still be possible to infer the
presence of a hidden volume. This is discussedoth [9] and in the TrueCrypt
documentation [8].

Three threat models are described in [9] to whidfidaen volume system could
be subjected. These ame time access, where the attacker has a single snapshot of
the volume;intermittent access, where several versions of the volume are avalabl
over time; andegular access, where many versions of the volume are availaditen
at short intervals.

Several opportunities to infer the presence ofiaém volume are presented in [9],
assuming the most restrictive model (one time a)céthese include data leakage
through the operating system, e.g. shortcut fiteg fare created automatically and
point to data on the hidden volume; data leakageutih ‘primary applications’, e.g.
Microsoft Word auto-saving copies of a file fronhiglden volume in an unencrypted
area of the disk; and data leakage through ‘nomgmy applications’ e.g. Google
Desktop indexing data on hidden volumes.

In addition to these opportunities, [9] also highlis that if disk snapshots are
available at close enough intervals then it is idesgo detect the existence of hidden
data since “seemingly random bytes on the hardedwill change”. However, no
practical demonstration of this is provided ang implied that intermittent or regular
access is required to the disk.

The work described here shows how hidden volumaeadetected given only a
single copy of a suspect’s disk, how informatioouattthe size and file system of the



hidden volume can be deduced, and demonstratesialigation of the results in the
context of forensic computing, to allow such infezes to be explained to a court.

3 Methodology

3.1 General Methodology

Previous research has suggested that if multiptéesoof an encrypted volume are
available then detection of hidden volumes is pesi9], but at least intermittent
access is needed to the disk. This paper provigeactical demonstration of how this
is also possible from a single disk image by expigithe Volume Shadow Copy
functionality of Windows Vista and Windows 7. Thisature is used to obtain
multiple copies of encrypted containers producddgu3rueCrypt version 6.3a. The
term ‘encrypted container’ is used when referrimghe use of Volume Shadow Copy
since the technique cannot be used to obtain neiliprsions of full volume or full
disk encrypted data since Shadow Copies are créatéites only. However, all other
aspects of this research apply equally to full wzduor disk encryption as long as
intermittent access is available (this includesaotitg back-up copies), and in these
aspects of the research the term ‘volume’ is used.

Once multiple copies of a volume are obtained,phper shows how the changes
can be visualised, making the presence of a hidd&mrme apparent in a form that is
useful not only to an investigator but also to aop-expert decision makers to which
the evidence needs to be presented.

Furthermore, the visualisation of changes that odouthe free space of a
decrypted cover volume reveals patterns in thedndddlume which when combined
with an understanding of file systems, can be usethfer information about the
hidden volume. This is demonstrated by estimathreg tiype and size of the hidden
volume assuming a FAT based file system.

3.2 Obtaining Multiple Copies of an Encrypted Container

This section discusses how multiple versions of eacrypted container can be
obtained by exploiting the Volume Shadow Copy featof Windows Vista and
Windows 7. This functionality extends the RestocénPfeature of Windows XP so
that backups are now created not just of impogstem files but also of user created
files [11]. Shadow copies are not created everye tanfile is changed but when a
Restore Point is created. In Windows Vista “restoo@ts are created automatically
every day, and just before significant system evenich as the installation of a
program or device driver” [12]. This means thatyiwas versions of users’ files may
be available in addition to the current instance.



Forensic acquisition of data from Windows Vista RRes Points is discussed in detail
in [13], but the process can be summarised as:

« Booting the suspect system as a clone or virtughma

« Listing available Restore Points using the commiarel

* Mounting the restore points using symbolic linkshet command line
« Copying out the mounted restore points to blankianed

This creates copies of all files from a particuRestore Point. However, once a
clone or virtualised version of the suspect sysi®imooted, it is also possible to use
the system’s user interface to access previousoversf particular files of interest.

Experiments have shown that TrueCrypt encryptedaio@rs are included in these
automatic backups, but are not available through@bll in the usual manner (shown
in Figure 2). However, previous versions are aw#dlaby examining previous
versions of the folder in which the containers stared (also shown in Figure 2).
These folders can be restored and the multipleioressof the encrypted containers
extracted.

test Properties [E3 | | testl fat normal Properties ==
General | Securty | Details | Previous Versions | General . SHanEi Securty | Previous Versions | Customize |
Previous versions come from shadow copies. which PR e e b o o whi
5’; are saved automatically to your computer's hard disk. <:a T o o e T B
orfrom backup copies. How do | use orevieus &2 :

orfrom b2 or from backup copies. How do [ use previous
versions © vémions?
File versions:
Folder versiors

Name Date modified Location 5
Name Date modified -

Today ()
testl fat normal 04/01/2010 1546
testl fat normal 04/01/2010 15:44
testl fat nermal 04/01/2010 15:42
testl fat normal 04/01/2010 15:40

There are no previous versions available

Along time age @)

testl fat normal 14/12/2009 16:16
testl fat normal 14/12/2009 16:13
testl fat normal 14/12/2009 16:10
i AT T b da it i
‘ il )
Ope: Copr Restore ‘ Cpen | I Copy J | Biatons
Cancel o 1
ok Cancel |

Fig. 2. While there are no Previous Versions visible fdiraeCrypt container (left), they can
be accessed by examining previous versions ofdh&iming folder (right).

Therefore, using this technique it may be posstbleecover older copies of an
encrypted container from a single disk image thtoupe Previous Version
functionality of Windows Vista and Windows 7. Thaseltiple versions can then be
examined further.

3.3 Visualising Changes

The previous section showed how multiple copieamfencrypted volume can be
recovered from a single disk image due to the VeluBhadow Copy feature of
Windows Vista and Windows 7. This section descrities further examination of
these extracted encrypted volumes.



Multiple extracted encrypted volumes can be vieweihg hex editors such as
WinHex which offer synchronise and compare fundidy. This allows multiple
volumes to be compared and the differences higtdajtHowever, even if differences
between two encrypted volumes are seen towardsrttieof the volumes, from this
alone it is not possible to determine if these geanare due to a hidden volume or
simply data being written near the end of a stashdarcrypted volume. However,
assuming that some keys are available — eithepdised during an investigation or
provided as a result of an order placed under aliscé legislation - then decrypted
versions of these volumes will be available, altigéty may not be the ‘true’ contents
of the volume. If the volumes are decrypted andh tlxeamined in WinHex, since the
file system can be interpreted it can be determiheahdom data is changing in the
free space of the volume (Figure 3). As discussefB], if multiple versions of a
volume can be examined then existence of the hidaduiime is undeniable since
“seemingly random bytes in the hard drive will cheh
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Fig. 3. WinHex highlighting the differences in the freeasp of two decrypted volumes.

While WinHex reports that the changes are occuriringee space of the volume, the
nature of the changes is clearer if the volume@srened from a broader perspective;
therefore the entire volume is visualised withiffix@d space (a 100 x 100 grid).
Blocks that are different between versions are llggted. This is implemented in

Python using the standard Tkinter graphics librdfyee space on the volume is
identified using a simple entropy based test fondoanness and is differently

coloured; also, changes between the versions ofdhene, and any changes since
the first volume are highlighted. These are showifrigure 5 and it can be clearly
seen that changes are occurring in the free sfdabe wolume.



The visualisation allows the changes to be cledptified as being in the free
space of the volume which indicates the presencea dfidden volume. This
visualisation is useful not only for the analyst hiso if this information needs to be
presented to a court. Visualising changes betwetereht versions of decrypted
cover volumes in this way also reveals patternthénchanges to the hidden volume,
from which additional information can be inferred.

3.4 Identifying the Size of the Hidden Container

Through visualisation of the decrypted volumessitpiossible to infer additional
information about the hidden volume. However, iffiist necessary to discuss file
system structures.

A FAT based file system stores data in clustersicivfare the smallest unit of
space on a volume which can be allocated to stata, dypically 4096 bytes on a
modern system. There are a number of variationth®fFAT file system including
FAT16 and FAT32 [14][15]. FAT file systems storetalan a hierarchical structure
consisting of directories that contain files andient directories, as are commonly
viewed through operating systems. However, thectbrg entry contains only
information about the file; the file content is sdwelsewhere on the volume; although
the directory entry does contain a pointer to the €luster in which the file is stored.

Since a saved file may be larger than the size oluster, a file may occupy
multiple clusters, which may not be contiguous. Tileesystem therefore maintains a
record of the ‘cluster chains’, i.e. given a stduister it is possible to look up its entry
and determine which cluster (if any) should be reedt. These records of cluster
chains are stored in a File Allocation Table (FAWhich contains an entry for every
cluster on the volume. Since the FAT is essentialeading data from the volume,
two copies of it are stored, both near the begmrohthe volume, one after each
other. The size of each entry in the FAT dependtherfile system in use; in FAT16
each entry is 16 bits (2 bytes) and in FAT32 eatthyds 32 bits (4 bytes).

Therefore, when a file is written to a volume, #h&Ts are updated to indicate
that the cluster(s) in which the file is stored acelonger free. It is this property that
is used to extract additional information from ttidden volume.

Since the FATs contain an entry for every clustethe volume, the size of a FAT
is proportional to the size of the volume. Therefaf the size of the FAT can be
determined, so can the size of the volume. SineeRATs are located near the
beginning of a volume and follow each other, amitaidata written to a volume
causes both FATs to be updated, it is possiblaswally identify candidates for the
two FATS; the two FATSs are separated by a condistglne and change when data is
written to the disk. This is can be seen in Fidure

Since the two FATSs follow each other, the sizehaf FAT can be estimated from
the difference between the two FATSs. A simple exangpshown in Figure 4.

Fig. 4. A simple example highlighting the differences betwéwo volumes.



In this example eachlock represents two bytes. If we assume thatviix identified
changes are in FAT and FAT 2 then the size of the FAT is the défee betweel
them (32 blocks = 6hytes).Since the FAT represents all the clusters e volume
from the size of the AT it is possible to estimate the size of the wodt It is possille
only to estimate the ze of the FAT since the end of tfirst FAT may notalign with
a cluster boundary id istherefore paddedilso, since encryption is pformed in
sector sizedblocks, changing a single bit in a sector results in émtire block
changing andtiis trerefore not possible to determine the exact jpn of data
changedvithin a bloc.

This idea isdemonstratedby analysing a hidden volume within a cr volume,
both created using ueCrypt.In the following example a 42 Megabyt43909120
bytes) hidden volune is created within a 100 Megabycover volume Dataare
written to the hiddenolume and a copy of the volume is made with edhange. Thi
visualisation of the cangesis shown in Figure 5.

Fig. 5. A visualisation of the changes made to the test vao with the twoFATSs
highlighted.The latercontiguous blocks of changing data are the adileatontents being
written to the volume.

The visualisation sovare allows the hypothesised positions bettwo FATs to be
marked andthe size of the hidden volume to be estimated, as deed above
However, in order toialculate the size of the hidden voluadditional infarmation is
necessary.

Remembering thatie FAT is an index of all the clusters ole disk, b' matching
up changes in the IT with changes they represent in the data arethe hidder
volume, it is possibldo calculate the ratio between the size of th& EAtres and the
size of the data thatey index. For example in Figure €, and k represeit points ir
FAT1 and using theisualisation tool it is possible to see the cspandilg change:
in the data area, ma:d D1 and D2. The visualisation tool can be useidentify the
offsets of these:

F1 = 60556267 F, = 60557047 & = 780
D, = 60743662 D, =61147117 B = 403455



Therefore, 780 bytein the FAT represents 403455 bytes of data, mg 1 byte ir
the FAT represents proximately 517.25 bytes of data. Siieach entry 1 the FAT
represents one clus and thedefadt cluster sizes are powers of 2 (e>12, 1024
2048... bytes) [16]the actual ratio of FAT bytes data bytes is 512.

Fig. 6. A visualisaion of the changes made to the test vo with points in tte hidder
volume’s FAT and data area marked.

The size of the FA can be estimated using the visualisation; in: case the
difference between t entries in the two FAT& approximately 85kB (s2Figure 7,
below). Thesize of tte volume can be calculated by multiplyitige size f the FAT
by the ratio of FAT btes to data bytes (85514 * 512 = 43783168 by

In addition to the sizeof the volumeit is also possible to determ: the FAT
version (FAT16 oFAT 32) and the cluster size in use. Since FAGhE FAT32 have
2 and 4bytes per RT entry respectively, there artherefore either 4757 (FAT
size/2) or 21378.5 (FT size/4) FAT entrie:

Since thee are th same number of FAT entr as there are clustertie possible
cluster sizes aabe :alculated as volume size divided by the pos number ol
clusters, giving eithc 1024 (43783168/42757) or 8 (43783168/2133.5). From
[16] it is possible tc determine which of thestwo possibilitiesare vaid for the
volume size identifig; in this case it is FAT16 with a cluster size o4 Mytes

[FAT1 offset: 6H556276

[FAT2 offset: 68641798

[huytes difference:- 85514

otal no of clusters: 42757

estimated volume size: 43783168 hytes

Fig. 7. Successfucalculation estimating thgize of the hidden volume emtded in ¢
decr/ptedcover volume (actual size is 43909120 bytes)



4 Evaluation

While the previous section has shown that the enest and the size of the hidden
volume can be determined there are limitationsiapproach.

In this paper, the multiple copies of volumes hbgen obtained using the Volume
Shadow Copy feature of Windows Vista and WindowBii&tly this is only an option
for encrypted containers and cannot be used falypted volumes or disks. Also, if
the System Restore feature is turned off then thés@ot be available; although this
obviously removes all the benefits that System d&tesprovides. However, the
developed visualisation technique does not nedgssaquire Shadow Copies of
encrypted volumes and multiple versions of the n@a from any source can be used
e.g. from external backups. Therefore, if exterbatkups are available then the
visualisation technique could also be used withviolume or full disk encryption.

By visualising the changes that occur in the fisce of a decrypted cover volume
and using knowledge of file system structures is haen possible to identify the
FATSs, estimate the size of the hidden volume aniveléhe FAT version in use and
the cluster size. In future it should also be padesito identify hidden volumes
formatted using NTFS although the patterns of ckarage different due to the use of
a Master File Table rather than FATSs.

It should be emphasised that this technique ismgrg on identifying patterns in
the underlying file system. While this is possifide the current version of TrueCrypt
there are other steganography encryption systenesewthis would not be possible,
e.g. Rubberhose [17] which does not store thesfifgem in a linear manner.

The value of this work to a forensic investigatienthat this technique allows
investigators who believe they have recovered quiony keys to assess the
likelihood of deliberate deception. In the UK thés legislation in place to encourage
suspects to provide decryption keys; therefore destnating the existence of a hidden
container is sufficient to allow non-technical me®s to be used to further an
investigation. Also, the estimation of the sizeaofolume can be used to give an idea
of how much data could be hidden; while this neeesial for a RIPA prosecution, it
may add weight to a case against a defendant fissing to supply decryption keys.

5 FutureWork

In addition to estimating the size of the volumice the Shadow Copies have
associated dates and times, it may be possibletesrdine the amount of data written
to a hidden volume between two dates. This may bieecorrelated with other sources
of digital evidence, for example records from InggrService Providers.

This visualisation technique can be extended toméx@ other file systems
including NTFS, EXT3 and HFS+ and it may be possiltd identify other
information about the hidden volume in additiord&termining the size of the hidden
volume.

It is also desirable to determine additional infatibn on FAT file systems, for
example the position of the boot sector. This idipalarly useful since it is used in
known-plaintext-based decryption key recovery apphes such as [18].



6 Conclusions

There are several approaches to addressing théepral encrypted evidence, and in
the UK, legislation has been passed to encourage/mtéon keys to be provided by
the suspect. However, there are technical measha¢san be employed to counter
this legislative approach, including the use ofdeid volumes. This paper has
demonstrated how these technical measures candseoowve by acquiring multiple

copies of an encrypted container from a single diskge using the Volume Shadow
Copy feature of Windows Vista and Windows 7. It hés shown how these multiple
copies can be used to detect the presence of hiddieimes within a standard

encrypted volume. A visualisation of the volume &he changes to that volume can
be used to infer additional information about thdden volume, for example to

estimate its size. Demonstrating the existence idflédm volumes is useful in an

investigation since it allows investigators whoibet they have recovered encryption
keys to assess the likelihood of deliberate degepipotentially motivating further

non-technical investigative measures.
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