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(CR-VANETs): approaches and challenges
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Abstract

With growing interest in using cognitive radio (CR) technology in wireless communication systems for vehicles, it is
envisioned that future vehicles will be CR-enabled. This paper discusses CR technologies for vehicular networks aimed
at improving vehicular communication efficiency. CR for vehicular networks has the potential of becoming a killer CR
application in the future due to a huge consumer market for vehicular communications. This paper surveys novel
approaches and discusses research challenges related to the use of cognitive radio technology in vehicular ad hoc
networks. We review how CR technologies such as dynamic spectrum access, adaptive software-defined radios, and
cooperative communications will enhance vehicular communications and, hence, present the potential of
transforming vehicle communication in terms of efficiency and safety. Our work is different from existing works in that
we provide recent advances and open research directions on applying cognitive radio in vehicular ad hoc networks
(CR-VANETs) focusing on architecture, machine learning, cooperation, reprogrammability, and spectrummanagement
as well as QoE optimization for infotainment applications. A taxonomy of recent advances in cognitive radio for
vehicular networks is also provided. In addition, several challenges and requirements have been identified. The
research on applying CR in vehicular networks is still in its early stage, and there are not many experimental platforms
due to their complex setup and requirements. Some related testbeds and research projects are provided at the end.

Keywords: CR-VANETs; CRVs; Dynamic spectrum allocation; IEEE 802.11p; Intelligent transportation systems; Survey;
Vehicular communication; V2I; V2R; V2V

1 Introduction
Increasing number of vehicles on the road has brought
focus on improving road safety as well as in-vehicle enter-
tainment. In tune with this demand, we are witnessing
a rise in development of new applications and services
for vehicular environments. Some common examples
include applications for collision avoidance, safety and
traffic monitoring, multimedia streaming, data collection
for smart cities in synergy with wireless sensor networks
[1], vehicle-to-vehicle communication (V2V), etc. Conse-
quently, vehicular ad hoc network (VANET) has emerged
as a new technology that can support such emerging
vehicular applications.
A VANET is defined as a spontaneous ad hoc network

formed over vehicles moving on the road. Such a network
can be formed between vehicleswith V2V communication
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or between vehicles and infrastructure with vehicle-to-
infrastructure (V2I) communication. Such VANETs in
which vehicles can communicate with each other and
also with roadside infrastructure provide a means to
improve road safety by enabling a number of potential
applications for driver assistance, collision warning, traffic
information, and monitoring [2-6]. The availability of var-
ious applications will improve road safety and vehicular
environment.
Dedicated short-range communication (DSRC) [7-10] is

a generic name for short-range, point-to-point communi-
cation. It is also the name of the older technology mainly
used for vehicle to road communication (e.g., toll gate).
The channels reserved worldwide in the 5.9 GHz band
for such communications are known as DSRC channels.
The IEEE 1609 - Dedicated Short-Range Communica-
tion Working Group is developing standards for wireless
access in vehicular environments (WAVE) and the com-
munication is based on IEEE 802.11p [11,12], which is an
amendment to IEEE 802.11 standard in order to support
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communication in dynamic vehicular environments. IEEE
802.11p standardizes the communication aspects related
to physical (PHY) and media access control (MAC).
Currently, the US Federal Communications Commis-

sion (FCC) has allocated 75 MHz and the European
Telecommunications Standards Institute (ETSI) allocated
30 MHz of spectrum in 5.9 GHz band for the deploy-
ment of Intelligent Transportation Systems (ITS) services
[13,14]. However, a significant rise in vehicular appli-
cations, especially in urban environments, with several
vehicles, may lead to overcrowding of the band and
thereby resulting in degraded vehicular communication
efficiency for safety applications, as pointed out in [15].
Moreover, not only safety applications, but also growing
demand and usage of in-car entertainment and infor-
mation systems comprising bandwidth demanding mul-
timedia applications (e.g., video streaming) will lead to
congested vehicular networks and spectrum scarcity for
IEEE 802.11p-based vehicular applications [15].
In view of this, using cognitive radio (CR) technol-

ogy in VANETs will enable more efficient radio spectrum
usage and, in turn, improve vehicular communication
efficiency. Figure 1 illustrates a V2V scenario with cogni-
tive radio which allows for opportunistic spectrum usage,
along with the utilization of DSRC channels. Spectrum
utilization measurements over the years have indicated
an inefficient spectrum allocation and usage with many
unused or underused licensed bands over different space
and time, for example, spectrum bands for TV broadcast-
ing, resulting in considerable spectrum wastage [16-20].
Consequently, regulatory agencies, such as FCC [21] in
the USA that regulates spectrum allocations, have now

opened the licensed bands to unlicensed/secondary user
(SU) through the use of CR [22-27] in order to enable
a more efficient use of the spectrum bands. CR is an
emerging technology to improve spectrum usage and alle-
viate spectrum scarcity by exploiting underused spectral
resources through opportunistic spectrum access.
Radio cognition (RC) together with dynamic spectrum

access (DSA) strategies present promising approaches
that allow unlicensed/secondary users to opportunis-
tically capture and use the spatio-temporally available
licensed spectrum holes as long as licensed/primary user
(PU) are not perturbed [25]. Though many applications
of CR have been proposed for wireless mesh and in ad
hoc and cellular networks, employing CR in vehicular
(CRV) environments is a relatively novel research subject
and some works in that direction have started to appear
recently [28-35].
Vehicular networks and vehicular communication can

benefit from opportunistic spectrum usage with CR tech-
nology [36]. Cognitive radio for vehicular Ad hoc Net-
works (CR-VANETs) is a fast-emerging application area
of CR technology [28]. CR-enabled vehicles can use
additional spectrum opportunities in TV bands according
to the quality-of-service (QoS) requirements of the appli-
cations. However, the research solutions proposed for
general-purpose CR networks cannot be directly applied
to CR-VANETs. This is because the unique features of
vehicular environment such as high mobility and cooper-
ation opportunities need to be taken into account while
designing the spectrum management functions for CR-
VANETs. Unlike static CR scenarios, in CR-VANETs,
multiple cooperating vehicles (during busy hours) can

Figure 1 Opportunistic spectrum use for V2V. RSU, roadside unit; DSRC, dedicated short-range communication.
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exchange spectrum information to get information on the
spectrum availability. This enables other vehicles to know
the spectrum characteristics of the road to be traversed in
advance and they can take proactive adaptive measures.
In general, CR-VANETs will improve the performance of
existing and emerging vehicular applications such as V2V
communication, entertainment and Information Systems,
and public safety communication.
In this paper, we focus on CR-VANETs. Section 2

provides some background and challenges on vehicu-
lar networks followed by an overview of cognitive radio
technology. Section 3 discusses the motivations of using
cognitive radio technology in vehicular networks. A sur-
vey of recent advances in CR-VANETs is provided in
Section 4, and Section 5 describes some related projects
and testbeds. Finally, some open issues which need further
attention from the research community are discussed in
Section 6 followed by conclusions in Section 7.

2 Background
This section provides some background and challenges on
vehicular networks followed by an overview of cognitive
radio technology.

2.1 Vehicular communications
Modern vehicles are making inroads in the market. These
vehicles are not only equipped with global positioning
system (GPS) and navigation systems, but also more
advanced features such as environmental awareness to
prevent vehicle collisions, multimedia systems, and inte-
grated wireless access systems to improve vehicle perfor-
mance and user experience. In addition, there is much
interest in improving the efficiency of vehicular commu-
nications. For this purpose, ITS aim at improving safety,
reliability, efficiency, and quality of transport infrastruc-
ture and vehicles through the use of information and com-
munication technologies (ICT). Additionally, ITS focus
on providing sustainable and affordable transportation by
designing advanced applications and services to optimize
transportation times and energy consumption.
ITS support different communication scenarios includ-

ing all types of communications in vehicles, between
vehicles, as well as between vehicles and roadside infras-
tructure. Figure 2 shows the taxonomy of vehicular com-
munications. Vehicular communications can be classified
into V2V and V2I. V2I further includes vehicle-to-
roadside (V2R) communication and communication using
cellular networks. In V2V communications, a vehicu-
lar ad hoc network (VANET) is formed among vehicles
for exchanging information e.g., safety information. In
V2R, information is exchanged between the roadside unit
(RSU) and the onboard unit (OBU) of a vehicle. In V2I,
information is exchanged between the RSU, or possibly a
cellular network, and OBU.

Figure 2 Taxonomy of vehicular communications.

V2V communications are relatively more complex and
challenging as compared to V2R and V2I communica-
tions. The V2I communications are more to exchange
information with the centralized servers somewhere in
the Internet through various access networks and tech-
nologies. Currently, there is continuing effort by cellular
network operators to enhance the network capacity that
will improve the cellular network support for V2I com-
munications. The V2R communications that are presently
deployed are mainly short-distance one-to-one commu-
nications, for example, toll collection, whereas the V2V
communications are expected to be mostly ad hoc com-
munications with transmission range up to several 100
m. However, currently, the V2V communications are not
yet ad hoc-based. There are mainly one-hop communi-
cations for unicast and multicast. Standardization bodies
and researchers are working on multihop for geo-casting
and V2V safety applications, but there are still strong
scalability concerns. The transmission range commonly
ensured is 300 m in urban area and about 1 km in free
space.

2.1.1 Standardization
The process of standardization for wireless access tech-
nology to provide connectivity in VANETs is a work in
progress. Older DSRC standards were developed for V2V
or V2R for safety and other services, such as fee collection
in toll plazas. As mentioned earlier, new DSRC is mostly
used as a generic name for short-range, point-to-point
communication. It is also used to name the worldwide
channels in the 5.9 GHz band, which are reserved for
vehicular communications.
Currently, several standards and technologies are avail-

able including cellular (2G/3G/4G) technology and IEEE
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802.11p standard that can be used for high-speed
vehicular communication. The challenge is to make dif-
ferent technologies and standards interoperable. Cellu-
lar (2G/3G/4G) technology provides good coverage and
sufficient security, but it is relatively costly.
The IEEE 802.11p standard will support high-speed

vehicular communication at speeds up to 200 km/h in
5.9 GHz band, within the USA. It is a link layer tech-
nology based on the former IEEE 802.11a amendment.
Today, the IEEE 802.11p amendment has been integrated
in the new version of IEEE 802.11 standards. It is mainly
an adaptation to support efficient infrastructure-less com-
munications (without any prior attachment). In Europe,
this technology is promoted by the vehicular industry as a
standard for V2V communications and thus, deployment
cost is expected to be comparatively less because of large-
scale production. IEEE 802.11p defines MAC and PHY
operations. IEEE also standardized a family of IEEE 1609
standards for WAVE that build on top of IEEE 802.11p.
The architecture is shown in Figure 3 and it defines var-
ious functionalities related to applications, networking,
management, communication, as well as security. A mul-
tichannel operation for IEEE 802.11p is also defined which
includes a control channel and six service channels. The
management plane definesMAC layer management entity
(MLME) and physical layer management entity (PLME)
for MAC and PHY layers, respectively. For networking,
some applications such as infotainment can use TCP/IPv6
or UDP/IPv6, whereas WAVE short message protocol
(WSMP) is additionally defined for applications which
have strict latency requirements, i.e., safety applications.
Nevertheless, IEEE 1609 is not generic, as it is based only
on IEEE 802.11p.

The International Standards Organization (ISO) is
developing a generic architecture for ITS [14]. Com-
munication access for land mobiles (CALM) refers to a
family of standards developed at ISO TC204 Working
Group 16 for cooperative ITS. A simplified version of the
ITS reference architecture [37] for CALM is shown in
Figure 4. Today, different heterogeneous standards exist as
a result of silo-application-driven approach. The ITS ref-
erence architecture defines a generic protocol stack which
aims at enabling convergence. The communication media
layer, shown in the figure, considers various media tech-
nologies and standards, including cellular (GSM/GPRS,
UMTS), older DSRC standards, IEEE 802.11 standards,
M5 [38] alias IEEE 802.11p, bluetooth, and infrared.
The networking and transport layer considers IPv6, net-
work mobility (NEMO), geo-routing, etc. The facilities
layer provides support for application, information, and
session. A management plane and a security plane are
connected to all the layers for cross-layer functionalities.
Additionally, some harmonization efforts at ISO include

the incorporation of IEEE 802.11p and harmonization
of CALM-FAST [39,40] (used for short messages having
real-time constraints) with IEEE 1609. M5 [38] refers to
the adaptation of IEEE 802.11p to the ISO CALM archi-
tecture, and G5 [41] is the adaptation of IEEE 802.11p
to European constraints by ETSI. Thus, IEEE 802.11p is
sometimes referred to as IEEE 802.11p alias M5 alias G5.

2.1.2 Spectrumpolicy and regulations
Several portions of the radio spectrum are regulated by
the governments or regulatory bodies for an efficient use
of the limited radio spectrum. The increasing use of wire-
less communications systems dedicated to vehicles will
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Figure 4 ITS reference architecture.

require spectrum availability for V2V communication sys-
tem. Consequently, FCC has allocated 75 MHz of radio
spectrum at 5.9 GHz for V2V and V2I in the USA. How-
ever, due to the unavailability of a continuous spectrum of
75 MHz in DSRC band in Europe, Car2Car Communica-
tion Consortium (C2C-CC), a nonprofit, industry-driven
European organization, has proposed to allocate 2 × 10
MHz for primary use of safety critical applications at 5.9
GHz range (5.875 to 5.925 GHz). Since this band is used
as control channel in the USA, its allocation in Europe will
allow for worldwide harmonization.
Recently (since 2012), Japan has allocated 10 MHz in

700 MHz band for ITS because these bands are appro-
priate for vehicular communications. Radio wave trans-
mission through obstacles is much easier in the 700 MHz
bands [42], whereas radio waves in 5.8 to 5.9 GHz are
good for short-range communications, e.g., highway toll
collection.
Presently, the number of wireless-enabled vehicles is

very low and their spectral bandwidth requirements are
low as well. However, the increasing number of wireless-
enabled vehicles, vehicular communication applications,
and high data rate traffic flows will lead to more and more
V2V and V2I information exchanges facilitated by wireless
communications. ITS will more and more use different
wireless access technologies to improve the efficiency and
safety of vehicular communication and transportation. In
general, different types of ITS depend on radio services for
communication and use specially designed technologies.
However, if we consider IEEE 802.11p, then it is limited in
terms of capacity because it is based on IEEE 802.11a, a
quite old version of Wi-Fi (1999).
V2V and V2R are mainly assured by dedicated com-

munication technology in the ITS frequency bands (5.8
to 5.9 GHz). There is recently a strong pressure on
these bands since some companies (Qualcomm, Cisco,
etc.) have asked the federal agency to release a part of

these bands for more general usages, for example Wi-
Fi. Consequently, in the future, these bands could be
shared between ITS and other applications, which may
lead to crowding of the bands. In addition, the grow-
ing demand for vehicular applications (V2V applications)
will result in scarcity of spectrum dedicated to vehi-
cle communications. Moreover, vehicle communications-
related specific aspects such as high mobility of the vehi-
cles and fast changes in vehicular network topologies
add to the challenges in having efficient vehicular com-
munications (Table 1). Therefore, novel techniques and
approaches are required to address the problem of spec-
trum scarcity in VANETs allowing an efficient use of radio
spectrum.
With this view, our paper discusses cognitive radio tech-

nology for vehicular networks in order to improve vehicu-
lar communication efficiency. Cognitive radio techniques
can be used in the roadside units (RSUs) as well as the
onboard units (OBUs) in a vehicle. CR will enable them
to adapt their transmissions to deal with the fast changes
in the radio environment. CR-enabled vehicles will also
be able to adaptively select a radio access technology,
among many, for communicating with different types of
RSUs.

2.2 VANET challenges
Here we describe the unique characteristics of VANETs
and identify some major issues. Deploying a vehicular
networking system requires addressing several challenges
posed by the unique characteristics and requirements of
vehicular communications [43].

2.2.1 Mobility and dynamic network topology
High mobility (for instance, 100 to 200 km/h) of vehicles
makes the topology of VANETs very dynamic resulting in
very short lived vehicular communication links. Addition-
ally, vehicular density keeps varying from sparse to dense,
and highmobility in sparse areasmay cause fragmentation
problem for VANET, which, in turn, will result in network
unreachability for some nodes. Further, high speeds can
deteriorate signal due to Doppler and fast fading. These
factors can degrade the performance of applications that

Table 1 Challenges and requirements for CR-VANETs

Challenges Requiredmechanisms

Reliable delivery of safety messages QoS support

Highly dynamic topologies Algorithms with fast
convergence time

Scarce spectrum Efficient use of spectrum

Newer and several technologies Reprogrammability

Varied environment and Machine learning algorithms
spectrum availability
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have QoS requirements in terms of high reliability, low
latency, etc.

2.2.2 Distributed ad hoc coordinationand one-channel vs.
multiple-channel paradigm

In V2I communications, the fixed roadside units can
serve as coordinators. However, V2V communications are
expected to be self-organizing and to function with or
without roadside assisting units. Consequently, authors
in [3] argue that one-channel paradigm, with a single
shared control channel, is a good solution for V2V com-
munications in the absence of central coordination, con-
sidering that various applications will be broadcasting
messages to many neighboring vehicles. However, one-
channel paradigm comes with the problem of hidden
terminal and poses difficult requirements on the design
of MAC protocol for V2V communications. Though
IEEE 802.11 carrier sense multiple access (CSMA)-based
MAC is good for V2V communications, its perfor-
mance degrades in the presence of high number of
users.
Moreover, if we reach a larger number of vehicles, the

dissemination protocols could lead to a larger overhead.
Additionally, a high data traffic density may lead to chan-
nel congestion, e.g., in case of an accident and consequent
outburst of messages. Multiple-channel paradigm can be
a potential solution for such scenarios where instant shar-
ing of message is required between vehicles and thereby
reducing congestion on common control channels (CCC).
Currently, the approach that is in use is to let all vehi-
cles synchronize to a global time reference and alternate
between a common control channel and separate service
channels every 100 ms. However, this approach is not
efficient [44].

2.2.3 Routing issues
Conventional routing protocols are not suitable for
VANETs due to their specific network characteristics, e.g.,
varying network topology and frequent disconnections.
Some of the VANETs’ routing algorithms can be catego-
rized as opportunistic forwarding [45], trajectory-based
forwarding [46], and geographic forwarding [47]. Oppor-
tunistic forwarding algorithms (carrying and forwarding
a message whenever given the opportunity) are useful in
scenarios with frequent disconnections and can be com-
bined with other approaches that use trajectory-based
or geographic forwarding. Geographic forwarding algo-
rithms forward packets towards the destination as a func-
tion of its geographical location. This routing approach is
scalable but not efficient for handling dead ends and voids.
Trajectory routing can be the most suitable message for-
warding algorithm for VANETs as it considers the road
infrastructure as an overlay directed graph, with intersec-
tions as graph nodes and roads as graph edges allowing

messages to move in predefined trajectories. Moreover,
some recent opportunistic approaches for delay-tolerant
applications exploit social networking analyses to for-
ward packets. The idea with social-based forwarding is to
forward a packet to a node which has a high chance of
meeting the destination node in near future.

2.2.4 Privacy, security, and safety
Privacy and security issues are highly important in
VANETs due to potential threats to traffic flow and human
lives by any malicious attempt, for example, fake messages
leading to traffic disruption and fatal accidents. Some of
the security and privacy issues related to ITS have been
discussed in [48-50].
Security protocols for vehicular networks should take

into account their specific characteristics such as high
mobility and requirements such as trust (vehicles should
be able to trust the received messages), resiliency (for
interference), and efficiency (e.g., ability to authenti-
cate message in real time). In addition, privacy concerns
include preserving anonymity so as to prevent tracking or
identification of vehicle for non-trusted parties based on
vehicular communication [43]. Nevertheless, such secu-
rity mechanisms generally come at the cost of degraded
communication performance [51].

2.3 Cognitive radio and software-defined radio
With the increasing demand for spectral efficiency, cog-
nitive radio has emerged as a very active research area
for wireless communications and networks’ research com-
munity in recent years. CR [26] is an emerging tech-
nology that enhances the performance of existing radio
by integrating artificial intelligence (AI) with software-
defined radios (SDRs). Unlike conventional radios in
which most of the components are implemented in
the hardware, SDRs [24] are radios that use software
implementations for some functionalities enabling flex-
ible radio operation. These radios are reconfigurable,
and hence the need to modify existing hardware is
reduced.
Though several definitions have been provided to

describe CR, the commonly used definitions in liter-
ature are given by Joseph Mitola and Simon Haykin.
Joseph Mitola described CRs [22-24] as intelligent radios
that can autonomously make decisions using gathered
information about the radio frequency (RF) environ-
ment through model-based reasoning and can also learn
and plan according to their past experience. Afterwards,
Simon Haykin defined CR as an intelligent wireless com-
munication system capable of being aware of its envi-
ronment, learning, and adaptively changing its operating
parameters in real time for providing reliable commu-
nication and efficient utilization of the radio spectrum
[25].
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As mentioned previously, a cognitive radio can be built
on software-defined radio (SDR) that makes it reconfig-
urable by converging the two key technologies: software-
defined radio and artificial intelligence [52-57]. While
the field of CR is independent from SDR, CR has its
origin in SDR as an enabling technology to support its
implementation.
In the context of VANETs, with increasing number of

vehicles equipped with wireless communication systems,
vehicular communication will require faster connectivity
and thus, wireless spectrum will have to be adapted to the
new requirements (of bandwidth). Using CR and SDR will
prevent the need to implement hardware upgrades with
emergence of new protocols in future. SDR enables ‘recon-
figurable systems’ for wireless networks. CR allows SDR
to determine which mode of operation and parameters to
use. In general, CR and SDR will allow CR-enabled vehi-
cles to search for the best frequency-based predetermined
parameters.

2.3.1 Cognition cycle
Here we first describe the two main features of CR: cog-
nitive capability and reconfigurability. Then, we briefly
discuss the concept of cognition cycle of CR as well as
some specifics related to CR-VANETs.
A CR-enabled device adapts its operational parame-

ters as a function of its environment [18]. CR com-
ponents are mainly radio, sensor, knowledge database,
learning engine, optimization tools, and a reasoning
engine. CR has cognitive as well as reconfigurability capa-
bilities [25,26,58]. Cognitive capability allows CR to sense
and gather information (e.g., different signals and their
modulation types, noise, transmission power, etc.) from

its environment and, for example, secondary users can
identify the best available spectrum. The reconfigurability
features of CR allow it to optimally adapt the operational
parameters as a function of the sensed information. CR
systems involve PU and SU of the spectrum; primary
users are license holders, while secondary users seek to
opportunistically use the spectrum through CR when the
primary users are idle.
The cognition cycle of CR consists of multiple phases:

Observe, Analyze, Reason, and Act. The goal is to
detect available spectrum, select the best spectrum, select
the best operational parameters, coordinate the spec-
trum access with other users, reconfigure the operational
parameters, and vacate the frequency when a primary user
appears.
A spectrum hole refers to a portion of spectrum not

being used by the primary/licensed user at a particular
place and time. It is detected through spectrum sens-
ing and signal detection techniques. The SUs oppor-
tunistically access the spectrum if the sensed portion of
spectrum is found empty. The secondary user can oppor-
tunistically use different spectrum bands by adaptive
spectrum switching through spectrum hand-offs. How-
ever, the secondary user is responsible to detect arrival
of any primary user. If a primary user is detected, then
it should vacate the licensed portion of the spectrum in
order to prevent interference.
A possible cognition cycle for CR-VANETs in shown in

Figure 5 having the four stages: Observe, Analysis, Rea-
soning, and Act with some customized functionalities for
vehicular networks. The Observe stage consists of sensing
as well as the consideration of location, policies, and appli-
cation QoS needs. In the Analysis and Reasoning stages,

Figure 5 CR-VANETs cognition cycle.
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the system performance and the radio environment are
analyzed, similarities from the past are considered, and
optimal parameters as well as optimal spectrum strategies
are determined. The reconfiguration and optimal adapta-
tion is finally done in the Act stage.
The CR-VANETs cognition cycle has a lot of similarities

with that of CR, but some differences are due to the nature
of high-mobility vehicular environment. Most of the vehi-
cles will be equipped with navigational systems, and hence
location as well as mobility prediction based on the cur-
rent direction ofmovement can be used for cognition. The
use of knowledge database becomes more relevant as a
vehicle may pass through the same location at approxi-
mately the same time of the day. Thus, past experiences
can be combined with the current location for optimiz-
ing the operational parameters. Finally, it should be noted
that the requirements for CR-VANETs are more strict in
terms of faster adaptability and faster running time of the
cognition cycle due to the dynamic nature of the vehicular
environment.

3 Motivations for CR-VANETs
Currently, high-speed modern vehicles and a large num-
ber of cars move on the road every day. ITS [13] aim to
develop advanced applications for improving safety and
efficiency of road infrastructure and transportation. This
will enable users to utilize transport networks in a smarter
and safer way.
Presently, the primary objective of vehicle industry is to

improve the traveling experience of users by enhancing
vehicular communication capabilities with better safety
and efficiency, as well as Internet access and infotainment
applications.
The number of vehicles on road is always increas-

ing as well as the demand for intervehicle commu-
nications. However, ITS and vehicle communications
need to overcome several technical challenges. Proto-
cols and applications designed for vehicular communica-
tions should consider various important factors such as
communication infrastructure, road infrastructure, vehi-
cle density, user demands and types of vehicular networks,
as well as available wireless spectrum. Many envisioned
applications will need uninterrupted and reliable connec-
tivity and this can be challenging in high-speed vehicular
scenarios. New protocols are needed that can deal with
rapidly changing environment and are fault tolerant espe-
cially for applications related to safety. Overall require-
ments for such applications are QoS support, adaptability
to fast changing environment, robustness, and additional
bandwidth to deal with congestion and high bandwidth
requirements of some applications such as video stream-
ing.We argue that the cognitive radio technology can help
in answering some requirements, and the motivations

leading to CR-VANETs are provided in the remaining part
of this section.

3.1 QoS requirements
QoS support is important for applications such as related
to safety. From the point of view of radio technology, satis-
fying QoS guarantees is easier when there is enough band-
width, which can be traded with QoS guarantees such as
low delay or high reliability. Additionally, there should be
mechanisms to protect important flows from lower prior-
ity flows. We discuss the issues related to bandwidth and
flow priority in the following text.

3.1.1 Bandwidth scarcity and congestion
Wireless communication is popular as ever and the
demand for more bandwidth and spectrum is ever
increasing. In addition, applications like video stream-
ing are becoming popular, which, in turn, consume high
bandwidth and can cause congestion. Similar problems
of bandwidth scarcity and congestion will impact vehic-
ular communications with growing demands. Recently,
many car manufactures have started to provide connec-
tivity features in their cars enabling Internet connectivity
through cellular networks (that provide mobile voice and
data connections) and other wireless access technologies
for accessing various applications. However, the perfor-
mance of cellular networks suffers in urban areas (large
cities) due to congestion of cellular spectrum while in
rural areas, cellular coverage is either absent or low.More-
over, as mentioned previously, for dedicated communi-
cation, ITS are based on IEEE 802.11p, which is based
on an old version of Wi-Fi, namely, IEEE 802.11a, and
thus, it has limited capacity. Presently, there is a lack of
applications for intervehicle communications, which will
change in the future. Car manufacturers look unlikely to
buy spectrum. Additionally, note that spectrum is a scarce
natural resource and should be used efficiently. Thus,
opportunistic spectrum access is an attractive solution.

3.1.2 Offloading lower priority flows
Many applications are envisioned for VANETs such as
infotainment. Some of these video applications, for exam-
ple, peer-to-peer (P2P) video sharing and multimedia
advertisements can consume a lot of bandwidth and can
cause collision with other flows. One idea is to use the
main 802.11p spectrum for important flows and use addi-
tional bandwidth available with cognitive radio, oppor-
tunistic spectrum (see Figure 1) for lower priority video
flows, and P2P traffic.

3.2 Resiliency
The flexibility and agility offered by cognitive radio is very
useful for resilient communications in vehicular scenarios.
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In case of emergency situations, CR can be reconfigured
in real time to operate in emergency mode by focusing on
minimizing bit error rate (BER) and avoiding interference
[59]. This property is very useful for ITS safety applica-
tions, and with CR functionalities, some objectives like
bandwidth maximization or power minimization can be
flexibly traded for more resiliency.

3.3 More spectrum holes on highway
In many cases, highways are open spaces and there is
a high chance of finding a spectrum hole that can be
accessed opportunistically. This is unlike downtown and
urban areas where chances of finding spectrum holes
can be low due to high population. In fact, some exper-
iments have been done [29] which show free abundant
spectrum available for opportunistic use on highways.
Thus, cognitive radio technology is very attractive as it
can exploit such spectrum availability using opportunis-
tic spectrum access. This, in turn, can answer some of the
bandwidth and congestion problems discussed above.

3.4 Sufficient space and power supply in vehicles
Some of the advanced cognitive radio capabilities come
at a price in terms of bigger size of onboard units. Some
functionalities can also consume energy. However, vehi-
cles have sufficient space and power supply and are not
limited by them unlike the case with smart phones and
other highly portable devices. Cost can still be a fac-
tor, but performance vs. cost trade-off can be exploited.
Cost can also be reduced with the help of mass produc-
tion, by optimally designing an OBU with cognitive radio
capabilities.

3.5 Reprogrammable vehicular telematics
Every 2 to 3 years, a new communication standard is being
proposed, such as DVB-H, DVB-T2, WiMaX, 802.11p,
LTE, and HSDPA. Some of these standards face the risk
of becoming a commercial failure such as was the case
with DVB-H. Moreover, different countries have different
regulations related to spectrum usages, transmit power
limits, etc. Thus, global manufacturers of vehicles face
a dilemma on which technology to deploy and how to
deploy different versions of communication units for dif-
ferent countries. A vehicle has a life cycle of more than
15 years, and onboard communicating devices should
not become obsolete during that period. Moreover, the
drivers as well as passengers would like to use the newer
technologies that come out in the future.
Cognitive radio combined with SDR offers a solution to

cope with evolving and numerous technologies. Reconfig-
urable and reprogrammable capabilities of CR and SDR
provide the possibilities to design ‘future proof ’ onboard
units that are upgradeable with software updates. This
allows flexibility in deploying different versions of units

for different countries and allows upgradeability when
new technologies come out in future.
An OBU can integrate an SDR transceiver with navi-

gational devices (GPS) and onboard computer to provide
capabilities of context awareness and adaptation.

3.6 Highlymobile environment
Deploying base stations to provide wireless services (e.g.,
Internet access) in vehicular networks is challenging due
to the highly mobile environment. VANETs are con-
sidered as a special case of mobile ad hoc networks
(MANETs) due to their specific characteristics such as
special mobility pattern, varying vehicle density, and inter-
ference with other types of networks.
Several applications of VANETs have been pro-

posed that take into account the above-mentioned
constraints of vehicular communication. As described
before, different communication technologies have been
standardized (WAVE, IEEE 802.11p, etc.) for vehicular
communications. However, presently, the deployment and
performance evaluation of the proposed standards, espe-
cially in a large-scale vehicular environment, are works
in progress. Moreover, different standards and proto-
cols proposed for vehicular communication applications
should be interoperable. Additionally, short-range com-
munication protocols may not be able to provide good
Internet connectivity for high-speed vehicles and that
would require developing new efficient protocols suitable
for them.

4 Recent advances in CR-VANETs
Cognitive radio technology [36] presents a promising
solution for addressing the problem of spectrum scarcity.
Vehicle communication may benefit from cognitive radio
technologies such as dynamic spectrum access, adap-
tive software-defined radios, and cooperative communi-
cations as shown in [60-62]. CR-enabled VANETs can use
additional spectrum opportunities in TV bands according
to the QoS requests of the applications.
Existing works on CR [36,58] focus on various issues

that include investigating techniques for spectrum sensing
and spectrum access (dynamic spectrum access), coop-
erative communications, MAC protocols [63], routing
protocols, QoS [64], and software-defined radios. While
several studies exist in literature on applying CR to wire-
less mesh networks, ad hoc networks, and cellular net-
works, the research on applying CR to VANETs is still
in its early stage. The research solutions proposed for
general-purpose CR networks cannot be directly applied
to CR-VANETs as the unique features of vehicular envi-
ronment, such as the role of mobility, and the coop-
eration opportunities need to be taken into account
while designing the spectrum management functions for
CR-VANETs. Thus, the existing solutions need to be
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customized for CR-VANETs to account for high mobility,
dynamic topologies, frequent disconnections, etc. Unlike
static CR scenarios, in CR-VANETs, multiple cooperating
vehicles (during busy hours) can exchange spectrum infor-
mation to get information on the spectrum availability.
Moreover, this enables adaptive operations and proactive
response feasible for the vehicles that follow.
In this section, we present some of the recent works that

focus on using cognitive radio technology for vehicular
networks. We provide a taxonomy of recent advances in
CR-VANETs, in Figure 6. Different approaches are clas-
sified into spectrum sensing, spectrum management and
QoS, and network. These approaches as well as their
sub-categories related to cooperative sensing, sensing in
fast varying channels centralized to distributed spectrum
management approaches, routing, mobility management,
content distribution, etc. are discussed in the following
text.

4.1 Architecture
The network architecture of CR-VANETs consists of vehi-
cles with onboard units (OBUs) and infrastructure units
such as RSUs and base stations of network providers. Note
that setting up of roadside units everywheremay be costly;
thus, V2V communication, including multihop, should be
able to work without any infrastructure support.
Several functionalities are needed for CR-VANETs

paradigm, and an initial architecture related to different
functionality blocks and protocols is proposed in [65].
The architecture proposed by its authors consists of sev-
eral blocks related to policies such as those imposed by

FCC and local authorities and onboard sensors, includ-
ing radio sensors and GPS. It also includes a knowledge
database that consists of previously learned cases, rules,
spectrum information, and radiomaps. Further, it consists
of a cognitive engine that is the core of all functionalities.
Additionally, there are software-defined radio or multiple
radios, performancemeasurement block for feedback, and
finally a user interface to allow users to configure the sys-
tem offline. Figure 7 illustrates the architecture showing
these different functional blocks for CR-VANETs.
As illustrated in the figure, the cognitive engine (CE)

uses real-time data from onboard sensors and history and
map information from knowledge database to learn from
the present as well as the past. It then controls the oper-
ation of software-defined radio through optimization of
transmission parameters and decision making related to
spectrum use and management.
A taxonomy of machine learning approaches for CE is

provided in Figure 8. The classification is done in terms
of supervised learning, decision making and parameter
tuning. Supervised learning can be used for prediction
or classification, by learning the mapping between the
given inputs and outputs. It is called supervised learn-
ing because the outputs for the given inputs are known
beforehand. For example, in the case of signal identifica-
tion, the target signal and the input signal features are
known during the learning phase. Decision making is
related to the problem of making optimal decisions. Some
available tools for decision making use reinforcement
learning, which can be used in unknown environments,
or case-based reasoning based on history, etc. Parameter
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Figure 7 CR-VANETs functional blocks (architecture).

tuning is needed to set the parameters optimally. A sys-
tem model is used, and some metaheuristics can be used
to find the optimal values of the system parameters for
a given optimization objective. Multiple conflicting opti-
mization objectives, such as maximization of bandwidth
vs. minimization of bit error rate, can be assigned with
weights differentially according to the desired mode of
communication, ranging from bandwidth maximization
mode to emergency mode for high resiliency [59], etc.

Several machine learning techniques have been stud-
ied in the literature to realize cognitive functionalities in
the general context of cognitive radio. However, they need
to be adapted for CR-VANETs scenario. Some interesting
ideas for applying machine learning to CR-VANETs are
discussed in [61]. We summarize those ideas in Table 2
and discuss them in the following text.
The authors of [61] argue that case-based reasoning

is interesting for CR-VANETs scenario because vehicles
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Table 2 Machine learning in CR-VANETs (summarized from
[61])

Machine learning tools Application

Case based reasoning Faster convergence from exploiting previous
solutions for example when traveling through
same area on same day of the week

Support vector machine Signal classification and identifying
and neural networks spectrum holes, channel prediction

Reinforcement learning Channel selection, real-time learning, can
be used in unknown environments

Genetic algorithms and Optimization of transceiver
simulated annealing parameters

have a high chance of passing through the same locations
at approximately the same time of the day. This is espe-
cially the case for example, for public transports, such as
buses and trains but also for cars considering that peo-
ple commute everyday from their homes to offices, at
approximately the same time. With case-based reason-
ing, the optimization process can be populated from the
previously found optimal configurations, and then fur-
ther search for optimization can start from there. This
can highly improve the convergence time of optimiza-
tion algorithms such as genetic algorithms and simulated
annealing, which in turn can be used for optimizing trans-
mission parameters.
Machine learning tools for classification such as sup-

port vector machines and neural networks are interesting
for signal identification and discovery of spectrum holes.
With cognitive radio, it is required that the opportunis-
tic use of spectrum should not collide with primary user
traffic. Thus, classification tools can be used to enhance
the detection of primary user signals and can provide
improved accuracy as compared to just using energy
detection. This improved primary user detection accuracy
is desired especially in VANETs scenarios, where high-
mobility conditions leading to signal fading can cause
difficulties in spectrum hole detection. Neural networks
can also be used as function approximators to predict
throughput at a given location on a particular time of
the day. Different inputs such as PU and SU traffic statis-
tics can be mapped to predict throughput through trained
neural networks [61]. Some online learning tools like
reinforcement learning can be used. Such tools are use-
ful in unknown environments and are useful for channel
selection and decision making.

4.2 Spectrum sensing
Spectrum sensing is required by cognitive radio to detect
the presence of spectrum holes and more importantly to
detect the presence of PUs. The priority is to avoid inter-
ference with PUs and thus, spectrum sensing should be
highly reliable.

High mobility in VANETs can deteriorate the perfor-
mance of spectrum sensing due to signal fading and fast
changing location. In the case of fast varying channels
over time, some works focus on improving the perfor-
mance of sensing [66] and signal identification [67-69].
Similarly improved algorithms have been proposed for
channel estimation and equalization [70] in high-speed
environments.
Additionally, cooperative spectrum sensing [71] can be

used to tackle the problems due to high mobility. Sev-
eral spectrum sensing vehicles combined with a regularly
updated central spectrum database can improve the per-
formance of spectrum sensing in VANETs scenarios. The
work in [72] investigates the effect of mobility on the
performance of spectrum sensing in CR networks. The
study confirms that cooperation can improve the spec-
trum sensing performance as a result of increased spatial-
temporal diversity in received primary signal strengths.
This forms the basis of their proposed sensing technique

that finds an optimal combination of the number of sen-
sors for cooperation and the number of times to sense
the spectrum in order to reduce the sensing overhead.
This work does not specifically target CR-VANETs sce-
nario, but it is still interesting for that. Additional works
such as [31,34,73] aim to achieve better spectrum sensing
precision and efficiency through a coordinated spectrum
sensing. The data sensed by the vehicles is sent to RSUs
that forward the gathered data further to a central pro-
cessing unit. The delay and reliability of spectrum sensing
in vehicular environments is discussed in [74]. They argue
that cooperative spectrum sensing can be used to tackle
the sensing limitations of a single vehicle as it exploits spa-
tial diversity. They show that sensing time can be reduced
significantly with cooperative sensing as compared to
sensing by only a single vehicle.
The authors of [75] point out that cooperative sensing

can help a vehicle to detect the spectrum availability in
future locations by exploiting sensing information from
other cooperating vehicles. An experimental study on
sensing performance in VANETs scenario is conducted
in [30]. They found that sensing accuracy depends on
vehicular speed as well as location. For example, in the
areas with open space, the fast fading is not high and
hence, sensing performance is good unlike at places such
as downtown. They also propose a framework for coop-
erative spectrum sensing and sharing called Cognitive
V2V (Cog-V2V). In Cog-V2V, each vehicle keeps a spec-
trum availability database that is regularly updated. Note
that using such knowledge database, shared by different
vehicles or kept distributed among them, is an inter-
esting way of collaborating for spectrum sensing. The
data from different cooperating vehicles is merged using
weights that depend on distance between the locations
at which sensing samples were collected. Intuitively, they
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calculate weights such that weights from nearby vehi-
cles are weighed lower as they are likely to have similar
radio conditions due to their similar location. After the
spectrum opportunities are detected, Cog-V2V decides
the channel to be used between the two vehicles.
Another work [76] uses spectrum database as well as

support from infrastructure. They also provide guidelines
for the uniform placement of RSUs that will provide infor-
mation about the availability of TV channels and thereby
support the mobile CR-enabled vehicles. Systems using
centralized approaches and RSUs can be effective, specif-
ically for safety applications as it improves their reliability
by improving data delivery in vehicular networks.
However, the centralized approach is not apt to sup-

port multihop communication, especially in the absence
of infrastructure support. Nonetheless, in the absence of
central infrastructure, clustering techniques can be used
to create cluster leaders among several vehicles. Cluster
leaders can then assume the role of central entities respon-
sible for coordinating spectrum sensing and data fusion as
used in [35].
In [77], a different type of sensing is used that focuses on

estimating the amount of congestion in a given channel.
The authors address the problem of insufficient spectrum
for reliable exchange of safety information over congested
urban scenarios through the use of cooperative spectrum
sensing provided by vehicles. The spectrum sensing pro-
vided by vehicles is used to provide a distributed measure
of contention on the roads and locate white channels in
the industrial, scientific, and medical (ISM) bands. If con-
tention is detected, free channels from the ISM spectrum
are allocated to the vehicles. Note that some of these
works are also discussed in the next section in the context
of spectrum management.

4.3 Spectrummanagement and QoS support
One of the main focuses of research in CR-VANETs is to
design specific spectrum management techniques which
take into account spectrum sensing and access as well as
mobility for CR-enabled vehicles. Spectrum management
should also aim at providing QoS support in CR-VANETs
scenario. QoS guarantees are important for messages and
signals related to vehicular safety. QoS guarantees can
be in terms of maximum permitted delay and reliability
in terms of permitted packet loss, etc. For example, in
the event of an emergency brake, the vehicles that follow
should be notified as quickly as possible in order to leave
some time for other drivers to react.
However, providing such QoS guarantees can be dif-

ficult in case of congestion or when there are several
vehicles. Moreover, it is noteworthy that the feasibility of
using TV white space for vehicular communications is
restricted due to the scarcity of TV white space in large
urban cities, where the average number of vehicles is also

higher as compared to the remote areas. Such factors
can make it difficult to ensure QoS support for some
important applications.
Taking the example of safety messages, authors in [77]

argue that the bandwidth of a single DSRCcontrol channel
may not be enough for reliable delivery of safety messages
during congestion. They propose to use cognitive radio
to augment the spectrum of the control channel. They
proposed to use TV white space (TVWS) spectrum to
enhance the bandwidth of the control channel [15] and in
a follow-up work [77], 5.8 GHz ISM band is used instead
of TVWS, as 5.8GHz ISMband is the neighboring band to
the DSRC 5.9GHz band and it can simplify the transceiver
design. They argue thatWi-Fi users, who use 5.8 GHz ISM
band, are unlikely to be present on highways.
In order to counter congestion problems, authors in [77]

first propose a contention metric Cr(t) to estimate the
amount of congestion in different regions r, at time t:

Cr(t) = α
Dr × Br

Sr
+ βUr. (1)

where the delay Dr is the delay experienced by the trans-
mitted packet and it increases during congestion. The
parameter Br is the channel’s bitrate, Sr is the average
packet size, and Ur is the number of untransmitted pack-
ets due to congestion. The parameters α and β are tuning
parameters, which are estimated from curve fitting of sim-
ulation data. Different scenarios were simulated to obtain
such data by varying the number of vehicles, payload sizes,
and bitrates.
Different vehicles perform sensing and report the mea-

surements to their nearest RSU. RSUs communicate with
other RSUs and vehicles to form an estimate of conges-
tion in different zones. Based on congestion estimates, a
fuzzy-logic-based controller is used to decide the amount
of spectrum needed, and RSUs allocate more spectrum to
the vehicles traveling in a zone with increased congestion.
The idea is that the spectrum is a scarce resource and

additional spectrum is allocated only when needed. Addi-
tionally, the proposed contention metric looks interesting
and it will be interesting to see how it can be used in
other 802.11-like scenarios. Another interesting research
direction is to explore improved contention metrics.
Several interesting ideas related to dynamic spectrum

access in CR-VANETs are explored in [44]. They call
the dynamic spectrum allocation problem for VANETs
as vehicular dynamic spectrum access (VDSA). Sev-
eral VDSA approaches covering spectrum measure-
ments and machine learning are proposed; for example,
reinforcement learning is used for intelligent channel
selection (also presented in [65]). Moreover, a testbed
implementation with some experimental results is also
provided. A feasibility analysis is done for VDSA using
queuing theory. Different TVWS bands are considered as
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servers which are either occupied by PUs or not. Taking
the case of V2I communication, the requests to access
those channels from SU vehicles are modeled as clients
arriving in a queue and these requests stay in the queue
until they are served. Thus, with this formulation, the
queuing theory results can be used to analyze VDSA sce-
nario. However, it is pointed out in [78] that such model
can be over optimistic because vehicles can move out of
RSU range. Thus, vehicular dynamics need to be taken
into account and an analysis considering such dynamics is
proposed in [78].
Additional works such as in [30,31] propose to first

detect the available spectrum resources, then according to
the QoS requirements of the vehicular applications, spec-
trum decision algorithms select the channel to be used at
a specific location. Finally, note that even if vehicles have
sufficient power supply, the energy consumption is still an
important factor for environmental considerations [79].
An energy-efficient technique is proposed in [79] by for-
mulating the problem of deciding whether to use direct
transmission or relay-based transmission as an optimiza-
tion problem, with the objective of minimizing energy
subject to QoS constraints in terms of delay.
Most of the above approaches assume a centralized

architecture where decisions can be taken in a central
manner. However, this may not be always possible in
the case of CR-VANETs. Thus, in [35] the authors focus
on a clustering strategy as illustrated in Figure 9 where
vehicles are grouped into clusters and one of the vehi-
cles act as a cluster leader making central decisions for
the cluster. It can be seen as a hybrid of distributed and
centralized approaches. The authors study the problem
of optimal channel access to provide QoS for data trans-
mission in CR-VANETs. The data from cluster members
is first transmitted to the cluster leader and then it is
forwarded to its destination.

The problem is to opportunistically use available chan-
nels using CR, optimally reserve some bandwidth in
DSRC channels, and control the size of the vehicular
cluster. The authors use constrainedMarkov decision pro-
cess (MDP) for decision making. The vehicles use two
radios: one for opportunistic spectrum access and the
other for DSRC channel. Vehicles send a request to join
a given cluster using DSRC channel. The cluster head
takes the decision of whether the new node should be
added to the cluster or not. The cluster head also opti-
mally reserves some bandwidth in the DSRC channel.
For opportunistic spectrum access, the cluster head col-
lects the sensing results from cluster members and then
the scheduling decision is broadcasted to the cluster. The
authors point out that there are two different time scales
involved in decision making: opportunistic channel access
(fast) and cluster size control withDSRC bandwidth reser-
vation (relatively slow). Thus, a hierarchical MDP with
two levels with each level corresponding to each prob-
lem is used. These two levels interact with each other
using the following parameters: QoS performance mea-
sures, location, cluster size, and available bandwidth in
DSRC channel. The optimization problem is solved using
linear programming, and different statistics and variables
are assumed to be available in advance. Thus, one inter-
esting extension of this work could be to explore online
learning.
Some distributed spectrum management schemes exist

for ad hoc CR networks that focus on MAC design [63] as
well as QoS [64]. Such proposals may be customized for
CR-VANETs. The distributed opportunisticmultiChannel
MAC (OMC-MAC) proposal in [64] assumes a fixed
CCC, transmits beacons at regular intervals for syn-
chronization, and divides the beacon interval into three
phases: channel sensing, contention, and data transmis-
sion. SUs sense the channel in the first phase and then

Figure 9 Clustering strategy. Vehicles are grouped into clusters and one of the vehicles act as a cluster leader making central decisions for the
cluster.
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using CCC contend for reservations of time slots belong-
ing to data transmission phase. Data transmission phase is
then used for contention-free transmission of data based
on the reservations on different available channels. QoS
provisioning is done by first letting only the prioritized
users contend for the reservations and if some time slots
are left, then other users can also make some reserva-
tions. This can be useful for prioritizing safety messages
in CR-VANETs. However, the impact of vehicular mobil-
ity and short-lived links needs to be studied for such
schemes. The common control channel may also get
congested when there are many vehicles. The discovery
process of available channels, during the sensing phase,
can be improved by using a common spectrum database,
as explained in Section 4.2. Adaptive bitrate as well as
beacon interval can be explored to further improve the
performance.

4.4 Network layer: routing, mobility management, and
content distribution

In this section, we discuss the works on CR-VANETs that
are related to upper layers. We mainly focus on network
layer but also talk about P2P approaches that work on top
of an overlay network.

4.4.1 Routing
Several cognitive routing schemes have been proposed
for CR-VANETs, accounting for spectrum scarcity, inter-
ference, and high mobility. Some important metrics for
routing in CR-VANETs are PU activities, availability of
spectrum, geographic location, channel switching delays,
hop count, etc.
One initial protocol called Search [80] is proposed for

cognitive radio ad hoc networks that is interesting for
CR-VANETs scenario also. It selects a route and the chan-
nel that avoid the regions of PU activities. It sends route
request packets (RREQs) and they reach the destination
via different paths. The destination selects the optimal
paths based on geographic forwarding. The cost of switch-
ing a channel is also taken into account because with
cognitive radio the intermediate nodes might have to
switch a channel to forward a packet on a given path. Then
the paths are combined to minimize the number of hops.
Another recent approach based on RREQ packets is pro-
posed in [81] but without using the location information
as all vehicles may not have GPS information. Two routing
schemes are proposed: (1) First scheme searches through
several routes with each route evolving on a single chan-
nel; (2) Second scheme discovers only one route, but it
exploits several channels.
A recent protocol CoRoute [33] is an anypath vehic-

ular routing protocol for CR-VANETs that exploits
geo-location and sensed channel information. CoRoute
extends the anypath multirate scheme proposed in [82]

to include cognitive radio and geo-location.With anypath
multirate routing, a node broadcasts to a set of nodes
using a selected rate. Then, any one of them forwards the
packet towards the destination in the same way while the
other nodes in the set avoid broadcasting duplicate copies
if they hear the first broadcast. This routing has an any-
path property that any node that received the packet can
forward it and hence, the path can change depending on
which node received the packet. If multiple nodes receive
broadcast then, the one with highest priority forwards the
packet. This priority is chosen based on the expected any-
path transmission time (EATT), which is the expected
time to transmit a packet to the forwarding set depend-
ing on packet size, bitrate, and the delivery probability
that the packet is received at least by a single node in the
forwarding set.
CoRoute extends the anypath multirate routing protocol

such that the broadcasts are done on different channels
depending on the sensed channel information and geo-
location. The set of forwarders is chosen such that the
nodes in the set are geographically closer to the destina-
tion. The channel with the least amount of congestion is
chosen. The priority of the nodes in the set of forwarders
is set based on EATT as described before.

4.4.2 Mobilitymanagement
Mobility management is important for ensuring con-
nectivity even when the vehicles move. The Internet
Engineering Task Force (IETF) has defined some IPmobil-
ity support protocols that will be used for vehicular
networks. For instance, NEMO [83] protocol based on
Mobile IPv6 (MIPv6) [84] is being considered for vehic-
ular scenarios. In addition, Proxy Mobile IPv6 (PMIPv6)-
based NEMO protocol is also a possible candidate
[85-87]. Currently, Distributed Mobility Management
(DMM) and data offloading techniques are being consid-
ered [88]. DMM can reduce the overall path latency and
can eliminate the single bottleneck problem of the cen-
tralized architectures. Moreover, data offloading is useful
for adaptively offloading some flows to other available net-
works and benefiting from additional available bandwidth.
These mobility management approaches can benefit

from the information available from cognitive radio mod-
ules. Network selection and handovers can be optimized,
using cross-layer optimization, for example, by consider-
ing geo-location and spectrum availability to store dif-
ferent signal thresholds used for handover. The spec-
trum can be allocated among RSUs so as to maximize
the coverage and minimize the number of handovers,
etc. Additionally, some flows can be adaptively offloaded
to the cognitive radio network using data offloading
techniques.
Very few works [89] discuss mobility management in

the context of cognitive radios. In [90], a joint mobility
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and spectrum management scheme is studied focusing
on cellular networks, but the ideas are also interesting for
CR-VANETs.

4.4.3 Content distributionusing peer-to-peer techniques
For content distribution in CR-VANETs, one proposal
[91] uses V2I communication for content distribution
and uses V2V communication with cognitive radio to
exchange themissing packets. They use a P2P-like content
sharing approach using cognitive radio. For P2P com-
munication in the context of CR-VANETs, the problem
is to determine that the onboard unit should download
which chunk, from which peer, depending on the link
and spectrum characteristics. The authors propose an
approach based on coalitional graph game. When some
vehicles pass a RSU, then they can download some data
chunks from RSU and other chunks from peer vehicles.
For opportunistic spectrum use, each vehicle senses a set
of spectrum channels for detecting the presence of pri-
mary users. A channel is chosen which has maximum
transmission capacity and is not occupied by primary
users or neighboring vehicles.
A utility function is used such that payoffs are a func-

tion of the number of successful packets transmitted as
well as received multiplied by the probability of successful
transmission. The probability of successful transmission is
computed by the probability that no neighbor of a given
vehicle is transmitting on a particular channel multiplied
by the probability that the given transmission does not
collide with primary user. The latter depends on the prob-
ability of missing the primary traffic and probability of
false alarm. The cost of using a link between two vehicles
is defined as a weighted function of the total number of
neighbors of receiving and transmitting vehicles. This cost
function is used to represent the probability of data colli-
sion because any transmission on this link has a chance of
interfering with those neighbors.
Finally, a myopic distributed algorithm is proposed

whose objective is to converge towards a graph describing
which vehicle connects with which other vehicle or RSU.
The proposed algorithm is myopic as it uses only local
information, as compared to centralized algorithms which
need global information. Initial approach is that each vehi-
cle chooses a graph that just optimizes its own utility
based on current neighbors and channel characteristics.
Usually, it is desired for any distributed algorithm to

converge. However, authors state that it is difficult to
prove the convergence of such algorithms due to dynam-
ically evolving topologies in VANETs scenarios. More-
over, the proposed algorithm can have a ping pong effect
that is to oscillate from one graph formation strategy to
another. Thus, they introduce a notion of history function
which keeps a count of how many times a given strategy
was used. If a strategy was already used up to a certain

threshold, then it is not used again. With this history
function, the authors show that their algorithm converges
within a finite number of iterations. The simulation results
show that their algorithm can improve the throughput by
250% as compared to just V2I broadcast.
It would be interesting to see how this work can be

extended for the case of multihop communication (only
line of site neighbors are used) and selfish users. Addi-
tional ways of ensuring convergence could be explored
with newer algorithms. Moreover, it would be interesting
to consider more detailed link models as presently only
a simple model for link layer collisions and contention is
used.

5 Projects and testbeds
The research on cognitive-radio-enabled vehicular net-
works is still in its preliminary stage, and there are not
many related experimental platforms due to their complex
setup and requirements. In this section, we describe some
existing projects and testbeds related to cognitive-radio-
enabled vehicular networks.

5.1 CORRIDOR
Cognitive Radio for Railway Through Dynamic and
Opportunistic Spectrum Reuse (CORRIDOR) [92] is a
French research project that targets opportunistic spec-
trum access for railways. Communication demands are
increasing for modern railways from the point of view
of railway operations as well as for providing Internet
connectivity to the passengers. However, there is no sin-
gle universal wireless technology that can answer the
needs of heterogeneous services and railway applica-
tions. Modern railway applications and passenger’s Inter-
net connectivity demands call for more bandwidth and
spectrum.
One answer to such needs is cognitive radio. Thus,

CORRIDOR plans to use CR technology to support mul-
tiple railway applications such as command and control,
CCTV, maintenance, and Internet connectivity for pas-
sengers. The project aims to develop algorithms and tech-
nology for very high speed environments that are typical
of railways. The focus will be on spectrum access and
management, exploiting TVWS, cognitive engine, cross-
layer optimization, mobility management, and handover
optimization. Different techniques will be validated with
some real on-site trials.

5.2 PROTON-PLATA project
The PROTON-PLATA project [93] is a European project
that aims at developing a reconfigurable prototype based
on emerging software-defined technologies for telem-
atics applications for cars-to-roadside and car-to-car
communications. The project proposes a multitechnology
cooperative Advanced Driver Assistance System (ADAS)
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that is based on the integration of SDR devices in
vehicles.
The first part of the project deals with developing a pro-

totype including SDR device and driver assistance appli-
cations to demonstrate the utility of a cooperative ADAS
for improving communication performance. This involves
designing a multitechnology communication infrastruc-
ture and equipping onboard units with SDR devices
that support different communication scenarios i.e., V2V
communications, V2I communications, and broadcasting
(infrastructure-to-vehicle) at the same time. The perfor-
mance evaluation using network simulation tools forms
the second part of the project.

5.3 Rail-CR project
The Rail-CR project [94] is a US project that is a part of
the efforts toward implementing the positive train control
(PTC) technology to equip trains with wireless communi-
cation capabilities. This will allow trains to communicate
with wayside wireless stations, while moving, and provide
useful information related to their location, speed, direc-
tion, etc. The project adapts Virginia Tech cognitive radio
technology [95] to improve safety and operations of the
railways.
The complex radio characteristics faced during train

transportation such as continuously changing situation of
the train as well as continuously changing communica-
tions environment due to varying noise, multiple sources
of interference, multiple users competing for scarce spec-
trum, etc. make wireless communication with trains very
demanding. This has motivated the railway industry to
use SDRs equipped with a reconfigurable platform for
packet-data transmission. Though SDR provides interop-
erability and enables multiple configurations, it lacks the
capability of integrating additional adaptation to alleviate
crowded spectrum, intentional jamming, or learning from
past experiences.
In this context, the project developed a railroad-specific

cognitive radio namely, Rail-CR, capable of fulfilling the
requirements of future wireless communication systems
for trains. The Rail-CR combines AI-based decision-
making and learning algorithms with SDR to address the
railway transportations’ specific need for adaptable com-
munications. The Rail-CR cognitive radio will enhance
the performance of railway communications in terms of
interoperability, robustness, reliability, and spectral effi-
ciency, and will make it cost-effective to deploy and
maintain.
The Rail-CR system includes a CE that relies on the

tunable radio parameters (knobs) and observable perfor-
mance indicators (meters) of the SDR platform. Based
on situational awareness from the radio in the form of
observable parameters (meters), a cognitive engine uses
software-based decision-making and learning algorithms

to decide if the radio parameters (knobs) should be
adapted depending on sets of predefined objectives. The
Rail-CR was evaluated under different interference con-
ditions, and results show that the cognitive engine can
manage to overcome the interference by adapting con-
figurable parameters whereas a radio minus cognition
capability was not able to overcome interference resulting
in high errors or a loss of connectivity.
Further, a case study showing the use of metacognitive

radio to improve wireless communication systems used
for signaling and train control in railroads is presented
in [96]. In a metacognitive engine [96], a master process
monitors and adapts the cognition process (i.e., cognitive
engine). Metacognition enhances the performance of a
cognitive radio with better learning and decision-making
capabilities.

5.4 The cognitive cars testbed
Research in VANETs has focused on simulation studies
to evaluate the performance of communication protocols
for VANETs. Testing and evaluation of VANETs commu-
nication protocols (e.g., VANETs-based multihop com-
munication system) in real testbed scenarios for example,
on the road, has been considered a difficult task as there
are virtually no highly dense vehicular testbed that exists.
Recently, a new cognitive approach to VANETs research
was introduced in [97] that enables performing real vehic-
ular experiments, which usually require several vehicles,
using only a few vehicles equipped with wireless commu-
nication interfaces. This is done by setting up a virtual
overlay network consisting of relaying and interfering
vehicles on top of a group of only a few vehicles to con-
duct experiments. The communication packets travel over
a random number of hops and experience interference
from random number of vehicle transmitters with varying
transmission characteristics.
The cognitive car testbed [98] is based on guide-

lines presented in [97] to conduct real experiments
with VANET applications and communication protocols
under constraints of vehicular environment and comput-
ing resources. The objective of the cognitive car testbed
is to explore the possibility of using cognitive network
technologies in advanced vehicular testbeds. It focuses on
using cognitive radios to study the impact of different fre-
quency bands and different frequency switching delays
on the performance of VANET communication protocols.
More specifically, cognitive car testbed enables evaluating
a communication protocol vs. different variables including
number of hops, density of interfering neighbors, wireless
channel conditions, transmission frequency, and switch-
ing delay at the node.
In this context, it introduces the architecture guidelines

for implementing a VANET testbed and, in addition, pro-
vides preliminary results for the experiments conducted
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with an accident warning system developed for high-
ways and a cognitive network based on the software
radio (SORA) technology provided by Microsoft. Pre-
liminary results show that cognitive interfaces can be
used as an additional tunable dimension in an experi-
ment platform where highly dense vehicular testbeds can
be set up with just few real vehicular resources (e.g., few
cars and drivers). The cognitive interfaces enable testing
novel techniques designed for addressing radio spectrum
scarcity in a vehicular environment as well as performance
of VANET communication protocols. The performance of
VANET communication protocol can be evaluated by tun-
ing two additional variables: frequency band and switch-
ing time. The first variable is the frequency band used for
transmitting and receiving communication packets and
the second variable is the switching time needed to change
from one frequency to another.

5.5 Virginia Tech CR network testbed (VT-CORNET)
VT-CORNET [95] is an open-source cognitive radio net-
work testbed, developed by Virginia Tech (Blacksburg,
VA, USA) for the evaluation of CR wireless communi-
cation protocols and applications. The testbed consists
of 48 software-defined radio nodes (USRP2-based nodes)
deployed over the four floors of a building and equipped
with a custom-made daughterboard covering the fre-
quency range of 100 MHz to 4 GHz. The CORNET nodes
are remotely accessible to the registered users. A unique
feature of the testbed is that it uses Software Commu-
nications Architecture (SCA) framework that assumes
USRP nodes at the physical layer and provides support for
generating and visualizing a range of radio configurations.
The testbed focuses on CE design, self-organizing net-

works, and topology research. VT-CORNET is a highly
reconfigurable testbed that enables testing of indepen-
dently developed CR engines, sensing techniques, appli-
cations, protocols, performance metrics, and algorithms.
In addition to the static 48 nodes deployed in the ceiling,
low-power mobile nodes will also be available to support
vehicular environment. The rail-CR project has adapted
the VR-CORNET cognitive radio technology for railways
as described in the first part of this section.
The CORNET testbed is openly available for conducting

research on advanced CR networks. It provides a col-
lection of resources to researchers lacking the ability to
perform advanced experiments because of limited expo-
sure to software-defined radio and CR platforms. The
resources are made available to the researchers through
flexible RF front ends, open-source software, and FCC
experimental licenses.

5.6 ORBIT testbed
The ORBIT testbed [99] is an open-access research
testbed for next generation wireless networking that

allows large-scale reproducible experimentation on next
generation protocols and applications. It consists of an
indoor radio grid emulator for large-scale reproducible
experiments and an outdoor field trial system for support-
ing real-world experimentation and evaluations.
A 400-node radio grid emulator has been deployed at

theWINLAB TechCenter building and is open for general
use by the research community to conduct experiments.
The ORBIT testbed provides support for conducting a
wide range of experiments including mobile ad hoc net-
works, dynamic spectrum coordination, network virtual-
ization, wireless security, and vehicular networking. The
radio grid testbed enables emulation of real-world net-
work topologies via noise injection and packet filtering.
The testbed has been recently upgraded to include pro-
grammable software-defined radios (GNU USRP/USRP2)
for flexible MAC/PHY experiments.
The testbed users can access the radio grid through

a web portal to specify their experiments and mea-
surements. As mentioned previously, the testbed can
be accessed worldwide for conducting experiments and
evaluate protocols and applications related to ad hoc
routing, P2P, spectrum sensing, and dynamic spectrum
access. Recently, the testbed has started providing support
for vehicular mobility as well. The ORBIT management
software has been extended to enable mobile vehicular
(vehicle-to-vehicle networks) experiments, and the radio
grid is now supplemented by a number of outdoor and
vehicular nodes.

6 Open research issues
CR-VANETs is a relatively new research area and hence,
there are many issues that are open to further research.
In general, customizing existing CR approaches to CR-
VANETs is an interesting research direction. Additionally,
there are some specific issues and we discuss some of
them in this section.

6.1 Vehicular mobility
Initial studies [30,72] on the effect of vehicular mobility
on spectrum management show that the primary users
may have to face adverse interference due to the incor-
rect detection of occupied frequencies as a result of the
Doppler spread generated by vehicular mobility. At the
same time, since a CR-enabled vehicle can gather samples
of signal at different locations along its path while moving,
this increases the spatio-temporal diversity of the samples
and, in turn, decreases the chances of inaccurate decisions
due to shadowing effects.
Open issues on how the performance of spectrum sens-

ing is affected by vehicular mobility that need investiga-
tion include the following: techniques to achieve a balance
between cooperation and spectrum scheduling for a CR-
enabled vehicle on the move, how to use predictable



Singh et al. EURASIP Journal onWireless Communications andNetworking 2014, 2014:49 Page 19 of 22
http://jwcn.eurasipjournals.com/content/2014/1/49

mobility of vehicles to improve spectrum awareness, and
how the mobility-related parameters such as speed and
direction affect the performance of spectrum sensing [28].

6.2 Vehicle-to-vehicle communications
Mobile ad hoc networking is difficult in general. In case of
CR-VANETs, V2V communication is more complex and
difficult because of dynamically evolving topologies and
frequent disconnections that are due to vehicles going out
of range. This happens more often when the vehicular
density is low. Such disconnections can create instabil-
ity and performance issues for upper layer protocols such
as routing and transport (TCP). Some cross-layer strate-
gies to optimize transport protocols, for example TCP,
can also be explored such as in [100,101]. For routing
in vehicular networks, some approaches based on delay-
tolerant networking (DTN) are becoming popular. DTN
approaches can help in improving the stability and perfor-
mance of routing protocols by providing some tolerance
to disruptions. Thus, CR-VANETs routing protocols also
need to integrate some DTN elements to counter frequent
disconnections, apart from being spectrum aware.

6.3 Machine learning and environment characterization
in CR-VANETs

Several machine learning approaches have been applied
for cognitive radio. However, as discussed in this paper,
CR-VANETs can have more stringent requirements in
terms of requiring fast algorithms due to fast changing
environment. Moreover, there can be different types of
redundancies that can be exploited such as redundancy in
network statistics at a given location at the same time of a
day. This is especially pertinent in the case of public trans-
port such as buses and trains. Thus, machine learning
algorithms that are more specific to CR-VANETs should
be explored. Moreover, it is also important to design
the knowledge database, which is consultable by machine
learning algorithms for faster convergence. Some design
issues are the following: which statistics to measure and
store, how to divide the region into different zones, how
to characterize different environments from the point of
view of radio propagation (open space vs. city landscape),
how to fuse different measurements, etc.

6.4 Distributed algorithms
Many of the works assume centralized decision making
for spectrum access and sharing. This may be valid in
cases with infrastructure support for example, when a
RSU can take central decisions. However, setting up of
infrastructure is difficult and using the services of cellular
networks has some costs as well as bandwidth limitations.
Thus, infrastructure support may not be available all the
time and consequently, distributed algorithms are highly
desired for CR-VANETs. Spectrum-aware distributed

algorithms for CR-VANETs should be explored that only
use local information, such as that available from neigh-
boring vehicles. These algorithms should have low conver-
gence time, incur low signaling overhead, and should be
fault tolerant.

6.5 Adaptive beamforming
Directional antennas are an interesting way to reuse space
through beamforming, by focusing the antenna pattern
on a specific region. A recent work on analyzing mul-
ticast capacity with beamforming is [102]. Beamforming
also improves throughput as signal quality is improved
in the concentrated beam. Moreover, beamforming is
more relevant in vehicles than as compared to, for exam-
ple, smart phones. This is because smart phones rapidly
change their orientation in our hands, which makes it dif-
ficult to exploit beamforming with smart phones. On the
other hand, vehicles change their orientation only while
changing the route and it can be used to enhance the com-
munication. With adaptive beamforming, a vehicle can
focus the antenna beam only on a particular vehicle and
can thus avoid interference in another zones containing
PUs or other SUs. Thus, adaptive beamforming com-
bined with opportunistic spectrum access is an interesting
direction to explore.

6.6 QoE aware optimization
Most of the works focus on optimizing QoS metrics, such
as throughput and delay. Some works optimize user util-
ities based on generic utility functions. However, it is
ultimately the quality of experience (QoE) which matters
to the users. For example, perceptual quality, an important
QoE component for videos, is important for passengers
streaming a video. For video streaming applications, it is
now easier to adapt to changing network characteristics
with some new standards such as scalable video coding
(SVC) and dynamic HTTP streaming (DASH). One of
the optimization approaches, in wireless networks, can be
to use subjective testing to design perceptual video qual-
ity models for SVC and DASH [103,104] and apply such
models for optimizing QoE, as done for wireless multi-
cast in [105]. Thus, similar QoE aware approaches can
be explored in the context of CR-VANETs by considering
additional parameters related to spectrum characteristics
and availabilities.

6.7 CR-VANETs experiment and simulation platforms
Typically, the hardware experiment platforms designed
for VANETs and CR-VANETs consist of regular vehicles
and software-defined radios [106,107] and it is complex
to set up such platforms involving vehicle mechanics inte-
grated with radios. Thus, currently, simulators are used.
Using traffic simulators such as SUMO [108] and net-
work simulators (NS-2/3 and OMNeT++) together enable
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designing simulators that combine vehicle mobility and
communication networks. However, there is a lack of suit-
able simulators with features such as spectrum database,
spectrum sensing and management, power spectral den-
sity, wireless interference level, and Doppler effects in
order to be able to model and simulate varying topology
of CR-VANETs and local wireless networks.

6.8 Security and privacy
With the use of cognitive radio for vehicular net-
works, there are additional security-related issues which
need to be addressed, such as protecting the privacy
of cooperating vehicles and identifying malicious CR-
enabled vehicles that broadcast false spectrum sensing
reports while on the move. Addressing security issues in
CR-VANETs is challenging as neighboring vehicles can
keep changing over time while moving. While moving
on the road, it is difficult to detect a malicious car that
may be transmitting fake spectrum sensing reports as this
requires rapid detection and correction.
oreover, it is important to consider the privacy concerns

of end users while using collaborative spectrum sensing in
CR-enabled vehicles. Security issues should focus on how
to prevent a potential attacker from tracking a driver’s
identity and movements by eavesdropping the periodic
spectrum information broadcast by the vehicle [28].

7 Conclusions
This paper has surveyed novel approaches and discussed
research challenges related to the use of cognitive radio
technology for VANETs. ThoughCR deployment in vehic-
ular networks is still in the preliminary stage, CR-VANETs
has the potential of becoming a killer CR application in
the future due to a huge consumer market for vehic-
ular communications. However, the research solutions
proposed for general-purpose CR networks cannot be
directly applied to CR-VANETs due to their unique fea-
tures that need to be considered while designing the spec-
trummanagement functions for CR-VANETs. In this con-
text, several challenges and requirements for CR-VANETs
have been identified. We have provided recent advances
and open research directions on applying cognitive radio
for vehicular networks focusing on architecture, machine
learning, cooperation, reprogrammability, and spectrum
management as well as QoE optimization for infotain-
ment applications. A taxonomy of recent advances in
CR-VANETs is also provided. In addition, some exist-
ing testbeds and research projects related to CR-VANETs
have been described.
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