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Why deconstruct software?
(in particular distributed)

B Needed for diagnosis / modifications
- Harden software (FT, replication)

- To address non-functional issues (e.g. performance)

B Assembled from third party components
= Unfamiliar software

< Frankenstein effect
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Why is it difficult?

m Software easier to construct than to understand

m Particularly true for emergent dynamic behaviours
e.g. dependability and performance
arise from interactions within/ without target system

® Dynamic observation data difficult to make sense of
large size (up to 1,000,000 invocations for a few sec)
likely to involves poorly understood parts

F. Taiani 5



Example 1: Replication

B Replicating COTS applications: non-determinism
- Observe mutex activities
= Link mutexes to request life cycle I\

application

middleware services .
(RPC, pub/sub, ...) middleware

syscalls, syslibs
(synchronisation,
memory managment...)

a \

‘Approach: dynamic reverse engineeﬁngl
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Dynamic Reverse Engineering

1 RequeSt

one request,

2065 individual invocations,
over 50 C-functions and 140
C++ classes.

7/31



Example 2: Profiling

® Globus (Argonne): ref. implementation for Grid

- Grid Computing + Web Services @

® Transition to WS stack (Version 3.9.x, 2005)
- within a short time (a few months)

< large, complex, collaborative (IBM, Apache,...) ~ reuse

m But ... poor performances
- Up to 30s to create a simple distributed object (counter)
= Up to 2s for a roundtrip remote add operation



Profiling

m Large piece of software (3.9.x)

2 123,839 lines in Java (w/oreused libraries) @

® Many libraries layered
< XML, WSDL (Descr. Lang), WSRF (Resource Fwork)
2 Axis (SOAP), Xerces (XML Parsing), com.ibm.wsdl

m Java: exhaustive tracing (outside the JVM libs)
- client : 1,544,734 local method call (sic)
- server . 6,466,652 local method calls (sic) [+time out]
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Profiling

180,000 globus client, 1 creation, 4 —
Proi . requests, 1 destruction)
160,000 —n I"OjeCthn Wrt ‘ B org.apache.xerces ]
O : he.xml
o000 | > stack depth . org.apache.xm B
org.apache.axis
- package (structure) B org.apache.logd]
120,000 +—— —
E org.apache.xpath
B org.apache.commons
» 100,000 E com.ibm.wsdl ]
©
O 80,000 . _Dothers
\ How to analyse this?
60,000
40,000
20,000
0 ~ T

Stack Depth

The Impact of Web Service Integration on Grid Performance. Taiani, Hiltunen, Schlichting, HPDC-14, 2005



The Deconstruction Problem

|

B org.apache.xerces

000000

000000

000000

mmmmmmmmmmmmm
vvvvvvvvvvvvvvvv

Stack Depth

m Commonalities
- Large scale, software intensive, composite
= Unfamiliar

m Our general philosophy
- Pragmatic, semi-automatic, interactive

F. Taiani 11



Outline

® Example 1:
- Analysing locking behaviour in industrial ORB

® Example 2.
- Visualizing performance anomalies in Grid MW

G
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Back to Example 1

Original goal
Control non-determinism in industry grade middleware
Observation of mutex activities I\

Link to request life cycle o
application

middleware services
(RPC, pub/sub, ...)

syscalls, syslibs
(synchronisation,
memory managment...)
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Back to Example 1

Original goal
Control non-determinism in industry grade middleware
Observation of mutex activities
Link to request life cycle

B Complex & layered system

S\
]
]
]
]
]
]

® Hard to observe and analyse
Problem 1: Observation cost
Problem 2: Cross-layer entangling

-

F. Taiani 14/31
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Ion costs

Observati

Problem 1

® Time consuming

m Different behaviour!

15
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Problem 2: Cross-layer entangling

AJ9S0

Q)

Can we reconstruct main’s behaviour?

F. Taiani 16/31
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Problem 2: Cross-layer entangling

program

pthread

Much more complex than original code

Program behaviour not apparent

~ './I

Reason: mixes several abstraction levels
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Approach: “interferometry”

® Limit observation costs: more for less
- capture stack traces (more)
= limit observation points to component boundaries (less)

m Filter out unneeded data: “interferometry”
- graph manipulation script language

- reusable filters

‘chea w
but post- preX essing

VS.
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Tackling Observation Costs

#0 0x405c8£f20
#1 0x4015804a
#2 0x4011364c
[..]

#8 0x400bdb0a
#9 0x405abbdf
#10 0x405c2bf0
#11 0x405c2cef

in
in
in

in
in
in
in

send () from /lib/libpthread.so.0

omni : : tcpConnection: :Send ()
omni: :giopStream: : sendChunk ()

omniAsyncWorker: :run ()
omni thread wrapper ()
pthread start thread ()
pthread start thread event ()

4

higher layers

exported entities

higher interface \i’_f_‘

]
j . "rootage"

layer of interest y

lower interface ——m="|

/ /\—
-‘- S‘: r‘\\ "foliage"

lower layers

N

imported entities

19/31



Result from Observation

1 Request

one request,

2065 individual invocations,
over 50 C-functions and 140
C++ classes.

«a Y.
TR Sk R

‘ Cross layer entanglingl '
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Tackling Entangling

A number of graph operators
Interactive graph scripting language

m selection
put ::pthread create* G CREATE

B recursive extension
forward CREATE G

® boolean algebra

remove ::pthread create* CREATE

® temporal operations
fuse ::pthread create* ::pthread start thread* G

IS



Disentangling Script

I/l [remove pthread]
put ::recv™ GlobalGraph R
put ::send™ GlobalGraph R
put Hello_impl::say_hello™ GlobalGraph R
put ::accept™ GlobalGraph R
backward R GlobalGraph
put ::Isf thread adapter™ ABS
put JTC* ABS
put OCI::* ABS
N = put:__libc_start_main't1-0 ABS
o iy o © put :run't1-9 ABS
5 - * put OB::ORBControl::initializeRootPOA't1-11 ABS

Pattern-based, reusable

abstract ABS GlobalGraph

remove ::accept't3-882 R

absPatern ::irecv't8-828 R
absPatern ::irecv't8-1309 R
absPatern ::irecv't8-1908 R

put OB::Upcall::Upcall't8-1083 U
backward U GlobalGraph

add UR

put OB::ThreadPool::add't8-1224 TP

2065 InleIdual' _ T TRy || e put OB::ThreadPool::get't4-1265 TP
invocations, over 50 2=\ el backward TP GlobalGraph
) . F- S - v add TPR
C-functions and 140 , 2 i put OB::GIOPServerStarterThreaded::StarterThread::* ABS2
C++ C/aSSGS. = ol — put OB::DispatchThreadPool_impl::* ABS2

S put OB::DispatchRequest_impl::* ABS2
“ = put OB::POAOAInterface_impl::* ABS2
i abstract ABS2 R
: absPatern OB::GIOPServerWorker::executeRequest't8-* R

CosmOpen: Dynamic reverse-engineering on a budget (journal version). Taiani, Killijian, Fabre, Software:
Practice and Experience (SPE), John Wiley & Sons, Ltd. 39(18)



Hello_impl I
I [remove pthread]

put ::recv™ GlobalGraph R A
put ::send™ GlobalGraph R

put Hello_impl::say_hello™ GlobalGraph R 1) tl:resolve_initial_references 21) t4:say_hello

put ::accept™ GlobalGraph R ¥
backward R GlobalGraph

put ::Isf_thread_adapter™* ABS 1

put JTC* ABS ORB_lmpl
put OCl::* ABS

put::__libc_start_main't1-0 ABS

POA_Hello [X20) t4:_OB_op_say_hello

pUt “TUN't1-9 ABS 3) tl:new (19) t4:_OB_dispatch

put OB::ORBControl::initializeRootPOA't1-11 ABS
put OBPortableServer:POAManagerFactory_impl::create_poa_managerffl-12 POA
forwN 3 POAR

add POAABS

put OBPortableServer::POAPolicies::POAPolicies't1-42 ABS
put OB::DispatchStrategyFactory_impl::* ABS

abstract ABS R

abstract ABS GlobalGraph

remove ::accept't3-882 R

POA_impl

(22) t4:_OB_postMarshal

(18) t4:_OB_dispatch

ServantBase

absPatern ::recv't8-828 R
absPatern :irecv't8-1309 R

(4) t1:new| ThreadPoolDispatcher

absPatern :irecv't8-1908 R

put OB::Upcall::Upcall't8-1083 U
ki lobal h

ggg L”j’;rd U GlobalGrap 2) tl:new (15) t8:new

put OB::ThreadPool::add't8-1224 TP

put OB::ThreadPool::get't4-1265 TP

badkward TP GlobalGraph 14) t8:_OB_createUpcall
put OB::GIOPServerStarterThreaded::StarterThread::* ABS2
put OB::DispatchThreadPool_impl::* ABS2

put OB::DispatchRequest_impl::* ABS2

put OB::POAOAInterface_impl::* ABS2

abstract ABS2 R

absPatern OB::GIOPServerWorker::executeRequest't8-* R

_-'.(7) t4: start
from t]

ThreadPool

17) t8:add

(24) t4:upcallEndReply

(5) t3: start

GIOPServerStarterThreaded
from tl

| GIOPServerWorker

(9) t3:new( (25) t4:upcallReturn\ (13) t8:execute

6) t3 GIOPServerWorkerThreaded

(26) t4 \(12) t8
v

(accept) F. Taiani

8) td:get /(23) t4:postMarshal

16) t8:invoke | ReceiverThread

© (10)18: start (11) t8:receiverRun




Use

Hello_impl

® Modelling

POA_Hello [¥20) t4:_OB_op_say_hello

:psolve_initial_references

(19) t4:_OB_dispatch "\(22) t4:_OB_postMarshal

] AnaIySiS

(18) t4:_OB_dispatch

ThreadPoolDispatcher

(23) t4:postMarshal

2) tl:new

14) 18:_OB_createUpcall

ThreadPool

R2
appelAppli] @ O appelAppliZ

2y 'Y G,={R2;R3}
ANV

appelappli’ ° R3

(24) t4:upcallEndReply

(5) 13: start

GIOPServerStarterThreaded GIOPServerWorker |
from t]

16) 18:invoke

ReceiverThread

'(10)18: start
Sfrom 3

(9) t3:new( (25) t4:upcallReturn| (13) t8:execute

GIOPServerWorkerThreaded

G,={R1}
RequestConteﬂtionPo_int

“skipCallToApplication
G,={R4;R5}

- -
-
-

injectRequestAtComzr;unica tionLevel

F. Taiani 24



Ap p I i Cati O n RequestBeforeApplication

RequestAfterApplication
o _ _ Application
® Deterministic replication — A ——

= link OS level <= app level
= use reflective approach

(12)4:_OB_dispatch (15)4:_OB_postMarshal

_impl

main

(1) 1:new ‘
POA_impl

(11) 4:_OB_dispatch

ServantBase
b

?) MO W
(2) I:new r'IhrcadPoolDis;mlcher I
v

< instrument MW to control

ThreadPool

n O n -d ete rm I n I S m . "?,;hlr“:;z"_fc (4)4:get (16) 4:postMarshal
) 8:add .
. Middleware
"~ Thread 3 ,
RequestContentionPoint (17) 4upeallEndReply

I GIOPServerWorker | (9) 8:invoke I ReceiverThread I

L
. b ot ) .
K\(lji 4upcallReturn (O;i"w (7) 8:receiverRun
- . <
feen., d ."a

T ’I GIlOPServerWorkerThreaded T

(8) 8recv | (19) 4:send
OS Kernel

Network

A Multi-Level Meta-Object Protocol for Fault-Tolerance in
Complex Architectures. Taiani, Fabre, Killijian, DSN'2005



Outline

m Example 2:
- Visualizing performance anomalies in Grid MW

- 6

F. Taiani 26



Calls

180,000

160,000

140,000

120,000

100,000

80,000

60,000

40,000

20,000

0

Example 2 : Profiling

(globus client, 1 creation, 4

~ m 30s for first RPC |

requests, 1 destruction)

L 1,544,734 method calls

- m Why?

| B EO@

org.apache.xerces
org.apache.xml
org.apache.axis
org.apache.logdj
org.apache.xpath

Our take: sampling + visualisatio

nmons

Stack Depth




Sample-based profiling

snapshots

create
—
subscribe
—

add 3
—

notify 3
—

destroy

regular interval

profiling data

28



Sample-based profiling

.Whale .breath
.Mammal.inhale

.Lung .inhale

.Muscle.contract 1lib2 .Muscle.stop

.Nerve .transmit l1lib3.Blood .flow lib2 .Nerve .transmit

.Signal. travel 1lib3.Pressure. foo 1lib3.Signal. travel

29



Y RY
.Whate .breath 1.Whale .breath

.Mammal . inhale libl .Mammal.inhale

.inhale

.Lung .inhale 1lib2.Lung .inhale .inhale

.Muscle.contract 1lib2 .Muscle.contract i . .stop

.Nerve .transmw, 1ib3.Blood .flow .transmi’
.Signal. trave.@ 1lib3.Pressure. foo @ .travel @

Sampling yields a set of weighted stack traces (weight reflects time spent)

B Problem: Data explosion remains. On Globus :
- 55550 method invocations
< 1861 methods
- 724 classes
- 182 Java packages.

- 32 threads

30



Visualising Dynamic Data

B Strategies: extract salient features
- collapse recurring patterns (e.g. Jinsight)
- remove and focus (e.g. CosmQOpen)
- data-mining (e.g. PCA in Xu et. al, SOSP’09)

m Qur strategy

- use structural information in dynamic data
e.g. org.apache.axis.utils.ClassUtils.forName()

- vary ‘local abstraction’ level at which data is shown

m Contributions
- application of structural compaction to dynamic data
- algorithm for localised structural compaction
- prototype and explorative user study

F. Taiani 31



Compaction

® Only highest level packages visible

\ 4

lib1 [x6]

libl.Whale.breath() [x6]

.

libl.Mammal.inhale() [x6

lib2.Lung.inhale() [x6]

T lib2 [x6]

lib2.Muscle.stop() [x2] lib2.Mus¢le.contract() [x4]

.

we.foo() [X1]] lib2.Nerve.transmit() [x3]
|

lib2.Nerve.

v

lib3.Signal.travel() [x2] | lib3/Blood.flow() [x1] | lib3.Sighal.tradel() [>3]

lib3 [x6]

F. Taiani 32



Progressive exploration

m Different levels of compaction in different parts of graph
- including for the same package (here lib3)

libl [*6]

libl [x6]
4
lib1 [x6] lib2.Lung [x6] lib2 package
expanded lib2.Lung [x6]
lib2 [x6] # lib2.Muscle [6] # lib3 node
lib2.Muscle [x6] locally
L / expanded
lib3 [x6] lib2.Nerve [> X1] . |
lib2.Nerve [>5] lib3.Pressure [x1]
lib3 [>%5
103 Dol lib3 [5] |ib3!Blood [x1]

t

different compaction

F Taiani 33 levels for same package



Demo

e 00 ProfiVis

\ org.apache.axis
\ N 1&‘“”—-.1 »
\ \ i\\ "‘*org.glghg_s_,‘_

4 .. . . N ~—
java.security E &
w java.net:\SocketinputStrea \\‘
java.lang read() \‘ org.apache.x
AN java.security
org.apache.axis AN

12.28% (14 samples)

java.net.So\ckgtInputStream.
socketReadOO\

Towards anomaly comprehension: Using structural compression to navigate profiling call-
trees S. Lin, F. Taiani, T. C. Ormerod, L. J. Ball, ACM SoftVis'2010
http://ftaiani.ouvaton.org/7-software/profvis.html




Depth of interaction (displayed tree)

Evaluation: User Study

®m Visual presentation high impact on exploration pattern
- users go deep w/ TreeTable, tend to hover w/ ProfVis

50 T T T T T T T
N2 Treetable OPSBrowser ——
45 | Wi N4 Treetable OPSBrowser g%+ %
N3 Treetable Globuii----*----i
40 N5 Treetable Globug =
35 t+ %

F. Taiani

150 200 250 300 350
Time (seconds)

Depth of interaction (displayed tree)

35

50
45
40
35
30
25
20

N3 ProfilingVis OPSBrowser ———

& N5 ProfilingVis OPSBrowser - -x -

N2 ProfilingVis Globus ----%----
N4 ProfilingVis Globus =

150 200 250 300
Time (seconds)

350 400



Evaluation: User Study

[@)] ~N
T T

® Understanding
- slight advantage for Provis

m But

# Measures
N Ul
T

W
T

—A— treetable

—o— profvis

2 L
- very small study! Ly
0 & T ‘ ‘ ‘ ‘ ‘
- informally, users preferred 0% ptesed understanding - - °
TreeTable 5 4
.|
m Questions raised K
: 25 I —A— treetable
- acceptability 2| ol it
< ergonomics w
- design combination !
0

9 8 7 6 5 4 3 2 1 0
Perceived Understanding

= —
o

F. Taiani 36



Conclusion

m Distributed Systems
Increased reused — layered systems
Frankenstein effect : abstraction leaks

® Pragmatic approaches to dynamic reverse engineering
addresses complex layered software
aim: help user construct mental models of system

B Future questions
To which extent can this be automated (slicing? SA?)
Useful for verification?

F. Taiani 37



Thank you
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Methodology | + First Results

create resource

subscribe to changfs

notify tracing

add 3
>
x4
<

Java VM D

destroy resource

"

execution traces D

m First attempt: tracing everything (outside the JVM libs)
= client: 1,544,734 local method call (sic)

- server: 6,466,652 local method calls (sic) [+time out]

m How to visualize such results?



Reconstructing a call tree

B Problem: stack traces are ambiguous

main

launckh——-

broad| Main

marsH launch

send| Proadcast
marshallAndSend
send

4

2 identical traces

(0) ::main

(1) ::launch

(2) ::broadcast

| (3) ::marshall AndSend |

1)

(0) ::main

(1) ::launch

(2) ::broadcast

(0) ::main

(1) ::launch

2) ::broadcast

| (3) ::marshallAndSend |

(3) ::marshall AndSend I | (3) :marshallAndSend |

| (4) :send | ‘ (5) :send |

:main

(1 :launch

(2)

3)

| (5) launch

(1) 2Taunch I

m Choice: “smallest” compatible call tree
a variant of smallest prefix tree (with.timestamps)

can be characterised formally



Revisiting pthread

e

(0) t1: ::main

A\

1) t1: ::pthread_create@ @GLIBC_2.1

Mread_create@ @GLIBC_2.1

R

tl
\ \4

(2) tl: ::__pthread_initialize_manager || (7) tl: ::write

(15) tI\;:write

‘ﬁ t1 \ti
Yy

(3) tl: ::pipe || (4) t1: ::clone

(5) t1: ::write

31 creates t2

2

(6) t2: ::__pthread_manager

I (8) t2: ::read I (9\t2: :;read

2

I (10) t2: ::pthread_handle_create I (16) t2: ::read I (17) t2: ::pthread_handle _ﬁreate I

2

\

I (11) t2: ::clone I

32 creates t3

12) t3: ::pthread_start_thread

t3
\4

(13) t3: ::dummy1

fuse ::pthread create*

e/
y

(18) t2: ::cJdne
1{2 creates t4

' l19) t4: ::pthread_start_thread

t4
Y

(20) t4: ::dummy?2

::pthread start thread* G 31




Revisiting pthread

m ‘Reconstructing’ data-flow from temporal succession

/

(0) t1: ::main

tl

Hl) t1: ::pthread_create@ @GLIBC_2.1 | HM) tl: ::pthread_create@ @GLIBC_2.1 |

tl /tl A."A._tl creates t3
N

1

A

“- ..t creates t4

(2) t1: ::__pthread_initialize_manager

(7) t1: zzwrite | | 12) t3: s:pthread_start_thread |

(15) t1: ::write

i
Hl9) t4: ::pthread_start_thread |

t3
\d

0l t1
(3) t1: ::pipe | (4) t1: ::clone | (5) t1: ::write

| (13) t3: ::dummy1 |

t1 creates 12
Y

(6) t2: ::__pthread_manager

(8) t2: ::read

2 2 \ 2 2 t2
(9) t2: :iread || (10) t2: ::pthread_handle_create || (16) t2: ::read || (17) t2: ::pthread_handle_create

2

)
(11) t2: ::clone

fuse ::pthread create*

t2
\ 4

(18) t2: ::clone

4
Y

| (20) t4: :dummy? |

::pthread _start_ thread* G 31



Revisiting pthread

fuse ::pthread create* ::pthread start thread* G
put ::pthread create* G CREATE
forwN 1 CREATE G

Generic script: applles to any pthread code

exclude CREATE G
absPatern ::pthread create* G
absPatern ::pthread start thread* G

main

.".(]) t1: creates t3: (2) tl: creates t4:
dummyl . dummy?2

rea
L15) t 1) ¢
= (LI . (131)214 (172;,)213
rea Con;

F. Taiani 45/31
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Case study

3 C/C++ industry-grade CORBA products
ORBacus, omniORB, TAO

Set up
~ 60 breakpoints (locks, memory, threading, callbacks)
one ping-pong request
1GHz Pentium lll, Linux kernel 2.4, gdb 5.1-1
m Observation overheads (Orbacus)
= non-instrumented: < 1s

< fully instrumented: 1h 2m 11s
- lock tracing disabled during initialisation: 4m 53s

F. Taiani 46/31



Stack capture speedup

#0 0x405c8£f20 send () from /lib/libpthread.so.0
#1 0x4015804a in omni::tcpConnection::Send ()

#2 0x4011364c in omni::giopStream: :sendChunk ()
[..]

#8 0x400bdb0Oa in omniAsyncWorker::run ()

#9 0x405abbdf in omni_thread wrapper ()

#10 0x405c2bf0 in pthread start thread ()

#11 0x405c2c6f in pthread start thread event ()

/4
’ ‘ 4 . /- . )
ORB threads | traces |frames | invocations|| invocations/traces
ORBACUS 4.1 8 658 9178 2066 3.13
OMNIORB 4 7 1828 | 16807 3088 1.68
TAO 1.2.1 6 \ﬂ) 11260 \ 1352 y \ 2.64 )
breakpoint reconstructed tree ratio
activation = added value = speedup
= cost

(with lock tracing disabled during initialisation)
F. Taiani 47/31



