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Virtual Organizations irArigatoni

Michel Cosnard* Luigi Liquori* RaphaelChand

2 INRIA, France

Abstract

Arigatoni is a lightweight communication model that deploys @&lebal Computing Para-
digm over the Internet. Communications over the behavioralsusiitthe model are per-
formed by a simplé&lobal Internet Protoco{GIP) on top of TCP or UDP protocol. Basic
Global Computers Unit€3CU) can communicate by first registering to a brokering service
and then by mutually asking and offering services.

Colonies and Communities are the main entities in the mo#AeColony is a simple
virtual organization composed by exactly one leader andesset (possibly empty) of
individuals. A Community is a raw set of colonies and glol@hputers (think it as aoup
of colonies and global computer without a leader).

We present an operational semantics via a labeled tramstistem, that describes the
main operations necessary in tAeigatoni model to perform leader negotiation, join-
ing/leaving a colony, linking two colonies and moving cB€U from one colony to an-
other. Our formalization results to be adequate w.r.t. tgerdhm performing peer log-
ging/delogging and colony aggregation.

1 Introduction

Effective use of computational grids vR2P systems requireap-to-dateinfor-
mation about widely-distributed resources. This is a chaileg problem for very
large distributed systems particularly when taking intooadt the continuously
changing state of resources. Discovering dynamic resouncess be scalable in
number of resources and users and hence, as much as poislpldecentral-
ized. It should tolerate intermittent participation anchdgnically changing sta-
tus/availability.

The Arigatoni Model is suitable to deploy, via thimternet the Global Comput-
ing Communication Paradignne. computation via a seamless, geographically dis-
tributed, open-ended network of bounded resources by ageting with partial
knowledge and no central coordination. The model can be geglbrstly in an
intranet and further from intranet to intranet by overlaygpanOverlay Network
on the top of theactual network An Overlay Networkis an abstraction on top of
a global network to yield another global network. Overlayrapées areresource
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discoveryservices (notion of resource sharing in distributed neltajprsearch en-
gines (abstraction of information repository) or systerhtrasted mobile agents
(notion of autonomic, exploratory behavioB] |

The Arigatoni model provides the necessary basic infrastructure negefsa
a real deployment of the overlay network itself. Moreoven; work abstracts on
which kind of resourcthe overlay network is playing with; pragmatically speaking
this work could be useful foGrid, or for distributed file/band sharing, or for more
evolved scenarios like mobile and distributed objectyigd computation.

The Arigatoni communication model is organizeddnlonygoverned by a clear
leader. Global Computers belong to only one colony, and gqfer resources
located in the same or in another colony traverse a brokeweRer negotiation
whose security is guaranteed WEI mechanisms.

The model is suitable to fit with various global scenarios frdassicalP2P
applications, like file or band sharing, to more sophiséd&rid applications, like
remote and distributed big (and small) computations, yrasisible, futuristiani-
gration computationsi.e. transfer of a non completed local run in anotiegU,
the latter scenario being useful in case of catastrophicasaes, like fire, terrorist
attack, earthquake etc., in the vein of Global Programmingylages la Oblig or
Telescript.

The Units in the Arigatoni model are one protocol, th@lobal Internet Protocol,
GIP, and three main units:

» A Global Computer UnitGCU, i.e. the basic peer of the Global Computer para-
digm; it is typically a small device, like BRDA, a laptop or éPC, connected via
IP, unrelated to the media used, wired or wireless, etc.

» A Global Broker Unit,GBU, is the basic unit devoted to register and unregister
GCUs, to receive service queries from clightUs, to contact potential servants
GCUs, to negotiate with the latter the given services, to trushits and servers
and to send all the information necessary to allow the cl@dt) and the ser-
vantsGCUs to communicate. EvergCU can register to only on€BU, so that
every GBU controls acolony (denoted byCOL) of collaborating Global Com-
puters. Hence, communication intra-colony is initiatedosidy oneGBU, while
communication inter-colonies is initiated through a chafilGBU-2-GBU mes-
sage exchanges. In both cases, when a oiét receives an acknowledgment
for a request service (with related trust certificate) from pnoperGBU, then
the client will enjoy the service directly from the servapt@Cu, i.e. without a
further mediation of th&BU itself.

» A Global Router Unit,GRU is a simple basic unit that is devoted to send and
receive packets using a proper Global Internet Protocol afortvard the pay-
load to the units which are connected with this router. Eve@U and every
GBU has one person&@RU, with which it communicates via a suitalM®I. The
connection between router and peer is ensured via a sui&ile

Colonies and Individuals are the main entities in the model. A Colony is a sim-
ple virtual organization composed by exactly one leader sorde set (possibly
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{GBU} is a (small) colony
{GBU{,GCU; ...GCU,,} is a colony

subcolony
7\

{GBU;,GCU; ...GCU,,, {GBUs, GCU,, 1 ...GCU,sp }}

is a colony (it contains a subcolony)
{GBU,GCU; ...GCU,,,GBUy, GCU,,;1 ...GCU,;, 1, }

is not a colony (twaGBUS)

subcolony subcolony
7\

{GBU;, {GBU;, GCU; ...GCU,,}, {GBU,, GCU,, 1 ...GCU,, } }

is a colony (with two subcolonies)

subcolony subcolony
-

{{GBU,,GCU; ...GCU,,},{GBU,, GCU, ;1 . ..GCU,sn }}

is not a colony (no leader in the toplevel colony) but it is ancaunity
Figure 1. Some Colony’s Examples

empty) of individuals. Individuals are Global Computersr{kit as anAmoeba,
or (sub)colonies (think it as Brotozog. A formal definition of a colony is given
using this simpl&NF syntax:

CoL::={GBU} | COLU {GCU} | coLuU {coL}
The two main characteristics of a colony are:

(i) a colony hasexactlyone leadeiGBU and at least one individual (theBU
itself);

(i) a colony contains individuals (son@CU's, or other colonies).

Some examples of colonies are shown in Figlire

A Community (denoted byCOM) is a raw set of colonies and global computers
(think it as asoupof colonies andsCU without a leader). A formal definition of
community is given using thBNF syntax:

COM:={ | COMU {GCU} | cOM U { COL }

A simple example of a community is shown in FigureAs one can see from the
abstract syntax, a colony is a community but the reversetigne.

Resource Discoveryis one of the key issues in building overlay computer net-
works. Individuals (global computers) can register andegister to a colony. The
same holds true for the subcolonies that, in turn, can (grster to another colony.
The main difficulty in (un)registering is dealing withkdministrative Domainsas
well stated in the seminal Cardelli and Gordon paper on Mobildkemts PJ:

“In the early days of theénternet one could rely on a flat name space givenmpy
addresses; knowing the address of a computer would very likely allow now to
talk to that computer in some way. This is no longer the casewdille partition
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thelnternet into administrative domains that are isolated from each otharept
for rigidly controlled pathways. System administratorsceoé policies about
what can move through firewalls and how [...]"

(Un)Registering Modalities. There are essentially two ways of registering to a
GBU leader of a colony, the latter being not enforced byAtigatoni model:

registration of an individual@CU or colony) to aGBU leader of a colony be-
longing to the sameurrent administrative domaijn

registration viaremote tunnellingdf an individual GCU or colony) to another
GBU leader of a colony belonging todifferent administrative domainn this
case, we say that the individuales factoare working in local moda the current
administrative domaimnd in global modén another administrative domain

In addition to this remote registration, the same individiza still register to
the GBU leader of the colony belonging to the same administrativealo in
which it resides. As such, in its global mode, it will belong te ttolony of the
current administrative domain, and, in its local mode (@mote tunnelling), it
will belong to another colony in another administrative doma

Counterwise, an individual can unregister according to ttlewing simple rules
d’étiquette

unregistration is possible only when there are no pendingcgs demanded or
requested to the leadeBU of the colony it belongs: it must wait for an answer
of the leadeiGBU or for a direct connection of the CU requesting the already
offered service, or wait for a timeout. The colony accepésithregistration only
if the colony itself will not becorrupted

(as a corollary of the above)@BU cannot unregister from its own colonye.

it cannot discharge itself. However, for fault tolerance jmsgs, &GBU can be
faulty. In that case, theéCuUs will unregister one after the other and the colony
will “disappear”;

once aGCU (e.g. a laptop) has been disconnected from a colony belonging to
any administrative domain, it can migrate in another colbejonging to any
other administrative domain;

Summarizing, the original contributions of the paper are:

a formalization of the Registration and of the Resource DisgoMechanism in
the Arigatoni model in terms of a labeled transition system;

acomplete domain independenafethe model w.r.t. other models in the litera-
ture. In other wordgrigatoni completely abstracts of its useg. Grid, file/band
sharing, web services, etc.

some simulation results of the intermittent participatfon a given network
topology.
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2 Units in a Nutshell

A complete description of all the functional units of tAggatoni model is given
in [1]; this section is an overview.

2.1 Global Computer Unit

In the Arigatoni model, aGlobal Computer UnitGCU) is a cheap computer device.

The computer should be able to work$tandalone Local Modfor all the tasks

that it can do locally or irGlobal Mode by first registering itself in thérigatoni

architecture, and then by making a global request to the @yé&tetwork induced

by the architecture (that we callrigatoNet). Figure2 shows theArigatoni model.

The GCU must be able to perform the following tasks:

 Discover, upon the physical arrival of tl&CU in a new colony, the address of a
GBU, representing thkeaderof the colony;

» Register/Unregister on theBU which manages the colony;

» Request some services to@8U, and respond to some requests from@&sy;

» Upon reception from &BU of a positive response to a request, be able to connect
directly with the servant(SpCU in a P2P fashion, and offer/receive the service.

2.2 Global Broker Unit

The Global Broker Unit GBU) performs the following tasks:

» Discover the address of anothgiperGBU, representing theuperleadeof the
supercolonywhere theGBU’s colony is embedded. We assume that eveBy
comes with its propePKI certificate.
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» Register/Unregister the proper colony to tleader GBU which manages the
supercolony;

» Register/Unregister clients and servaBtsU in its local base of Global Com-
puters. By definition everCU can register t@at mostoneGBU,;

» Acknowledge the request of service of the clie@u;

» Discover the resource(s) that satisfies @@U’s request in its local base (local
colony) of GCU;

» Delegate the request to anotl@&BU governing another colony;
» Perform a combination of the above two actions;
» Deal with allPKI intra- and inter-colony policies;

» Notify the clientGCU (or the delegatin@BU) that some servant(§CuUs have
accepted to serve the request, or just notifgilure of the request.

Every GCU in the colony sends its request to tB8U which is the leader of the
colony. There are different scenarios concerning the deetresource for service
discovery, namely:

() The broker finds all the resource(s) needed to satisfyr¢leested services
of the GCU client locally in the intranet. Then it will send all the infoa-
tion necessary to make ti&CU client able to communicate with theCu
servants. This notification will be encoded using @ie protocol. Then, the
GCU client will directly talk with GCU servant(s), and the latter will manage
the request, as in classid®P systems;

(i) The broker did not find all the resource(s) in its locairanet. In this case it
will forward and delegate the request to another broker. rair purpose, it
must first register the whole colony to another supercolony;

(i) A combination of steps 1 + 2 could be envisaged dependim the capability
of the GBU to combine resources that it manages and resources that come
from a delegat&BU;

(iv) After a fixedtimeout periodor when all delegat&BUs have failed to satisfy
the delegated request, the broker will notify tR€U client of therefusal of
service

2.3 Global Router Unit

The last unit in theArigatoni model is theGlobal Router Unit GRU). The GRU
implements all the low-level network routines, those whichllgehave access to
the IP network. It is the only unit which effectively runs ti@&P protocol. The
GRU can be implemented as a small daemon which runs on the sance deva
GCU or aGBU, or as a shared library dynamically linked withGZU or aGBU.
TheGRU is devoted to the following tasks:

» Upon the initial startup of &CU it helps to register the unit to@BU,;
« It checks the well-formedness and forwarel® packets across th&rigatoNet
6



toward their destinationsGIP packets encode the requests @@u or aGBU
in the Arigatoni network;

» Upon the initial startup of &BU it helps the unit with several oth@BUs that it
knows or discovers.

2.4 Unit Semantics

The formal semantics of the three formal units was first prieskin [1]: Figures3

and4 show the pseudo code embedded insidC& and aGBU. We write inblue

the code not essential to the semantics of peer discoverthandrtual (un)growth
of colonies, and we highlight iredthe code which is essential.

i nparall el i f CanLeave( Met aDat a)
while true do /I Registration loop then Reghbde = fal se
GBU = Di scover (MWcCard) endi f
case (d obal Mbde, RegMode) is SREQ: / GBU is asking for some resources

(true, fal se):

Servi ceReg(My/Card, GBU, LOG N)
(fal se,true):

Servi ceReg( MyCar d, GBU, LOGOUT)

if CanHel p( Met aDat a)

then Servi ceResponse(MyCar d, GBU, ACC)
el se Servi ceResponse(MyCard, GBU, REJ)
endi f

ot herwi se: /I Do nothing SRESP: /I GBU responds if it found some resources
endcase if CanSer ve( Met aDat a)
endwhi | e then Peers = Cet Peer s( Met aDat a)
with Response = d obal Serve(MCard,
while true do /I Shell loop Peer s, Met aDat a)
Dat a = ListenLocal () Ser vi ceResponse( MyCar d, GBU, DONE)

Response = Local Serve(Dat a)
case (Response, d obal Mbde, Reghvbde) is

Local Repl y( Response)
el se Local Reply(fail)

(login, , ): /I Open global mode endi f
d obal Mode = true endcase
(logout, , ): /I Close global mode  endwhi | e

@ obal Mode = fal se wi th
(true,true): /I Ask to the GBU
Met aDat a = PackScenari o( Dat a)

whi | e Reghbde do
Met aDat a = Li st enGCU()

/I Global GCU listening

Ser vi ceRequest (MyCar d, GBU, Met aDat a) i f Veri fy(Met aDat a)
ot herw se: Local Repl y(Response) then Data = UnPackScenari o( Met aDat a)
endcase Response = Local Serve(Dat a)
endwhi | e if Response == fail
with then Servi ceResponse(MCard, GBU, ERR)

whi | e Regvbde do /I Global GBU listening
Met aDat a = Li st enGBU()

el se Servi ceResponse( MyCar d, GBU, DONE)
SendResul t (MyCar d, GCU, Response)

case MetaData. CMD. SERVICE i s endi f
SREG: // GBU responds if it accepts my registration el se Servi ceResponse( MyCard, GBU, SPOOF)
if CanJoi n( Met aDat a) endi f
t hen Reghbde = true endwhi | e
endi f endi nparal | el

Figure 3.GCU pseudocode

3 Formal Semantics of the Virtual Organization

Let {...} denotes a colony and not necessarily an administrative isholilee in
Cardelli-Gordon ambients), and let every individual coméitis ownIP address
and security certificate. LIGBU, . ..} denotes a colony with its leadexg.

{GBU, COL,,COLy, GCU;, GCUs, .. .}
7



i nparall el
while true do
GBU = Di scover (MyCard)
case (G obal Mode, Reghbde) i s
(true, fal se):
Servi ceReg( MyCar d, GBU, LOG N)
(fal se, true):
Ser vi ceReg( MyCar d, GBU, LOGOUT)
ot herw se: /I Do nothing

/I Registration loop

endcase
endwhi | e
W th
while true do /I Shell loop
Dat a = ListenLocal ()

Response = Local Serve(Dat a)
case (Response, G obal Mode, Reghbde) is

(login, _, ): /I Open global mode
G obal Mbde = true
(logout, , ): /I Close global mode

@ obal Mode = fal se
(fail,true, true): /I You ask for you
Met aDat a = PackScenari o( Dat a)

foreach Peer in SubCol ony do
/I Broadcast intra
Servi ceRequest ( MyCar d, Peer, Met aDat a)
endf or each
SRESP: /I A GCU responds to a request
Sor t &PushPeer s4l d( Met aDat a)
endcase
endwhi | e
W th
while true do /I Spooling Peers4ld
foreach (1d, Peers) in Peers4ld do
i f Ti neout (1 d)
then Servi ceResponse(MCard, {}, NOTI ME)
else if Satisfy(Peers, History(ld))
t hen
Servi ceResponse( MW Card,
Get Best Peers41 d(1d),
DONE)
endi f
endi f
PopPeer s41 d(1d)
endf or each

Servi ceRequest (MyCard, MyCar d, Met aDat a) endwhi | e

ot herw se:
endcase
endwhi | e
with
while true do /I Intra-colony listening
Met aDat a = Li stenPeer ()
PushHi st ory( Met aDat a)
case MetaData. CVMD. SERVICE i s
SREG. /I A Peer is asking for (un)registration
Updat e( Col ony, Met aDat a)
SREQ:

Local Repl y( Response)

if SubCol ony == {} /I Broadcast inter

t hen

/I A Peer is asking for some request
SubCol ony = Sel ect Peer s( Col ony, Met aDat a)

W th
whi | e Reghbde do /I Inter-colony listening
Met aDat a = Li st enGBU()
PushHi st or y( Met aDat a)
case MetaData.OPE is
SREG /I Registration inter GBU
... as forSREQintra-colony
SREQ:
... as forSREQintra-colony
SRESP: /I A'leader GBU responds to a request
Sor t &PushPeer s4l d( Met aDat a)
endcase
endcase
endwhi | e

Ser vi ceRequest (MyCar d, GBU, Met aDat a) endi nparal | el

endi f

Figure 4.GBU pseudocode

is a colony with two subcolonies and tv&CUs highlighted. A colony is virtually
addressed by the of its GBU leader. Let a community be denoted py .}, e.g.

{COL,,COL,, GCU;, GCU,}

Is a community with two subcolonies and &t U’s.

We present an operational semantics via a reduction reldti®’, between
communities, that describes the main operations neceissug/Arigatoni model to
perform leader discovery and colony’s service registratmamely joining/leaving
a colony, linking two colonies and moving o U from one colony to another.

As usual in process algebras, the reduction is quotiented st &heoretical
equivalence between communities. As remarked by Michelei@sigiluring the
workshop, we omit in the reduction rules all the imperativeeass related to the
changing oftateof Individuals; we focus only on the functional rules of theto-
col describing the intermittent participation of Indivala. The reduction rules are
listed below with a concise explication.
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(i) A GCU joins a Colonyin the same Administrative Domain

discover(GCU) = GBU
samedom(GBU,GCU) = true  gmode(GCU) = true
accept(GBU, GCU) = true regmode(GCU) = false

(JoinGCU)
{{GBU,...},GCU} — {{GBU,GCU,...}}

* discover(GCU) = GBU discovers the leadesBU unit, upon physical/logical
insertion of theGCU in the ArigatoNet network;

e samedom(GBU,GCU) = true: both the broker and the global computer
reside in the same administrative domain;

* accept(GBU, GCU) = true: the broker accepts the global computer in its
colony;

e gmode(GCU) = true & regmode(GCU) = false the global computer is in
global mode but not yet registered. The side effect of this iuto set the
registration mode ttrue.

(i) A GCU leaves a Colonyn the same Administrative Domain

pendingip(GCU) = false
samedom(GBU, GCU) = true gmode(GCU) = false
accept(GBU, GCU) = false regmode(GCU) = true

(LeaveGCU)
{{GBU,GCU,...}} — {{GBU,...},GCU}

» pendingip(GCU) = false the global computer has no pending service to
give to its leader;

e samedom(GBU,GCU) = true: both the broker and the global computer
reside in the same administrative domain;

* accept(GBU, GCU) = false the broker accepts to delog the global com-
puter in its colony;

» gmode(GCU) = false& regmode(GCU) = true: the global computer is
in local mode but still registered. The side effect of thikeris to set its
registration mode téalse

(iif) A SubColony joins a Colonyn the same Administrative Domain

discover(GBUy) = GBU;
samedom(GBU, GBUy) = true gmode(GBUy) = true
accept(GBU1, GBU,y) = true regmode(GBU,) = false

((GBU... }.{GBUs,}} — ({GBU,, {GBUs, 1}, }}

e discover(GBUs) = GBU;: the brokerGBU, discovers the broke&BU;,
upon physical/logical insertion in thrigatoNet network;

» samedom(GBU;,GBU,) = true: both reside in the same administrative
domain;



* accept(GBU1, GBU,) = true: the brokerGBU; accepts the subcolony in its
colony;

e gmode(GBUy) = true & regmode(GBU,) = false the brokerGBU, is in
global mode but not yet registered. The side effect of this isito set its
registration mode ttrue.

(iv) A SubColony leaves a Colorip the same Administrative Domain

pendingip(GBUy) = false
samedom(GBU1,GBUs) = true  gmode(GBU,) = false
accept(GBU1, GBU,) = false regmode(GBU;) = true

(LeaveCol)
({GBU,. {(GBUy.. 1.1} — {{GBUs. .} {GBU,.. 1] "

 pendingip(GBU,) = false the broketGBU, has no pending service to give
to its leadeiGBU; ;

» samedom(GBU;,GBU,) = true: both reside in the same administrative
domain;

* accept(GBU;,GBU,) = false the brokerGBU; does not accept the sub-
colony in its colony;

s gmode(GBUy) = false & regmode(GBU,y) = true: the brokerGBU; is
in local mode but still registered. The side effect of thikeris to set its
registration mode tfalse

(v) Linking two Coloniesn different Administrative Domains

gmode(GBU;) = true

newgbu(GBUy,GBUs) = GBU3  gmode(GBUs) = true
samedom(GBUy, GBUy) = false regmode(GBU,) = false
agree(GBU1,GBUy) = true regmode(GBUy) = false

{{GBUq,...},{GBUs,,...}} — {{GBU3,{GBUyq,...},{GBU,,...}}} (LinkCeD

* newgbu(GBU;, GBU;) = GBUj;: a new broker is created on behalf@su,

andGBUsy;

e samedom(GBU,GBU,) = false both reside in the same administrative
domain;

» agree(GBU;,GBU,) = true: an agreement between the two brokers is
signed;

e gmode(GBU;) = true & gmode(GBU,) = true & regmode(GBU;) =
false& regmode(GBU,) = false the brokers are in global mode but still
not ,registered. The side effect of this rule is to set thestegfion mode of
both brokers tdrue.
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(vi) Unlinking two Coloniesn different Administrative Domains

pendingip(GBU; ) = false pendingip(GBU,) = false
pendingip(GBU3) = false gmode(GBU;) = false
newgbu(GBU;,GBUs) = GBU3s  gmode(GBUz) = false
samedom(GBU;,GBUy) = false  regmode(GBU;) = true
agree(GBUy,GBUy) = false  regmode(GBU3) = true

(UnLinkCol)
{{GBU;, {GBUy,...},{GBUy,...}}} — {{GBUy, ...}, {GBUy,...}}

* newgbu(GBU;, GBU;) = GBUj;: a new broker is created on behalf@BU,

andGBUs5;

e samedom(GBU,GBU,) = true: both reside in the same administrative
domain;

» agree(GBU;,GBU,) = false an agreement between the two brokers is
withdrawn;

» pendingip(GBU;) = false& pendingip(GBU,) = false&
pendingip(GBU;) = false the brokersGBU, , 3 has no pending service;

» gmode(GBU;) = false& gmode(GBU,) = false & regmode(GBU;) =
true & regmode(GBU,) = true: the brokers are in local mode but still
registered. The side effect of this rule is to set their tegi®on mode to
false

(vii) Contextual Rules and Congruence
As usual in process algebras, we add the following congruetes far set
union and set minus, and Morris-style equivalence rulesya@eM denotes
communitiesCOL denotes colonies and denotes the set theoretical equality.
All symbols can be indexed.

COM; — COM,y
COM; U COM3 — COM; U COM54

(CommCup)

COM; = COM3; UCOM,; COM; N COM, =0 COM; — COM,
COM; — COM, \ COM,

(CommMinus)

COM; =COM3 COMj3 — COM, COMy = COM;y
COM; — COM,

(MorrisEq)

Rule (CommCup) is the usual Contextual closure of the reduction rules, while
rule (CommMinus) states that a reduction can drop in its right-hand side some
individuals that are not essential to the firing of the retturcitself. As usual

let —* be the reflexive and transitive closure-ef

4 Join/Leave a Colony in a Different Administrative Domain

The acute reader has observed that the above labeledivarssistenforbids an
individual to join/leave another colony whose leader residea different Admin-
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istrative Domain This is sound in order to guarantee the integrity and tharggc
of the virtual organization induced by tigatoni model. Crossing safely admin-
istrative domains is an important security problem thatrtteeel must take into
account. However, the situation where one individual doeseauaive enough help
from the local colony or, worst, where it is even rejected amdividual, could be
very common. In this case, it is highly desirable that the eh@&rmits a mecha-
nism to cross boundaries of the administrative domain iriotd make a service
request to another colony which resides in another admaisstrdomain. This can
be done in two ways:

(i) the individual resident in an administrative dom#é knows some “friends”

(ii)

5

inhabitant of the colony resident in another administeattemainlP, (think
of the individual as a laptop connected in a hot spot of anoaiy@nd think
of the “friend” as the desktop in its own office). Then, via ampl&it ssh
the laptop can log into the desktop and send a global reqoéket‘mother
colony”. As such, the laptop works in itscal modewhile the desktop works
in global mode The final result will be send, viash-t unnel i ng to the
laptop.

This mechanism of tunneling is well-known in common practiteno-
madic behaviors and it does not require ad/ hocrewriting rules in the
Arigatoni virtual organization since the connection individuakfrd is done
explicitly and privately;
the individual resident in an administrative domai knows no inhabitant
of the colony resident in another administrative dom&¥) but it knows the
IP address of the leader of the colony. If the leader agreesnitacrange
anssh-t unnel by creating from scratch artual cloneof the remote in-
dividual and by registering it in the colony on behalf of tleader of the
colony. As in the previous case, the laptop can log into th&tdpsand send
a global request to the “mother colony”. As such, the laptopk&an local
modewhile the clone works iglobal mode The final result will be sent, via
ssh-tunnel i ng to the laptop.

This mechanism is well-known in common practice of nomadicabeirs
and is reminiscent of th¥irtual Private Networktechnology YPN) [6]. To
implement this/PN-like behavior, we must add foad hocrewriting rules in
the labeled transition system showed in FigGrd-or obvious lack of space
those rules are not commented but left as an easy exercibe iaterested
reader.

Firing Free Riders

Again, the acute reader has observed that the original ldligd@sition system
allowsfree ridersto become members of one colony.

“In economics and political science, free riders are actorlsonconsume more
than their fair share of a resource, or shoulder less thaniaghare of the costs
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discover(GCU;) = GBU agree(GBU,GCU;) = true
samedom(GBU, GCU, ) = false gmode(GCUq) = true
newgeu(GBU,GCU;) = GCUy  regmode(GCU4) = true
samedom(GBU, GCUy
accept(GBU, GCU,

rue gmode(GCU,) = false
rue  regmode(GCU,) = false

)=t
)=t

(JoinTunnelGCU)
{{GBU,...},GCU;} — {{GBU,GCU,, ...}, GCU; }

agree(GBU,GCU,) = false

samedom(GBU, GCU, ) = false pendingip(GCU,) = false
newgeu(GBU, GCU;) = GCUy gmode(GCUy, GCU,) = false
samedom(GBU, GCU,) = true regmode(GCU, ) = false
accept(GBU, GCU,) = false regmode(GCU,) = true

(LeaveTunnelGCU)
{{GBU,GCUs,...},GCU,} — {{GBU,...},GCU,}

discover(GBUjy) = GBU; agree(GBU;,GBUy) = true
samedom(GBU;, GBUy) = false gmode(GBU3) = true
newgbu(GBU1, GBUy) = GBUj3 regmode(GBU3) = true
samedom(GBU, GBU3) = true gmode(GBUy) = false

accept(GBU, GBU3) = true regmode(GBUy) = false

(JoinTunnelCol)
{{GBU,...}, {GBU,,...}} — {{GBU,, {GBU3},...}, {GBU,,...}}

agree(GBUy, GBU,) = false

samedom(GBU, GBU,) = false pendingip(GBU3) = false
newgbu(GBU1,GBUs) = GBU3 gmode(GBU3y, GBU3) = false
samedom(GBU1, GBU3) = true regmode(GBUy) = true
accept(GBU;, GBU3) = false regmode(GBU3) = false

(LeaveTunnelCol)
{{GBUy, {GBU3},...},{GBU,,...}} — {{GBU,...},{GBU,,...}}

Figure 5. Extra Reduction Rules for Service Request via &ling a la VPN

of its production. The free rider problem is the question @fvito prevent free
riding from taking place, or at least limit its negative etfecBecause the notion
of “fairness” is a subject of controversy, free riding is wdly only considered
to be an economic “problem” when it leads to the non-productrunder-
production of a public good, and thus to Pareto inefficiermeywhen it leads to
the excessive use of a common property resouieesm Wikipedia].
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pendingip(GCU) = false  gmode(GCU) = true
samedom(GBU, GCU) = true regmode(GCU) = true
fairness(GBU, GCU) < ¢ notifiring(GBU, GCU)

(FireGCU)
{{GBU,GCU,...}} — {{GBU,...},GCU}

pendingip(GBUy) = false  gmode(GBU,) = true
samedom(GBU,GBUs) =true  regmode(GBUs) = true
fairness(GBU;, GBUy) < € notifiring(GBU;, GBU;)

{{GBU, . {GBUy, .. J....}} — {{GBUL,.. }.{GBUa.. }}

Figure 6. Extra Reduction Rules for Firifigee Riders

The selfish nodes irR2P networks, called free riders, only utilize other peers
resources without providing any contribution in return,dagveatly jeopardized the
fairness attribute dP2P networks. Figure 6 presents the two rules that take into ac-
count the ratio between the number of services offered anduhwer of services
demanded by an individual. If the leader of a colony finds #maindividual ratio
of fairness is too smalk( ¢ for a givene), it can arbitrarily decide to fire that indi-
vidual without notice. Here, the functigrendingipalso checks that the individual
has no pending services to offer, or that the timeout of sommized services has
expired, the latter case means that the free rider prommeeé services but finally
did not provide any service at all (not trustful). The fuoctinotifiring sends a
message to the free rider, notifying it that it was definigneed from the colony.

6 Examples

In [1], a Grid scenario for Seismic Monitoring was presented. In thisiseave
briefly recall the scenario and we present, by means of lalied@dition system
reductions, the evolution of the given virtual organizatio

6.1 (Re)Setting the Scenario (frod])

John, chief engineer of the SeismicDataCorp Company, Taismarboard of the
seismic data collector ship, has to decide on the next ddiecteampaign. For
this he would like to process the 100 TeraBytes of seismia tizt have been
recorded on the mass data recorder located in the offsheaerelgository of the
company, to be processed and then analyzed.

He has written the processing program for modeling and vizinglithe seismic
cube using somparallel library like e.g. MPl / PVM his program can be distributed
over different machines that will compute a chunk of the whalewus;

However, the amount of computation is so big that a supercanfBCUscy)
and a cluster of POQCUy,y) has to beentedby the SeismicDataCorp company.
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John will also ask fobandwidthvia anISP located in Taiwan@CUsprvw) in order

to get rid of any bottleneck related to the big amount of dataet transferred.
Aftermath, the processed data should be analyzed uafitgial Reality Center,

VRC (GCUvycrcpu) based in Houston, U.S.A. by a specialist team and the resulting

recommendations for the next daGJUvrcsprc) collect campaign have to be sent

to John. Hence one would like the following scenario to happen:

» John logs with its laptopGCUj,1.,) to theArigatoni overlay network in a given
colony in Taiwan, and sends a quite complicated serviceastiqn order for the
data to be processed using his own code. UsuallyGiBig leader of the colony
will receive and process the request;

« If the resource discovery performed by tABU succeeds,e. a supercomputer,
a cluster and arsP are found, then the data are transferred at a very high speed
and processed;

» John will order to th&sCUgprw containing the seismic data to dispatch suitable
chunks of data to the supercomputer and the cluster desihgttheGBU to
perform some pieces of computation;

» John will assign to the supercomputer unit the task of coligdll intermediate
results in order to compute the final resulé(it will play the role ofMaestro di
Orchestrg;

» The processed data are then sent from the supercomputtre\nggh speetsP
to the Houston center for being visualized and analyzed;

 Finally, the specialist team’s recommendations have tehets John's laptop.
This scenario is pictorially presented in Figute

6.2 Formalizing the Scenario

The initial community (the primitiv&soup will be composed of the following ele-
ments:

COMsqup = {{GBUsprw}, GCUsprw, {GBUisprw }, GCUisprw, {GBUCpy ),
GCUscu, GCUcru, {GBUvrc}, GCUyrcpu, GCUyRrcsPEC}

By applying five times the reduction rulgoinGCU) we obtain the new commu-
nity:
COM; = {{GBUsprw, GCUsprw }, {GBU1sprw, GCUisprw }, {GBUcpu;,
GCUscu, GCUcLu }, {GBUyrc, GCUyrcpu, GCUyRcspEC) )

andCOMs,,;, —” COM;. Then by applying the reduction ru/l€ommCup) we see
John’s laptop appear in the new communit@M, = COM; U {GCUjgu, }:

JAN

COM;y = {GCUjonn, {GBUsprw, GCUsprw }, {GBU1sprw, GCUrspTw |,
{GBUcpy, GCUscu, GCUcru}, {GBUyrc, GCUyrcpy, GCUvResPEC}H
15



Figure 7. AGrid Scenario for Seismic Monitoring
By applying againJoinGCU) we obtain the new community:

COM; = {{GBUsptw, GCUsprw, GCUjonn }, {GBUisprw , GCUisprw },
{GBUcpy, GCUscu, GCUcLu }, {GBUyrc, GCUyrcpy, GCUyRcsPEC

Now, if the community whose leader&BUsptw agrees to join the colony whose
leader isGBUspTw (both are supposed to live in the same administrative dopain
by applying rule(JoinCol), we obtain the new community:

A

COM; = {{GBUsisprw, GCUispTw, {GBUspTw, GCUspTw, GCUjonn }},

{GBUcpuy, GCUscu, GCUcLu }, {GBUyrc, GCUyrcpy, GCUyRcsPEC

The colony in Taiwan and the colony whose leadesBJpy (they are supposed
to live in different administrative domain) sign an “agresrti, by applying rule
(LinkCol), so giving the new community:

A

COM; =
{ {GBUispg.cpu, {GBUisprw, GCUisprw, {GBUsprw, GCUsprw, GCUjonn } },
{GBUcpu, GCUscu, GCUcLu } h
{GBUyrc, GCUyrcpy, GCUvRosPEC
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Finally, the colony containing John’s laptop is ready tcereeJohn’s huge Service
Requestand, hopefully for John, the request will be accepted antbpeed ... It
is now time for John to come back home and the commud@®#; could then
(but this is not mandatory) disintegrate. By applying theadll reduction rules
(LeaveGCU), (LeaveCol), and(UnLinkCol) plus the congruence ruléS€ommCup)
and(CommMinus), we come back to the initial soupe. COL; —* COMgoyp-

7 Properties

In this section we prove that our process algebra is able tehtbd virtual orga-
nization induced by aarigatoni overlay network. Morris-style contextual equiv-
alence §] is the standard way of saying that two communities hidnesame be-
havior (are equivalent) if and only if whenever they are merged msid arbitrary
community, they admit the same elementary observationsuirsetting and as
usual in process algebras, contextual equivalence is fatetiin terms of observ-
ing the presence of top-level colonies, as in the next defimit

Definition 7.1 [Colony Exhibition and Contextual Equivalence]

(i) acommunityCOM must exhibit a colongZOL, write COM | ... COL, if COL
IS a community containing a top-level cologyl, i.e.
COM | ust COL 2 COM = {...,COL,...}

(if) a communityCOM may exhibit a colonyCOL, write COM | ,,,,,, COL, if after
a number of reductionsGOL is a community containing a top-level colony
COL,i.e

COM | ey COL £ COM —* COM’ andCOM’ = {...,COL, ...}

(iii) letthe contextC|-] be a community containing zero or more holes, and for any
communityCOM let C[COM] be the community obtained by filling each hole
in C[-] with a copy ofCOM. The contextual equivalence between community,
write COM ~ COM’, is defined as

COM ~ COM’' = for all COL andC[-] we have
C[COM] | ay COL & C[COM'] |,nay COL
(iv) let COM —*~ COM if there existsCOM” such thatcOM —* COM” and
CoM” ~ COM'.
Let COM be the set of communities generated by the BNF syntax.

Theorem 7.2 (Closure Under Reduction)
(i) If COM € COM, andCOM —* COM/, thenCOM € COM,;
(ii) If COM ~ COM’, thenCOM, COM’' € COM;
17



(iii) If cOM —*~ coM’, thenCOM, COM’ € COM

Proof

1) By observing the reduction rules of the labeled transitsystem, one can
verify that if the left-hand side belongs@d®M, then it is also the case for the
right-hand side. The final result can be obtained by inductba the number
of reduction.

2,3) By point 1) using Definitior. 1.

Theorem 7.3 (Inversion)

(I) If COM —(JoinGCU/COL) CcOM’ on the individual GCU or COL), and
COM’ — (Leaveccu/cory COM” on the same individual, theDOM = COM”;

(ii) 1f COM — (Linkcony COM’ 0N two colonies, an€OM’ — (ynLinkcory COM” on
the same colonies, th&aOM = COM”.

Proof By observing the reduction rules, one can observe that gte-thand side of
the reduction rule$JoinGCU), (JoinCOL), and(LinkCOL) corresponds to the left-
hand side of the dual reduction ruléseaveGCU), (LeaveCOL), and(UnLinkCol),
and conversely the left-hand side of the reduction rlesnGCU), (JoinCOL),
and (LinkCOL) corresponds to the right-hand side of the dual reductioresul
(LeaveGCU), (LeaveCOL), and (UnLinkCol). Applying one rule after the other
clearly corresponds to an identity operation. O

Conjecture 7.4 (Adequacy of the labeled transition system w.r.t.lte pseudocode)
The labeled reduction system is adequate with the pseudanfoitieGBU and of
theGCU shown in Figure3 and4.

Proof (Sketch) Observe that thed parts of the pseudocode of tl&CU concern-
ing the set and unset of the variablgsbalmode /regmode leads to the firing of the
two rules(JoinGCU) and (LeaveGCU). Moreover, theed parts of the pseudocode
of the GBU concerning the set and unset of the variabléshalmode/regmode
leads to to the firing of the two rulggdoinGCU) and (LeaveGCU). The last two
rules of the transition systems, namélynkCol) and (UnLinkCol) are encapsu-
lated (hence hidden) in the function callpdat e( Col ony, Met adata). O

8 Experimental Evaluation

In this section, we provide results from experimental ev&wma We have con-
ducted simulations using large numbers of units and serempeests. In this paper,
we specifically focus on the effect of individuals disconimts on the average
service acceptation ratio.

More precisely, we have implemented reduction rglesnGCU), (LeaveGCU),
(JoinCol), and (LeaveCol), that represent the “core” rewriting set to simulate the
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dynamic behavior in th@rigatoni overlay network. We expect to implement the
full set of rewriting rules defining the operational semasmtoon.

8.1 Simulation Setup

We have generated a network topology using the transitratudel of the Georgia
Tech Internetwork Topology Models packag#,[on top of which we added the
Arigatoni Overlay Network. The resulting network topology, shown in k&8,
contains103 GBUs. GBU, (highlighted with a square in Figur@ was chosen
as the root of the topology. We considered a finite set of iessR; - - - R, of
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Figure 8. Simulated network topology with 1GBUs

variable size, and represented a service by a direct mapping to a resdarcther
words, a service expresses the conditional presence ofke sasource. We have
a set ofr services{S; - - - S, }, where service; expresses the conditional presence
of resourceR;. A GCU declaring service5; means that it can provide resource
R;. This model, while quite simple, is still generic enough, andufficient for
the main purpose of our experiments, which is to study the anpgindividuals
disconnections on the average service acceptation ragsul® are illustrated in
Figure9.

To simulateGCU load, we attached) GCUs to eachGBU; we then randomly
added each servicg; with probability p at eachGCU and had it registered via
the registration service @rigatoni. The routing tables of theBUs were updated
starting at the initiaGBU and ending at the root of the topolo@BUs.

We then issued service requests &CUs chosen uniformly at random. Each
request contained one service also chosen uniformly abrandeach service re-
guest was then handled by the Resource Discovery mechanigmgafoni (de-
scribed in B]). We used a service acceptation probabilitycof= 75%, which
corresponds to the probability thatzCU that receives a service requestd that
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declared itself as a potential Individual for that service. that registered it), ac-
cepts to serve it.

Upon completion of the: requests, we computed the average service accepta-
tion ratio as follows. For eacBCU, we computed the local acceptation ratio as the
number of service requests that yielded a positive respesthe system found at
least one Individual), over the number of service requestsad at thatCU. We
then computed the average acceptation ratio as the aveabgeover the number
of GCUs (that issued at least one service request).

To study the impact o6BUs disconnections.€., rewriting rulesJoinCol) and
(LeaveCol)), we used a disconnection probability variabklat indicates a fraction
of disconnected individuals) (= 0% means all individuals are connected, while
0 = 100% means all individuals are disconnected). We then repeateddame
experiment when of theGBUs population, chosen uniformly at random, have been
disconnected from their leader. When a subcolony has beseomtiected from its
GBU leader, it continues to operate standalonemode,i.e. with its local GBU
leader as the current broker. Therefore, the serviceseaffey the other colonies
are unavailable inside, while services offered by the coltss}f are not available
outside. For each value of € [0---100]%, we repeated the same experiment
10 times, and measured the average value of the acceptation imieach of the
10 runs, the disconnectesBUs were chosen uniformly at randomgdependently
of the previous runsi ., with a different random seed). We then computed the
standard deviation of the average service acceptatiam(a@ter thel0 values).

Starting from the fully connected topolo@OM; of Figure8, the rationale of
the simulation corresponds to applying a numbefJainCol) rewriting rules to
have some subcolonies join the Colony, and then applyingrebeu of (LeaveCol)
rewriting rules to have some other subcolonies leave therypémd then perform-
ing the experiment 10 times.

COM; —{joincol) COMi4 1 —{Leavecol) COMit1 t=1...10

We also studied the effect @fCUs disconnections (rewriting rulésoinGCU) and
(LeaveGCU)), by repeating the same experiment wheof the GCUs population
have been disconnected from their leader. Also in this cadescannectedsCU
continues to work in standalone mode using only their ownuess.

As for theGBU case, we have

COM; —{joingcu) COM 11 —{Leaveccy) COMit1 t=1...10

The Resource Discovery algorithm was implemented in C++ amojpded using
GNU C++ version 2.95.3. Experiments were conducted on a 3.0I@bk Pen-
tium machine with 2GB of main memory runnind.inux 2.4.28. The different
experimental parameters are summarized in TablEhe service availability ratio,

p, was fixed to a value d§.12%, which yields an average service acceptation ra-
tio of almost100% with no subcolonies disconnections. Fig@@) shows that
the average service acceptation ratio decreases expalhentith the number of
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Parameter | Description Value
K | Number of GBUs 103
r | Size of services pool 128

Service availability 0.12%
a | Service acceptation probability 75%

n | Number of service requests issued| 50000

Fraction of disconnected individuals [0 - - - 100]%

(@)

Table 1

Parameters of the experiments

Avg. acéep(alion ratio (GCu disbonneclion§) —%—
Avg. acceptation ratio (GBU disconnections) —8—
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Figure 9. (a) Average service acceptation ratio w.r.t.tloscof disconnected population.
(b) Average service acceptation ratio for the differentsrohthe value) = 10%. (c) Stan-
dard deviation of the service acceptation ratio w.r.t.tfaacof disconnected population.

subcoloniesi(e., GBUS) disconnections. This is not surprising, since when a sub-
colony has been disconnected, all the services offered éytiher colonies are
unavailable. Conversely, all the services offered by tHeslony are unavailable
for the other colonies. Note that when all subcolonies have lksconnected

(0 = 100%), then the average service acceptation ratio is not nudeéd, the local
colony of aGBU (i.e.,, the GCUs directly connected to theBU) remains opera-
tional, i.e., the services offered by@Cu are available for the oth&CUs of the
same colony.

We observe thaBCU disconnections have more impact on the average service

acceptation ratio thasBU disconnections. This is due to the fact that when a
GCU is disconnected, all the services that it provided are utebla for the entire
system and, conversely, all the services provided by thiesyare unavailable for

it. As expected, for a value @f = 100%, the average acceptation raticlisas no

21



service at all is unavailable.

Figure9(a) shows the different values of the average service adg@ptatio
obtained for a value of = 10% of the fraction of disconnected population. As
previously explained, for each run, we have cho$erGBUs (~ 10% of 103)
uniformly at random, anthdependentlyf the previous rung,e., with a different
random seed. In other words, the disconnected subcoloreediféerent in each
run. Figure9(b) shows that subcolonies disconnections can have a vdeyatit
impact on the acceptation ratio. In fact, “low-level” submulkes disconnections
have a dramatic impact whereas “high-level” subcoloniesaffisections have a
very limited, local impact. Figur8(c) shows that, unsurprisingly, the level of the
disconnected subcolony has less impact on the servicetatiogpratio for higher
values ofd.
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