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The information concerning the reputation of individuals, which used to be
spread by word-of-mouth, now can be broadcast more easily and faster than
ever before via the Internet. Exploiting this kind of information, Trust and
Reputation Systems (TRSs) represent a significant trend in decision support
for Internet-based interactions. They encourage honesty and cooperation
among users, resulting in healthier online markets or communities, therefore
a better safety for their users. However, TRSs themselves can be the target of
attacks, and the major difficulty in designing a reputation system 1s making it
robust against malicious attacks.
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ranks trustworthiness of these
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providers, the TRS collects opinions/ratings from Raters R1, R2, R3, R4, and
RS, who are previous consumers of the providers, aggregating the ratings
with C’s personal experience with the providers 1f 1t exists.

)E § 1 PYOCE
Step 1 | Step 2 | Step 3 | Step4
. ; ;
.|| Design information | Tentati | |
i | Tentative
i gathering component] reputation i i Study the A-::cetgr?d
Characterize em reputation
the i system i Study the systemf i Slfri[:ler system
application | i ;;gs;; prﬁ?[::n; || presence of >
system || Design the decision | | partdp || malicious
||| support component | | || attacks
i Reputation System i i
| | Modification ! o
| | | Modification
I I |
ReCL ATIC 0 D a a s
JLC 0 . 0 - 0
Ap {le RZ, RB--- P Ep
K-means
algorithm
M
' : . Calculate
Adjust raters’ temporal
credibility factors
{Cy, Cy,...} {fe, 1y, £5,...)
l I T
Rep, — Oort(Rr x G x 1) + Ey x )
P N
(Z ri)l C" + 1)
= «sJ[O]0O o A LEC - JUI C P 0
Std. deviation ., N ratings (including consumer’s experience)
% ¢ > N-1 ratings
@ . ] . :' ] 1 ' _ e -
* e . " ! o 1 Oldest Latest
» . C i i Time
Mean | ratllngs I ratl:'ugs -
Majority rating M~ "= fi=1/N  f'=1/(N-1) ffi=1

- ( }
D

vl ( )

» ® - s

opnia A ole ANCE

rest of users are candidate providers)

y 4

cll—

INVENTEURS DU MONDE NUMERIQUE

200 users 1n total, 10000 transactions (each transaction 1s requested by a random user; the

Each user can provide GOOD, NORMAL, BAD, or GOODTURNBAD service; and submit

HONEST, DISHONEST, or COLLUSIVE (favoring users 1n the same group) ratings.
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