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Transformation de programmes pour la vérification de la
non-interférence de programmes utilisant des pointeurs

Résumé : De nouvelles techniques pour le suivi dynamique de flux d’information sont promet-
teuses en cela qu’elles acceptent plus d’exécution que des techniques purement statiques tout en
restant siires d’utilisation (elles rejettent toute exécution qui ne vérifierait pas la propriété de non-
interférence). Dans ce rapport nous présentons un moniteur dynamique de flux d’information
pour un langage supportant des pointeurs. Notre moniteur est sensible aux flots de données
et se base sur une analyse statique préalable afin d’assurer de maniére correcte la propriété de
non-interférence. Nous proposons par ailleurs une transformation de programme qui préserve
la sémantique du programme initial, tout en tissant le moniteur de suivi de flux au sein du
programme transformé. Ce programme transformé peut étre soit exécuté, le moniteur garantis-
sant alors le respect de la propriété de non-interférence durant I’exécution, ou bien encore étre
analysé statiquement a son tour pour s’assurer que toutes ses exécutions préservent cette méme
propriété.

Mots-clés : Non-interférence, non-interférence insensible a la terminaison, moniteur de flux
d’information, transformation de programmes, analyse statique
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1 Introduction

Information security is usually enforced through access control which only enforces security
policies at access time. On the contrary, information flow control (IFC) ensures that propagation
of information inside a program does not breach neither confidentiality nor integrity.

The seminal work in IFC is initiated by Denning and Denning [I]. They proposed a static
analysis to verify that information is propagated inside programs securely with respect to a flow
policy. For instance, a simple flow policy disallows leakage of secret variables into public ones,
hence ensuring confidentiality. This notion is generalized by Goguen and Meseguer [2] as non-
interference. Non-interference, precisely its termination-insensitive formulation (TINI), has been
widely adopted in IFC as a security policy [3, 4, B]. Informally, it states that, when changing
only secret inputs, terminating executions of a program must deliver the same public outputs.

Volpano et al. [3] formalize a Denning-style static analysis as a type system for a simple
imperative language. Volpano’s work provides the first soundness proof stating that a typable
program is secure with respect to TINI. However, Volpano’s type system lacks flow-sensitivity
since security labels associated to variables are not allowed to change during analysis. For
example, the program public = secret; public = 0 is secure because the final content of variable
public is overridden. Still, this program is not typable by Volpano’s type system because of
flow-insensitivity.

Hunt and Sands [6] extend Volpano’s type system with flow-sensitivity, hence permitting
security labels to change in order to reflect the precise security level of their contents. Introducing
flow-sensitivity to security type systems contributes to more permissive security analyses. Hunt
and Sands prove the soundness of their type system with respect to TINI, while typing a larger
subset of secure programs in comparison with Volpano’s type system.

Dynamic monitoring of information flows is also known to provide more permissiveness [7, [5]
(accepting a large subset of executions). Unlike static analyses which enforce TINT for all possible
execution paths, dynamic monitoring ensures that a single execution path is secure. However,
permissiveness through the combination of both dynamic monitoring and flow-sensitivity requires
careful examination. Indeed, Russo and Sabelfeld [5] prove that flow-sensitivity in purely dynamic
IFC introduces covert channels leaking information. The main idea behind this result is that
a purely dynamic monitor ignores non-executed conditional branches, missing at the same time
information flows they produce. Therefore, a flow-sensitive dynamic monitor must rely on static
analyses for sound (rejecting all unsecure executions) IFC.

Contributions. In this paper, we investigate permissive yet sound flow-sensitive IFC for
programs handling pointers. Our contributions are:

e We formalize a hybrid information flow monitor for an imperative language with pointers
and aliasing, by relying on a semantics built upon the Clight [§] semantics. This semantics
is especially used in the CompCert [J] provably correct compiler. We prove the soundness
of our monitor with respect to TINI.

e We also propose a sound program transformation which inlines our information flow
monitor. For languages that are compiled directly into native machine code as is the case for
the C language, inlining is necessary to ensure fine-grained information flow monitoring. To
our knowledge, our program transformation is the first proven sound inlining approach
for dynamic monitors handling pointers.

e Assuming the implementation of security labels and their join operator, TINI can be en-
forced by running the self-monitoring transformed program. This dynamic approach
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4 M. Assaf € J. Signoles & F. Tronel & E. Totel

has the advantage of being permissive since it soundly monitors a single execution path,
ignoring possible unsecure paths that are not executed. The program transformation 7'
also enables the verification of TINI by static analysis for free. Such a static approach
computes an over-approximation of the transformed program semantics, enforcing TINI
for all execution paths.

Outline. Section [2] introduces information flow background. Section [3| formalizes our infor-
mation flow monitor for a simple imperative language handling pointers and aliasing. Section [4]
defines a program transformation inlining our information flow monitor. We discuss related work
in Section Bl and future work in Section

2 Background

Non-interference. Our attacker model assumes that attackers know the source code of ana-
lyzed programs. It also supposes that attackers can only modify public inputs and read public
outputs. A program is non-interferent if two terminating executions which differ only on secret
inputs deliver the same public outputs. This notion of non-interference [2] formalizes indepen-
dence of public outputs from secret inputs.

Information flows. Explicit and implicit flows [I] are generally taken into account when
enforcing TINI. Explicit flows are produced from any source variable y assigned to a destination
variable z. Implicit flows are produced whenever an affectation occurs in conditional branches.
For instance, the following program if (secret) x = 1 else skip generates an implicit flow from
secret to x, whatever the executed branch is. Even if x is not assigned, an attacker could learn
that secret is false if x is different from 1. As one generally enforces a sound approximation of
TINI, we suppose that assignments inside conditionals always produce implicit flows from the
guards to assigned variables.

Additional information flows arise in the presence of pointers. Consider for example, the
program if (secret) {x = &a} else {x = &b} print *x. An attacker, knowing the initial values
of a and b, may learn information about the value of variable secret whenever *xx is output

there is an information flow from secret to xx. There are actually two different kinds of
information flows involved in this case. The first one is an implicit flow from secret to x because
of assignments inside a conditional depending on secret. The second one, due to pointer aliasing
and dereferencing, is from x to *z. Thus, by transitivity, there is an information flow from secret
to x.

Similarly, the program if (secret) {z = &a} else {x = &b} * x =1 exposes pointer-induced
flows from secret to variables a and b. An attacker having access to either variables a or b after
the assignment *xx = 1, may learn information about variable secret. It is worth noting that
even if a (resp. b) is not assigned by instruction xz = 1, an information flow from secret to a
(resp. b) is still produced. In fact, this pointer-induced information flow involves all variables
that could have been written by *xz = 1 (here, both variables a and b).

As we are aiming at enforcing TINI, we ignore in this paper all covert channels due to diverging
runs and timing channels. Hence, a program like while (secret) skip; could leak information
about variable secret. Yet, this is acceptable since even in the presence of outputs, Askarov et
al. [4] have proved that an attacker could not know the secret in polynomial time in the size of
the secret.

Inria
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3 Information Flow Monitoring Semantics

Language overview. Figure [l| presents the abstract syntax of our language. It is a simple
imperative language handling basic types (k) like integers and pointers (ptr(7)). It handles
aliasing but no pointer arithmetics: binary operators do not take pointers as arguments. The
semantics of this language is inspired by the Clight semantics [8]. Clight is formalized in the
context of the CompCert verified compiler for C programs [9].

A simplified version of the Clight big-step operational semantics considers an environment F
and a memory M. E : Var — Loc maps variables to statically allocated locations. M : Loc =V
maps locations to values of type 7. The evaluation of an instruction ¢ in an environment F
and a memory M, denoted by E F ¢, M = M’, results in a new memory M’. Expressions can
be evaluated as either left-values or right-values depending on the position in which they occur.
Only expressions having the form id or *a can occur in l-value positions such as the left-hand
side of assignments, whereas any expression can occur in right-value position.

As illustrated by Figure [2] l-value evaluation of expression a; in environment £ and memory
M (EF a1, M < 1) provides the location [ where a; is stored, whereas r-value evaluation of as
(E F as, M = v) provides the value v of expression as. The assignment rule then maps the value
v to the location [ in the new memory M.

Types: T =k | ptr(7)

Expressions: az=nlid|uop a|aj bop as Era, M <]

| *xa|&a Etray, M =
. . r_

Instructions: cu=skip|ay =az|c1; 2 (Assign) M= M|l — v :
|if (a) c1 else co | while (a) ¢ Etra =ay, M= M

Declarations: del = (7 id)” Figure 2: Assignment semantics

Programs: P :=ddl; c in Clight.

Figure 1: Abstract syntax of our language.
In order to extend Clight’s three judgment rules with the information flow monitor semantics,
we consider a lattice S = (SC,C) where public € SC is the minimal element of S. We note LI
the associated join operator. We also consider a new kind of memory I' : Loc — S, which maps
locations to security labels. Informally, security memory I' tracks the security level of locations
content through tainting. For example, an assignment x = y + z generates an information flow
from y and z to . Thus, I' maps to F(z) (i.e. the location associated to x) the security label

I'(E(y)) UT(E(2)).

Expressions. Both Clight’s r-value and l-value evaluations of expressions are extended to
support the propagation of security labels, as illustrated in Figure[3} the evaluation of expressions
yields both a value v € V and a security label s € S. If the pair (I, s;) is the result of l-value
evaluation of expression a, then the security label s; captures pointer-induced flows produced
by possible dereferences occurring in a, whereas s, = I'(l) captures explicit flows produced by
reading the value M (1) of a. Therefore, the r-value evaluation of a produces a value v = M (1) and
a security label s = s; U s, taking into account both explicit and pointer-induced flows through
the join operator (rule RV'). Note that the semantics of Clight expressions can be obtained from
Figure |3| by ignoring all the monitor related operations.

The security label associated to the r-value of a defines the label associated to the l-value of
xa (rule LVarpar), hence taking into account the pointer-induced information flow from a to x*a.
R-values of constants are labeled as public because attackers are supposed to know the source
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E(id) =1 Eta,M,T = ptr(l),s
LVip - - LVyvEM
EFiid, M,T < [, public Etrxa, M,I' <1, s

Eta MT <l,s; M()=v
s =T(1) s=sUs,

RV
RVeonst EFn, M,T" = n, public Era M,I'=uv,s
. EFa, MT <15 o EFa,MT =v,5 wupv=1
REE Et+ &a, M, T = ptr(l), s vor EFuopa,M,T =, s

Era,M,'=>wv,s1 ElFasy, M,\I'=vy,80 vibopvg=v s lUsy=3s

RV,
por EFay bop as, M,T = v, s

Figure 3: Information flow monitor semantics of expressions.

code. Since the locations of variables are at known offsets from the base pointer, we associate
public to the l-values of variables (rule LV;p). The label of the l-value of a defines the label
associated to the r-value of &a (rule RVggpr). The security label associated to the r-value of a
is propagated to the r-value of uop a (rule RVyop). Likewise, the security label associated to
the r-value of a; bop as takes into account both a; and as r-values security labels through the
join operator.

Figure [4] illustrates an example of the r-value evaluation of *x. Supposing that z is stored
at location [, and points to a variable a stored at location [,, the r-value evaluation of xx takes
into account both pointer-induced and explicit flows since both s, (the security label of z) and
Sq (the security label of a) affect the resulting security label s.

E(x) =1,

Erz, M,T < I,,public
M(l,) = ptr(l,)

[(ly) = sy S, = publicU s,

EbFax, M, T = ptr(l,), sz
Erxx, M\T' < l,, s, M(l,) =v (1) = sa s =54 Sy
ErFsxx, M,I' = v,s

LVip

RV

LVvEM

RV

Figure 4: An example of expression xx evaluation.

One consequence of rules LV;p and RVgrgr is that addresses of variables are labeled as public.
Thus, they can be accessed by attackers and used to bypass security measures such as ASLR
(Address Space Layout Randomization). In fact, this kind of information leaks is out of scope
for our analysis since addresses of variables are not secret inputs of programs. Furthermore,
mapping any security label s other than public to the l-value of variables id would taint all data
accessed through dereferences of id, causing a label creep problem [10].

Instructions. The semantics of instructions is presented in Figure It is a combination of
dynamic monitoring and static analysis through the use of Sp(c), the set of locations that may
have been written by instruction ¢ of program P. The statically computed set Sp(c) is fed to the
semantics whenever a call to the update operator occurs. We also introduce a new meta-variable

Inria
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EFta ,M,I' <ly,sy EFas, M,I' = vg,s9

s =51 sy Upc s'zsll_IE M’ = M[ly — vq) EtFc, M,T,pc = M;,T

' I'"=T[y — s] I'=update(a; = as,s’,T") Etco, My,T'1,pc = M3, Iy
(Assign) — (Comp) —

Etray =a, M,I',pc= M",T Etci;e0, M, T, pc= M3, T2

Etra,M,I'=wv,s istrue(v)
pd =sUpc Et e, M,T,pd = M, Ty Etra,M,T = v,s isfalse(v)
I} = update(cz,pc’,Ty) pc =sUpc TV =update(c,pc’,T)

It Ty (a) ¢1 else ¢y, M,T, pc = My, T Wsr) BT white (a) ¢, M,T,pc = M,T’
Etra,M,I'=wv,s istrue(v)
Era,M,T = v,s isfalse(v) pc’ = s pc
pd =slpc Et o, M,T,pc’ = My, Ty Et ¢, M,T,pd = M', T’
B I}, = update(cy, pc’,T'y) E + while (a) ¢, M",T',pc = M",T"
(fry) — tt —

Etif (a) ¢y else co, M,T',pc = M, T ( E + while (a) ¢, M,T,pc = M",T"
I'{) Vi ¢ Sp(c)

Skip) E + skip, M,T',pc = M,T date(c, s, T') &
(Skip) P = update(c, 5, ) {r(l)us Vi € Sp(c)

Figure 5: Information flow monitor big-step semantics of instructions.

Ersxz, M\T' <=l4,8, EF1,M,T = 1,public s= s, UpublicUpc
s'=s,Upc M' =Ml[l,—1] TI'"=T[ly—s] I'=update(xx=1,5,T")
Etsx=1,MT,pc= M T

(Assign)

Figure 6: An example of instruction *x = 1 evaluation.

pc to capture implicit flows. pc can be viewed as the security label of the program counter.
Each time a program enters a conditional, pc is updated with the guard security label in order
to reflect generated implicit flows. Therefore, evaluation of instructions occurs in a memory T,
an execution context pc in addition to a memory M and an environment E. It produces new
memories IV and M’.

For assignment a; = ag (rule Assign), the join of three security labels are mapped to the
location of a;. First, s; takes into account pointer-induced flows from the l-value of a;. Second,
so considers explicit flows from the r-value of as. Third, pc captures the implicit flows generated
by conditionals. Additionally, assignments generate pointer-induced flows from the l-value of
a1 to the set of possibly written locations. Consequently, the update operator propagates the
union of pc and s1 to Sp(a1 = az). Assuming that = points to a variable a stored at location [,
Figure @mustrates the evaluation of instruction xz = 1. The security label s, (resp. pc) affects
the security label of variable a in order to take into account pointer-induced flows (resp. implicit
flows). Finally, the update operator propagates the security label s’ to the set Sp(xx = 1) to
capture pointer-induced flows due to the assignment sz = 1.

For conditionals (rules If; and Ifsf), a new context of execution pc’ takes into account
implicit flows generated by the conditional guard a. When a is evaluated to true (rule T fy,
the other one is symmetrical), the resulting security environment takes into account the implicit
flows induced by both the executed branch ¢; and the non-executed one cs. Implicit flows in ¢;
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8 M. Assaf € J. Signoles & F. Tronel € E. Totel

are computed by the evaluation of ¢; in pc’, whereas the update operator handles the ones from

c2 by propagating pc’ to the set Sp(cz). Rules Wy, and Wy, are similar to conditional rules.
Finally, a sequence of instructions ¢i; co is executed in the same execution context (rule Comp).

Soundness. In order to formalize TINI, Definition (1| introduces an equivalence relation for
memories: two memories M7 and My are s-equivalent if they are equal for the set of locations [
whose label T'(]) is at most s.

Definition 1 (Equivalence relation ~{) For alliT, s € S, My, Mo,
M and My are s-equivalent (My ~% Ms) if and only if

Vi € Loe,T'(l) C s = M;y(l) = M(l).

Non-interference, by Definition [2] ensures that an attacker knowing only inputs and outputs
up to a security level s cannot gain any knowledge of inputs whose security levels are higher than
s.

Definition 2 (Termination-insensitive non-interference)
For all ¢, E,I', My, M7, My, My, s, pc € S, such that
Etc,Mi,T,pc = M{, T and E+ ¢, Ms,T',pc = My, T%,

My ~3 My = Ty =T, =T" and M, ~, M},

This definition of non-interference is termination-insensitive since it ignores behaviors of di-
verging runs, including information leaks due to the attacker ability to observe (non-)termination
of programs. Definition [2] is equivalent to the definitions of TINI in the literature [3] [4, 6] [I1].
Moreover, our definition of non-interference is equivalent to what Askarov et al. [4] call batch
job TINI, since attackers are not allowed to know intermediate results of computation through
outputs.

Theorem 1 (Soundness) The information flow-extended semantics is sound with respect to
termination-insensitive non-interference as defined in|[3

Theorem [1| proves that our monitor semantics is sound with respect to TINI H The proof, by
induction on instructions evaluation =, relies on the fact that both l-value and r-value evaluations
of expressions in s-equivalent memories yield the same result for expressions whose label is below
s. This theorem also proves that attackers cannot learn information by observing the behavior
of our monitor since it ensures that both output security memories are equal.

4 Program Transformation

This section presents an inlining approach for our monitoring semantics as a program transfor-
mation. This approach has the benefits of enabling both static and dynamic analysis since both
analyses can be considered depending on the required level of confidence. The former would
focus on soundness by ensuring that all execution paths of the analysed program are secure. The
latter would emphasize on permissiveness by enforcing non-interference for the execution path
of a single run.

LFull details of our proofs can be found in the appendix.

Inria
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Informally, the program transformation maps a shadow variable —a security label— to each
variable of Var(P), the set of variables of the initial program P. Inlining our monitor then con-
sists of propagating those security labels with respect to the monitor semantics. For this reason,
types of our language are extended with a type 75 representing security labels. Expressions are
extended with security labels denoted s and a join operator LI on security labels. The range of
memories M is also extended to VUS.

In order to handle pointers, we introduce in Definitions [3|and 4| the depth 2 (id) of a variable
id and a bijection A(id, k), with k € [0, 2(id)]. Z(id) is the number of dereferences such that
x?(d)jd yields a basic type &, whereas A maps each initial variable id to Z(id) different shadow
variables. Basically, ¥*A(id, k) is the security label of *¥id.

Definition 3 (Depth Z(x) of variable z)

0 if T =
Let 7, be the type of variable x € Var(P). 2(x) = 2(1) = {1 + () Zi: _ ;t?“(’]'/)
Definition 4 (Bijection A)
A {(z,k) : x € Var(P) and k € [0,2(z)]} — Var' such that Var' C Var \ Var(P) is a
bijection mapping to each initial variable x exactly 2 (x) shadow variables, denoted A(x, k), such
that A(z, k) has a type ptr®)(ry).

We extend A to all l-value expressions (A(*"z,k) = *"A(x,k + r)) such that A(+%id,0) is
equal to **A(id, k). Hence A(x¥id,0) also captures the security label of *¥id.

Our program transformation, denoted 7', maintains a pointer-related invariant in order to
correctly handle aliasing. Essentially, if « points to an integer variable a, shadow variable A(x, 1)
also points to A(a,0). This way, whenever we read (or write) the same integer through %z or a,
we also read (or write) the same security label through either *A(z, 1) or A(a,0). Listings [1| and
illustrate an example of our program transformation. Instruction [3|in Listing[l|is transformed
into instructions [3} [ [5] and [6] in Listing 2] Instructions [3] [5] and [6] of the transformed program
reproduce the semantics of Assign rules as defined in the monitoring semantics (Figure [5)),
whereas instruction [4] maintains the aliasing invariant. Thanks to instructions [ and [J] of the
transformed program, instruction [I3] updates the correct security label during execution.

Listing 1: The initial pro- Listing 2: The trans-s A(z,0) = public;
gram. formed program. o A(z,1) = &A(b,0);
1 //Sp(es)=Sp(cs)={E(z)} 1 pc=pcl A(secret,0); 1 A@,0) = Az, 0)Upc’
2 if (secret) 2 if (secret) { o x = &b;
3 x = &a; 3 A(z,0) = public; 12}
4 else i A(z,1) = &A(a,0); ' *A=,1) = Az,0) U public;
5 x = &b; 5 A(z,0) = A(z,0) Upc'#* A(a,0) = A(z,0) Upc;
o //Sp(cr)={E(a), E(b)} 6 x = &a; 15 A(b,0) = A(z,0) U pe;
7 %x = 1 7 } else { 16 kr =1

As in Definition [5] two expressions are aliased in memory M if their l-value evaluation yields
the same location. Hence, the aliasing invariant, stated as Lemma [I] ensures that two l-value
expressions are aliased iff their shadow variables are aliased.

Definition 5 (Aliasing equivalence relation ~ )
For all ay,as € Exp, for all E, M such that EF a1, M <11 and E+ as, M < I5.

M
a1 ~yal 2 ll = lg

RR n° 8284



10 M. Assaf € J. Signoles & F. Tronel & E. Totel

Lemma 1 (Aliasing invariant)
For all E,c, M, M',T',T", pc, pc such that E = Tc, pc], M,T',pc = M',T".
Let the predicate Q(M) £ Vx,y € Var(P), for all v € [0, 2(y)],

€ Nl1\1/JIal *ry
= Yk €[0,2(2)], Az, k) ~igar A"y, k)
Then Q(M) = Q(M").

Transformation T relies on Definition [f] of operators £, Lz and £ which express security
labels of expressions in terms of shadow variables. They respectively capture the label of the
l-value of a, the label of the r-value of a, and I'({, ), where [, is the location of a. They accurately
reproduce the monitoring semantics for expressions as defined in Figure

Definition 6 (Operators L, Lr and L)
Lr(n) = public  Lgr(uopa) 2 Lr(a) Lp(&a) 2 Lr(a)  Lr(ai bop az) = Lr(ay)ULR(as)
Lr(a) = Lr(a)UL(a) L(a) = A(a,0) L1 (id) £ public L1 (xa) = Lr(a)

The l-values of a variable id is associated with the security label public (rule LVip), so does
Lr(id). L1 (*a), the security label associated to the l-value *a, is defined as Lg(a), the security
label associated to the r-value of a (rule LVy gar). As for r-values (rule RVeoonst), the security
label of constant integers Lg(n) is defined as public. The security label of r-values expressions
Lr(a) is defined as the join of their 1-value label L1, (a) and the label of their content £(a) (rule
RV) in order to take into account both pointer-induced and explicit flows. Lg(&a), the label of
r-value expressions &a is defined as L, (a), the label of the l-value a (rule RVggr). Lr(uop a)
and Lr(a1 bop ay) are respectively defined according to rules RVyop and RVpop. Finally, the
label L(a) associated to the content of @ is defined as A(a,0), which represents I'({,) in the
monitoring semantics. Figure [7] illustrates the computation of the label associated to a r-value
«x. Intuitively, for the transformation to be correct, we must ensure that the evaluation of A(z,0)
and *A(x,1) in M respectively results in s, = I'(l;) and s, = T'(1,).

Lr(xx) = Lp(xx) U L(xx) = Lr(x) UA(xz,0) = L (z) U L(x) U*xA(z, 1)
= public U A(z,0) U xA(z, 1)

Figure 7: An example of security label computation by both semantics and transformation 7.

We present the program transformation rules in Figure |8 For brevity, cx; Vk € [0,n] denotes
the sequence of instructions cg;cy;. .. c,. Since the transformation 7" must maintain the execu-
tion context and must propagate it to all possibly written locations in non-executed branches,
it creates for each conditional and loop a new shadow variable of type 7,, denoted pc’. Vari-
able pc’ captures the new execution context pc’ defined in the semantics. The transformation
then parameterizes the branches with the new shadow variable pc’. It also uses the inverse of
environment E, denoted E~!, in order to find the set of variables corresponding to the loca-
tions | € Sp(c). Then it propagates the execution context pc¢’ to all the corresponding shadow
variables. This way, the program transformation reproduces the semantics of the update op-
erator for conditionals and loops. Note that E~! is well defined since each location has only
one corresponding declared variable. We are confident that even for further extensions including
dynamically allocated locations, we should be able to find a corresponding shadow expression if
there is an expression pointing to that location.
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Tskip, pc] — skip Tler; e2,pc] = Tle, pe); Tlea, pe]

A(al,O) = EL(al) U ER(G/Q) U pc;
A(ay, k) = Alaz, k);VEk € [1, Z(a1)]
AE~X1),0) = A(E71(1),0) U Lr(a1) Upc; VI € Sp(ar = az)

a1 = az;

Tlay = ag, pc] —

pc’ = Lg(a) Upc;
if (a) {

Tlc1,pc]

A(E~Y(1),0) = A(E~Y(1),0) U pc; VI € Sp(cs)
}else {

Tca, pc'];

A(E~1(1),0) = A(E71(1),0) Upc; VI € Sp(cy)

T[if (a) c1 else ca,pc| —

T[while (a) ¢, pc| —

pc’ = Lr(a) U pe;
AE~L(1),0) = A(E~1(1),0) Upc'; VI € Sp(c)

Figure 8: Program transformation semantics.

For assignments a; = as, the program transformation propagates three security labels to
the shadow expression of a; according the monitor semantics. Since assignments create new
aliasing relations, transformation T' also generates Z(a1) assignments to maintain the aliasing
invariant stated in Lemma 1| Finally, T uses E~! and A to find shadow variables corresponding
to locations in Sp(c) and taints them with the security label £ (a1) U pc.

The transformed program T'(P) is behaviourally equivalent to the initial program P. Let
Elyar(py (resp. M|poc(py and I'|ocp)) be the restriction of environment E (resp. of memory M
and T') to the set Var(P) of initial variables (resp. to the set Loc(P) of initial locations). More
precisely, Theorem [2] states that for any terminating run, executions of P and T(P) in equal
input memories for initial locations Loc(P) result in equal memories for those same locations.
The proof by induction on instructions evaluation relies on the fact that program transformation
T introduces only assignments handling shadow variables. Hence, those additional assignments
do not modify neither values nor security labels associated to the set Loc(P) of initial locations.

Theorem 2 (Initial semantics preservation) For all c, E, M,T, pc, pc such that:
Elvarpy F ¢, M| 1ocpys UlLoc(py, pc = M1, Ty and E = T[c, pc], M, T, pc = Mj,T5.
Then, Ms|poepy = M1 and T'a|poepy = T1.

Theorem [3] proves the soundness of the transformation 7" with respect to the monitor seman-
tics presented in Figure 5} Informally, the theorem supposes that values of shadow variables
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&
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Static analysis () Monitoring

Single execu-

All execution paths tion paths

Figure 9: Non-interference verification using the program transformation 7.

(resp. execution context variable pc) are initialized according to the initial security memory T’
(resp. execution context pc). Then after the execution of the transformed instructions, it states
that the values of shadow variables capture the exact values of the output security memory.

Theorem 3 (Sound monitoring of information flows) Let ¢, for all E,M,T,M',T" such
that E + T[c,pc], M,T,pc = M',T".

Let us define the predicate Y(E,M,T') £ for all x € Var(P), for all k € [0, 2(x)],

EF b2, M <l and T(lpp) = sop = EF*FA(z, k), M = s4p.

The following result holds: Y(E,M,T) and E + pc, M = pc = Y(E,M',T").

As the program transformation is sound with respect to our information flow monitor se-
mantics, it is also sound wrt. TINI. Therefore, we can soundly reason about information flows
through security labels defined by this program transformation. To our knowledge, that is the
first proof of soundness for inlining information flow monitors handling pointers with aliasing.
The proof, by induction on instructions evaluation =-, heavily relies on the aliasing invariant
stated in Lemma [1

TINI verification. Figure [9] shows that the program transformation 7' can be used to verify
TINI through both dynamic and static analysis. Assuming the implementation of security labels
and their join operator, running the self-monitoring program 7'(P) enforces TINI dynamically
—actually, this is a hybrid approach since the monitor relies on a prior static analysis Sp—
for single execution paths. This dynamic approach has the advantage of being permissive since
it ignores possible unsecure paths that are not executed. It also enables dynamic loading of
security policies [12], taking into account eventual updates. The transformation 7" also enables
the verification of TINI by static analysis: for instance, off-the-shelf abstract interpretation
tools can compute an over-approximation of T'(P) semantics for all execution paths, without
implementing new abstract domains. While still being more permissive than traditional type
systems, such an approach freezes the enforced security policy. Yet, it enhances our confidence
in the analyzed program. It also completely lifts the burden of runtime overhead.

5 Related Work

Information flow monitors. Le Guernic et al. [7] formalize a sound flow-sensitive monitor
for a simple imperative language with outputs. Le Guernic’s monitor combines both static and
dynamic analysis in order to enforce TINI. It is based on edit automata [I3], which are monitors
enforcing a security policy by modifying program actions, namely changing secret outputs to
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default values in Le Guernic’s monitor. Extending our approach with outputs is straightforward.
Le Guernic et al. suggest that their monitor can be implemented as a program transformation
or a virtual machine (VM).

Russo and Sabelfeld [5] parameterize their hybrid monitor for a simple imperative language
by different enforcement actions (default, failstop or suppress). They also prove the necessity to
rely on static analysis to soundly monitor information flows while still being more permissive than
Hunt-Sands-style [3] flow-sensitive type systems. Unlike monitors based on Russo and Sabelfeld’s
one, we use a big-step semantics. Hence, we neither need to maintain a stack of security labels for
execution contexts, nor insert instructions to notify the monitor at the immediate postdominator
of each conditional.

Moore and Chong [I4] extend the VM-like monitor of Russo and Sabelfeld with dynamically
allocated references, allowing different sound memory abstractions. In our semantics, we use the
most precise instantiation of their memory abstraction where each concrete location correspond
to one abstract location. While it is undecidable in the general case to determine which locations
might be updated by an instruction, we argue that, for the sake of permissiveness, it is necessary
to be as precise as possible at least for the set of finite statically allocated locations.

Austin and Flanagan [I1] investigate a purely dynamic monitor for a A-calculus language with
references. Their monitor supports a limited flow-sensitivity since it implements a conservative
no-sensitive upgrade policy; the monitor stops the execution when assigning a public variable in
a secret context. Thus, their monitor is proven sound without having to rely on static analyses.
Austin and Flanagan [I5] also enhance their monitor by a permissive-upgrade approach; their
monitor labels public data that is assigned in secret contexts as partially leaked, then soundly
forbid branching on those data. Our monitor is fully flow-sensitive, hence more permissive.

Sound inlining. Chudnov and Naumann [I6] design a sound monitor inlining approach based
on Russo and Sabelfeld’s monitor. As they aim at monitoring information flows for Javascript,
they argue that VM monitors are impractical because of just-in-time compilation. Their language
supports output instructions but no references. We also believe that inlining is necessary when
the language is compiled rather than interpreted.

Magazinius et al. [I7] investigate sound inlining of security monitors for an imperative lan-
guage supporting dynamic code evaluation but no references. Their monitor is purely dynamic
since it uses a no-sensitive upgrade policy as in Austin and Flanagan [IT]. Our program transfor-
mation approach can also be applied for such a policy in order to soundly monitor information
flows for richer languages, including pointers.

6 Conclusion and future work

We have formalized a sound flow-sensitive information flow monitor handling pointers and alias-
ing. We have also inlined our monitor through a program transformation proven sound with
respect to our monitor semantics, hence with TINI. Our program transformation enables per-
missive yet sound enforcement of TINI by both dynamic and static analyses. Our monitor
semantics ignores diverging runs since it is inspired by a simple version of the Clight big-step
semantics stripped of coinduction [8]. As pointed by Le Guernic [7], this is not problematic when
dealing with TINI because we ignore non-termination covert channels.

As we aim to support a large subset of the C language, we plan on extending both the seman-
tics and the program transformation with richer C constructs. We are currently implementing
our program transformation as a Frama-C plug-in, an open-source tool for modular analysis of
C programs [I8]. Frama-C enables the design of powerful analyses relying on the collaboration
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of off-the-shelf plug-ins. We are going to rely on Value Analysis [19], an abstract interpretation
plug-in of Frama-C, in order to compute a correct approximation Sp(c), of the set of locations
that might be updated by an instruction ¢. Frama-C also supports ACSL [20], a formal specifica-
tion language for C programs. This language can allow us to handle declassification annotations.
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Appendix

We prove that our monitor is sound with respect to TINI. We take advantage of the symmetry
of both runs by introducing a partial order relation [7] on security memories I'. Definition [§] is
equivalent to Definition [2] when both input security memories and both execution contexts are
equal in both runs.

Definition 7 (Less restrictive up to label s (Cy))
For all s € S, allT'1,Ty, Ty is less restrictive than T'y up to security label s (To T4 'y ) iff for all
l € Loc,

1 (1) C s implies Ty(1) £ T'1 (1)

Definition 8 (Termination-insensitive non-interference)
For all ¢, E,T'1,To, My, M{, Mo, M}, for all s ,PCy, PC, € S, such that
Et e, My, I'1,pe, = M, T and E'+c, Mg,I‘g,pc :> MQ,F’Q, then

e, Epc and I's T4 'y and My NF My implies F2 F’ and Ml 1‘1,1 Mé

We introduce Lemma [2] which proves that for two s-equivalent memories, if the l-value
evaluation of an expression yields a label below s, then it is evaluated to the same location in
the second run, and to a label that is less restrictive than the label of the first run.

Lemma 2 (L-value evaluation in s-equivalent memories)
For all E, My, M5,T'1,T'2,s €S, such that I's &4 'y and M, le“l My,
for all a € Exp such that E+ a, M, I'1 < 11,81 and E+ a, My, T's < s, so
then
s1 C s implies that Iy = ly and so C 81

PRroo¥r:
LET: E, My, My, T'1,T'y and s € S.
LET: a € Fxp such that £+ a, M1,T'1 < l1,s1 and E F a, My, Ty <= 15, 52.
ASSUME: 1.T9 C, Ty
2. My ~p, My
3. S1 E S
Prove: 1.0 =1,
2. S2 E S1
PRrROOF SKETCH: By induction on l-value evaluations of expressions.
(1)1. CaAsE: LV
(2)1. s9 = s1 = public
(3)1. Q.E.D.
PROOF: By rule LV;,4, labels associated to l-values of variables are defined as the bottom of
S
<2>2. E(a) = ll = lg
(3)1. Q.E.D.
PRroor: By rule LV;4. Environment E is the same for both runs.
(2)3. Q.E.D.
PROOF: By (2)1 and (2)2.
<1>2. CASE: LVyem
LET: l4,s1,1, s, and I}, s],1', ). such that
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(VEFa, My, Ty < lo,s;  Mi(ly) = ptr(ly)
' (la) = s s1 =58, Us,

RV
E+ a, Ml, Fl = ptr(ll), S1
LVyeMm
EF *a,Ml,Fl = 11,81
F+ a, MQ,FQ = l;, S; Mg(l;) = pt’l”(lg)

To(l) = & —$Ls

RV 2( a) Sy 52 51 Sp
B a, My, Ty = ptr(la), s

LVyvEM

E+ *CL,MQ,FQ <~ 12,82
SUFFICES ASSUME: s1 C s
PROVE: 1. 55 C s
2. lo=1
(2)1. s;Csand s-C s
(3)1. Q.E.D.
PROOF: By assumption of (1)2 sy = s;Us, C s
(2)2. I, =l and 5] C g
(3)1. Q.E.D.
PRrooF: By induction on derivation depth of *a, using (2)1 and assumptions |1| and
(2)3. s C sy
(3)1. Q.E.D.
PROOF: By (2)1 and assumption [T} T2(ls) T T'1(l,) C s
(2)4. Q.E.D.
PROOF: By (2)2 and (2)3, s = s] Us,. C s; Us, = s1, and [y =l by assumption [2 and (2)1.
(1)3. Q.E.D.
PROOF: By induction on the evaluation of l-values and (1)1 and (1)2.

Corollary [I] generalizes the result of Lemma [2] to include all expressions.

Corollary 1 (R-value evaluation in s-equivalent memories)
For all E, My, M5,T'1,T5,s €S, such that T's T4 'y and M, ~T, Mo,
for all a € Exp such that E+ a,M1,T'1 = v1,81 and E+ a, M3, T's = va, so
then
s1 C s implies that v1 = vy and s3 C s

PROOF:
By induction on r-value evaluations, using lemma [2| []

Theorem [I] proves the soundness of our semantics with respect to TINT.

Theorem 1 (Soundness) The information flow-extended semantics is sound with respect to
termination-insensitive non-interference as defined in[3

PROOF:
By induction on the evaluation of instructions.
LET: E,T'1,T9, My, M{, My, M} and pc,,pc, € S such that:
Etc M, Iy, pc, = M{, T} and E + ¢, M3, T's, pe, = M3, T4,
LET: Let s € S.

ASSUME: 1. e, C pe,
2. FZ Es 1—‘1
3. My ~f, M>
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Prove: 1.T,C, T
2. Mj ~ M
(1)1. CAsE: Skip
PROOF: By assumptions [2 and [3]
(1)2. CASE: Assign

LET: [y, 81, v, 82,1}, 81, V5, s, such that the evaluation of instruction a; = ay in both M;,T
and Mo, 'y yield:

Etray,M,I'y <<l1,s7 EtFay, M{,I'1 = vg,s9 S, = 81U so |_|]£1
M| = Mq[ly <5 vy] T =T1[ly <= s;,] T =update(a; = az,s1,T7)

(Assign) —
EF a; = a2’M1’F17]£1 = Ml,Fl

Etay, My, Ty <= 1,57 EFag, My, Ty = vh,85 s), = s UsyUpc,
My = Mp[l] <= vy] T4 =To[l] <=5,] T4 = update(ay = ag,s1,T%)
E'_a1:a27M27F27E :>Méﬁr/2

(Assign)

SUFFICES ASSUME: [ € '[! (s)
PrROVE: 1.1¢eT5 1 (s)
2. M (1) = M)
<2>1 CASE: | € Sp(a1 = ag)
PROOF SKETCH: In this case, the same location I; = I} is modified by the assignment a; = ay
for both runs. It suffices to consider two cases:

e [ = ly: the initial values mapped to [ are modified in both runs. Yet, the same values
are mapped to [ after the execution of the assignment since its output security label is
below s

e [ # I1: only the security label of [ is modified by the update operator. Yet, it is still
below s for both runs.

(3)1. Iy =1} and s{ C s

(4)1. s1Cs

G)L. Ty (1) = T(0) Uy

(5)2. Q.E.D.

PRrROOF: By assumption of (1)2 (I'{(I) C s)
(4)2. Q.ED.

PROOF: by (4)1, and Lemma on the l-value evaluation of a; in both M7,I'; and Ms,T's,
and assumptions [2] and [3
(3)2. CAsE: I =1
(1. () =s1UsaUpe Es
(4)2. vo =vh and s5C s
(5)1. 53 C s
(6)1. Q.E.D.
PROOF: By (4)1
(5)2. Q.E.D.
PRrROOF: By (5)1, and Corollary |1| on the r-value evaluation of as in both M;,T'; and
M, T3, and assumptions [2] and [3]
(4)3. Iy(lh) =s1UsyUpe, Cs
(5)1. pc, C's
(6)1. Q.E.D.
PROOF: By (4)1 and assumption [[]
(5)2. Q.E.D.
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PRrROOF: By (3)1 and (4)2 and (4)3
(4)4. Q.E.D.
PRrROOF: By (4)3 and (4)2
(3)3. CasE: [ #1;
(1. () Cs
GYL () =T () U sy
(6)1. Q.E.D.
PROOF: By the semantics rule of the execution on M;,T'; and (2)1
(5)2. Y1) = T4 (1)
(6)1. Q.E.D.
PROOF: By (3)3 and the semantic rule on M;, Ty
(5)3. Q.E.D.
PROOF: By assumption of (1)2 and (5)1 and (5)2
(4)2. M{(1) = My()
(5)1. My (1) = Mi(l)
(6)1. Q.E.D.
PROOF: By (3)3
(5)2. My(1) = Ma(l)
(6)1. Q.E.D.
PROOF: By (3)3 and (3)1
(5)3. My(l) = Mx(1)
(6)1. Q.E.D.
PROOF: By (4)1 and assumptions [3| and
(5)4. Q.E.D.
ProOF: By (5)1 and (5)2 and (5)3
4)3. TH(I) C s
(5)1. To(1) C s
(6)1. Q.E.D.
PROOF: By (4)1 and assumption [2]
(5)2. Ta(l) = T4(0)
(6)1. Q.E.D.
PROOF: By (3)3 and (3)1
(5)3. Th(l) = T3() U s}
(6)1. Q.E.D.
PROOF: By the update operator of the semantic rule on My, 'y and (2)1
(5)4. Q.E.D.
PRrROOF: By (5)1, (5)2, (5)3 and (3)1
(4)4. Q.E.D.
PROOF: By (4)3 and (4)2
<2>2 CASE: [ ¢ Sp(al = ag)

PROOF SKETCH: In this case, neither the value nor the security label associated to the

location ! changes.
3)1. Iy()=T{()Cs
(4)1. Q.E.D.
PROOF: By (2)2 and assumption of (1)2
(3)2. ML) = Mj(1)
(1. Mi(1) = My (1)
(5)1. Q.E.D.
PROOF: By (2)2 since [y # 1
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(2. My(1) = My(Q)
(5)1. Q.E.D.
PROOF: By (2)2 since I} # 1
(4)3. My(l) = Ma(1)
(5)1. Q.E.D.
PROOF: By (3)1 and assumptions [2| and
(4)4. Q.E.D.
PROOF: By (4)3, (4)2 and (4)1
(3)3. Th(1) C s
(1. Th(D) = T5(0)
(5)1. Q.E.D.
PROOF: By (2)2
(92, To(1) C s
(5)1. Q.E.D.
PROOF: By (3)1 and assumption [2]
(4)3. Q.E.D.
PROOF: By (4)2 and (4)1
(3)4. Q.E.D.
PRrROOF: By (3)3 and (3)2
(2)3. Q.E.D.
PROOF:By (2)1 and (2)2
<1>3 CASE: I.ftt
LET: vy, 81,2, $2 such that the evaluation of instruction if (a) ¢ else cg in My, Ty yield:

Eta, M, Ty = vy,81 istrue(vy)

@/1:51 u@l E"Cl,Ml,Fl,ElliM{,F/{

'y = update(cz, pc, T'Y)

E+ Zf (a) C1 else cQaMlal—‘l?]El = M{7F/1 RV E+ a, M27F2 = V2,59

LET: | € Loc
SUFFICES ASSUME: I'j(I) C s

Prove: 1.TL()CT ()

2. Mi(1) = My(1)

(I fu)

(2)1. CASE: s1 C s
PROOF SKETCH: In this case, both executions in My,I'y and Ms, 'y execute instruction c;.
Therefore, an induction on ¢ is sufficient.
(3)1. vy = vy and s2 C 51
(3)2. Q.E.D.
PROOF: By assumption of (2)1 and Corollary
Execution is Ms, 'y yield:
EtFa, My, Ty = vq,89 istrue(vy)
pcy = sgUpe, B e, My, Topc), = My, Ty
'} = update(cz, pc),, I's)

1
fu Etif (a) 1 else co, M2, T's, pc, = M;,T%

(3)3. pcy E pc)

(4)1. Q.E.D.

PROOF: By (3)1 and assumption [l and rules I f;; of both executions.
(3)4. Mj ~p My and T C, TY

(4)1. Q.ED.
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PRrROOF: By (3)3, assumptions [3| and [2] and induction hypothesis on the evaluation of
instruction c;.
(3)5. Th C, I
LET: I € loc
SUFFICES AsSUME: I'{(I) C s
Prove: T%(1) CTY()
(4)1. CASE: | & Sp(c2)
(5)1. Q.E.D.
PROOF: By (3)4, assumption of (4)1 and definition of operator update, I (1) = I'j(I) C
I = TY()
(4)2. CASE: | € Sp(c2)

(5)1. Q.E.D.
Proor: By I'y(1) = pc, C T'5(1) and I'| (1) = pc| T I'{(I) and (3)4 and (3)3.
(4)3. Q.E.D.
PROOF: By cases (4)1 and (4)2
(3)6. Q.E.D.

PROOF: By (3)5 and (3)4.

(2)2. CASE: $1 L s
PROOF SKETCH: In this case, if the label of location [ is below s, that means that location
[ could not have been assigned neither by instructions ¢;, nor by instruction c;. Otherwise,
pc would have been propagated to the label of [ which would be greater than s;.

(3)1. 1 & Sp(c2)
(4)1. Q.E.D.
PROOF: By assumption of (1)3 (I'}(l) C s). In fact, [ € Sp(cz) implies that s; T I (1)
which means T (1) £ s.
(3)2. L ¢ Sp(cr)
(1. Q.E.D.
PROOF: If there exists an assignment in ¢; that may write to location [, then the update
operator would propagate @’1 iZ s to Iy (1).
(3)3. My(1) = M{(1) and Ty (1) = T, (1)
(4)1. Q.E.D.
PRrROOF: By (3)1 and (3)2 since [ is neither written by ¢; nor operator update.
(3)4. My(1) = Mj(1) and T (1) = Th (1)
(4)1. Q.E.D.
PRrROOF: By (3)1 and (3)2 since [ is neither written by ¢, nor cs.
(3)5. Q.E.D.
PrOOF: By (3)3 and (3)4 and assumptions [2| and
(2)3. Q.E.D.
PROOF: By (2)1 and (2)2.
<1>4 CASE: Ifff
PROOF: by symmetry of (1)3.
<1>5. CAsgE: Wy and Wy
(2)1. Q.E.D.
PRrOOF: While rule is semantically equivalent to if (a) c;while (a) ¢; else skip
(1)6. CaAse: Composition
(2)1. Q.E.D.
PROOF: By induction on ¢y, then on cs.
(1)7. QE.D.
ProOOF: By (1)1, (1)2, (1)3, (1)4, (1)5, (1)6 and induction on instruction evaluation =.
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Theorem [2] proves that our program transformation preserves the behavior of the initial
program.

Theorem 2 (Initial semantics preservation) For all ¢, E, M,T’, pc, pc such that:
Elvarpy F ¢, M|poc(p)s Ul Loc(p), Pc = M1,T1 and E += Tc,pc], M,T', pc = Mo, Ts.

Then, Ma|poc(py = My and T'a|pocpy = T'1.

PROOF SKETCH: By induction on instructions evaluation =, knowing that the instructions added
by transformation 7" handle only shadow variables.
LET: E7 M, F,pC7 Ml, Fl, MQ, T's.
AsSUME: 1. E'F ¢, M|poepy, Tl noc(py, pC = M{, T
2. E+Tle,pc], M,T, pc = M, T
PROVE: 1. Mj|poepy = M|
2. T%|poc(p) =T
(1)1. Locations pointed by shadow variables are disjoint from initial locations Loc(P)
PrOOF:
LET:
Locy (T[P]) £ {l : Yo € Var(P) AVk € [0,2(x)] AVr € [0, 2(k)],E F *"A(z, k), M <= 1)}.
Then Locy (T[P]) N Loc(P) = () since for any x,y € Var(P), *™y has a type ptr(*)(x) whereas
«"A(x, k) has a type ptr(*)(r,). Hence *"y and *"A(x,k) cannot point to the same location
l. That stems for the fact that the transformed program is typable if the initial program is
typable.
(1)2. CAsE: Skip
(2)1. Q.E.D.
PRroOF: Holds since output memories are equal to input memories.
(1)3. CASE: Assign
Evaluation of instruction a; = az in M|z.c(py, I'|pocpy yield :

E+ a17M|Loc(P)7F‘Loc(P) < l1751 E a2aM|Loc(P)7F‘Loc(P) = V2, 82
s =51 UsyUpc s’ =51 Upe

M{ = MlLoc(P)[ll — ’Ug] Fll/ = FlLocTP)Ul — S]
I} = update(a; = az,s’,T7)

(Assign) V=Y
Eta; = as, M‘Loc(P)u F|L0(:(P)7E = Ml?rl

Transformation 7" maps to a; = as instructions :

A(a1,0) = Lr(a1) U Lg(az) U pc;

A(a1, k) = Alag, k); Yk € [1, D(aq))

AE=Y(1),0) = A(E~Y(1),0) U LL(a1) Upc; Vi € Sp(ar = az)

ap = az2;

LET: c¢r be the instructions added by the transformation T, and My, 't such that: E +

cr, M,F,pc = MT,FT and F+a; = GQ,MT, FT,pC = Mé,F’z

(2)1. Mr|poe(p) = M|Loc(py and I'r|Loc(p) = M| Loc(P)
(3)1. Q.E.D.
PRrooOF: By (1)1, ¢r does not modify neither values nor security labels mapped by M,T" for
locations | € Loc(P). Hence, output memories My, 't are equal to initial memories M, T
when both pairs are restricted to the set of initial locations Loc(P).

(2)2. Q.E.D.

ProOOF: By (2)1, and since instruction a; = ag handles only locations in Loc(P), output

memories are equal when restricted to Loc(P).

T[al = a272£] =
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<1>4 CASE: Iftt
Supposing that the conditional guard is evaluated to true, evaluation of instruction i f (a) c; else co
in M|poc(py, Ul Loc(py yield:

EFa, M|rocpy: Il Loc(p) = v, 8 istrue(v)
pd =sUpc  Etci,M|poepy; UlLoc(p), P = My, Ty
I = update(cz,pc’,Ty)

Etrif (a) c1 else e, M| poc(p), Ll Loc(pys pc = M7, T
Transformation T" maps the initial conditional to the following instructions :
pc’ = Lr(a) U pc;
if (a){

Tles, pc]

A(E~Y(1),0) = A(E~1(1),0) U pc; VI € Sp(ca)
1 else {

T'ea, pc'l;

A(E~1(1),0) = A(E~1(1),0) LU pcd; VI € Sp(cy)

(I fer)

T[if (a) c1 else ca,pc] —

}

The same branch is executed for both runs since a is evaluated to the same value (assumed to
be true).

LET: My, T such that E+ T[ey,pc'], M, T, pc’ = Mrp,Tr.
(2)1. M{|poepy = Mr and T |poepy = I'r
(3)1. Q.E.D.
PROOF: By induction on the evaluation of both T'[c1, pc] in M, T" and also ¢1 in M| poc(py, Il £oc(P)-
(2)2. M3|poc(p)y = Mr|Loc(p) and T 1oc(p) = I'rlLoc(p)
(3)1. Q.E.D.
PrOOF: By (1)1, instructions A(E~1(1),0) = A(E~%(1),0) U pc;Vl € Sp(cz) and operator
update only handle shadow variables. Hence output memories M}, T, are equal to input
memories My, 't when restricted to Loc(P).
(2)3. Q.ED.
PROOF:By transitivity and (2)2 and (2)1.
(1)5. CASE: ifyf
(2)1. Q.E.D.
PROOF: This case is symmetrical to i fi
<1>6 CAse: Wy
Evaluation of while (a) ¢ yields:
E 't a, M|poep), Tl Loc(p) = v, 8 istrue(v) pc’ = slpe
Etrc,M,T,pc = M/, T}
E + while (a) ¢, M, T ,pc = M, T;s
E + while (a) ¢, M|poep), T, pc = M{, T
Transformation T yields the following instructions :
while (a) {
pc’ = Lr(a) U pc;
Twhile (a) c,pc] = Tle,pc']; }
pc’ = Lr(a) Upc;
AE~Y(1),0) = A(E~(1),0) LU pd; VL € Sp(c)

(Wit)

LET: MT, FT7 Mr}, F{T such that :
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Etpd = Lg(a)Upc;, M,T, pc = My, Ty, and
E+ Tle,pc); My, Tr, pc’ = M., Th., and
E + T[while (a) ¢, pc], M}, Tt pc = M, T%. Then,
EFa, MT =v,s istrue(v) pc’ =sUpc
E+pd = Lg(a)Upe; Tle,pc;, M,T,pc = My, T
E F Tlwhile (a) ¢, pc|, M, T, pe = M3, T
E + T[while (a) ¢,pc], M,T, pc = M, T
(2)1. Mr|poc(p) = M|Loc(py and I'r|Loc(p) = Tl Loc(p)
(3)1. Q.E.D.
PRrROOF: By (1)1, knowing that pc’ = Lr(a) U pc handles only shadow variables.
(2)2. M7 |poc(p) = My and Tp[poc(p) =T
(3)1. Q.E.D.
PRrROOF: By (2)1 and induction on evaluation of both ¢ and T[e, pc/].
(2)3. Q.E.D. B
PRrROOF: By (2)2 and induction on both evaluations of T[while (a) ¢,pc] in M5, T/ and
while (a) ¢ in MY, TY. o
(1)7. CaSE: Wiy
Evaluation of while (a) ¢ yields :

Wt t

Er a, M|Loc(P)» F|Loc(P) =,8
W isfalse(v) pc =slpc I, = update(c,pc’,T|Loc(p))
Wi E b while (a) ¢, M,T,pc = M|poe(p),
Evaluation of while (a) {E + pc’ = Lr(a)Upc; Tle,pc]; } yields :

Etra,M,l'=v,s isfalse(v) pcd =sUpc T4 =update(c,pc’,T)
E + while (a) {E + pc’ = Lg(a)Upc; Tle,pc];}, M, T, pc = M,T}
Then, evaluation of the remaining instructions yields : o
EFpc = Lr(a) Upe; A(E7L(1),0) = A(E7L(1),0) Upc; VI € Sp(c), M, T4, pc = M}, T
)1 T = Tl our)
(3)1. Q.E.D.
PROOF: Operator update modifies only the values mapped to locations of Sp(c) in I' and
I'|Loc(p) by assigning to them the same values I'(I) U pc’, VI € Sp(c).
(2)2. Q.E.D.
ProOF: By (1)1 and (2)1, Ms|roc(p) = M|Loc(py and T'y|poc(p) = Tf-
(1)8. CasE: Composition
(2)1. Q.E.D.
ProoO¥F: By Induction on both ¢; and ¢,
(1)9. Q.E.D.
PRrROOF: By (1)2, (1)3, (1)4, (1)5, (1)6, (1)7, (1)8 and induction on the evaluation rule =.

Lemma [I] proves that our program transformation maintains the aliasing invariant.

Lemma 1 (Aliasing invariant)
For all E,c, M, M',T",1", pc, pc such that E & T[c, pc], M,T",pc = M',T".
Let the predicate Q(M) = Vz,y € Var(P), for all v € [0, 2(y)],
T Nl1\1/JIal *ry
= Vk €0, 2(x)], Az, k) ~jya A"y, k)
Then Q(M) = Q(M').
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PROOF SKETCH: By induction on instructions evaluation =.
LET: ¢, E, M,T,pc, M', T’ pc such that E + T[e,pc], M,T', pc = M’ T".
LET: Q(M) £ Va,y € Var(P), for all r € [0, 2(y)],
Z N%al *Ty (1)
= VEk € [0,2(x)], A(m, k) ~lu A"y, k) (2)
— 3k >0,A(z, k) ~M, A(x"y, k) (3)

ASsuME: Q(M).
PrOVE: Q(M').
(1)1. CaAsE: Skip

(2)1. Q.ED.

Proor: M = M'.
(1)2. Case: Composition

(2)1. Q.E.D.

PROOF: By induction, M’ holds after evaluation of T[e1, pc]. Hence, by induction on T'[ca, pc]

Q(M’) holds after execution of T'[cy; ¢z, pc].
<1>3 CASE: Iftt

Transformation 7" maps the following instructions to conditionals :

pc’ = Lr(a) U pc;
if (a){
Tlc1,pc]
(E=1(1),0) = A(E~1(1),0) Upc; VI € Sp(cs)
0

=

Tlif (a) ¢ else ca,pc] —
}else {
Tlea, pc];

AE~(1),0) = A(E71(1),0) Upc; VI € Sp(cy)

}
LET: My, T such that : E+ pc’ = Lg(a) Upe, M,T,pc = Mz, .
LET: M;,Ty such that E & T|ey,pc], My, T'p, pc’ = M;,T.
LET: Mj, T such that E = A(E~1(1),0) = A(E~1(),0) U pc;Vl € Sp(ca), My,T1,pc’ =
M, T, B
LET: M',T' such that EFif(a){T[c1,pc];...;} else {...}, Mp,Tr,pc’ = M' T
(2)1. Q(My) holds B
(3)1. Q.E.D.
PROOF: pd’ = Lr(a) U pe; only modifies pc’, which is of type 7. No l-values are modified,
hence Q(M7) holds since (M) holds.
(2)2. Q(My) holds
(3)1. Q.E.D.
PRrROOF: By induction on T'[eq, pc’] knowing Q(Mr).
(2)3. Q(M7) holds
(3)1. Q.E.D.
PRrROOF: Modified variables are of type 75, therefore no l-values are modified. Hence Q(M7)
holds from Q(My).
(2)4. Q.E.D.
PROOF: M’ is equal to M/ by the evaluation rule if;;. Hence Q(M") holds by (2)3.
(1)4. CASE: ifyy
(2)1. Q.E.D.
PROOF: This case is symmetrical to the if;; rule.
(1)5. Case: Wy, and Wy
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(2)1. Q.E.D.
PROOF: Derives from the cases ify; and ifyys.

(1)6. CASE: Assign
PrRoOOF skiETCH: This is the most interesting case. We are going to prove that new aliasing
relations for initial variables are reproduced for shadow variables, without breaking old aliasing
relations. Transformation 7" maps the following instructions to assignment a1 = aq:

T[a’l = anpd =

A(a1,0) = L1 (a1) U Lr(az) U pc; (instruction %)
Aay, k) = Alaz, k); Yk € [1, Z(a1)) (instruction cl.)
AE7Y(1),0) = A(E71(1),0) U L1 (a1) Upc; VI € Sp(ar = az)  (instruction %)
a1 = a;

LET: instructions cJ., ¢k and c¢% be as shown above, and cr = ¢%; ch; c2.;.
LET: My,T'y, My, Ty and Mz, T'5 such that: E ¢, M, T, pc = M;,T, and
Etch M, T,pc= M, Ty, and E + c&, M, T, pc = Ms,T3.
Then (only relevant semantics operations are shown below) :
EF A(al, ) M, T <= lA(a1 0)> SA(a1,0)
EF Lr(a1)ULr(az) Upe, M,T = va(a,,0)5 Sh(ay,0) My = M[l; — v

E+ CT7M7F5E2> Ml,Fl

(Assign)

EFcp, My, Ty, pc = M, Ty Et ¢4, My, To,pc = M, T3

E+ al,Mg,rg = lal,Sal
E+ G,Q,Mg,rg = Sayy Vas M = Mg[lal — Ua2]
EF a; = CQ,Mg,FgJE? M/,F/

(Assign)

E+ Tlay = ag,pc|, M,T,pc = M', T’
<2>1 M3|Loc(P) = M2|LOC(P) = Ml‘Loc(P) = M|Loc(P)
(3)1. Q.E.D.
PrOOF: Since locations pointed by initial variables are disjoint from locations pointed by
shadow variables, and ¢r only handles shadow variables (this have been proven in previous
lemma).
(2)2. CAsE: Q(M').(1) = QM").(2)
AsSUME: Q(M) and Vz,y € Var(P), for all r € [0, 2(y)],
T N%z;l "y (1)
— Yk € [0,2(x)], Az, k) ~2L, A"y, k) (2)
PRrOOF SKETCH: By induction on r € N. The special case when r = 1 is also proven in order
to be used later during the proof.
(3)1. CASE: r=0
(4)1. Q.E.D.
PROOF: x N%c;l y implies x and y are the same variable since environment F is a bijection.
(3)2. Case: r=1
AsSUME: x ~M sy
PrROVE: Vk €[0,2(x)],A(x, k) ~ lml A(xy, k)
LeT: I, € Loc(P) such that E F y, M’ < [, and M'[l,] = I, (We will explicit neither I’
nor security labels as they are useless for this). Notice that E  y, M <« [, since

Inria



Program Transformation for Non-interference Verification on Programs with Pointers 27

E(y) =1y,
PROOF SKETCH: Either a; is an alias for y (in both M or M’), then a; modifies the
r-value of y, and T create new aliasing relations for shadow variables of x and *y. Or a;
is not an alias for y, then the aliasing relations already exist in M and are not modified
in M'.
(4)1. CaSE: a; ~M y
(5)1. a3 ~M 1y
(6)1. Q.E.D.
PROOF: M3|1oc(py = M|Loc(py ((2)1) and a; = ag modifies only the r-value of ay,
not its l-value.
(5)2. xag ~M  x
(6)1. Q.E.D.
PROOF: a1 = ags maps vy to lg, in M’'. As *a; end up being aliased to &z in M’
(assumption of (3)2), vy must be equal to ptr(l;) in Msz. Hence *ag is an alias for z
in M3, and also in M by (2)1.
(5)3. Vk € [0, Z(x)], A(xag, k) ~
(6)1. Q.E.D.
PROOF: By (5)2 and Q(M).
(5)4. Vk € [0, 2(2)], A(saz, k)~ A, k)
(6)1. Q.E.D.
PROOF: The l-values of A(xas,k) = xA(az,k + 1) in M are equal to those in M’.
If the r-value of A(ag, k + 1) were to change, it would definitely be because of ¢
(the only instructions manipulations pointer shadow variables). That would mean
that there exists ki such that A(a1,k1) ~M, A(az,k + 1) (). That would imply
that k1 = k + 1 by typing. Hence, (M) implies that a; and as are aliased, and so
Aag, k) ~M ., Aaq, k) for all k € [0, Z(a1)], meaning that cr overrides the r-values
of A(ag, k + 1) in M by writing the same r-value in M’.
(5)5. Vk € [0, Z(y)], Alar, k) ~jpa Ay, k)
(6)1. Q.E.D.
PrOOF: By (5)1 and Q(M).
(5)6. Vk € [0, 2(y)], Aar, k) ~
(6)1. Q.E.D.
PROOF: Ounly r-values of A(ay, k) are modified by cr, and the l-value of A(y, k) =
E(A(y,k)) is constant.
(5)7. Yk € [0, 2(x)], Alkar, k)~ A(saz, k)
(6)1. Q.E.D.
PROOF: After the assignments cr, for all & € [1,2(az)], the r-values of A(ay,k)
are equal to A(ag, k). Dereferencing both means that Vk € [1,Z(az)], we have
*A(ay, k) ~M ) «A(ag, k). Hence Vk € [1, Z(as)], A(xar, k —1) ~M' A(xag, k—1). A
change of variable k +— k — 1 gives the desired result, knowing that 2(as) = 2(z) +1
by (5)2 and typing.

Az, k)

~M
lval

M
lval

Ay, k)

M
lval

(5)8. Yk € [0, Z(xy)], A(xar, k) ~M, A(xy, k)

(6)1. Q.E.D.

PROOF: By dereferencing (5)6 for k € [1, Z(y)] and a variable change k — k — 1.
(5)9. Q.E.D.

PROOF: By transitivity and (5)8, (5)7 and (5)4, Vk € [0, 2(x)], A(z, k) ~M ) A(xy, k).
(4)2. Casg: —(a; ~M y)

<5>1 T Nl]\'gal Y
(6)1. Q.E.D.
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PROOF: The r-value of y is not changed by assignment a; = ag since (4)2. It is
neither changed by c¢r since <2>1.
(5)2. Vk € [0, 2(x)], Az, k)~ A(sy, k)
(6)1. Q.E.D.
PRrROOF: By Q(M).
<5>3 Vk € [0’ .@(ﬂf)] A(Jf k) lval A(*y7k)
(6)1. Q.E.D.
PRrOOF: If exists k such that the l-value of A(xy,k) = *A(y,k + 1) is changed by
cr, then the r-value of A(y,k —|— 1) is overridden by c¢p. That means that there
exists kq such that A(a1, k1) ~M, Ay, k + 1). Hence, by typing k1 = k + 1 and
Alar, k1) ~M Ay, k1). Then Q(M) implies that a; ~ , y which was supposed to
not hold in this case (4)2.
(5)4. Q.E.D.
PRrOOF: By (5)3.
(4)3. QED.
PROOF: By (4)1 and (4)2.
(3)3. CASE: r>1
ASSUME: & ~M ) 5ty
PrOVE: VEk € [0,2(x)],A(z, k) ~ lval A"y, k)
(4)1. 3z € Var(P), such that "y ~M 2 and Vk € [0,2(2)], Az, k) ~M L A(x"y, k)
(5)1. Q.E.D.
PRrOOF: Since the only way to create locations is through variable declaration, there ex-
ists a variable z which is pointed by *"y. By induction on r, we have Vk € [0, Z(z)],, A(z, k) ~

A(<"y, k). ,
(4)2. Vk € [0, Z(x2)], A(x2, k) ~M  A(x" Ty, k)
(5)1. Q.E.D.

PROOF: By dereferencing one time both sides of the aliasing relation in (4)1 for k €
[1,2(z)] and a variable change k +— k — 1.
4)3. & ~M w2 and VE € [0, Z(x)], Az, k) ~M, A(xz, k)
(5)1. Q.E.D.
PROOF: By (4)1 , we have z ~M xz. Then by the case r = 1 ({3)2), we have the
aliasing relation for shadow variables.
(4)4. Q.E.D.
PROOF: By (4)3 and (4)2 and transitivity, Vk € [0, 2(x)], A(z, k) ~M A"y, k).
(3)4. QE.D.
PRrROOF: By induction on r, (3)3 and (3)1.
(2)3. CAsSE: Q(M').(3) < Q(M").(2) = Q(M’).(1)
AssuME: Q(M) and Vz,y € Var(P), for all r € [0, 2(y)],
Vk € [07 @(l’)] NEND Nlj\gal A(*Tyv k) (2)
— 3k >0,A(z, k) ~ %al A"y, k) (3)
= Nll\/vlal *" Y (1)
PROOF SKETCH: (2) = (3) holds. We prove (3) = (2) by induction on r as in (2)2.
We focus on the most interesting case, r = 1.
(3)1. CAsE: r=1
ASSUME: x,y € Var(P), such that 3k, A(x, k1) ~M ) A(xy, ky).
(4)1. CasE: 3k’ such that the l-value of A(xy, k') changed between M and M’
<5>1' ai Nlj\gal Y
(6)1. Q.E.D.
PROOF: The l-value of A(xy, k") = xA(y, k" + 1) changed, meaning that the r-value
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of A(y, k" + 1) has been overridden by cr. That means that there exists k; such that

Aar, k) ~M Ay, k' +1) and k' + 1 = k;. Then by Q(M), a1 ~M, y.
<5>2 - N%al *ag
(6)1. Q.E.D.

PROOF: Since as has been assigned to aj, and a; ~M  y ((5)1), the r-value of
A(ag, k1 + 1) in M has been assigned to A(y, k1) +1) in M’'. Knowing A(y, k1 + 1)
in M’ points to A(z, kl) we conclude that A(ag, k1 + 1) in M’ points to A(z, kq).
Hence #A(ag, k1 +1) ~M  A(x, k1). Then by Q(M) and A(xaz, k1) ~M , A(x, k1), we
conclude that  ~M , xas.
(5)3. Q.E.D.
PRrROOF: For all 0 < k < Z(a;) — 1, the r-value of A(ai,k + 1) in M’ is equal to
that of A(ag,k + 1) in M after evaluation of assignments cr. By (5)2, A(ag, k + 1)
points to A(z,k). Therefore, (5)1, A(y,k + 1) also points to A(z, k), meaning that
A(xy, k) ~M 0 A(x, k), for all k € [0, 2(x)]. Also, by (5)1 and (5)2, & ~M, y holds
after evaluation of a; = as.
(4)2. CASE: —(3k' such that the l-value of A(xy, k') changed between M and M’)
(5)1. Q.E.D.
PRrROOF: Vk € [ P (*y)], the l-value of A(xy, k') in M is equal to that in M’. Particularly,
Ay ki) ~fl Al k). By QD). Yk € 0.9()] Alsy. k) ~fly Ae.k). Whieh
means that Vk € [0, 2(x)], A(xy, k1) ~M, A(x,k) since neither l-value of A(xy, k1)
changed. Also, By Q(M), we have z ~ , xy. Hence, z N%(;l xy since if the r-value of
y changes, that would mean that a; is an alias for y, causing the r-value of A(xy, k) to
be overridden which is not the case since (4)2.
(4)3. QED.
PROOF: By (4)2 and (4)1.
(3)2. Q.E.D.
PrOOF: Using the case r = 1 ((3)1), we conclude by introducing a variable z such that
*Z N%;l 2 and then by induction on r as done in (2)2.

lval

Theorem [3] proves that our program transformation is sound with respect to our monitor
semantics.

Theorem 3 (Sound monitoring of information flows) Let ¢, for all E, M, T, M' T such
that E + Tlc,pc], M,T,pc = M',T".

Let us define the predicate Y(E, M,T') £ for all z € Var(P), for all k € [0, 2(x)],

Etr bz M <l and T(lyy) = sop = EF+5A(2,k), M = s,

The following result holds: Y(E,M,T) and E + pc, M = pc = Y(E,M',T").

First, we prove that operators £, and L captures resp. the labels of l-value evaluation and
r-value evaluation. We introduce hence Lemma [3]and Corollary 2]

Lemma 3 (Sound operator L;) Let E, M,T', such that Y(E, M,T) holds. for all a € Exp,
ErtaMT <l,s = EFLp(a),M=s

PROOF SKETCH:By induction on l-value evaluations.

LET: E, M,T, such that Y(E, M,T) holds.

LET: a € Exp,l € Loc,s € S, such that E+a, M,T < [,s.
ProOVE: EF Lp(a),M = s
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(1)1. Case: LVip
(2)1. Q.E.D.
PRrOOF: By definition of £y, (id) and rule LV;p, both are equal to public
<1>2 CASE: LVyiem
Evaluation of ¥z in l-value position yields:
Eta,M,T <1, 58 M(l,) = ptr(l)
T(l,) = s s =5 s,
Eta,M,T = ptr(l),s
Etxa, M, <1 s
Also, by definition we have: Ly (xa) = Lr(a) = Lr(a) U L(a).
(1)3. Q.E.D.
PRrROOF: By induction, we have E F Lp(a),M = s. Also, T(E, M,T') implies that F +
L(a), M = s,. Hence, EF L (xa), M = s.

RV

LVyeM

Corollary 2 (Sound operator Lg) Let E, M,T', such that Y(E, M,T) holds. for alla € Exp,

Eta, MT =v,s = EF Lg(a),M=s

(1)1. Q.E.D.
PROOF: By induction on r-value evaluations of expressions, using Lemma [3]

Theorem [3] proves that our program transformation is sound with respect to our monitor
semantics.

Theorem 3 (Sound monitoring of information flows) Let ¢, for all E,M,T, M’ ,T" such
that E + T[c,pc], M,T,pc = M',T".
Let us define the predicate Y(E,M,T') £ for all x € Var(P), for all k € [0, 2(x)],
ErsFe M <l and T(lyy) = sop = EF Az, k), M = s,

The following result holds: Y(E,M,T) and E + pc, M = pc = Y(E,M',T").

PRrROOF SKETCH: By induction on instructions evaluation =-. The most interesting case is the
assignment.
LET: ¢, E,M,T,pc, M', T pc such that E + T[c, pc|], M, T, pc = M',T".
LET: Y(E,M,T) = for all z € Var(P), for all k € [0, 2(x)],
EFs*x, M <l and T(lyg) = sop = EF *5A(z,k), M = s,y
AssuME: T(E,M,T) and E + pc, M = pc.
Prove: Y(E,M',T"). B
(1)1. CaAsE: Skip
(2)1. Q.E.D.
PRroOOF: By assumption.
(1)2. CASE: Assign
PROOF SKETCH: We prove Y(E, M’ T") for any x € Var(P). Then we generalize this result by
Lemmato every l-value **z. Transformation 7 maps the following instructions to assignment
a; = ag:
T[a’l = a27pc} =

A(a1,0) = L1(a1) U Lr(a2) U pc; (instruction c3)
Aay, k) = Alaz, k);VEk € [1, 2(a1)) (instruction cl.)
AE7Y(1),0) = A(E71(1),0) U L1 (a1) Upc; VI € Sp(ar = az) (instruction c%)
ayp = az;
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LET: instructions ¢, ¢} and ¢% be as shown above, and cr = ¢¥; ck; c&;.
LET: My,Ty, M3,T'y and Ms, T3 such that: E+ ¢}, M,T", pc = M;,I'1, and
Er+ c%«,M,F,E = M5,I's, and F + c%,M,F,E: M3, Ts.
Then (only relevant semantics operations are shown below) :
Et+ A(a1,0),M,T < IA(a1,0)> SA(a1,0)
EF Lr(a1) U Lr(az) Upe, M,T' = va(a,.0)s Sh(ay,0)
My = Mllx(a,.,0) = Va(ar,0)]

EF ¢}, M, T, pc= M;,Ty E & cp, My, Ty, pc = Ms,T's

(Assign)

E+ 0%7M27F27]£:> M37F3

El—al,Mg,F3<:la1,5a1 E"GQ,Mg,F3:>8a2,’l)a2
M' = M3[la, — va,] § = Sq, U Sq, Upe I =T3[ly, > 3
I'" = update(ay = az, sq, Upc,I'")
Etra = a27M37F37E$ M/,F/

(Assign)

E '+ Tla; = ag, pc], M, T, pc = M' T’
(2)1. Vz € Var(P),I"(E(z))=s = EF A,0),M' = s
LET: 2 € Var(P) such that I"(E(z)) = s.
(3)1. CasE: a; ~M &
PROOF SKETCH: In this case, T[c, pc] updates both z and A(z,0) such that T still holds.
4)1. s =T"(E(x)) = sq, Usa Upc
(5)1. Q.E.D.
PROOF: By assignment rule of a; = as since only instruction a; = as modifies values
mapped to l,, = E(x) € Loc(P).
4)2. s = UA(a1,0)
(5)1. Q.E.D.
PRroOF: By Lemma we have A(ay,0) ~M' A(x,0). Then we conclude by knowing that
A(ay,0) is assigned by instruction c¢%. That means that E + A(ay,0), M’ = VA (ay,0)-
(notice that ¢ also assigns A(aq,0). But since it just propagates r-values of Ly, (a;1)Upc
which are already propagated by c%, the value of A(aq,0) keeps being equal to UA(al’(]))
(4)3. Q.E.D.
PROOF: By (4)1, (4)2 and assumption Y(E, M,T'), vA(a,,0) = Sa, U s2 Upc (Lemmaand
Corollary .
(3)2. CasE: (a1~ ) and E(z) ¢ Sp(a; = ay)
LET: z € Var(P) such that IV(E(z)) = s.
LET: vj(g,0) such that £ A(z,0), M" = vp 0
PROOF SKETCH: In this case, neither x nor A(x,0) are updated. Hence the invariant holds
from Y(E, M,T).
<4>1 EF A(:L’70), M = VA(z,0)
(5)1. Q.E.D.
PROOF: Since A(z,0) in not modified by T'[a; = ag, pc]. a1 = as modifies only locations
in Loc(P). c% do not modify A(z,0) since E(z) ¢ Sp(a1 = a2). ck modifies only
pointers and A(z,0) is not. ¢ does not assign A(z,0) since =(a; ~}, x).
4)2. T(E(z)) =s
(5)1. Q.E.D.
PROOF: By the semantics of assignments, knowing that E(x) ¢ Sp(a; = a2).
(4)3. Q.E.D.
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PRrOOF:By (3)2 and (4)2 and YT(E, M,T), s = VA (2,0)
(3)3. CasE: —(a; ~M x) and E(z)inSp(a; = as)
PROOF SKETCH: In this case, s,, Upc and L (a1) are respectively propagated to respec-
tively T(E(x)) and A(x,0). We show that r-value evaluation of A(x,0) in M’ is equal to
the value of I'(l,,).
LET: z € Var(P) such that IV(E(z)) = s.
LET: Uj\(LO) such that £ A(z,0), M" = vp(z,0)-
LET: vp(q,0) such that £ = A(z,0), M = v (4,0)-
(4)1. Q.E.D.
Proor: By I'"(E(z)) = sq, Upc UT'(E(2)) and v}, o) = Lr(a1) Upc U vp(z,0). Also, by
T(E,M,T) we have s, = Lr(a1) and v(z,0) = I'(E(x)).
(3)4. Q.E.D.
PROOF: By (3)3 and (3)2 and (3)1.
(2)2. Q.E.D.
PrOOF:By (2)1 we can conclude. For all y € Var(P), k € [0, Z(y)], there exists z € Var(P)
such that x N%I;l xFy. Then E(x) is the l-value of **y in memory M.
Let s = I"(E(x)) . That implies that E = A(x,0), M’ = s ((2)1), and also E + **A(y, k), M’ =
s since A(xFy,0) ~M' A(z,0) (Lemma .
(1)3. Casge: Composition
(2)1. Q.E.D.
By induction on ¢; and then on cs.
(1)4. CASE: [Ify
Transformation 7" maps the following instructions to conditionals :

pc’ = Lg(a) U pe;
if (a) {

Ty, pc]

A(E=(1),0) = A(E71(1),0) Upc'; VI € Sp(cz)
}else {

Tles, pc'l;

AE~L(1),0) = A(E~1(1),0) Upc'; VIl € Sp(cr)

T[if (a) ¢ else ca,pc] —

}
LET: My,Tr such that : E+ pcd = Lg(a) Upe, M,T,pc = Mz, 1.
LET: M;,Ty such that E & T|ey,pc], My, Tp, pc’ = M;,T.
LET: M{,T} such that E + A(E~1(1),0) = A(E~1(1),0) U pc;Vl € Sp(cz), M1,T1,pd =
M, T,
LET: M’,T" such that EFif(a){T[c1,pc];...;} else {...}, Mp,Tr,pc = M' T
(2)1. Y(E, Mr,T'7) holds and E F pc’, My = pc’ o
(3)1. Q.E.D. B
PROOF: Since assignment pc’ does not modify neither locations in Loc(P) nor locations
associated to shadow variables defined by A, Y(E, Mr,T'r) holds. Additionally, pc’ = s,Upc
where s, is the result of r-value evaluation of a in M and E + Lg(a), M = s,. Hence
Etpd,M = pc.
(2)2. T(E, My,T;) holds
(3)1. Q.E.D.
By induction on the execution of T'[cy, pc’], knowing (2)1.
(2)3. T(E,M',T)
(3)1. Q.E.D.
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PROOF: pc’ is propagated to all shadow variables corresponding to locations in Sp(ce). So
does the update operator on I, before yielding IV. The result for other locations (not in
Sp(c2)) shadow variables stems from (2)2.
(2)4. Q.E.D.
PRrROOF: By (2)3.
<1>5. CASE: Ifff
(2)1. Q.E.D.
Symmetrical case to I fg.
(1)6. CASE: Wy and Wyy
(2)1. Q.E.D.
Same as conditionals.
(1)7. Q.E.D.
PRrROOF: By induction on instructions evaluation and (1)1, (1)2, (1)3, (1)4, (1)5, (1)6.
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