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18 | Presentation Kwiatkowska | University of 2011 Singapore Community 50 Singapore
Singapore
Marta Lecture at Scientific
19 | Presentation . University of Feb 2012 Tokyo, Japan : 50 Japan
Kwiatkowska Community
Tokyo
Marta Lecture at Scientific
20 | Presentation : Tsinghua Feb 2012 Beijing, China . 50 China
Kwiatkowska . . Community
University
Lecture at
. Marta California Pasadena, Scientific
21 | Presentation Kwiatkowska | Institute of Feb 2012 USA Community 30 USA
Technology
Lecture at
. Marta University of Los Angeles, Scientific
22 | Presentation Kwiatkowska | California, Los Feb 2012 USA Community 30 USA
Angeles
Lecture at D
23 | Presentation Ma_rta University of March 2012 vancouver, SC|ent|f|c_ 30 Canada
Kwiatkowska s . Canada Community
British Columbia
. Marta ACCESS Stockholm, Scientific
24 | Presentation Kwiatkowska | Distinguished 28 January 2010 Sweden Community 100 Sweden




LIST OF DISSEMINATION ACTIVITIES

NO.

Type of activities

Main leader

Title

Date/Period

Place

Type of
audience

Size of
audience

Countries
addressed

Lecture

25

Presentation

Marta
Kwiatkowska

BCS-FACS
Seminar

19 October 2009

London, UK

Scientific
Community

80

UK

26

Keynote speech at
TOOLS’2010

Valerie
Issarny

From
Middleware to
on the Fly
Connector
Synthesis for the
Dynamic
Composition of
Pervasive
Software
Intensive
Networked
Systems

June 2010

Malaga

Scientific
community

International

27

Invited talk at VIDAS'2010

Valerie
Issarny

On the Fly
Connector
Synthesis:
Challenges for
Verification &
Validation

April 2010

Paris, France

Scientific
community

International

28

Invited lecture at UCM'2011

Valerie
Issarny

Revisiting the
Middleware
Paradigm to
Meet the
Challenge of
Interoperability
in Pervasive
Networks

June 2011

Fribourg,
Switzerland

Scientific
community

International




LIST OF DISSEMINATION ACTIVITIES

NO. | Type of activities Main leader | Title Date/Period Place Typ_e of : Countries
audience Size of addressed
audience
Model-based
Emergent
Middleware to
Tech briefing at Valerie Meet the Szeged, Scientific .
29 ESEC/FSE'2011 Issarny Challenges of September 2011 Hungary community International
Interoperability
in Pervasive
Networks
30 Invited lecture at Valerie 'Fl;cr)(\)/\(/)a;rds Future September 2011 Genva, Scientific International
SERENE’2011 Issarny o P Switzerland community
Interoperability
31 | Workshop Amel Shonan meeting | May 2012 Shonan, Japan SC|ent|f|q 40 International
Bennaceur community
32 | Summer School B. Jonsson UPMARC June 2009 Uppsala Academy/Ind 70 International
' Summer School PP yAna.
UPMARC .
33 | Summer School B. Jonsson June 2010 Uppsala Academy/Ind. 60 International
Summer School
Summer School B. Jonsson UPMARC June 2011 Uppsala Academy/Ind 85 International
34 ' Summer School PP yAna.
UPMARC .
35 | Summer School B. Jonsson June 2012 Uppsala Academy/Ind. 75 International
Summer School
Towards a Stem
Presentation at the Fourth Architecture
36 IEEE Internatllonal Conference A. Di Marco Description September 2010 Budapest SC|ent|f|q International
on Self-Adaptive and Self- Language for community
Organizing Systems. Self-Adaptive
Systems
Presentation at . Exploiting Scientific .
37 ESEC/FSE'2011 P. Inverardi Software September 2011 Hungary community International




LIST OF DISSEMINATION ACTIVITIES

NO.

Type of activities

Main leader

Title

Date/Period

Place

Type of
audience

Size of
audience

Countries
addressed

Architecture to
support
Requirements
satisfaction
Testing

38

Lecture at the SFM’'11
International School

P. Inverardi

Application-layer
Connector
Synthesis

June 2011

Bertinoro

Scientific
Community

International

39

Presentation at SEFM 2011

P. Inverardi

Leveraging
State-Based
User
Preferences in
Context-Aware
Reconfigurations
for Self-Adaptive
Systems

November 2011

Montevideo

Scientific
Community

International

40

Presentation at the 17"
Monterey Workshop

P. Inverardi

Integration
architecture
synthesis for
taming
uncertainty in
the Digital
Space

March 2012

Oxford

Scientific
Community

International

41

Keynote presentation at
DisCoTec 2012

Bengt
Jonsson

Model
Generation
through
Automata
Learning

13-16 June 2012

Stockholm,
Sweden

Scientific
Community

International

42

Lectures delivered at MOVEP

Bengt

Testing and

June 28-July 2

Aachen,

Academy/Ind.

International




LIST OF DISSEMINATION ACTIVITIES

NO. | Type of activities Main leader | Title Date/Period Place Typ_e of : Countries
audience Size of addressed
audience
2010 Jonsson Model 2010 Germany
Generation
Internetware: a
new software Scientific
43 | Invited talk Gang Huang | paradigm for Dec. 2011 Beijing, China : International
community
Internet as a
computer
Challenges in
. . guantitative o
44 Invited lecture at Quovadis Ma_rta verification for May 2010 Cape Tovyn, SC|ent|f|q 50 International
2010 Kwiatkowska : South Africa community
adaptive
systems
Antonia Towards . . Scientific .
45 | Keynote at ICSOFT 2011 Bertinoro Ensuring Eternal | 10-21 July 2011 Seville, Spain communit International
CONNECTability Y
46 | CONNECT poster at FET'2009 | 2érie April 21-22 2009 | Prague Scientific International
Issarny community
Co-chair of CONNECT session - D
47 | at ICECCS'2009 and Valérie June 2-4 2009 Postdam, SC|ent|f|c_ International
Issarny Germany community

presentation of CONNECT




LIST OF APPLICATIONS FOR PATENTS, TRADEMARKS, REGISTERED DESIGNS, ETC.

Type of IP
Rights®:

Confidential
Click on
YES/NO

Foreseen
embargo date
dd/mm/yyyy

Application
reference(s)
(e.g. EP123456)

Subiject or title of application

Applicant (s) (as on the application)

A drop down list allows choosing the type of IP rights: Patents, Trademarks, Registered designs, Utility models, Others.




o . Foreseen . . Patents or
Type C.)f Descrlpt_lon Conﬂd embargo Exploitable Sector(s) of T|metable_, other IPR Owner & Other
Exploitable of exploitable ential product(s) or T commercial or o . .
2 date application exploitation Beneficiary(s) involved
Foreground foreground (Y/N) measure(s) any other use :
dd/mmlyy (licences)
M71.1.2

Starlink: Engineering Available for .

software Starlink: Can be | activities and academic/resear Owner: LANCS
General framework for exploited by related technical | ch purposes
advancement of No None . LGPLv3 CONNECT partners

protocol other research consultancy No commercial
knowledge e : S .

specification & projects M72 Scientific usage is Open source

execution research and foreseen. P

development

PRISM, version

403:a I\E/Ir?;iﬁléiring

Fr:ggglbtl:"hséfker PRISM version activities and Qggggm?c;gsear Owner: UOXF
General implemented 4.0.3 -itcan be | related technical ch DUIDOSES GNU General
advancement of b No None exploited in consultancy purp " Public Licence CONNECT partners

part of S No commercial
knowledge other research M72 Scientific : (GPL)

assume- ; usage is

uarantee projects research and foreseen Open source

9 ) development '

reasoning

methods

19 A drop down list allows choosing the type of foreground: General advancement of knowledge, Commercial exploitation of R&D results, Exploitation of R&D results via standards,

exploitation of results through EU policies, exploitation of results through (social) innovation.

3 A drop down list allows choosing the type sector (NACE nomenclature) : http://ec.europa.eu/competition/mergers/cases/index/nace_all.html




. . Foreseen . . Patents or
Type c.’f Descrlpt'|on Conﬂd embargo Exploitable Sector(s) of Tlmetablg, other IPR Owner & Other
Exploitable of exploitable ential product(s) or I commercial or L L .
2 date application exploitation Beneficiary(s) involved
Foreground foreground (Y/N) measure(s) any other use :
dd/mmlyy (licences)
PRISM Connect
bundle: a
probabilistic
model checker
with
implementation
of the assume-
guarantee M71.1.2
reasoning Engihéering .
methods that PRISM activities and Avallabl_e for Owner: UOXE
can be used for CONNECT . academic/resear
General offline bundle - it can related technical ch burboses. No GNU General
advancement of - No None o consultancy PUrposes. Public Licence CONNECT partners
compositional be exploited in Lo commercial
knowledge . M72 Scientific . (GPL)
reasoning about other research usage is
) research and Open source
component- projects foreseen.
development
based systems,
and SCC-based
gquantitative
verification to
speed up
runtime
verification of
non-functional
properties
M71.1.2
aEgt?\I/;%in;r?d Available for Owner: Inria
MICS: Mediator MICS: Can be . academic/resear '
General svnthesis to exoloited b related technical ch DUIDOSES GNU General
advancement of | > No None P y consultancy purp i Public Licence CONNECT partners
connect other research s No commercial
knowledge : M72 Scientific . (GPL)
components projects usage is
research and foreseen Open source

development




. . Foreseen . . Patents or
Type c.’f Descrlpt'|on Conﬂd embargo Exploitable Sector(s) of Tlmetablg, other IPR Owner & Other
Exploitable of exploitable ential product(s) or I commercial or L L .
2 date application exploitation Beneficiary(s) involved
Foreground foreground (Y/N) measure(s) any other use :
dd/mmlyy (licences)
FCCL: Available for Owner: Ambientic
Framework for FCCL: Can be academic/resear '
General Composite exploited b M71.1.2 ch purposes
advancement of P No None P y M72 purp " LGPLv3 CONNECT partners
Cross-layer other research No commercial
knowledge : (see top) .
Protocol projects usage is o
- pen source
Interoperability foreseen
A flexible and Owner: TUDo
reusable - )
Infrastructure framework for LearnLib: Can Automated
for active learning NO NONE be exploited by Verlflcatlon, _ Not present LGPL3 CONNE_CT partners
automata algorithms and other research Testing, Quality Academic/research
learning related projects Assurance organizations interested
infrastructure in automata learning
Monitoring of
heterogeneous
devices with
model driven Automotive
functional and ] Owner: CNR
non functional Gl|m_DS§ )
Monitoring of property Monitoring Domotics CONNECT partners
services and specification. Infrastructure: Academic/research
things Automatic No None Can be exploited | Choreograpies | Not present GPL3 organizations interested
refinement of by other of services in dependability and
monitoring rules research performance analysis

metarules and
complex event
processing




. . Foreseen . . Patents or
Type of Description Confid embargo Exploitable Sector(s) of Timetable, other IPR Owner & Other
Exploitable of exploitable ential product(s) or I commercial or L L .
2 date application exploitation Beneficiary(s) involved
Foreground foreground (Y/N) measure(s) any other use :
dd/mmlyy (licences)

CPMM is a new

meta-model for

specifying non- M71.1.2

furg(:té?t?:; Engineering

Fnetpr ics an, d activities and

events. CPMM Editor g?;i?t;izmcal Available for Owner: CNR
General ' M71.2 - academic/resear CONNECT partners
advancement of | CPMM provides Automated Technical testing ch purposes. No Eclipse Public
knowledge automated No None support for and analysis comme_rC|aI License (EPL) Software developer

support along Model2Code usage is

the software I|f_e- transformation M72 Scientific foreseen. Software engineer

CP]/ cle phases, in research and

the

ModelDriven development

Development

(MDD) process.

Automated

model-based

chgr?dsggim M71.1.2 DePer is Owner: CNR

ang y Engineering released under

erformance activities and Available for GPL v3 license. | CONNECT partners
General Znalysis DePer tool related technical | academic/resear
) (prototype level) | consultancy ch purposes. No | DePer requires
flzrc]i:)/\z,ivrllecgrr;ent of ;gg?n;gtjeetgnd No None M72 Scientific commercial two extra tools: Academic/research
9 ada’ tto research and usage is Mobius and organizations interested
char? es development foreseen. Genet, for which | in dependability and
9 licences need to | performance analysis
evolution of be obtained
model

parameters




Foreseen

Patents or

Type c.’f Descrlpt'|on Conﬂd embargo Exploitable Sector(s) of Tlmetablg, other IPR Owner & Other
Exploitable of exploitable ential product(s) or R commercial or o L .
2 date application exploitation Beneficiary(s) involved
Foreground foreground (Y/N) measure(s) any other use :
dd/mmlyy (licences)
M71.1.2
Engineering
Security activities and
Enabler: itis a The Security related technical Available for
Web service Enabler Web consultancy ; Owner: CNR
General h ides th ) X . academic/resear
advancement of that provides the serV|ce—.|t can N80_— Secgrlty ch purposes. No _
method to Yes None be exploited in and investigation e Proprietary CONNECT partners
knowledge : - commercial
instrument a other research activities usage is
connector with a projects N80.2.0 - f g
) . ; oreseen.
given policy Security
systems service
activities

In addition to the table, here is a text to explain the exploitable foreground, in particular:
e |ts purpose

Starlink:

e Its purpose
Starlink is a middleware platform, supporting the concept of emergent middleware, and utilising domain specific languages (DSLSs) to specify
interoperability solutions between both middleware and application protocols which can then be interpreted or executed at runtime. The goal is to
have a more flexible and dynamic solution to interoperability that avoids reliance on any given interfaces or standards.

How the foreground might be exploited, when and by whom
IPR exploitable measures taken or intended
Further research necessary, if any

Potential/expected impact (quantify where possible)

o How the foreground might be exploited, when and by whom
The solution is available to research groups and indeed commercial interests in the middleware community for experimentation and extension,
building on a similar model as used, for example, for Open COM, also developed at Lancaster.

¢ |PR exploitable measures taken or intended
None - we are pursuing an open source approach to dissemination and have no plans to claim IPR on this software or its underlying techniques.

e Further research necessary
Further research is required to understand how to use Starlink across multiple layers of software in a coordinated way, and also to optimise
performance of DSL-based solutions. We also see many other domains of application for the software and intend to pursue its use in cloud
computing, providing platform and vendor independenec in managing federated cloud infrastructure.




Potential/expected impact

We seek: academic impact on he field of interoperability and middleware as measured by citations on the collective set of papers (target of at least
200 citations across the papers on Starlink), and also on dowloads (target at least 500 downloads of the software, and also in the longer term, impact
on products and services by seeing the uptake of the concept of emergent middleware and the underlying conceptual principles (models at runtime,
DSL-based solutions, dynamic generation of connectors, etc).

PRISM and PRISM CONNECT bundle:

MICS:

Its purpose

PRISM is a probabilistic model checker under development at the Universities of Oxford and Birmingham since 2001. It supports the modelling of
several types of probabilistic systems and their offline verification against probabilistic temporal logic specifications, as well as approximate model
checking and discrete event simulation. PRISM 4.0 and 4.1 releases include new software developed by CONNECT.

PRISM CONNECT bundle was implemented on top of PRISM. It provides a multi-objective model checking framework, which is the underlying
technique used by the assume-guarantee reasoning methods developed for Work Package 2. It also implements incremental quantitative verification
techniques developed for Work Package 5.

In the future, PRISM CONNECT bundle will be integrated into PRISM to provide a uniform platform for modelling and analysis.

How the foreground might be exploited, when and by whom

PRISM is open source and its use is free for academic purposes. The tool is widely used world-wide for research and teaching, for example at
Saarland University and University of Colorado. There are approx. 300-400 downloads per month and citations to tool papers are well over 1,000,
including 138 citations to the CAV 2011 PRISM 4.0 tool paper (Google Scholar). Of the 217 external publications, several recent ones have applied
PRISM to case studies in e.g. sensor networks, model-based safety and dependability analysis, service composition, QoS analysis, and security
protocols.

IPR exploitable measures taken or intended
Currently PRISM and PRISM CONNECT bundle are released under GPL licence. Future releases of PRISM will include LGPL (GNU Lesser General
Public License) and FreeBSD License due to external libraries that have to be included for new functionalities in the future releases.

Further research necessary, if any

PRISM is an ongoing project supported by a range of funding sources, not just CONNECT, and also includes, for example, PRISM-games, an
extension that supports stochastic game models that was funded separately from CONNECT. We will continue developing and implementing new
verification techniques in PRISM. For example, online model repair techniques using global optimisation methods, reported in D5.4, will be
strengthened and integrated into future releases of PRISM.

Potential/expected impact (quantify where possible)"

As the leading probabilistic model checker, PRISM will continue to be adapted in research and teaching internationally. In addition to several
keynotes and summer schools at which probabilistic model checking with PRISM was taught during the lifetime of CONNECT, three more keynotes
and three graduate summer school courses are planned for 2013.

Its purpose
The MICS tool supports mapping-driven abstract mediator synthesis. It specifically combines ontology reasoning and constraint



programming to identify the semantic correspondence between the actions of networked systems’ interfaces, i.e., interface mapping.
MICS composes these mappings so as to generate a mediator that performs the necessary translations and coordination in order to
enable the networked systems to interoperate.

How the foreground might be exploited, when and by whom
The solution is available to research groups and possible commercial interests in the software engineering community for experimentation and
extension.

IPR exploitable measures taken or intended
None - we are pursuing an open source approach to dissemination and have no plans to claim IPR on this software or its underlying techniques.

Further research necessary

Further research is required to support self-adaptive mediator synthesis as well as to allow for combined use with alternative approaches to mediator
synthesis, according to the specific application domain. The tool further still needs to integrate support for goal-based mediator synthesis according to
the design elaborated in the final period of the project.

Potential/expected impact
We seek: academic impact in he field of mediator synthesis as measured by citations and also on downloads.

FCCL:
e lts purpose
The FCCL tool facilitates cross-layer interoperability by automatically generating parsers and composers that abstract physical message
encapsulation layers into logical protocol layers, thus supporting application layer mediation. The essential functionalities of the FCCL framework are
to enable the reuse of existing parser and composer implementations and to easily integrate with standard IDLs (e.g., Google Protocol Buffers) and
MDLs (e.g., Starlink MDL). An SAXSD schema is also synthesized for each parser and composer generated by the framework in order to enable
abstract protocol mediation..
o How the foreground might be exploited, when and by whom
The solution is exploited by Ambientic for dealing with interoperability with cloud-based services. The solution is further available to research groups
for experimentation and extension.
¢ |IPR exploitable measures taken or intended
None - we are pursuing an open source approach to dissemination and have no plans to claim IPR on this software or its underlying techniques.
e Further research necessary
Further research is necessary to enhance performance of mediation at runtime.
e Potential/expected impact
We seek: impact on the agile development process of mobile collaborative applications, as well as academic impact in terms of publications and
related citations and software download.
LearnLib :

Its purpose
LearnLib is a platform-independent library for active automata learning. It provides a modular framework for the use of active learning algorithms and



supports developers in writing their own algorithms and test drivers. Furthermore, it provides advanced active learning algorithms and basic test
drivers for common use cases. LearnLib comes with a rich variety of optimization filters, a key to the application of automata learning in practically
relevant scenarios, allowing users to tailor learning setups to specific domains. With LearnLib studio, a graphical user interface exists that assists the
user in this process, requiring little or none programming skills to actually employ active automata learning.

How the foreground might be exploited, when and by whom
LearnLib is used by various automata learning research groups, for example at the Radboud University, Nijmegen or the Laboratoire d'Informatique
de Grenoble. There is currently ongoing work on integrating LearnLib with the Java PathFinder verification toolkit developed at NASA.

IPR exploitable measures taken or intended
LearnLib is available free of charge for academic and non-commercial uses. An open source release of the framework and core algorithms under the
LGPL v3 is targeted for early 2013.

Further research necessary

We plan to further enhance LearnLib by developing and implementing active learning algorithms for even richer automaton models (i.e., register
automata with binary relations, as described in D4.3). Additionally, we are investigating the combination of active and passive learning, and plan to
integrate passive learning algorithms with LearnLib.

Potential/expected impact

LearnLib is already used by various academic groups worldwide, and it is one of the most important libraries for active automata learning (and the
only one to actively target the practical application of automata learning and to include learning algorithms for models beyond DFAs/Mealy
machines), of which we believe that it drastically lowers the hurdles of using active automata learning in practice. We expect to further increase the
community by the planned open-source release and the integration with the widely-used Java PathFinder tool.

Glimpse:

Its purpose
Glimpse provides a lightweight event-driven monitoring infrastructure, which can be used for monitoring the occurrence of both functional and non-
functional properties during execution of dynamic distributed systems.

How the foreground might be exploited, when and by whom
The monitor is relased in a mature and complete version, that can be freely used by the community. It can be exploited for management and analysis
purposes by software engineers and service providers.

IPR exploitable measures taken or intended
Glimpse is released under GPL3 license

Further research necessary

The current version is already mature for usage. Further research is ongoing for making it more proactive, by enhancing mostly the configuration
rules. Also, the same configuration could be made adpative and dynamic. Moreover, the monitor is also undergoing enhancement for integrated
business-level monitoring of events with monitoring of resources at lowe layers, in the context of the undergoing FP7 project Choreos.



CPMM:

DePer

Potential/expected impact
The tool has potential for broader uptake beyond CONNECT. We are already pursuing its usage in other projects. Of high appeal is its component
CPMM model converter that makes it Model-driven.

Its purpose

CPMM is a generic meta-model for defining non-functional properties spanning over dependability, performance and security. CPMM allows for
specifying metrics and provides a complex events specification language that takes into account and enhances the composition operators of existing
events specification languages.

How the foreground might be exploited, when and by whom
CPMM and the associated editor can be exploited to create new model instances of the Property, Metrics, MetricsTemplate, EventType and EventSet
meta-models.

CPMM might be exploited to provide an automated support for handling (defining and analysing) non-functional properties all along the Model Driven
Engineering (MDE) process, including synthesis, testing and requirements analysis. Within CONNECT, CPMM provides an automated support for
configuring the monitor system about what events to collect and how to infer whether or not a desired property is fulfilled.

As two examples of different applications, CPMM might be used for driving analysis and monitoring of choreographies; or, CPMM prescriptive and
descriptive properties might be used for driving the test case generation during the testing process.

IPR exploitable measures taken or intended
The CPMM meta-model and the associated editor have been released under Eclipse Public License (EPL).

Further research necessary, if any
Further research will be necessary to enhance CPMM to also deal withthe definition of state-based properties and the specification of complex
actions.

Potential/expected impact

CPMM contributes to the plethora of languages addressing specification of non-functional properties.It provides a comprehensive and general meta-
model abstracting from the details of the target modeling languages and tools. It is the only proposal that allows for expressing properties, metrics
and events.

Its purpose

The DEPER Enabler is in charge to assist the whole CONNECT environment towards the synthesis and deployment of a Connector suitable to satisfy
non-functional requirements, namely dependability and performance related properties. Its activity is carried out both at pre-deployment (where the
synthesized CONNECTor is analysed and possibly enhanced to meet the stated non-functional requirement before it is put in operation) and at run-
time (to refine and adapt the analysis, to cope with uncertainties and inaccurate knowledge available at pre-deployment time, as well as evolution
undertaken by the networked systems and the environment).

How the foreground might be exploited, when and by whom
Through the activity performed on analysis of dependability and performance properties in dynamic and evolving connected systems, new expertise
has been acquired by the group on modeling and assessment of dependable systems, to be fruitfully exploited in future research projects and



technology transfers. The tool prototype is released under a public license and could be of interest for academic research groups working in
CONNECT-related contexts. Also, it is planned to include case studies from the CONNECT framework in teaching material at graduate courses in
software engineering and dependable computing CNR researchers are involved in.

IPR exploitable measures taken or intended
DePer is released under GPL v3 license. It requires two extra tools: Mobius and Genet, for which licences need to be obtained

Further research necessary

Currently, Deper is implemented at prototype level, where a few functionalities are still missing or implemented as a preliminary version. In order to
increase possibilities to exploit it, we first plan the consolidation of the development of the Deper prototype as an automatic tool for performance and
dependability analysis of networked systems, which integrates run-time gathering of data from real executions to provide adaptation and refinement
of the analysis itself. However, the extent of further developments is strictly related to the procurement of new (funded) research initiatives that will
motivate significant refinements of the work on Deper.

Potential/expected impact
This tool has the potential to become a powerful means for pre-deployment and run-time analysis in Connect-related contexts and we plan to exploit it
in such future studies, possibly taking advantage of new project opportunities at International and National level.

Security enabler

Its purpose

The Security Enabler is in charge for guaranteeing that security requirements are satisfied during the communication among networked systems
through the CONNECTor. In particular the Security Enabler that is released as a web service, works at two different levels: It is in charge of checking
for allowed messages at run-time, i.e., when the communication is established, and of instrumenting the code during the synthesis procedure. These
two actions are the basis for assuring security aspects at run-time.

How the foreground might be exploited, when and by whom

The aim of the activity on security we have carried on in CONNECT is provide a methodology for assuring security properties in dynamic and evolving
systems. The proposed approach takes into account the possible threats that may occur in the CONNECT scenario due to the relations among the
involved components of the communication. We have fostered usage of this approach in other research projects. In particular, it is used in the FP7
project Aniketosis for synthesizing a secure orchestrator able to coordinate different and distributed services in such a way that user security
requirements is satisfied. Also a tool is provided. It consists of two parts: a web-service which provides the method to instrument a connector with a
given policy, and which handles global variables at run-time, and a SecurityLib, which is included with the connector, and provides the method
checking whether a message is allowed or not.

IPR exploitable measures taken or intended
The prototype is free of using for the consortium, but remains proprietary

Further research necessary, if any

Currently, the Security Enabler is implemented at prototype level. As run-time it can be extended with other functionalities by considering different
enforcement strategies according to the security policy required. In particular, we plan to extend it for dealing with web service not only considering
orchestrator as a central point but also as a possible distributed entity that runs on different location of a distributed system.



Potential/expected impact
This tool is flexible and dynamic in order to dealing with security requirements that may evolve according to the dynamicity of the system. We plan to
exploit it in such future studies, possibly taking advantage of new project opportunities at International and National level.

AmbiStream

Its purpose

Based on the Starlink middleware and CONNECTor architecture, AmbiStream uses domain specific languages (DSLS) to achieve interoperability
between live streaming protocols on mobile devices. AmbiStream extends the CONNECTor architecture and introduces a DSL for specifying
Multimedia Container formats which enable the synthesis of real-time multimedia processing pipelines capable of fragmenting, packaging and
multiplexing Elementary Stream (the raw bitstream output of an audio or video encoder) data.

How the foreground might be exploited, when and by whom

The solution is exploited by Ambientic for dealing with interoperability between streaming protocols on mobile platforms.

IPR exploitable measures taken or intended
The prototype is available for the consortium, but remains proprietary.

Further research necessary, if any

Further research is necessary to increase automation and reduce the complexity of the DSL models. A secondary objective is enabling
interoperability between protocols that present concurrent behaviors on parallel communication channels, notably between the Control Protocol and
Multimedia Transport Protocol layers.

Potential/expected impact
We seek impact on the agile development process of mobile collaborative applications, as well as academic impact in terms of publications and
related citations.



