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Abstract. We study the Boolean functions arising from power functions by means of Stickelberger’s con-
gruences on Gauss sum. We obtain a new criterion for high non-linearity of such boolean functions in
terms of permutation polynomials. Finally, a new characteristic property of Gold exponents is given.
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1. Non-Linearity

Let L be a finite field of order ¢ :=2™". Let u be the canonical additive character
of L mapping x € L to u(x)=(—1)T®) where Tr; is the absolute trace form of L.
The Fourier coefficient of a polynomial f € L[X] at the point a € L is defined by

F@=) u(f0)+ax).

xeL

It is also the Walsh coefficient of the Boolean function x — Trz (f(x)). The Ham-
ming distance between this Boolean function corresponding to f, and the linear
form x+— Trz (ax) is equal to (g — f(a)) /2. The minimal distance between Trz o f
and the set of all affine functions from L into F; is called the nonlinearity of f.
The nonlinearity of f, usually denoted by NL(f), is given by

1
NL(f)=2"""— 3R, (1)

where R(f) := SUP4eFy |f(a)| is the spectral amplitude of f. Several interesting
problems and conjectures arise from the study of non-linearity of polynomials and
more specially in the case of monomials also called power functions. Questions
that come from different frameworks: cyclic codes with two zeroes, correlation of
sequences, Boolean functions and graphs theory [9]. See [2] for a complete list of
references. Most of the papers about the nonlinearity of monomial use McEliece’s
theorem [10,27] on the divisibility of weights of cyclic codes. The main goal of that
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paper consists in applying directly Stickelberger’s congruences on Gauss sums [33]
to explore the nonlinearity of power functions.

2. Cryptographic Parameters

In their article on cryptanalysis and Boolean functions [7], Chabaud and Vaude-
nay define two important parameters that measure the resistance of polynomials
against two sort of attacks.

Following [7], for all (a, b) € L?, we denote by Ay(a, b) the Fourier coefficient of
the polynomial b f (x). The first parameter measures the resistance against the linear
cryptanalysis, it is defined by A(f)=sup, ;oA s(a, b). The best resistance is achieved
by the polynomials that minimize A. Note that if f is a permutation of L then A(f)
is nothing other than the spectral amplitude of f. Let y be a primitive root of L
and let T be an integer. The Fourier coefficient of bf at y* is nothing other than the
7-th crosscorrelation coefficient (up to unity) between the sequences [u (b f ()/"))]?:_01

and [u(y’ )]?;01 It follows from an old result by Sidelnikov [32] that

A(f)?=>2q. 2)

If the equality occurs then the degree of L over F; is necessarily odd and the spec-
trum of f is composed of the three values: —\/2> , 0, and —h/ﬁ. In that case, the
function is said to be almost bent (AB-property).

For all (u,v)eL?, let 87(u, v) be the number of solutions of the equation f(x+
u) + f(x) =v. The second parameter, defined by A(f):=sup, yerxxrds¥,v),
measures the resistance of f against the differential cryptanalysis. Clearly,

A(f)=2. 3)

The best resistance is achieved by the polynomials satisfying A(f)=2. In that case,
the polynomial is said almost perfect nonlinear (APN-property).

The next identity comes from Fourier analysis. It provides a link between these
two notions.

> apab)r=q Y 8w, ). )

a,bel u,vel

Proof.  Sketch.

Dorp@b=qd Y ubfW)+bf()+bf (@ +bf(1))

a,belL beL x+y+z+t=0
2 2 2
=q DYool =) pw v
x+y+z+t=0 u,vel

JO+fM+f@+f)=0
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All these notions are simplified in the context of power functions x — x*, and
still more when s is prime to ¢ — 1. In all the case, the unsolved main problems
come from the natural questions: what is the spectral amplitude, say L(s, g) of the
power function x — x* over the field of order ¢g? What is the minimal value L(q)
of the L(s, q)? What are the good exponents s such that L(s,q)=L(g)?

3. Power Functions

Let s be a positive integer, 1 <s <g —2. The Frobenius automorphism of L shows
that the spectrum of x*, as well as the APN-character of s, do not depend on the
cyclotomic class of s modulo ¢ — 1.

s'~s<=13j, s'=2/s (modgq-—1).

The inversion does not change the character APN of an invertible exponent. We
says that two (invertible) exponents s’ and s are equivalents if s’ ~s or s’ ~s~\.
Let us denote by wt(s) the numbers of bits equal to 1 in the binary expansion of

s. It is well known that the degree of the Boolean function corresponding to x*

is less or equal to wt(s), see e.g [5]. More precisely, if ry, rp, ..., ry are the posi-
tions of nonzeroes bits of s i.e. §=2"1+4+224...42"  the algebraic normal form
of Try ox® in an arbitrary normal basis (b1, by, ... ,by) of L is

f(x17x21 oo 1xm): Z XiyXigy « - 3xinrL(bil@rlbi2@r23 e biwéBrw)’ (5)

01,0250l

where @ is the addition modulo m.

In general, the degree of a Boolean function whose all the Walsh coefficients
are all divisible by 2V has degree less or equal to m —v+1, see e.g. [5], one can
even say a little bit more [26]. Thus, the weight of an exponent s satisfying the
AB-property must be less or equal to (m+1)/2. We will see in Lemma 2 that an
AB-exponent is necessarily invertible, and thus must satisfy a pair of inequalities

| |
Wt(s)g%, and wi(l/s)< ™~

The group (Z/mZ)* acts also over the set of exponents. The action of A (prime to
m) on the exponent s is defined by:

sP =32, (6)
i=l

It is easy to see that the quadratic part of the Boolean functions associated to
the exponents s and s») are equivalents under the action of the general linear
group of GL,,(F,). Often, the spectrums of s and s are the same, but, it seems
difficult to say more between the nonlinearity of s and s®.
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4. Quadratic Forms

Let Q be a quadratic form of the F,-space L. By definition, there exists a bilinear
symmetric form ¢ such that:

Vx,yeL, QGx+y)=0x)+0()+o(x,y). (7

One reduces the study of Q to that of its kernel K (or radical) i.e. The orthogonal
space of L with respect of ¢, defined by

K:={yeL|VxeL, ¢(x,y)=0}.

Let us recall that Q is linear over K and also that the bilinear form ¢ is a sym-
plectic form, that is ¢(x, x) =0, for all x € L. The square of the character sum X :=
> e (=12 depends essentially on the dimension, say k, of the kernel of Q.

2222(_1)Q(X) Z(_I)Q(Y) — Z (_I)Q(x)-i-Q(Y)

xelL yeL x,yeL
— Z (_1)Q(x+y)+¢(x,y): Z (_I)Q(Z)+¢(XYZ)
x,yeL x,zeL
=q Z(_I)Q(Z)'
zekK

Hence, the later square is equal to zero or 42 1K/2 according to whether Q is
defective or not. In the classical terminology [12], Q is defective if its restriction
to K is not identically equal to 0.

4.1. Gold Exponents

The spectrum of the quadratic form corresponding to the exponent 2" 4+ 1 have
been determined by Gold [17] in the context of M-sequences. Let us consider the
Gold exponent s =2" + 1. The power function x* is APN if and only if (r,m)=1.
More precisely, see [29],

A(x2r+l) — 2(r,m)'

For any a € L, the Boolean function Q,: x+ Try (x* +ax) is a quadratic form
whose the symplectic form is

¢(x,y)=Trg (xzry—l—xyzr) ,

since the bilinear form (x, y)+— Try(xy) is not degenerate, the orthogonal space
of L with respect to ¢ is equal to K :={x |x% +x2 =0}, which is nothing but
the intermediate field of dimension (2r,m). It follows from the calculation of the

above section that the spectral amplitude of the power function x® is equal to
2(m+(2r,m))/2.
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4.2. Kasami Exponents

Kasami calculated the spectrum of an exponent of the form 22" —2" 41 in the con-
text of codes [21]. The links between the exponents of Kasami and the theory of
the quadratic forms was highlighted by Dobbertin in [16]. Let us assume (r,m)=1.
The starting trick consists in the use of change of variables x <~ x> *1 in the cal-
culation of the Fourier coefficient of x2* =2 +1:

ZH <x22r_2r+1 +ax) ZZH (x23r+1 +ax2"+1) (8)

xeL xelL

The dimension of the kernel of the quadratic form x +— Trp ()c23r+l +ax?*1) may
be greater than 1. But, in that case, the the quadratic form is defective [13], thus,
the Fourier coefficient is equal to zero.

5. The Odd Case

From the above sections,

V2q <L(q) <24,

with equality on the left hand side in the case of L has an odd dimension. On the
other side, one does not know the true value of L(g) when the dimension of L is
even. Several conjectures are still open [3,19,30], one of the most famous (Welch’s
conjecture) claims the equality on the right hand side, see [31]. Thus, the odd case
is easier than the even one in the sense that we know the true value of L(g) =\/Z .
The problem consists in finding the set of all the good exponents.

Lemma 1. In odd case, a power APN function is one-to-one.

Proof. Following a very simple but elegant argument due to Dobbertin. If s is
not prime with ¢ — 1 then there exists x #1 in L such that x* =1 that verifies

x O\ 1\ 2\ 1\
:0:
(x+1) +(x+1) x2+1 +<x2+1> ’

and APN property would imply one of the two quadratic relations x =x2 or x2+
x4+ 1=0 which is absurd since the degree of L is odd. u

At the end of the Sixties, Golomb mentioned a conjecture of Welch concerning
the crosscorrelation function of binary M-sequences. In our context this conjecture
claims that the spectrum of the monomial with exponent

om=1/2 3, (Welch exponent) ©)

is composed of three values {—,/2¢, 0, +/2q}.
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The proof of the Welch’s conjecture was made about 30 years later by Canteaut,
Charpin and Dobbertin. The starting point is the next proposition. In general, all
the Fourier coefficients of a polynomial are even integers. We say that f is r-divisible
if the dyadic valuation of the Fourier coefficients of f are greater or equal to r.

ProprosITION 5.1. A polynomial has the AB-property iff it has the APN-property
and is (m+ 1)/2-divisible.

It is a consequence of identity (4), see [2].

In [8] Cusick and Dobbertin prove the APN-property of the exponent (9). In [2],
Charpin, Canteaut and Dobbertin use McEliece’s theorem to prove that the (m+
1)/2-divisibility of this exponent. The proof is rather technical. All together with
Proposition 51, show that the Welch expoenent is good.

PROBLEM 1. The boolean function associated to the Welch exponent has degree 3.
Find a new proof using the “theory” of cubic forms.

Let r be the residue such that 4r =—1 (mod m). At the beginning of the Sev-
enties, Niho conjectured the exponent of the form

22T 40" 1. (10)

In [8], Cusik and Dobbertin proved the APN-property of the Niho exponent.
It is a good exponent since the divisibility by \/Z of the Fourier coefficients has
been obtained by Hollmann and Xiang in [20]. Their method is relatively powerful
but, once again the proof remains very technical.

Recently, Bringer pointed us out that the trick used by Dobbertin in the case
of Kasami exponents applies also in the Niho case. Indeed, by the change of
variables x —>x22r+1+2r+1, a cubic form appears in the calculation of the Fourier
coefficient Table 1:

2r r_ 2r+1 r
ZM(XZ 42 1_|_ax):zu(x3+ax2 +241
xeL xeL

As we see, Problem (1) suggests a new proof for the Niho exponent.
The exponents presented in the precedings sections forms a list, see Table 1, of
at most ¢(m)+1 distinct classes, and the main conjecture is

Table 1. Known good exponents m odd.

Type s Condition
Gold 2" 41 (r,m)=1)
Kasami 22 _2r 41 (r,m)=1)
Welch 2m=1/2 43

Niho 22 4 r — 1 4r=—1 modm
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Conjecture 5.1. (Dobbertin). If s is a good exponent then s has Gold, Kasami,
Welch or Niho type.

6. Application of Stickelberger’s Congruences

In the next section, we will use Gauss sums and Stickelberger theorem to analyze
the nonlinearity of power functions. Elementary properties of the cyclotomic fields
are the main tools, we suggest the references [23] (french) or [25]. We begin by a
concrete realization of L has the quotient ring Z[£]/g, where & is the principal
(g — 1)-root of the unity in the field of complex numbers and g one of the prime
ideal of Z[£] containing 2. It follows that the maps which sends the class of &/
on £/ defines a multiplicative character of L of order ¢ — 1. It is the Teichmiiller
character of L, we denote it w.
By definition,

YaeL=Z[§]/p, a=w(a) mod p.

Any multiplicative characters of L is a power of w and a famous theorem of
Stickelberger gives a gp-adic estimation of the Gauss sum

GL(O =Y x@)u).

xelLX*

THEOREM 6.1.  (congruences of Stickelberger). For any positive integer j the Gauss
sum Gp(@!, ur) is congruent to 259 modulo S+ where S(j) is the sum of the
bits of j mod n.

Let s be an exponent. We use the inversion formula,

1
W= > GLO0X ).

xeL*

to express the Fourier coefficients of the power function f(x)=ux".

f@=>" pL" +ax)

xeL
! _
=l o5 2 2 2 GLO0GLNT v (ax)
i XELX ye[X yeL*
1
=Lt Y G0 @.
1#£yel”

The congruences of Stickelberger show the importance of the distribution of
the V(j)=S(js)+ S(—j) when j ranges [0,q —2]. Let us consider the following
notations
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Table 2. A numerical example (m =7).

s Type 1/s 2 3 4 5 6 7 J
1 1 126 All
3 Gold!, Kasami! 43 7 14 28 28 1
5 Gold? 27 7 21 28 14 1
7 55 7 14 35 14 1
9 Gold? 15 7 28 21 14 1
11 Welch, Kasami? 13 7 28 7 42 9
19 47 7 21 28 14 1
21 Niho 31 7 7 14 21 28 1
23 Kasami® 29 21 28 28 1313
63 63 7 21 35 1

ve= min _V(j), JL={|V(i)=v), PX)=) X/ eFX].
I<j<q-2 e,

Remark that since S is invariant under multiplication by 2, then J; is an union
of cyclotomic class modulo ¢ — 1, as a mapping L over F,, P¢(X) is an idempo-
tent. In particular, since the dimension of L is odd, we can write Py(X)="Try o
Qs(X) where Q (X) is obtained choosing the minimal representant of each cyclo-
tomic class contained in J;. See the numerical illustration, Table 2.

PROPOSITION 6.1. The power function x° is vg-divisible but not more. Moreover,
f(@=0 mod 2'*% if and only if Py(a®)=0.

Proof. From Stickelberger theorem,

F@=2%|3 @] (modgp'™™)

j€Js

Note that ) jel, w’/*(a) = Py(a*) (mod g). Hence, all the Fourier coefficients
have a dyadic valuation greater or equal to vg. Since the idempotent P;(X*) is not
the null polynomial, there exists an element a € L such that Ps(a®)#0, and the cor-
responding Fourier coefficient is not divisible by 2!+, u

Up to now, we do not know any counter-example to the following conjecture.

Conjecture 6.1. 1f s is invertible modulo g — 1. The spectrum of x* contains two
Fourier coefficients of dyadic valuation v, with distinct signe.

It is not easy to find the J-set of an exponent.

PropPoSITION 6.2. If s is a Gold exponent the Js is equal to the cyclotomic class of
—1/j.



ON THE NON-LINEARITY OF POWER FUNCTIONS 39

Proof Let s=2F+1 be a Gold exponent, and let us consider the power function
f(x)=x%. From Section (4.1), the kernel of the quadratic form x — Try (x* + ax)
is equal to {0, 1} whence

Trr(a) =04 f(a) =04 Py(a*)=0.

Since Trz (x) and Py(x*) are idempotents, we get an equality of polynomials which
implies that J; is equal to the cyclotomic class of —1/s. u

LeEmMA 2. If the power function x* is (m+ 1)/2-divisible then s is invertible.

Proof.. 1f s is not invertible then there exists z # 0 such that sz =0. It follows
S(z)=(@m+1)/2 and S(—z) > (m +1)/2 that is absurd since S(j)+ S(—j)=m for
all non zero j. |

THEOREM 6.2. Let s be an integer. If vy =(m+1)/2 and Py(X) has 2"~ roots in
L then s is a good exponent.

Proof. Let f(x)=x*. Let z(a) be the integer such that f(a)=z(a)2™+D/2. Using
Parseval identity, we know that ), z(a)?>=2""1, since half of the z(a)’s are odd,
we deduce they are equal to £1 and the other are 0. |

COROLLARY 6.1. Let s be an exponent such that vi=m+1)/2. If Qs(X) is a per-
mutation polynomial of L then s is a good exponent or (equivalently) x+— x° is AB.

Initialy the above corollary was design to disprove the Dobbertin’s conjecture
since it gives a strategy to eventually find new good exponents. Indeed, it suffices
(for example) to look for exponents s of weight less or equal to (m+1)/2 among
those having a J-set reduced to a single cyclotomic class. Unfortunately, we do not
find new good exponents in that way up to m =39. The Table 3 lists all the good
exponents whose the J-set reduces to one cyclotomic class, but not being Gold
type. We finish this paper with a nice characterization of Gold exponent in term
of J-set.

THEOREM 6.3. Let s be an integer coprime with g — 1. The exponent s lies in Gold
class if and only if vi=m+1)/2 and Js is equal to the cyclotomic class of 1/s.

Proof. As we saw before, the condition is necessary. Conversely, if vy =(m+1)/2
and J; reduces to the cyclotomic class of 1/s then the Fourier transform of f is
identically equal to zero over the hyper-plane H ={a|Tr(a)=0}. The orthogonal
of H with respect to the bilinear form (x, y)+ Trp(xy) is F,. Using the Poisson
summation formula, we get

1 .
0= =T Z fl@pa) =pu(f@)+n(fz+1),

acH
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Table 3. All the Good exponents whose the J-set reduces to a single cyclotomic class, not being of the
Gold type (5 <m <39).

m s 1/s Jj type
5
7 11 104 9 K W
9 _ — _
13 171 7712 1189 K
11 43 1809 293 K
15 — — -
17 683 127041 21141 K
19 2731 516224 84629 K
21 - - -
23 10923 8323329 1387093 K
25 43691 33423872 5548629 K
27 — — -
29 174763 535823361 89303381 K
31 699051 2145388544 357214549 K
33 - - -
35 2796203 4278194177 1428858197 K
37 11184811 4261421056 1420469589 K
39 - - -
whence

TrL((x—l— D* —{—xs) =1

but it is possible if and only if the binary weight of s is 2, as we prove in the
lemma below. u

LeEmmaA 3. Let L be the Galois field of even order q. Let 0<s <q —1 be an integer
coprime with q — 1. If the Boolean function x +— TrL((x +1)s ~|—xs) is constant equal
to 1 then the degree of L is odd and the binary weight of s is 2.

Proof. The degree m of L is odd since Try (1)=1. Without a loss of generality, we
may assume s odd and we denote by w the binary weight of s. We have to prove
that w=2. Let us use the binary expansion to identify the integers of the interval
[0,2™ — 1] with the subsets of {0, 1,...,m — 1} mapping the integer k= Z,’-r:ol k2!
on its support

supp (k) ={i [ki =1}

We say that k €1 if and only if the support of k is included in that of /. A well
known relation of E. Lucas asserts that k£ C/ if and only if the binomial coefficient
(,lc) is congruent to 1 modulo 2. Let R be a set of representatives of the cyclotomic
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classes modulo ¢ — 1. By means of Lucas relation,

Tro (e + D) =) (;)TrL(xk) >y (;) Tro ("),

k=0 reR k~r
——
C(r)

where C(r) is the cardinality of the set {x |x ~r, xCs}. Clearly, C(0)=C(s)=1
and C(1) =w. The linear independence of the Boolean functions x +—> Try (x"), r
varying in R, in conjunction with the equality Trz ((x + 1)* +x*) =1 implies that
C(r)=0 (mod 2), for all r € R/{0, s}. In particular, w must be even.

Let y be an integer of weight w — 1 “included” in s, since C(y)=0 (mod 2),
there exists a shift x of y, such that x#y and x Cs. Let ¢ be the smallest integer
such that y=2"x (mod ¢ — 1), and let us denote by t the translation i +>i ®7r.

The intersection Z :=supp (k) Nsupp (/) contains w — 2. We denote by a and b
be the integers such that supp (x) =ZU{a} and supp (y)=Z U {b}. The translation
7 induces a one-to-one mapping from Z U {a} onto ZU {b} and we can construct

a sequence zj:=b, z3, ..., zr=a such that z;_1=z; @t for all 2<i <r. Let J be
the complement of {z1,z2,...,z-} with respect to supp (s). We have obtained the
decomposition:
r—1
S=Z2a+it+zzj.
i=0 jeJ

Moreover, since J is invariant under t the product 2/ —1) )" jed 2/ is equal to zero
modulo ¢ — 1. For a similar reason, since s is not a zero divisor modulo ¢ — 1,
the set {zg,z1,...,2r} is not a cycle under t that is b@¢ #a. They are r shifts of
29429% included in ) !_; 2%. On an other hand, by cyclicity, J contains |J| other
shifts.

CQR442My=pr —1+|J|=w—1.
Now, the parity of w implies s =24 424+, |
7. Notations

Sec. Symbols Definition

1 m a positive integers, mostly odd.
L,q L the field of order ¢ =2".
m additive character. w(x) = (=T,
Trp absolute trace of L over F».
f(X) a polynomial in L[X].
fla) Fourier coefficient of f at a. > ver 1(f(x) +a.x).
R(f) spectral amplitude of f SUP, Ry | f(a)].

NL(f) nonlinearity.
2 Ag(a,b) Fourier coefficient of bf (X).
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A(f) Supa’b?éo )\.f(a, b)

87(u,v) number of x €L such that f(X+u)+ f(X)=v.

A(f)  SUD,0, 87 (. v).

s an exponent. O<s<g-1
L(s,q)  spectral amplitude of x* over L.

L(q) sup L(s, q).

3 (x,y) Gep of the integers x and y.
idj addition modulo m.
s/~ cyclotomic equivalence 3j, s'=2/s (mod g —1).
wt(s) binary weight of s.
6 ¢ principal (¢ — 1)-root of unity. expRin /(g —1))
© a prime above 2 in Q(§).
1)) Teichmiiller character defined by g.
NED) wt(j mod g —1).
X multiplicative character.
Gr(x) Gauss sum.
vy min; S(—j)+S(js).
Js the set {j | S(—j)+S(js)=vg}.

P (X) the idempotent ) jes, X 7,
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