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Abstract

To keepup with the frantic paceat which devicescome
out, drivers needto be quickly developed,dehugged and
tested.We haverecentlyintroduceda new approad to im-
prove driver robustnesshasedon an Interface Definition
Language, namedDevil. Devil allows a high-level defini-
tion of thecommunicatiorof a device A compilerautomat-
ically cheds the consistencyof a Devil specificationand
geneamtesstubsthatincluderun-timecheds.

In this paper we usemutationanalysisto evaluatethe
improvementin driver robustnessffered by Devil. To do
so, we have injected programmingerrors using mutation
analysesinto Devil basedLinux drivers and the original
C drivers. We assesshow early errors can be caughtin
the developmenprocesspy measuringwhethererrors are
detecteckeither at compiletime or at run time Theresults
of our experimentson the IDE Linux diskdriver showthat
nearly 3 timesmore errors are detectedn the Devil driver
thanin theoriginal C driver.

1. Intr oduction

A device driver is a key systemcomponentthat con-
nectsthe device and the operatingsystemkernel. Device
driversarecritical bothin general-purposeomputersndin
the fast-eolving domainof appliancesijn theseareasnen
hardwaredevicesareintroducedat a frantic pace. If driver
developmentakestoolong or thesoftwarerobustnesss too
low, sucha hardwareinnovationmayturninto adisaster

It is well known in theoperatingsystemcommunitythat
devicedriversarelow-level codeandthuserrorprone.This
obsenationis particularly relevantto hardware operating
code (i.e., thelayerin chage of communicatiorwith the
hardware). Hardware operatingcodeconsistsof assembly-
level operationsgvenif writtenin C. Therefore,it is obvi-

ouslyproneto errorsandrequiresediousdehugging.There
are three commonsourcesof programmingerrorsin the
hardware operatingcode: (i) anincorrectunderstandingf
the device interface,(ii) atypoin the assembly-leel code,
(iii) areusejn aninappropriatecontext, of anoptimizedse-
guenceof accesseto the device. Theseerrorsproliferate,
because¢hereareno tools to help develop suchcodeor to
verify its correctness.

Recently we introduceda new approachtowardsim-
proving driver robustnesshasedon a Interface Definition
Language(IDL) namedDevil [12]. Devil is aimed at
specifyingthe communicationayer with a device, provid-
ing a typed, functionalinterface. This approachshifts the
assembly-leel codeinto stubfunctionsthat are generated
automaticallyby the Devil compilerfrom a device specifi-
cation(seeFigurel). Using Devil improvesdriver robust-
nesshy addressingommonsourcef errorsin hardware
operatingcode:

e Devil specificationganbe checledfor consisteng by
the Devil compiler This helpsthe device expertin
writing a correctspecification. This also offers a de-
greeof confidenceo thedriver programmemwho uses
anexisting specificatiorto developadriver.

¢ A Devil specificatiorclearlydocuments deviceinter-
faceandsenesasa knowledgerepository Thedriver
programmemo longer asto rely on often imprecise
or inaccuratevendordocumentation. In fact, in our
vision, Devil specificationseither should be written
by device vendorsor shouldbe availableaspublic li-
braries.

e Thanksto automaticstub generationthe driver pro-
grammemo longerhasto write low-level errorprone
code.



e Correctusageof generatedstubshby the driver pro-
grammercan be verified at compile time and at run
time.

Devil hasbeenprovedto beexpressveenougho specify
awide varietyof devicessuchasDMA, interrupt,Ethernet,
IDE disk, sound,mouseandvideo controllers. Addition-
ally, we have shaovn thatLinux driversre-engineeredsing
Devil arealmostasefficientastheoriginaloneg11]. These
experimentsdemonstratehe interestof the approachand
theability to developrealdrivers.In this paperwe perform
a quantitatve evaluationof the benefitsof Devil in termsof
safetyandrobustness.

Existing driver Application Devil based driver
#def MBE_DATA_PCRT 0x23¢ AP Coevi Ccode
#def i ne NBE_CONTROL_PORT 0x23e #defi ne DEVI L_NO_REF
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#def NBE_READ_Y_H GH 0xe0 System busnouse. dil.h"
outb (NSE READ Y LON MSE_CONTROL_PORT) ; API P SL?[ e0:
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Figure 1. Developing driver s with Devil

This paper

Evaluating an improvementin robustnessis a com-
plex taskfor which thereis no simple or well-established
method.In thecaseof Devil, we needto measurdow early
programmingerrorscanbe caughtin the developmentpro-
cess.To do so,we have to simulateerrors,andinject them
into both traditional C driversandDevil ones. Finally, we
needto measurghe errordetectioncoverageof thevarious
mechanismémplementedn eachlanguageo catcherrors
atspecificatiortime, at compiletime andatruntime.

In this paper we aremainly interestedn evaluatingthe
detectionof typographicakrrors. Errorsresultingfrom an
incorrectunderstandingf the device or an inappropriate
optimizationare coveredby the Devil approachitself. In
fact,our experiencen re-engineeringxisting driversusing
Devil shavs thatthe hardpartis to write specificatiorthat
actuallymatchtherealbehavior of devices. As such,Devil
specificationgretherepositoryof the device expertknowl-
edge. By usingexisting Devil specificationsthe program-
meris guidedthroughthe driverimplementatiorprocess.

Typographicalbr inattentionerrorsare highly problem-
aticbecauséhey canremainhiddenfor alongtime, andbe-
causethey do not alwaysresultin aninstantaneousystem
crash.Thereis significantpotentialfor sucherrorsin alan-
guagdik e C. For instancethehexa-decimahotationmakes
hardto detectadditionalor missingcharacterspxf f f f f
looks similar to Oxf f f f f f . Inattentionerrors often re-
sult from the useof a value definedin anotherpart of the
program;for exampleconfusionin registernamesis quite

frequent. Finally, optimization errors mostly occur when
codeis copiedwithout checkingthe validity of the execu-
tion context.

To catchtypographicakrrorsatdevelopmentime, Devil
allows specificdehug stubsto be generatedrom a device
specification. Debug stub interfacesare designedso that
anincorrectusageof the stubis likely to raisea type error
at compiletime. Also, dehug stubssystematicallycontain
run-timeassertionsthatverify additionalpropertieson us-
ageparameterandcheckthatthe device behaior actually
matchest specifications.

To measurethe coverageof our mechanismsye have
definedtwo error models. Oneis for typosin Devil speci-
fications,the otheroneis for typosin the C language.For
eachmodel,a dedicatedsetof rulesdescribesnutationop-
eratorswhich are usedto generatemutants. Specification
mutantsare checled by the Devil compilerwhich detects
inconsistencies$n the specification. C driver mutantsare
compiledusingthe standardC compilet If no erroris re-
portedat compile-time the mutantdriver is thenrun within
theLinux kernel. Theresultof therun(i.e.,assertiomaised,
systemcrash,no-failure)is thenreported.

We have applied C mutationsto both original Linux
driversandthe equivalentDevil re-engineeredrivers. For
original Linux drivers, mutationsare appliedonly in the
hardware operatingcode. For Devil drivers, mutationsare
appliedat the call sitesof the generatedtubs. By compil-
ing andrunningmutantswe areableto measurénow mary
errorscanbedetectedat eachstageof thedevelopmenpro-
cess. The latter resultallows us to evaluatethe robustness
improvemeninducedby usingDevil in driverdevelopment.

To summarizepur contritutionsarethe following:

e We describehow to generatalehug stubsthatimprove
detectionof programmingerrorswhenusingDevil in
developingdrivers.

e We have modeledtypographicalerrorsusing a setof
ruleswhich arethenusedto definedmutationopera-
tors. Two setsof mutationoperators,one for the C
languageandonefor Devil have beendefined.

¢ \We have defineda methodologyfor evaluatingthe ro-
bustnessmprovementinducedby Devil. For that,we
compileandrun driverswhich have beenmutatedso
asto introduceprogramminggrrors.

e \We have applied our test methodologyto the IDE
Linux disk driver by comparingthe original Linux
driver with a Devil re-engineeredne. Our results
shav that 72% of the errorsin the Devil driver are
detectedeither at compile time or at run time. This

1Run-timeassertiongreoftenusedduringdevelopmenfor testingpur-
pose.



representsearly3 timesmoreerrorsthanaredetected
in theoriginal C driver.

e Finally, we have injected errors into several Devil
specifications.Up to 90% of the errorsweredetected
by the Devil compilet

Therestof this paperis organizedasfollows. Section2
briefly presentshe Devil languageanddescribespecifica-
tion verificationandthe generatiorof stubsin delugmode.
Section3.3 presentsnutationrulesintroducedto simulate
programmingerrors. Section4 describeshe methodology
for measuringthe robustnessof C driversascomparedo
Devil baseddrivers and detailsthe resultsof our experi-
ments. Section5 describegelatedwork. Section6 con-
cludesandsuggest$uturework.

2. Robust Driver Developmentwith Devil

Devil is anIDL aimedat describingthe functionalin-
terface of a device. From a Devil specification,a com-
piler generatestubscontaininglow-level codeto operate
the device. The developmentof a driver using Devil is a
two-phaseprocess:(i) generationof stubsfor the specific
hardware/softvarecontet in which the device is used.(ii)
developmentof codeto glue the upperlayersof the driver
to thegeneratedtubs.This gluecodeconsistf procedure
callswritten in C; we namethis glue codeC,,,; in therest
of thepaper

In therestof this sectionwefirst presentinoverview of
the Devil language.Then,we describehow Devil specifi-
cationscanbe checledsoasto detectpossibleinconsisten-
cies. Finally, we showv how to generatestubsand headers
thatallows typographicakrrorsin C,,,;, to bedetectedoth
atcompiletime andatrun-time.

2.1 Overview of the Devil language

To designDevil, we have studiedawide spectrunof de-
vices and their correspondingdrivers, mainly from Linux
sources:Ethernetyideo, sound,disk, interrupt, DMA and
mousecontrollers. This study was supportedoy literature
about driver development[4, 13], device documentation
availableontheweb,anddiscussionsvith device driver ex-
pertsfor Windows, Linux andembeddedperatingsystems.

Concretely a device can be describedby threelayers
of abstraction:ports registers, and device variables The
entry point of a Devil specificationis the declarationof a
device, parameterizedy ports or rangesof ports, which
abstractphysicaladdressesPortsthenallow device regis-
ters to be declared;thesedefinethe granularityof interac-
tionswith the device. Finally, device variablesare defined

from registers,forming the functionalinterfaceto the de-
vice. Figure?2 illustratesa schematicexampleof the rela-
tionshipbetweerthevariouslevelsof abstraction.

base @ 0

base @2
Ports

Registers

Variables

Figure 2. Schematic view of a fragment of the
Logitec h Busmouse specification

We now define ports, registers, and device variables
by describingthe Devil specificationof the Logitech Bus-
mouse(seeFigure3).

Ports. Dependingon how a device is mapped,t canbe

operatedvia eitherl/O or memoryoperations.To hide this

compleity, we defineports, which are at the basisof the

communicatiorwith thedevice. A device oftenhasseveral
communicationpoints whose addressesre derived from

oneor more baseaddressesTherefore the port construc-
tor, denotedby @ takesasargumentsa rangedport anda
constanbffset(e.g., base@ asillustratedby line 4 of the
Busmousespecification).To enableverification,the range
of valid offsetsmustbe specifiedwithin theentrypointdec-
laration(e.g.,port @ 0. . 3} asillustratedby line 1 of the
Busmoussespecification).

Registers. Rgjistersdefinethe granularityof interaction
with a device; assuchtheregistersize (in numberof bits)
mustbe explicitly specified.Registersaretypically defined
usingtwo ports: onefor readingandonefor writing. Only
one port needsto be provided when readingand writing
sharethe sameport, or when the registeris read-onlyor
write-only.

A registerdeclaratiormaybeassociateavith amaskthat
specifieshit constraints. An elementof this maskcan be
‘.’ to denotearelevantbit, or ‘0’ or ‘1’ to denotea bit
thatis irrelevantwhenreadbut hasa fixed value (0 or 1)
whenwritten, or ‘*’ to denotea bit thatis irrelevantwhen
reador written. As anexample,considerthe declaratiorof
thewri t e- onl y registeri ndex_r eg in line 16 of the
Busmousespecification.

register index_reg = wite base@,

mask ' 1..00000° : bit[8];



devi ce | ogitech_busnmouse (base : bit[8] port @{0..3}) 1
{
/1 Signature register (SR
register sig_reg = base @1 : bit[8]; 4
variabl e signature = sig_reg, volatile, wite trigger : int(8); 5
/1 Configuration register (CR
register cr = wite base @3, mask '1001000.’ : bit[8]; 8
variable config = cr[0] : { CONFI GURATION => '1', DEFAULT_MODE => '0' }; 9
/1 Interrupt register
register interrupt_reg = wite base @2, mask ' 000.0000" : bit[8]; 12
variable interrupt = interrupt_reg[4] : { ENABLE => '0’, DI SABLE => '1" }; 13
/1 Index register
register index_reg = wite base @2, mask '1..00000" : bit[8]; 16
private variable index = index_reg[6..5] : int(2); 17
register x_low = read base @O0, pre {index = 0}, mask ’****, bit[8]; 19
register x_high = read base @0, pre {index = 1}, mask '**** . . bit[8]; 20
register y low = read base @0, pre {index = 2}, mask "**** .. .’ : bit[8]; 21
register y_high = read base @0, pre {index = 3}, mask '...*...." : bit[8]; 22
variable dx = x_high[3..0] # x_low3..0], volatile : signed int(8); 24
variable dy = y_high[3..0] # y_low3..0], volatile : signed int(8); 25
variable buttons = y_high[7..5], volatile : int(3); 26
}

Figure 3. Specification of the Logitec h busmouse

Thismaskindicateghatonly bits 6 and5 arerelevant. Also,
bit 7 is forcedto 1 whenwritten while bits 4 throughO are
forcedto 0. Properregistermaskingis performedby the
stubsgeneratedby the Devil compiler

Devicevariables. In orderto minimizethenumberof 1/O
operationsgequiredfor communicatingvith a device, hard-
waredesigner®ftengroupseveralindependentaluesinto
asingleregister Accessingthesevaluesrequiresbit mask
andshift operationswhichareerrorpronein agenerapro-
gramminglanguagesuchasC. Devil abstractvaluesasde-
vice variableswhich aredefinedasa sequencef bit regis-
ters. Device variablesare stronglytypedin orderto detect
potentialmisuse®f thedevice. Possibleypesarebooleans,
enumeratedypes, signedor unsignedintegers of various
sizes,andrangesor setsof integers. In line 17 of the Bus-
mousespecificationthe 5thand6th bit of thei ndex_r eg
registermake up a two-bit unsignedntegervariable(i.e., a
variablethatcantake a valuefrom 0to 3). Thepri vate
attributemeanshatthei ndex variableis notdefinedn the
functionalinterfaceof theBusmouse&ontrollerandthuscan
notbedirectly accessedly thedriver programmer

Accesspre-actions. Device functionalitiesare often ex-
tendedby mappingmultiple registersto a single physical
address. Examplesare index-basedaddressingnode and
banksof registers.As a result,accessinguchregistersre-
quiresthe settingof a specificcontext which may involve
several I/O operations.To capturethis situation,Devil al-
lows pre-actiongo be attachedo a register For example,

lines 19 and 20 of the Busmousespecificationdeclaretwo
read-onlyregistersonthesameportbase @, providedthat
thevariablei ndex is seteitherto 0 or 1 prior to the port
access.

register x_low = read base@,
pre {index = 0},
mask TEFEx 7
read base@,
pre {index = 1},
mask ' rxxx

bit[8];
regi ster x_high =

bit[8];

Register concatenation. Device variablescanbe spread
over severalregisters. As illustratedby line 24 of the Bus-
mousespecification,constructingthe dx variablerequires
concatenatiorof the two registersx_hi gh and x_I ow.

The 8-bit variabledx is obtainedoy concatenatinghe four

lower bits of registerx_hi gh with the four lower bits of

registerx_| ow.

variable dx = x_high[3..0] # x_low3..0],

Many featuresof Devil are not detailedhere. These
featuresinclude enumeratedypes,facilities for specifying
contortedaddressingnodesandcomple registerandvari-
abledeclarations.A completedescriptionof the language
canbefoundin [14].

2.2 Specificationcorrectness

Devil is bothastronglytypedlanguagendalayeredan-
guage.Thelayeringof abstractionsntroducesredundang
in theinformationprovidedin aspecificatiorandthusopens



/* Type representation */

struct Drive_t_ {const char *filenang;
typedef struct Drive_t_ Drive_t;
static const Drive_t MASTER = {__FILE__, 4, 0x0u};
static const Drive_t SLAVE = {__FILE__, 4, O0x1lu};

int type; u32 val;

/* wite stub for the ide_select register */
static inline void reg_set_ide_select (u8 v) {
outb ((u8)v, base + 6);
cache. cache_i de_sel ect = v;

}

/* read stub for the ide_select register*/
static inline u8 reg_get_ide_select () {
return inb (base + 6);

}

/* write stub for the Drive variable */
static inline void set_Drive (Drive_t v) {

reg_set _ide_select (tnp_0);
}

/* read stub for the Drive variable */

static inline Drive_t get_Drive () {
Drive_t v;
u8 tnp_v = (reg_get_ide_select () & 0x10u) >> 4;
v.filename = __FILE ; v.type = 4; v.val = (u32)tnp_v;
return v;

b

u8 tnp_0 = cache. cache_ide_sel ect & Oxefu | ((u8)v.val & Oxlu) << 4;

ah~wnN

o O o

14

19
20
21

25

27
28
29

Figure 4. Debug stub for the IDE Drive variable

opportunitiesfor verifications.Neverthelessthe Devil syn-
tax ensureshatinformationis alwaysintroducedn alayer
specificmanner Therefore thereis no text redundang in
aspecification.Consisteng propertiescanbe verified both
within abstractiodayers,andacrossabstractiordayers.

Intra-lay er consistency

Within alayer, we canverify typepropertiesandtheunique-
nessof entities:

e All usesof Devil abstractionge.g., ports, registers,
variables)can be matchedagainsttheir definition to
checktype correctnessThetype of aregisteror vari-
able describesusageconstraints suchaswhetherthe
registeror variableis reador write only. Also, various
sizecheckscanbeperformedithesizeof dataaccesses
on ports,the sizeof registers the sizeof variablesde-
rivedfrom cornversionfunctions,the sizeof bit masks,
andthe size of bit patternshat are associatec sym-
bolic namein enumeratedypes,port ranges.and bit
rangedor registerfragments.

e Thefollowing mustbe uniquelydefined: port param-
etersin a device declaration,ports, registers, types,
symbolicnamesandbit patternsin enumeratedypes
andvariables.

Inter -layer consistency

The layeredstructureof Devil implies that declarationof

entitiesat eachlevel of abstractionhave to be consistent
with the correspondingleclarationsat lower layers: vari-

ablesare definedfrom registersand a register from ports.

For example, the attribute (read,write, or read/write)of a

variablemustbe consistentvith the attributesof the regis-

tersfrom which the variableis defined. Inter-layer consis-
teng/ alsoimplies thatall entitiesdefinedat a given layer

mustbe usedin the next level. Finally, Devil entitiessuch
asportsandregistersmustnot overlap.

e Thenoomissionconstraintoncerngortargumentsn
adevice declarationyaluesof rangedport offsets,reg-
isters,andregisterbits. Readelementof atype map-
ping mustbe exhaustve. Also, atype for reading(as
well aspossiblywriting) mustbe usedwith areadable
variable. The sameholdsfor writing.

e Eachport mustappeaionly oncein theregisterdefini-
tions, exceptwhenregistersare definedusingdisjoint
pre-actionsor masks. However, a single port may be
usedfor readingby oneregisterandwriting to another
No bit of asingleregistercanbe usedin the definition
of two differentvariables.

2.3 Generation of debug stubs

Stubsare generatedrom a device specificationby the
Devil compiler Theimplementatiorof a stubdependon



whetherthe driver is compiledin production(ie perfor
mance)modeor in delug mode.In productionmode,stubs
areimplementedso asto be as efficient as possible. The
generated codeis low level andonly limited verification
canbedoneby thecompilerwhencompilingtheC,,,; layer.

In delug mode,the stubcodeandheadethave beende-
signedsothatatypographicakrrorin C,,,; islikely to raise
anerror at compiletime. Also, stubscontainrun-timeas-
sertionsthat check parameteibounds. Finally, assertions
arealsogeneratedfter a variablereadso asto verify that
the readvaluematcheghe variabletype. Theseassertions
verify thata device behavesaccordinglyto its Devil speci-
fication.

Compile-time type verifications

Detectingatypographicakrroratcompiletimeimpliesthat
the C compileris ableto raiseatypeerror. This meanghat
representatioof Devil typesshouldbe aspreciseaspossi-
ble. In otherwords,eachDevil type shouldberepresented
by anew C type. Becausedhe C compileronly raisestype
errorsfor incorrectly-usedtructuresyve encodesachDevil
typeasadistinctC structuretype.

As an example,considerthe following specificationof
theDr i ve variablein anIDE disk controller Thisvariable
hasan implicit type representedy a enumeratiorof the
valuesSLAVE andMASTER.

regi ster ide_select = base@, mask "1.1..... ’

variable Drive = ide_select[4]: {
SLAVE <=> '1",
MASTER <=> ' '
H

Figure 4 presentsstubs generatedfor the IDE Dri ve
variable. As shown in lines 1-5, a specific C structure
Drive_t_ is generatedto representthe Devil type of
Dri ve. Two constaninstanceof Dri ve_t arecreated
to representhevaluesMASTER andSLAVE.

Representindevil typesas structuresmplies that the
comparisoroperatorof C is nolongeravailable. Sinceop-
eratoroverloadingis not availablein C, a possiblesolution
to implementequality testingwould be to provide a spe-
cific function for eachDevil type. While sucha solution
preseres compile-timeverification of types,it introduces
additionalcompleity in the developmentandthe readabil-
ity of theC,,; code.To keepsimplethewriting of the C,.,
code,we choseto have a singlefunction (implementedasa
macro)for comparingvariablesndependentlypf their type.
However, this approachmpliesthattypeverificationis per
formedatruntime.

Run-time assertions

To verify the type of a Devil variableat run-time,we have
to provide a unigue type identifier and to storeit in the

representatiorof the Devil variable. This is doneby the
fil enane, andt ype fieldsof theDri ve_t _ structure.
fil enane isfilled by thecompilerusingthe__FI LE__
ISO C macro.t ype is a specification-uniqueounterthat
is generatedy the Devil compiler As anexample,t ype
is equalto 4 in the caseof thetypeof theDr i ve variable.
Whenreadingavariablef i | ename andt ype areinitial-
ized asshown in line 28 of Figure4. Using the informa-
tions storedin Dri ve_t _, thefollowing macrodi | _eq
performsa run-timetype checkandraisesa error message
in caseof atype mismatch.

#define dil _assert(expr) ((expr) ? 0 : \
panic("Devil assertion failed in file % \
line %d", __FILE , __LINE_))

#define dil _eq(x, y) ( \
dil _assert(!strcnp(x.filenane, y.filenanme) \
&& Xx.type==y.type), \
x.val ==y. val )

Additional assertionsare generatedor types that are
specifiedasa fixed setof integers,so asto checkthatthe
valueis in theright range. For example,the stubfor read-
ing avariableof typei nt { 0, 2, 3} containsanassertion
that verifiesthat the value readis a two-bit integer that is
notequalto 1.

Finally, run-time assertionslso enableadditionalveri-
ficationsrelatedto the correctnes®f the specificationof a
device. For example,considera registerthat hasa fixed
valuefor agivenbit. If thevaluereadat runtime from the
registerdoesnot respecthe maskspecificationtheneither
the specificatioris incorrect,or the device doesnot behave
correctly

3. Mutation Analysis

Mutation analysisis a fault-basedestingtechniquefor
unit-level testing. This techniguewas introducedtwenty
yearsago[3, 6] andit hasbeensuccessfullyusedto testC,
FortranandADA programg5, 9]. More recently mutation
analysishasenablecautomatictest-datageneratior7].

For a programP, mutationtestingproducesa setof al-
ternateprograms.Eachalternateprogram,P;, known asa
mutantof P, is obtainedby modifying one statemenbf P
atatime,accordingo mutationrules Thesemutationrules
arederivedfrom studiesof errorscommonlymadeby pro-
grammersvhentranslatingrequirementsnto code[2].

In traditionalmutationtesting,onewantsto evaluatethe
coverageof asett of testswith respecto aprogramP. The
principleof mutationtestingis thatif ¢ adequatelgoversP,
thenatleastoneof thetestsin ¢t shouldbe ableto discrim-
inate P from a mutantP’. The proportionof mutantsthat
die duringmutationtestingindicateshow well P is covered
by t.



In our study we areinterestedn measuringthe cover

ageof the compile-timeanalysesand run-time assertions.

Thereforewe consideitheanalysesndassertionso bethe
setof testst. Thetestst adequatelyoveraprogrampP if an
analysisor assertiorcandiscriminateP from every mutant
P,

The Devil approachclearly stagesdriver development
into two phasesdevice specificationin Devil andC code
development. Therefore we evaluatethe coverageof pro-
grammingerrorsatbothstagesTo do so,we have designed
two setsof mutationsrules,onefor Devil andthe otherfor
C.

3.1 Error model

Our purposes to modeltypographicandinattentioner-
rors. Ideally, the modelshouldbe designedy studyinger-
rors madeby industry driver developers. However, to our
knowledge,suchdatais not available. Therefore,we de-
signedmutationrulesfrom our pastexperiencen designing
driversandby studyingbug reportsfrom Linux drivers.

Typographicakrrorsaretheresultof anadditionalchar
acter amissingcharacteor areplacedcharactein aliteral
constant.For example,givena 2-digit base-1tumber 50
mutantscan be generated:2 for removing a digit, 30 for
insertinganew digit, and18for replacingadigit. Addition-
ally, typographicakrrorscanbe the resultof the choiceof
anerroneousperator Mutation rulesfor bothkinds of er-
rorsensurehatcharacteor operatoreplacemenis always
performedwithin theequivalentclassof symbols.

Inattention errors often come from the confusion of
namesof identifiers that have similar purposes. We re-
producesucherrorshby replacingan identifier by another
onedefinedin the samefile. Theidentifieris choserfrom
amongtheidentifierdeclaredat a samelevel of abstraction
asthemutateddentifier.

Finally, mutationrulesarealwaysdefinedsuchthatmu-
tantsare syntacticallycorrect,andhave a differentseman-
tics thanthe original program.As a result, mutantscannot
be detectedby a simple syntaxanalysis. Their detection
requirescheckingtype properties.

3.2 Mutation rules for Devil

BecauseDevil is alanguagededicatedo the specifica-
tion of deviceinterfacesjt doesnothaveasmary constructs
as a generalpurposelanguagelike C. This obviously re-
duceghe numberof possiblemutations.

e mutationson literals. Devil literals areeitherdecimal
or hexadecimalconstants,or domain specific values
suchasbit strings(0, 1, and*), andbit patterns(0,

1, * and. ). Charactereplacemenbr insertionis al-
ways performedwithin the samesemanticclass(e.g.,
bit string,decimalor hexadecimalalue).

e mutationson operators. Operatorsare usedto spec-
ify integerrangeg“, ” and“. . ") andtypedefinitions
“<=", “=>" and“<=>"). Mutantsarechosenwithin
thesamesemanticclass.

e mutationsonidentifiers.ldentifiersarenamef regis-
ters,variablesandtypes. Mutationsfor identifiersare
alwaysperformedwithin thesamesemanticlass(reg-
ister, variableor type). Also, nomutationis introduced
at the declaratiorsite of the nameof a Devil variable
(i.e., left sideof the“=" character).Sucha mutation
would only affectthe stubnameratherthanchangehe
semantic®f the specification.

3.3 Mutation rulesfor C

In a C driver, we areonly interestedn testingthe hard-
wareoperatingcode. Thus,we manuallyinserttagsto mark
the correspondingegionsin the original C driver andonly
mutatedthe taggedregions. In a Devil-baseddriver, muta-
tionsareonly appliedto theC,,,; code.

e mutationson literals. C literal arethe usualdecimal,
octal or hexa-decimalvalues. Mutationsfollow the
rulesdefinedin section3.1.

e mutationon operators.Mutationson operatorgeflect
commonhabitsin writing hardware operatingcode.
First, hardwareoperatingcodecontainsmary bit ma-
nipulations.Secondijn C valuesthatarenot structures
arealwaysconsideredy the compilerasintegers.Fi-
nally, expressinga bit maskis commonlydoneby us-
ing thebinaryoperator |’, but someprogrammergre-
fertheoperator +’ whichpossessesdifferentseman-
tics. Mutationrulesaresummarizedn Tablel.

[ operator| mutant [ operator [ mutant [[ operator | mutant |
[ & T& [T + T 7 & T [T & +|
<< [>> < > 1T<< >~ 11 |

Table 1. Mutation rules for C operator s

e mutation on identifiers. Driver programmerscom-
monly definemacrosfor ports, indexed registers, bit
patternsgetc. Evenif thesemacrosreferto distinctab-
stractentities(i.e., registersyalues)they areexpanded
by the pre-processoand only viewed as integersby
the C compiler Thus,themutationrulesfor identifiers
replacean identifier with any otherdefinedidentifier.
In Cp.; code,identifiersalsocorrespondo namesof



functionsandvaluesof the Devil-generatednterface.
Mutationsfor theseidentifiersare always performed
within the samesemanticclass(e.g., setfunction, get
function).

4. Experiments

Our goal is to evaluatethe robustnessmprovementof-
feredby Devil by measuringhow earlyin the development
processerror are detected. To do so, we have injected
programmingerrorsin both Devil specificationsand real
drivers. By measuringvhetheror not errorsaredetectecht
compiletime or atruntime, we areableto provide a quan-
titative evaluationof the Devil approach.

In therestof this section,we first presentan evaluation
of therobustnes®f Devil specificationsThenwe compare
therobustnes®f anexisting IDE disk driver with the same
driverre-engineeredsingDevil.

4.1 Evaluation of the robustnessof Devil specifi-
cations

In the Devil approachwriting a device specificatioris a
taskideally devotedto a device expert. Still, even experts
areproneto typographicandinattentionerrors.By allowing
to verify propertieson Devil specificationthe Devil com-
piler checkstheir consisteng and provides supportto the
expert.

To measurehe coverageof the compiler, we have used
themutationrulesdefinedin Section3.2to injecterrorsinto
five device specifications:the Logitech busmousea PCI
busmastercontroller, alDE disk controller a NE200OEth-
ernetcontroller anda graphiccard. The resultspresented
in Table2 show thatup to 95% of the mutantsinjectedinto
aDevil specificatiorarecaughtby the Devil compilet

4.2 Comparison betweenthe Linux IDE driver
and its Devil counterpart

To compareDevil baseddriversto pure C drivers, we
have chosento focuson driversthatarecritical for the cor
rectbehavior of astandard.inux system We have selected
thelDE disk driver, the NE2000Ethernetcontrollerandthe
DMA andinterruptcontrollers.Our currentresultsareonly
for theIDE driver.

Our studyfocuseson the codefragmentsthat are acti-
vated at boot time. Our mutation model generateabout
2000 C mutants,which is morethanit is feasibleto test
exhaustvely. Insteadwe randomlytested25% of the gen-
eratedmutants.Generateanutantsarefirst compiledso as
to detectcompile-timeerrors. Then,eachmutantthat suc-
cessfullycompilesis usedto build a testkernel. We have

obsenedthefollowing behaiors whenbootingsuchatest
kernel.

e 1- Run-timecheck.Themutantis detectedby a Devil
assertion.The kernelprintsthe sourcecodeline num-
berwheretheerroroccursandhalts.

e 2 - Deadcode.Thekernelbootscorrectlybecausehe
mutationoccursin a non-executedpath.

e 3 - Boot. The kernelboots. No damagecan be ob-
sened, suggestinghat the mutanthasno impacton
thekernelup to theendof the bootprocess.

e 4 - Crash. The kernel crasheshut no informationis
printed. At leasta hardwareresetis neededo restart
themachine.

e 5 - Infinite loop. Thekernelloopsinfinitely andnever
completegheboot.

e 6 - Halt. Thekernelhaltsandprintsa panicmessage.

e 7-Damagedoot. Thebootcompletedut thereis vis-
ible damagge.g.,an unmountedile systemmissing
files).

Casel representshe bestsituationsincethe erroris de-
tectedandanerrormessagelearlyidentifiesthefaultyline.
Case2 representanirrelevanttest. Case3 representshe
worst casein a driver development;the kernelcontainsan
errorthatis likely to shov up later. Suchan errorwill be
extremelydifficult to detug. We distinguishbetweencase
2 andcase3 by carefulexaminationof the executionpath.
Casedglto 7 represenintermediatesituationsthedriverde-
veloperknowsthe presencef abug, but tedioustrackingis
typically neededo isolatethe actualsourceof the error.

Number of Number of | Concemedmutants/
mutation sites mutants total nb. of mutants
Compile-timecheck 94 138 26.7%
Crash 5 15 2.9%
Infinite Loop 14 58 11.2%
Halt 32 111 21.5%
Damagedoot 9 15 2.9%
[ Boot [ 39 [ 179 [ 34.7% |
Total [ 94 [ 516 [ N/A |

Table 3. Mutations on C code

Tables3 and4 presentheresultsof our mutationanaly-
sisontheC andC,,; codeof the IDE disk driver. Thefirst
line showvs how mary mutantsaredetectecat compiletime.
Thefollowing lines presenthe differentsituationsthatare
encounteredvhile bootinga mutatedkernel. Finally, the
lastline presentghe numberof mutationsitesandthetotal
numberof mutantsin the experiment.



Number of Number of Number of % of
lines mutation sites | injected mutants | detectedmutants
Logi t ech Busnobuse 22 87 1678 95.%%
PCl Bus Master (Intel 82371FB) 27 82 1465 88.8%

TDE (Intel PITX4) 130

352 10299 91. %6

Et hernet NE2000 (ns8390) 131

434 9410 92.6%

Graphic card (Pernedia 2) 128

400 13683 90.3%

Table 2. Mutation coverage of the Devil compiler

Number of Number of | Concemed mutants/
mutation sites mutants total nb. of mutants
Compile-timecheck 102 316 58.0%
[ Run-timecheck ] 23 [ 77 [ 14.1% |
Crash 0 0 0.0%
Infinite loop 3 4 0.7%
Halt 13 27 4.9%
Damagedoot 3 3 0.5%
Boot [ 31 [ 67 | 12.3% |
[ Deadcode | 12 | 51 | 9.4% |

| Total [ 102 [ 545 | N/A |

Table 4. Mutations on C,,,; code

Our resultsshav that 72% of the errorsin the Devil
driver are detectedeither at compile time or at run time.
Thepercentagef mutantsdetecteds evengreateiif weig-
noredead-codenutants.By comparisonpnly 26.7%errors
aredetectecdat compiletime on the original C driver. Thus
3 timesmoreerrorsaredetectedy Devil mechanisms.

In Devil, only 12.3%of the mutationsare not detected
(e.g. case3), while 34.7%of the mutationsin the C code
arenot detected.Thusthe worst situationappears3 times
moreoftenin atraditionaldriver.

It shouldbenotedthatdead-codenutantsappeaonly in
theDevil basedriver. Thisis dueto theC,,,;, programming
style thatrequiresswitchesfor testingthe statusat theend
of eachcommandIn C, theequivalenttestis implementing
by a contortedsingleline macrothatis alwaysexecuted.

Finally, eachexperimenttakes about2 minutesif no
manualdamagerepair hasto be done. In fact, two mu-
tants of the original IDE driver crashedthe partition ta-
ble/filesystemandrequiredre-formattingthe disk. This ef-
fectneverappearedor the Devil driver.

5. Related Work

Detectingbugsasearly aspossibleis crucial duringthe
developmentprocess. A study by DeMillo and Mathur
found that typographicand inattentionerrorsrepresenta
significantfraction, thoughnot the majority, of the errors
in productionprograms.This studyalsorevealedthatsuch
errorscanremainhiddenfor alongtime. Eventhoughtheir
studywas concernedvith the developmentof TpX, which
differsfrom device drivers,theseobsenationsremainperti-

nent,andare even moreimportantconsideringhe permis-
sive natureof alanguagesuchascC [6].

In previous paperswe describedhe designof the Devil
languagd12]. Additionally, we shavedthattheIDE driver
andaX11driverre-engineeredsingDevil arealmostasef-
ficientastheoriginal oneg[11]. Also, we reportedprelimi-
naryexperimentdbasedn mutationanalysisor measuring
compile-timeerrorcoverageof Devil andC drivers[11].

The softwareimplementedault-injection(SWIFI) tech-
nigue implementsthe bit-flip fault model, which is meant
to simulate the results of physical hardware faults. To
someextent, SWIFI tools canbe usedto emulatesoftware
faults[10]. However, it hasbeenfound thatsomesoftware
faultscannotbe emulatedby ary SWIFI tool.

Integrationof microkernelsinto critical embeddedom-
putersystemss promisingapproach.in this contet, eval-
uation of the microkernel robustnesss mandatory The
MAFALDA tool providesobjective failure dataon a can-
didatemicrokernel.Usingthesedata,improvederrordetec-
tion mechanisméave beensuggestedB].

Improving therobustnes®f critical softwarecanalsobe
achieved by usingformal methods.Methodssuchas B [1]
produceanimplementatiorby successie refinementof a
model. However, formal proofs are requiredat eachstep
andtheseproofscannotalwaysbheautomatedFurthermore,
the quality of the resultingimplementatiordependn the
quality of themodel.

6. Conclusionand Futur e Work

Devil is an IDL for specifying the hardware devices.
Fromadevice specificationacompilergeneratestubscon-
taininglow-level codeto operatehedevice.

In this paper we have presentedn evaluationof thero-
bustnessmprovementofferedby Devil. To do so,we have
injected programmingerrorsusing mutationanalysesnto
Devil-basedLinux driversandthe original C drivers. For
that, we have definedmutationrulesthat model program-
ming errorsfor both Devil andC.

We asseshiow early errorscanbe caughtin the devel-
opmentprocesspy measuringvhethererrorsare detected
eitheratcompiletime or atruntime. Theresultsof our ex-
perimentson the IDE Linux disk driver shav thatnearly3
timesmoreerrorsaredetectedn theDevil driverthanin the



original C driver. Additionally, 3 timesfewermutantsin the
Devil driverthanin the C driverresultin undetectedlam-
agewithin the kernel. Thesemutantsrepresenthe worst
casein driver developmentsincetheseerrorswill be ex-
tremely difficult to detug. Finally, up to 90% of mutants
thatwereinjectedwithin Devil specificationsveredetected
by the Devil compilet

We arecurrentlyevaluatingthe robustnes®f Devil over
several otherLinux driverssuchasthe an Ethernetdriver,
and the interrupt and DMA drivers. In future work, we
hopeto improve the effectivenessof compile-timechecks.
Specificallywewantto build apreprocessdool thatgener
atea compile-timecomparisorfunctionfor any Devil type.
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